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CeTeBOoM aapec

v’ CeTeBOM aapec — naeHTMdUKaTop yCTpONCTBa,
paboTatolero B KOMMNbIOTEPHOW CETU.

v/ lcnonb3yloTcs ABa BUAa afpecos:

- MAC-aapec CoCcTounT U3 2-X YyacTeu:

1-9 - onpenensieT nponssoamTens obopyaoBaHus,
2-51 - YHUKaJIbHbIK HOMep, NMpuCcBanBaeMbIN
npon3BoauUTENEM.

ObecneymBaeT YHUKaNbHbIN aapec ntoboro
YCTPOUCTBA B CETMW.

- IP-aapec TakXxe COCTOUT U3 2-X YacTeu:
1-4 - aapec noaceTtu,
2-51 - aApec yCTpoucTBa B rnpeaenax noaceTtu.



CeTeBoMn aapec

v/ AnbTepHaTuBa ajpeca - MAeHTNPUKaTopbl
YCTPOUCTB B POpME CUMBOJIMHYECKUX UMEH, YA06OHbIX
ANs 3anOMUHAHUA.

Hanpumep, B npeaenax NOKaJIibHOM CETN —
ceTeBoe MMSA KOMMbIOTEPA, B rNMO6asIbHOMU CeTN —
AOMEHHoe NMA.

v/ ABTOMaTM4yecKoe ornpefesieHNne COOTBETCTBUSA MEXAY
MMEeHaMn n agpecammn obecnevymBaroT crieunasibHble
ceTeBble NpoToKkosbl (Hanpumep, DNS).

v 0O6wmin cetresomn aapec (broadcasting address)
MCNOJIb3YETCA AN OTNPaBKM NAaKETOB Ha BCE
NOCTYMHbIE Y3/ibl CETW.



CeTeBoMn aapec

v’ AApec ceTM UCMOJIb3YyeTCa OIS CCbINIOK CETU Ha
camy cebs.

[lpyumep:

B cetn 192.168.0.0/24:

- IP-apapec cetn - 192.168.0.0,
- 06Wwmnn ceteBon agpec — 192.168.0.255.
v MoHATUEe ceTeBoro naeHTudukaropa:

IP-aapec no Bepcuun IPv4 xpaHutca B 32 butax.

3anncb 192.168.0.0/24 (CIDR) o3Hau4aeT, 4yTO
Macka cetun - 255.255.255.0.

24 6UTa ABNAIOTCA CETEBbIM NAEHTUMUKATOPOM, a
OCTa/lbHble 8 — 3TO aapec KOHKPETHOro y3na
(HanpuMep, KoMnblkoTepa) 3Ton cetun. T.0., B aapece
KOHKpeTHOW MawuHbl 192.168.0.210: ceTteBou
naeHTndukartop - 192.168.0, a agpec MmawunHbl - 210.




IP-anpec

v' IP-appec (Internet Protocol Address) — 370
YHUKA/bHbIA CETEBOM aApec y3/1a B KOMMbOTEPHOM
CeTn, NoCcTpoeHHown no npotokony IP.

v' B ceTn NHTepHeT TpebyeTcs rnobanbHas
YHUKANbHOCTb aapeca. Anga paboTbl B /IOKaNbHOWN CETU
TpebyeTcsa YHUKaNbHOCTb aZpeca B npeaesiax CeTu.

v' Yno6Hon cdopmoit 3anucu IP-agpeca (IPv4)
SAIBNAETCH 3arnncb B BUAE YeTbIPEX AeCATUYHbIX YNCen
3HauyeHneM oT 0 Ao 255, pa3aenéHHbIX ToYKamMu,
HanpuMmep, 192.168.0.210.

v' B Bepcun IPv6 IP-aapec siBnsietcsi 128-6UToBbIM.
BHyTpn aapeca pa3aesimTesieM SIBJISIETCS [JBOETOYUE
(2001:0db8:85a3:0000:0000:8a2e:0370:/7334).
Zornyckaercs 3anuch
2001:0db8:85a3::8a2e:0370:7334.



Macka noacertu

Mackou noaceTn (MaCKOM CeTMU) Ha3blBaeTCH
buToBasa Macka, onpeaensmoLwas, Kakas 4actb IP-
aZpeca y3na CeTu OTHOCUTCA K aapecy CeTU, a Kakas
— K aAapecy caMoro yana.

HanpuMmep, y3en c IP-aapecom 192.168.0.210 w
Mackomn noacetn 255.255.255.0 HaxoauTcsa B ceTu
192.168.0.0 c anHon npedukca 24 buTta.

v" C NOMOLLbIO Mackm NoACETU MOXHO CKasaTb, UTO
oaAVH aAnana3oH IP-aapecos 6yaeTt B 04HOW NOACETH, a
ApYyrov amana3oH COOTBETCTBEHHO B APYrov NoAceTw.



Macka noacetun MoOXeT 6biTb YKalaHa Kak npedukc
B BuAe, HanpuMmep, /24.

/24 5KkBuBaneHTeH Macke 255.255.255.0.
255.255.255.0

¥

11111111.,11111111.11111111.00000000

¥

1 coaepxntca B 24 butax

CeTb c agpecom 192.168.0.0/24 moxeT nmetb 256
aZpecoB B noacetun. B macke noaceTtn nocneaHune 8 6uT
COOTBETCTBYIOT HOMepy Y374, MN03TOMY KOJMYECTBO
agpecoB paBHO 28 = 256. MakcuMManbHOE KOSIMYECTBO
Y3/10B B CETU Ha 2 MeHblle, T.e. 254, T.K. 2 aapeca B
6/ioKke ABNATCS Hadal/ibHbIM U KOHEYHbIM ajjpecamMu B
6/10Ke aapecoB, OTHOCSLLMXCA K CETH.




Macka noacertu

YT106bI MONYUYNTL apapec cetun, 3Has IP-aapec v
MacCKy noaceTtu, HeobxoaAnMO NPUMEHUTb K HUM
onepauunto nopaspaaHon KOHbIOHKLKMK (normndyeckoe N).

[lpumep:

IP-ampec: 11000000 10101000 00000001 ooodoo1o [192.1e8.1.2)
Macka nmogceTs: 11111111 11111111 11111110 00000000 (2£235.235.2354.0)
Apec CETH! 11000000 10101000 0ooo00oo ooodoood (192, 168.0.0)

v' PazbueHune oaHon 60NbLUOM CeTU Ha HECKObKO
MasieHbKMX MOACeTEel No3BoAseT YNpoCTUTh
MapLLpyTM3aLmIo.



KoHdurypauusa IP-ceteu

B IP-ceTax KaxxaoMy ceTeBoMy UHTepdeuncy
NpUcBamMBaETCs €ANHCTBEHHbIN HA BCIO r1o6anbHyo
ceTb aapec.

[Ns yCTaHOBNEHNA CBA3U MexXAay MHTepdeNCcom u
IP-agpecoM Heo6X0AMMO BbIMOSIHUTbL KOMaHAY:

ifconfig eth0 192.168.1.5 up

Btopon ceteBon nHtepdenc lo (loopback)
MCNOJIb3YEeTCAa A1 OpraHn3aunmn ceTeBbiX
B3aMMOAENCTBMN KOMMblOTEPA C cCaMUM CO60Mu.

Hanbonee wunpoko wucnosb3lyembln IP  aapec
loopback — 127.0.0.1. B IPv4 B Hero oTpaxaeTtcs nbo
aapec B npegenax ot 127.0.0.0 go 127.255.255.255.

IPv6 onpenenser eAuMHCTBEHHbIM aapec A1 STOouU
dyHkummn — 0:0:0:0:0:0:0:1 (Takxe 3anucbiBaeTcs
Kak ::1).
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MapuwpyTtusauums

v' B rnobanbHOM ceTn HeobxoanMo NPUHMUMaTb
peLleHne 0 MapLlupyTe AOCTaBKM NakeTa.

v’ Mpouecc onpeaeneHns Haunayyllero MapLpyTa
Ha3bIBAeTCH MaplipyTU3aLuen.

v JlokanbHas ceTb 3a4aéTCS MacKoW CeTu.
MapuwpyTmnsaumsa He TpebyeTtcs.

v' Ecnu nakeT nepenaérca mexay Asyms (mnu 6onee)
PA3HbIMU CETAMU, TO HA FPaHULIE I3TUX CETEN
pacnoslaraeTcsd MapLipyrTmsaTtop.

Mapuwpytusartop (router) - KkoMmnblTEP WU
arnnapaTtHoOe YCTPOUCTBO, MNPUHMUMalOLLEee pelleHne o
nepecblsIke TMakeToB Ha OCHOBaHWMW nMpaBua W
TOMO/IOrNUN CETMH.



MapuwpyTusauus
v’ PoyTep paboTaeT Ha ceTeBOM ypoBHe mogenn OSI.
v W3 (gateway) — MaplipyTu3aTtop Ha rpaHuLe

NOKa/AbHON CeTWU, MNpeaoCcTaBfslOWMA  BbiIXOo4 B
Internet.

v/ OnepauMoHHas cucteMa XpaHuUT Tabnuuy
Mapuwpytusaumm (T.M.).

[Monga Tabnuubl: MECTO Ha3HAYeHUd; M4 LWJ13a;
MacKa CeTu MapuipyTta; nMa nHtepdenca.

BbiBOAUTCS Ha AMUCIJIEN M HAacTpamMBaeTCcs C
noMowbO KOMaHAbl route.



I route -n
Kernel IFP routing table

Deztination Fateway
192.1658.1.0 0.0.0.0
127.0.0.0 0.0.0.0
0.0.0.0 192.165.1.1

Fenmask Flags Metric Eef
255.255.255.0 1] 0 0
255.0.0.0 1] 0 0
0.0.0.0 Jije; 0 0

netstat —rn - npocmoTpeTb Tabnuyy,
YMpaB/SOLYO MapLlpyTmn3aunenm nakeTos.

dopMaT KoOMaHAb! route:
route onepauusa -Tun aapecart w3 nHrepdenc

ApPryMeHTbI:

onepauusa: add (nob6asutb), delete (yaanutb);
T™mn: net (cetb), host (MawwuHa).
aapecat: IP-aapec MmawunHbl, cetn nnn default;
winto3: IP-aapec wnio3a;

MHTEpMenc: MM CeTeBoro MHTepgpenca.

Uze Iface
0 ethi
0 lo
0 ethi



route -f - yzaneHne gaHHbIX 060 BCEX LLIJTH03aX.
[IpnmMepbl:
route add -net 192.168.0.0 netmask

255.255.255.0 ethO - HacTponka mapuipytmnsaumm B
JIOKaJIbHOUN CETMU.

route add default gw 192.168.0.1 ethO -
OTIPaB/isiTb MNaKeTbl Ha L3 110 YMOJIYaHUIO.

route add —net 192.168.0.0/24 gw
192.168.0.1 - f06aBUTL MapLUPYT K CETU
192.168.0.0 c mackom 255.255.255.0 n cneayroujmm
azapecom nepexoaa 192.168.0.1.

v’ T. M. xpaHuTca daine /proc/net/route.

v/ HacTpoliku ceTun pasmeluarTcs B daiine
/etc/network/interfaces.



MeXxceTeBou 3KpaH

v’ MexceteBoM akpaH (firewall, 6paHnamayap) -
CpPeACcTBO aHanM3a CeTeBbIX M TPAHCMOPTHLIX NaKeToB.

v' Mo3BoONSAET:
- N36aBNATbCA OT HeXenatenbHOM ceTeBOM

aKTUBHOCTH,
- M@HMNYAMPOBATb NOTOKAMU AAHHbIX,
- Npeobpa30BbIBaTb CNYXebHY MHPOPpMaLUuUIO.

v B pasnuyHbix Bepcnsax UNIX dpyHKLMOHANbHOCTb U
ynpaBJjieHUe M. 3. MOXXET OT/INYaTbCA.

v B Linux-cucremax Ans opraHvMsaumm MexceTesoro
SKpaHa uncnonb3lyeTcsa npunoxeHue iptables.

iptables -L -n —=v - oTobpa>keHne cocTtossHUS M.23.



