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KoHuenuusa iptables

KoHBenepHasa o6paboTka ceTeBoro nakerta

CUCTEMOMW:
3.1. [NlonyyeHne nakeTa U3 CeTeBoro nHTepdenca nim

OT CMCTEMHOIO npouecca.

3.2. OnpegeneHve npeanojiaraemMoro MapLpyTa
nakera.

3.3. OTnpaBKa NakeTa 4yepe3 ceTeBoOn NHTepdenc

nmbo KakoMy-HMbYab npoLueccy, ecsin oH
npeaHasHa4vasicsd AaHHOMY KOMMbIOTEPY.



KoHuenuwusa iptables

v Tpu KoHBelepa 06paboTKN NaKkeToB.:
1. «NoNy4YnTb — MapLpPYyTU3IUPOBATb — OTOCATb>»
(pencrteme MaplipyTtusaTopa),

2. «NONYYUTb — MApLIpPYyTU3NPOBATb — OTAATb>»
(apencreue npu NoayyeHun naketTa npoueccom),

3. «B34Tb — MapLWpPyTU3NPOBATb — OTOC/NATb»
(oencTteme nNpu OTCbIJIKE NMakeTa NpoueccomMm).

v Mexay KaXxabIMu U3 3TUX AEUCTBUIA CUCTEMBI
NnoMeLllaeTcs MOAY/Ib MEXCETEBOIO 3KpaHa - LErNoYyKa.

v’ Kaxpaas uenoyka npeacrasnser coboi Cnncok
npasus, NOC/€A0BaTENbHO NPUMEHSAEMbIX K
aHaM3MpyemMoMy MnakeTy.



KoHuenuus iptables

CeTb
ObpaboTka MochemapwpyTHaA
[lomapwpyTHas TPaH3UTHbLIX NAKeToB obpaboTka
obpaboTka (FORWARD) (POSTROUTING)
(PREROUTING)
l ObpabdoTka Y
NUCXOOAWMNX NAKETOB CeTh
(OUTPUT)
MapwpyTusauuna
ObpaboTka T
BXOAALWMNX NAaKETOB
(INPUT) MapwpyTnsauna




OyHKkuua NAT

v  OOHOW M3 BaXHbIX (YHKUMIA CEeTeBOro 3KpaHa
ABNAEeTCa mnoaAMeHa aapecoB U mMoaundukauus
ceTeBbIX MNaKeToB.

NAT (Network Address Translation —
TpaHCNAUMA  CeTeBbIX aApecoB) —  MeXaHWU3M,
NO3BONIAOWMNNA  OpraHM3oBaTb Mepeaavy MakeToB
MeXay ceTsMU, He MMerLlWMMM CBeAeHUUN O CeTeBbIX
aapecax Apyr apyra.

v’ MNo3BONSIET 3KOHOMUTL NybaMUHbIe IP-aapeca.
v' CKpbIBaeT BHYTPEHHIOW CTPYKTYpY CETMU.



192.168.0.1

ATpubyThl Nnepenasaemoro nakera

WcTounnx: 61.234.166.25
MopT nctousmka: 80

MpoTokon: TCP
Monyuarens: 182.168.0.1

MopT nonyuarena: 1255

L‘

AR R
192.168.0.2

al

192.168.0.3

—
-

NAT- mapwpyTusarop

/ \
/'I' \\
LAN - nopT WAN - nopt
192.168.0.254 195.1.101.105

Tabnuua cooreeTcTEMA

BHyTpesrit nonyuarens: 192.163.0.1

BHyTpesHwit nopT: 1255
Brewsu nonysarens: 185.1.101.105
BrewsHwi nopT: 3220
Ornpasutens: B81.234.166.25

Mopt ompaewTtena: 80

ATpubyTel OTApasNAEeMOro nakera

WcTounm: 61.234.166.25
MopT nctounmka: 80

MpoTokon: TCP
Monyuarens: 185.1.101.105

MopT nonyuarena: 3220

Server
61.234.166.25




[MpuMepbl ncnonb3oBaHUsA iptables

* iptables -F # Ouucrute Bce yenoyku 1abinLbi
filter.

* iptables -A INPUT -m conntrack --ctstate
ESTABLISHED,RELATED -j ACCEPT # Ko BceM
rakeTaM, KOToOpbl€ OTHOCSITCS K y)Xe YCTaHOBJ/IEHHbIM
coeanHeHnsIM, npumeHsietcs gencremne ACCEPT -
rporycTuTh.

* iptables -P INPUT DROP # B kayectBe AenNCTBUS
rno ymosiyaHuto - DROP — 6/10kuMpoBaHMe rnakera.

* jiptables -P OUTPUT ACCEPT # Pa3peluntb BcCe
NCXoasiLLMe rNakeThl.

* iptables -A INPUT -p tcp --dport 80 -s
192.168.0.0/24 -j REJECT - 3anpetuntb Bxoasuine
coeqiMHeHus 41 cepBuca http ¢ xocToB ceTu
192.168.0.0/24, K KOTOpOU HACTPOEHA
MapLLUpyTn3aLms.



OCHOBHbIE ceTeBble KOMaHAb!

netstat - otobpaxeHne MMeLLnNXCs ceTeBbIX
coeauHEHNN.

[Ipumep: netstat —at - npocmoTp TO/1bKO tCp
COeANHEHUMN.

ping y3en — npoBepka coeagunHeHns C YKa3aHHbIM
Y3/I10M.

[Mpumep: ping —c 100 192.168.0.1 - npoBepsiet
coeanHeHue c y31om 192.168.0.1, otcbinasa 100
3arpocos.

ping —w 5 localhost - nunrosats
localhost B TeueHune 5 c.

traceroute - NnpnMepHoe onpeageneHne MmapLlipyTa
cneanoBaHMA NakeTa.

[lpuMep: traceroute yandex.ru rmokaxer
MapLipyT nakera-3arpoca Ao yandex.ru.



OCHOBHbIE ceTeBble KOMaHAb!

mtr - cpeacTtBo AnarHocTukm cetmn (KoMbuHmpyet

ping u traceroute)
[MpumMep: mtr google.com - vccriegoBaHune
CeTeBbIX CoOeanHEHNN ¢ google.com.

host - onpeagenenune IP-aapeca no 3agaHHOMY
MMEHWN XOCTa N HaobopoT.
[Mpumep: host yandex.ru

host 8.8.8.8
hosthame - oT06pa3nTb NMA KOMMbIOTEPA.

telnet hostname - yganéHHoe nogknoyeHmne K
TepMuHany hostname no npotokosly TELNET.
MHopMauumsa nepenaértcsa 6e3 wmnppoBaHus.

ssh - aHanor telnet, HO Cc WNndpoBaHMEM AaHHbIX.






OcCHOBbI BUpTYanusauuu

Buptyanumsauumsa
npegocraeneHne Habopa BbIYUCIUTENbHBIX PecypcoB
NN X nornyeckoro obveamHeHunsl, abcrparnpoBaHHoe
OT annapaTHOM peanusaumn, un obecneyvmnBarollee
NOrn4yeckyto nsonauuno apyr ot Apyra Bbl4. npoueccos,
BbINOJZIHAEMbIX Ha OAHOM (PU3NYECKOM pecypcCe.

v BupTtyanmsaumsa MoXeT NpUMEHSTbCA K:
- KOMNblOoTEpaM,

- OfMepaumoHHbIM CUCTEMAM,

- YCTPOMUCTBAM XpaHeHwusd,

- MPUNOXEHUAM UN CETHAM.

v/ OCHOBHYIO pOJib UTPAET BUPTYyan3aLmsa CepBepoB.



OcCHOBbI BUpTYanusauuu

Buptyanusauuma cepBepoB - 5TO 3aMycK Ha O4HOM
dn3nyeckom cepeepe HEeCKOJSIbKNX BUPTYabHbIX
cepBepoB, KOTOpble NpeacTaBasaoT coboun
NpuUIoXeHnd, 3anyLleHHble Ha xoctosoun OC,
SMyinpyrowmne pusnvyeckme ycTpomcTtea cepeepa.

v 10 ncnonb3lyeTtca ANnsg MMUTaAUNN HaANTUUNS
obopynoBaHUsa U CO34aHNSA BUPTYaslbHOW
KOMMbOTEPHOU CUCTEMDBI (K.C.).

v' [103TOMY MOXHO 3anyckKaTb HECKOJIbKO BUPTYasibHbIX
CUCTEM, a TakXXe Heckosibko OC 1 NpuaoXeHunn Ha
OAHOM cepBepe, 4YTO MoXeT obecneynTb SKOHOMUIO U
noBbllleHne 3PPEeKTUBHOCTN.



BuptyanbHaa MallUHa

BupTtyanbHas K.C. WM BUpPTyaJibHasA MallUHa
(BM) — 5T0 CTpOro nsonmpoBaHHblIn KOHTenHep [10,
coaepxawmnm OC n npmnnoxeHue.

v Kaxxaaa aBTOHOMHas BM nonHOCTbO HE3aBUCKUMaA.

v Hannymne Heckonbknx BM Ha o4HOM KOMMbOTEpPE
obecrnevynBaeT BO3MOXHOCTb paboTbl Ha OAHOM
dn3ndyeckoM cepeepe HeckoNbknx OC u
NPUMOXXEHUN.

v ToHkuun cnoun MO, Ha3biIBaeMbI TMMNEepPBU30OPOM,
oTAeNnsaeT BUpTyasibHble MallMHbI OT CepBepa u Mno
Mepe HeobXxoaAMMOCTU ANHAMUYECKU BblaenseT
BblUMCIUTENIbHbIE pecypcChbl Kaxaomn BM.



OCHOBHblIe CBOUCTBa BUPTYaJibHbIX MalUUH

1. PaspgeneHue:
-BblNO/NIHEHUE HeCKoNbKnX OC Ha oAHOM PU3NYECKOM KOMIMbIOTEPE;
-pa3geneHne CUCTEMHbIX pecypcoB mexxay BM.

2. N3onauuma:

-U30/19UMA HENCNPABHOCTEN N HAPYLUEHMNIN CMCTEMbI 6€30MacHOCTU Ha
annapaTHOM YPOBHE;

-COXpaHeHne YpoBHA NPOM3BOANTENBHOCTU C MOMOLLbIO
PACLUMPEHHbIX CPEACTB YNPaB/EHUA pecypcamum.

3. UHKancynauyua:

-NOJIHOE CoXpaHeHune coctoAaHua BM B Buae $annos,;
-nepemeuleHne n kKonnposaHue BM aHanornyHbl onepaumam c
dbannamm.

4. He3aBucMMOCTb OT 060pya0BaHUA:
- NHUUMaNn3auma u nepeHoc ntobot BM Ha ntobont pusnyeckmni

cepsep.



Buptyanusauua nnatQopM

Buptyanusauuma nnat@dpopMm - co3aaHume
NPOrpaMMHbIX CUCTEM Ha OCHOBE CYLLUECTBYOLWMNX
annapaTHO-NPOrpaMMHbIX KOMMJIEKCOB, 3aBUCSLLNX
MNN HE3aBUCSLLNX OT HUX.

v CucteMa, npenocrasngdiowas annapaTHble pecypchl
n MO, Ha3biBaeTcs xocTtoBoM (host), a
CUMYNpyeMble e CUCTEMbl — FrOCTEBbIMMU
(guest).

v’ Buabl BUpTyanmsaumm naatdopMm 3aBUCAT OT TOrO,
HACKOJIbKO MOJTHO OCYLLECTBNSETCH CUMYSALUS
annapaTtHoro obecneyeHus (a.o.).



Buabl BUpTYanusaumm nnatgopm

NMonHasa smynauuma (cuMmynsauma)

BM NoONHOCTbIO BUPTYaInU3NPYET BCE a.0. Npu
coxpaHeHuun roctesom OC B HEM3MEHHOM BUAE.

[103BONSET 3MY/IMPOBATb Pa3/IMUYHbIE anmnapaTHbIe
apXUTEKTYpbl.

Ncnonb3yeTcsa ans pa3paboTkn cuctemHoro 10,
HU3KoypoBHeBOWU oTNaakm OC, a Takxe
obpa3oBaTesibHbIX Liesieun.

OCHOBHOW MUHYC: 3MY/IMpyeMOe a.0. CYLLEeCTBEHHO
3aMennisieT 6bICTpOoAENCTBUE TOCTEBON CUCTEMBI.

[TfpMepbl NPOAYKTOB A4 CO34aHNUA SMYNATOPOB:
Bochs, PearPC, QEMU (6e3 yckopeHusn), Hercules
Emulator.



Buabl BUpTYanu3auuum nnatpopm
YactnuHasa asmynauma (HaTMBHas BUpTyasin3auuva)

 BM BupTyanusunpyet nuub Heobxoammoe KoJiIn4yecTBo
a.0., YTob6bl OHa Morna 6bITb 3anyuieHa
N30/ 1MPOBAHHO.

« [nsa nosblileHnsa 6bICTPOAENCTBUSA NPUMEHSETCS
rMnepBm3op, NO3BONALWNN FOCTEBON CUCTEME
HanpsaMyto obpallaTbCs K pecypcaM a.o.

e MuHyC: 3aBUCUMOCTb BM OT apXunUTteKkTypsbl
annapaTtHoOW NnaTdopMbl.

* [Mpnmepbl npoayktoB: VMware Workstation,
VMware Server, VMware ESX Server, Virtual
Iron, Virtual PC, VirtualBox, Parallels Desktop.



Buabl BUpTYyanusauum nnatoopM

NMNapaBupTtyanaunsauumsa

HeT HeobxoAnMMOCTU CUMYNMPOBaThb a.0., HO
MCMOJIb3yeTCs crneunanbHbli NMPOrpaMMHbIN
nHteppenc (API) anga B3anMoaencTBus C rocteBou
OC.

TpebyeTca moandunkaums Koga roctTeBOM CUCTEMBI.

NMeeTca ceou runepsusop; API-BbI30BbI K rOCTEBOU
cucrteme Ha3sbiBatoTcsa «hypercalls» (rmnepBbi30BbI).

OcHoBHble npoBanaepsbl: XenSource u Virtual Iron.



NonHaa smynauuma

HacTuyHaa sMmynaumsa

Apps Apps Apps Apps Apps
Guest0S | GuestOS | GuestOS Guest 05 | Guest03 Mgmt
Hardware WM A Hardware VM B Hypenasor (VMM)
Hardware Hardware
NMNapaBupTtyanaunsauumsa
Apps Apps
Modified Modified
Guest 0S | Guest OS5 Mgmt
Hypervisor (VM)
Hardware




CucrtemMbl BUpTYanm3auuu
OpenVZ

« Peanunsauunda Ha ypoBHe OC, koTopas 6a3mnpyeTcs Ha agpe
Linux. lNo3BonseT Ha 0AHOM OU3NYECKOM cepBepe 3anyckaTb
MHOXECTBO M30JIMpOBaHHbIX Konnun OC - «BUPTYyasibHbIE
YyacTHble cepBepbl». [NnaTtHbIK BapuaHT: Virtuozzo.

Xen

« B oCcHOBe - TexHo/siorMa napasupTtyanusaumn. loctesas
cuctema (Linux, FreeBSD, OpenSolaris) cneuunanbHO
nogrotaBnmeaeTca Ansa pabotbl € Xen.

KVM

« Cam no cebe KVM He BbINoONHAET amynsaumn. lNpeepawiaer
a4Apo Linux B rmunepBu3op 3arpyskon moaynsa aapa kvm.ko.
Ncnonb3yeT nHtepdenc /dev/kvm anst HACTPOMKM aapeCcHOro
NpoCTpaHcTBa rocta BM.

VirtualBOX/ VMWare/ Qemu



Cnocndo 30 6H~4Mnmm




