OE/IEPAJIBHOE ATEHTCTBO CBA3U Opaena Tpynosoro Kpacnoro 3namenu
denepanbHOe TOCYTapCTBEHHOE OIOHKETHOE 00pa30BaTEIbHOE YUPEIKICHNUE
BBICIIIETO 00OPa30BAHMS

MOCKOBCKHNI TEXHUYECKUN YHUBEPCUTET CBS3U 1
NHO®OPMATHUKHA

Kadenpa NUudopmarmonHoit 6e30macHOCTH

N3ydeHne OCHOBHBIX (DYHKIIMOHAJIBHBIX BO3MOXKHOCTEH MporpaMmbl-cHUDepa
WireShark

3aganmue:

1. OcymiecTBUTH 3aXBaT Tpauka

2. Usyuuts ctpykTypy |IP-makera, 3aronosku IP TCP UDP — makera u ero
TTOJISI

3. UsyueHue QpyHKIIMOHATBHBIX BO3MOKHOCTEH

4. T'padpuueckoe mpecTaBICHHE 3aXBaY€HHOI0 Tpaduka

BoinoJiHeHHe 3aaHUS
1) OcymiecTBuTh 3axBat Tpaduka:

[Mocne 3amycka wireshark, BeiOupaeM He0OX0IMMBIN UCTOUYHUK Tpaduka (B
naHHOM cirydae - Ethernet) u HaxuMaeMm Ha KHOTIKY “HavaTh 3aXBaT IAKETOB”.



M Cevesoii snanmsaTop Wireshark — O *

Mafin PeaakTHposadke  [MpocMoTp  3anyck  3axBaT  AHanMs  CTaTMcTHMKa  Tenedodua  BecnposogHod

AW L@ T RAEBRe==F i ElaQaB

=

HMHETPYMEHTRL  [oMOWE

[i |HpMMEHMTb AMCNNEAHEIA fMaeTR ... <Ckrl-= = v] +

Aofpo noxanoeate B Wireshark
OTKpPLITE

CiiUsersishavelDeskboppppprralpractica. pcapng (179 ME)

3axsar

.. HCNONEZYA 3ITOT GHMALTP: [ |BBe,a.MTe PHNETR 33XBaTS ... ~ | |Boe HTEpdefck! NoKasaHe ™

MoAKNHHEHHE ND NOKANEHDH ceTH §

MoAknKYEHKE Mo NokaneHod ceTit 7

MoAkAHYEHHE NO NoKaneHOH ceTH® &
Ethermet HT |

Adapter For loopback traffic capture b

Yuute

PyxosoacTeo Mone3osatena ' Bukw * Bonpocbl W OTBETBEI ' CNMCKW PAccbinkW

Brl paboTaeTe  Wireshark 3.2.5 {v3.2.5-0-ged20ddead138). Bel nonyyaeTe obHOBNEHHA ABTOMATHHECKH,

7 Berotoeok JArPYIKE MK 33XEaTY || HeT MNakeTos || Mpodmne: Default

Pucynok 1 - craproBoe okHO Wireshark

M ethemet - 0 X

3N PedarTHposanwe  MpocMoTp  3amvoe  JaxBaT  AHamz  CTaTMoTMEa  TenedodWA  BecrpoogHod  HCTRYMEHTE!  ToMOLWE

dnie RREQeEexZEF LIS EQQaH

[.|HDHMEHHTb AMCINEAHER dneTp . <t |+

Mo, Time S0UrcE Diestintion Protocol  Length Info g"
1 0.000000 192.168.10.1@3 224.0.0.251 MDNS 515 Standard query response @x0000 TXT, cache f.
1 0.000223 fedd::1cd9:4a3d:83c. ffa2::fb HDNS 535 Standard query response @x@000 TXT, cache f.

4 0.682154 192.163.10. 181 184.27.166.47 54 51708 + 8@ [FIN, ACK] Seq=1 Ack=1 Win=514 L.

Pucynox 2 - Hauano 3axBara Tpaduka

Jliis mpumepa ananu3a Tpaduka, BeIOpaH cait http://hd.kyberkino.ru, na xoTopom
IpEeBAPUTEIILHO IPOBEICHA PETHCTPAIHSI.

B mporiecce paGoThl mporpamMmet:

1) Mpoussenen nepexon Ha caitr http://hd.kyberkino.ru

2) OcyiecTBiIeH BXO/l B IMYHYIO YUCTHYIO 3aIHCh

3) OcyectBiieH npocMoTp pusibma B TedeHuu 20 MUHYT


http://hd.kyberkino.ru/
http://hd.kyberkino.ru/

ABTOPU3ALWNA

BoiTn

FPerucTpaumna EOCCTAHOBMTE Naponk

Pucynok 3 — aBropu3anus Ha caiite

3a BpeMsi IpOCMOTpPA, JUIUTEILHOCTHIO B 26 MUHYT, ObLJI0 cOOpaHo 2272489

ITIaKCTOB.



£ *Ethermet - O X
Qain PeascThposasne  Mpocotp Sanyck 3aseat  Amans Cratworeks Tensomen  Becnposognol  WMecTpymesTel  Mosows
de RE QRe=2=F & = RQQQK
[I |'I'J|'r-':m'|: Ancnnedsii dnneTp . <Ciri-f> B
No.  Time Sourcs Destination Protocol  Leragth Info -
- 1605.941648 192.168.16. 101 61.88.222.186 STUN 106 Binding Success Response XOR-MAPPED-ADDRESS: 61.88.222.156:59409
- 1605.966590 §5.140.3.238 192.168.10.101 DTLSwl- 179 spplication Data
= 1605.967422 192.168.10. 101 85.140.3. 238 DTLSv1- 187 Application Data
- 1605,970964  46.211.30,109 192.168.10.101 DTLSvl. 107 Application Data
- 1605.971836 192.168.10. 101 46.211.30.109 DTLSv1- 1279 Application Data
- 16@5,971997  192,164.18, 11 46,211. 30,109 DTLSv1-. 1279 Application Data
- 1605.972093  192.1€8.160.1@¢1 46,211.30.109 DTLSv1-. 1279 épplication Data
- 1605,972211 192,1€4.18@.1@1 46,211.3@,109 DTLSvl- 1279 ipplication Data
- 1605,931882 46,211.30,1@9 192,168,180, 101 DTLSvl. 107 &pplication Data
| - 1605.982217 217.76.39.178 192,168,180, 101 DTLSvl. 179 Application Data
iy - 1605,982849 192.168.10, 101 46,211, 30,109 DTLSwl. 1279 Application Data
- 1605.983006 192.168.10, 101 46,211.30.109 DTLSwl. 1279 épplication Data
- 1605,983102 192.168.1@.101 46,211.30.109 DTLSvl. 1279 Application Data
- 1605,953215 192.168.10, 101 46.211.38.109 DTLSvl. 1279 Application Data
- 1606,001187 46.211.30.109 192.168.10.101 DTLSvl. 107 Application Data
N - 1606.001187 46.211.30.109 192.168.18.101 DTLSv1. 107 Application Data
- 1606.001187 46.211.30.109 192.168.18.181 DTLSw1. 107 &pplication Data
- 1606.001288 46.211.30.109 192.168.10.101 DTLSvl. 107 Application Data
- 1606.002141 192.168.16. 101 46.211.30.109 DTLSvl. 1279 Application Data
- 1606.002286 192.16§.10.101 46.211.30.109 DTLSvI- 1279 Application Data
- 1606, 002383 192.166.10. 101 46, 211.30.109 DTLSv1- 1279 Application Data
- 1606.002605 192.168.10. 101 84.182.157.224 STUll 135 Binding Request user: ZrRec:uxcl
—] W
Frame 176376: 107 bytes on wire (856 bits), 107 bytes captured (856 bits) on interface ‘Device\lIPF_{40DD&783-A3BE-4B4F-82AC-A1680203C731}, id @
Ethernet II, Src: Micro-St_b2:24:fd (4cicc:6a:b2:24:fd), Dst: TRENDnet_20:05:df (d8:eb:97:20:05:4)
Internet Protocol Version 4, Src: 192.168.10.101, Dst: 185.49,242,.39
User Datagram Protocal, Sre Port: 65365, Dst Port: 3084
Datagram Transport Layer Security
000 da eb 97 20 05 df 4c cc 6a bl 24 fd 08 00 45 @0 L-j5E A
ool o 5d ef 6c 00 00 40 11 0D 00 <@ a8 0a &5 b9 31 ]-1--@ - el
o200 F2 27 ff 55 Gc Oc 00 49 76 ¢l 17 fe fd 00 01 00 R TR SR
0 @0 00 00 00 90 00 34 D0 Q1 00 00 00 00 0O 90 84 TR TR s
96 4d de 96 Tb 98 83 36 <3 <9 d4 8f of la T3 47 Meof-6 - b
dd fe 68 1a 0e ee 9b 78 ea ef 9d 1T 47 1b 53 la h X oz v
@ 7 wireshark_Ethemet_20200927224407 _a12020.pcapng Il'lane'rhl: 227489 * Moxasane:; 22?489(10IJ.IJ%)I Mpadwine: Default

Pucynox 4 — koner 3axBara Tpaduka

I[J'ISI daHaJIn3a KOHKPCTHOT'O IMMAaKCTa BOCIIOJIb3yCMCA (bHJ'IBTpOM
http.request.method == ""POST"'

M3 Bcex coOpaHHBIX IMAKETOB, OCTAETCS TOJBKO 3. M3 HUX HAC MHTEPECYET MaKeT,
coOpannbiii Ha 13.906480 cekynze. BoienuMm ero 1 HaMm CTaHET JOCTYITHO
JOTIOJTHUTEIFHOE MEHIO, B KOTOPOM CTOUT 00paTuTh BHUMaHue Ha myHKT HTML

Form URL Encoded...

Tak kKak caliT UCTOJIb3yeT HE3aNUIIICHHBIN MPOTOKOI hitp, B 3aXBaueHHOM IakeTe
MBI MOKEM YBUJIETh JIOTHH U MapOJib, UCIOIb30BaHHBIE TIPU aBTOPU3AIIMH Ha
camre.




M +Ethernet — O x

dafn  PefakTWpoBaHwe MpocmoTp  Sanwck  3axeaT  AHankws  CTaTkcTika TenedoHkAa  BecnposogHoR »

dm @ [ PRBRes=F 45|/EQaqQ

| http.request.method == "POST" ﬂ '] +
Mo, Time Source Destination Protocol  Length  Info
T = 13. 9@6d8a i192.168.1@. 181 i194.27.166.47 HTTF 1334 POST [/ HTTP/1.1 -
= 124,.772868 192.168.1@,181 91.228.165.43 HTTP 489 POST / HTTP/1.1
- 1324.9916749 192.168.1@. 181 91.228.167.86 HTTP 4@9 POST / HTTP/1.1

Frame 165: 1334 bytes on wire (10672 bits), 1334 bytes captured (18672 bits) on interface
Ethernet II, Src: Micro-5t_b2:24:fd (4c:cc:6a:b2:24:fd), Dst: TRENDnet_20:@5:df (dd:eb:97:
Internet Protocol Version 4, Src: 192.165.1@0.1@1, Dst: 184.27.166.47

Transmission Control Protocol, Src Port: 51699, Dst Port: 88, Seq: 1, Ack: 1, Len: 125@
Hypertext Transfer Protocol

* HTML Form URL Encoded: application,/x-www-form-urlencoded
Farm item: "login_name™ = "gftyee”
Farm item: "login_password™ = "bX8-cBh-2amj-v4a”
Farm item: "login™ = "submit”

Pucynok 5 — ananu3 makera

2) U3yuuts cTpykTypy IP-makera, 3arosoku |IP TCP UDP — makera u ero moJs

IP-makeT cocToMT M3 3aroj0BKA M JaHHBIX. 3ar0JIOBOK OMpeaeseT (QyHKIMOHA, a
B I10JIe JaHHBIX MepenaeTcs Kakas-To nHopmanusa. Ha pucynke 6 mpeacrapiieHa
TabJymia 3aroyioBkoB |P makera.

aeg“crs ﬂn::?‘ag;::)oa- Tun oG(;ngl::;Banua OBuyan gnwwa (16 Gur)
Waesndukauns (16 bur) (?g:::) Cwmewgenne dparmenta (13 6ur)
3aronosok IP Bpe(gﬁﬁ:'o;snu Npotokon (8 bur) KonTponeHaa cymma 3aronoeka (16 our)
IP-aapec ucrounuka (32 oura)
J IP-agpec Haanavenna (32 bura)

Pucynox 6 — 3aromoBox IP

Jliis Hagana BeiOepem B Wireshark maker, coneprkarmii mporokosn UDP. B
MOSIBUBIIIEMCSI MEHIO, 0OpaTHM BHHMaHHe Ha myHKT Internet Protocol...

B Hem npeacTaBiieHbl Bee 3arofioBku |P-nakeTta u ux 3naueHus.



M ethemet - (] "

Daiin  Pegactrposamde  [pockoTp  Zanyox  Saxeat  Axanks CTatHcTHea  Tenedwowiea  BecnposogHod B

Anm @ RREBE Qe==EZf i S = QQaB

udn =
Mo.  Time Sowrce Destination Protocal Length Info [ [~
- - B.582296 192.168.10. 1a1 i64.233.161.189 | uoe 65 54957 -

* Frame 78: 65 bytes on wire (520 bits), 65 bytes captured (520 bits) on imterface ‘Dev]
* Ethernet II, Src: Micro-5t b2:24:fd (dc:cc:6azb2:24:fd), Dst: TRENDnet 20:85:df (d&:el
*| Internet Protocal Version 4, Src: 192.168.190.101, Dst: 64,233.161.189
alea ..., = Yersion: 4
. @181 = Header Length: 2@ bytes (5)
> Differentiated Services Field: @«<00 (DSCP: €58, ECH: Hot-ECT)
Total Length: 51
Identification: @xGafd (27380)
» Flags: @«4000, Don't fragment
Fragment aoffset: @
Time to live: &4
Protocal: UDP (17)
Header checksum: @x0000 [validation disabled]
[Header checksum status: Unverified]
Source: 192,.168.10.101
Destination: 64.233.161.189
* User Datagram Praotocal, Sre Part: 54957, Dst Port: 443
¥ Data (23 bytes)
Data: 40daeffde78cdEci42bd538e826131T34d907172128be

[Length: 23]
£ »
0000 d8 eb 97 20 05 df 4c cc Ga b2 24 fd 08 00 45 00 S R I R -1
o018 ©0 33 6a f4 [P 40 11 ©0 00 cO a8 @a 65 40 3 -35-Tha- -« -
0022 al bd d6 ad @1 bb @0 1f ad e 40 9 ae ff d6 78 -0 cofle e X
0030 cd 6c 84 b d5 38 ed 26 13 1 34 49 b7 17 21 4 1-4-8-8 -4
28348 be

¥ Flags{..2 fizfite | MakeTs: 239209 - Mosazans: 217559 (90,9%) - NoTepamo: O [I'.‘I.I]%}l Npodmrmes: Default

Pucynok 7 — 3arosnosku IP B wireshark

Tenepb o3HakoMumcs ¢ mporokosiom UDP. Tabnuna ctpykrypst UDP
npeacTaBieHa Ha pucyHke 8. Jlins mpocmotpa 3arosioBka UDP B wireshark
pasBepHeM ToaMeHto ¢ HazBanuem User Datagram Protocol. ..



MopT MCTOYHMKA MopT HasHauYeHUN

Onuxa UDP-cermenTa KoHTponbHasa cymma UDP
OaHHble

Pucynok 8 — UDP

User Datagram Protocol, Src Port: 54957, Dst Port: 443
Source Port: 54957
Destination Port: 443
Length: 31
Checksum: @xaded [unverified]
[Checksum Status: Unverified]
[5tream index: 3]
[Timestamps ]

Pucynok 9 — 3aronoBoxk UDP B wireshark

JHanee mocmotpum ctpyktypy TCP. E€ Tabnuna npeacrasiena Ha pucyske 10.

B wireshark Beinenum maket ¢ TCP 1 otkpoem noamento Transmission Control
Protocol...

Source Port Destination Port
(Azipec nopTa HCTOYHHKA) (Azpec nopra Ha3Ha4eHUs )

Sequence Number
(Homep B nocnieioBaTe IbHOCTH)

Acknowledgment Number
(Homep noarsepikieHus)

Data Offset Reserved/Control Bits .
Window
(Cmemenne | (3apesepBupoBaHo/BHThI
(Pa3mep okHa)
JIAHHBIX) YIpaBJICHHS)
Checksum Urgent Pointer
(KonTtponbHas cymma) (Yka3zarens)
Options Padding
(JlononHuTEbHBIC JIAHHBIE 3ar0JIOBKa) (BbipaBHuBaHue)
Data
(J/lannsie)

Pucynox 10 — ctpykrypa TCP



¥ Transmission Control Protocol, Src Port: 443, Dst Port: 51711, Seq: 33, Ack: 2, Len: @
Source Port: 443
Destination Part: 51711
[5tream index: 8]
[TCP Segment Len: @]
Sequence number: 33 (relative sequence number)
Sequence number (raw): 12804459380
[Next sequence number: 33 (relative sequence number)]
Acknowledgment number: 2 (relative ack number)
Acknowledgment number (raw): 2517688030
laaa .... = Header Length: 32 bytes (8)
Flags: @x@la@ [ACK)
Hindow size value: &4
[Calculated window size: &4]
[Window size scaling factor: -1 (unknown)]
Checksum: @x187@ [unverified)
[Checksum Status: Unverified)
Urgent pointer: @
Optieons: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
[SEQ/ACK analysis)
[Timestamps]

Pucynoxk 11 — 3aronosok TCP B wireshark

3) U3yduenune GyHKIIMOHATBHBIX BO3MOXKHOCTEH

[TormpoOyeM MpOCMOTPETH JaHHBIE, TTOJTYYEHHBIE MTOJIH30BATENIEM MPU MOCEIICHUT
caiira.

Jl71st 3TOr0 ¢ MOMOIIBI0 MEHIO “¢daiin’” axcnopTupyem o0bekTsl B HTTP.

M Erhernet

dakin | PepakThpoBadwe  MpocvoTp  Sanyck  3axeart  AHanms  CTaticTMea  Tenedodka BecnposoaHod  MHCTRYmM

OTKPEITE Chrl+0 E @ g g &
OTEPRITE HEAaEHHE 4
OBLEAHHHTE... Protocel Length Info
MMNOPTHPOEATE HE LUECcTHaALATEPHYHOrD darna. .. HTTP 699 GET /get@site_id=
3aKpEITE Chrlew HTTP 348 HTTP/1.1 404 Not
HTTP 58@ GET /pico/1/82387
CoxpaHiTE Chrl+5 HTTP 529 HTTP/1.1 20@ OK
COXPaHHTE Kak. .. Chrl+Shift+5 Ly Tl G2 "'.,plco";l";32336
HTTP 1347 HTTP/1.1 zaa ok
Habop darnoe 3 HTTP 462 GET /~fc/Zametkin
HTTP 1@47 HTTP/1.1 2@@ OK
SKCNOPTHROBATE ¥EazaHHee MNakeTel,.. HTTP 4@9 POST / HTTP/1.1
SkcnopT PesyneTaTos AHanksa MNakeTos 4 HTTP 446 HTTP-"'_J -1 200 Ok
. HTTP 5@@ HTTP/1.1 3@l Mave
SKCNOpPTHPOBATE BaFTe MNakeTa. .. Chrl+Shift+x HTTP 1089 HTTP/1.1 200 Ok
SKCnopTHpoBaTE PDUxK & dafin... HTTP 544 GET /js/@cfe3gezv
SKCAOPTHROBATE Knkoum Cecckm TLS... HTTP 62@ HTTF/1.1 200 OK
5 o6 o —_— 771 GET /juploads/post
G VRIS SOEEsE] 77@ GET /uploads/post
Meyatk. .. Chrl+P HTTP... 77@ GET /uploads/post
IMF.... 771 GET /uploads/post
Bblxod, Chrl+Q SME.. 74 Continuation
e Es T OOy B e e TOETTOOTIUTEY 1334 i i
_ 24.118744 1084.27.166.47 192.168.10.1¢ VFLP. 1514 i
- 24.118aa9 14, 27.166.47 192.165.1@.1al1 HTTP 1351 Cantinuatiaon
- 24.117a94 184.27.166.47 192.168.1@.1a1 HTTP 285 Continuation
4 117404 1AA 37 VEE AT 14 1E8 16 1471 HTTD 1E1A Coamtdnnatd an

Pucynok 12 — skcnopT 0OBEKTOB
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i v . CHATE BRENEHME
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“ Sarpyar |_] T 27.09,2020 23:20 'Ila}jn 1KB
) || &5z 27.09.2020 23:20 ann S5 KB
| Aokymentel [ s 27.09,2020 23:20 Dafin 1KE
21 shelf [ =5 27.09,2020 23:20 haiin 1 KE
M >rar P — |_] A 27.09,2020 23:20 mafin 1KE
|| #5c(1m) 27.09.2020 23:20 dafin 1KE
ﬂ_é Bnaso |_] 0cf638027e, js% 3fr=0635048956, 438762 27.09.2020 23:20 hafin "438762" 1KE
= AsymenTel [ ocfesanzze. s 3fr=9387963968, FoRE02 27.09,2020 23:20 ®aiin "7EE602" 1KE
J' 3arpyzen 801 -koe-ragnarek-2017 (2. Heml 27.09.2020 23:20 vande:x Browser .. 2KE
| MzobpaxeHa 801-tar-ragnarek-2017(4).ktril 27.09.2020 23:20 ‘andex Browser ... 2HKE
J) Myzeica 801-tor-ragnarek-2017(&).hkml 27.09,2020 23:20 ‘Yandesx Browser .., 2KE
I Pafoumii cron 201-tor-ragnarek-2017(3).html 27.09,2020 2320 ‘Yandex Browser .. 1KE
S MokansHoi anc (1) ] a01-tor-ragnarek-2017, html 27.09,2020 2320 ‘Yandex Browser .. ZKE
|_] 823586, pic 27.09,2020 23:20 mafin "PIC" 1KE
¥ Ceto [ ] sza87iz).pic 27.09,2020 23:20 daiin "PIC" 1 KE
|j B2387(4).pic 27.09.2020 23:20 haiin "PIC" 1KE
|_1 2357, pic 27.09.2020 23:20 Makin "PIC" 1B
|£| 1554679342-1359289204. jpg 27.09,2020 23:20 Madn "IPG" 42 Kb
|£| 1555025955-340392422. jpg 27.09,2020 23:20 mafin "IPG" 46 Kb
|£| 1585702715-1976703551 . jpg 27.09.2020 23:20 darin "IPG" 44 KB
|_1 getfsite_id=Saattcfbb3f7334c249f6edd,,.  27.09,2020 23:20 dan "HTMLEST. .. 1B
|_1 get%3fsite_id=Saat6cfbb3f7334c249f6edd, .. 27.09,2020 23:20 Main "HTMLEST. .. 1B
|j wpaid_prod¥:3fs=3400957w=7008h=393.... 27.09.2020 23:20 mafin "RU" 1KE
|j Zametkinapolyahruss 3fbg=00CCFF&fg=000.,, 27.09.2020 23:20 Dafn 2KB
dnemeHtos:; 24 Britpad 12 nemeHt: B1 Saim =

Pucynok 13 — »KcmopTHpOBaHHBIE OOBEKTHI B TIAITKE

N3 skcopTUpOBaHHBIX OOBEKTOB BO3MOKHO TOCMOTPETH, HAIIPUMeEp, Ha
M300paKeHHsI, KOTOpbIE ObLIM Ha caiiTe BO BpeMs MPOCMOTpa (puiibMa.

Taxske MOYKHO TIOCTPOUTH rpauK MOSBICHHS 3aXBAYEHHBIX ITAKETOB B
3aBHCHUMOCTH OT BCEr0 BpeMeHH 3axBara. [IJist 3TOro MCroyib3yeM HHCTPYMEHT
“I'paduk BBOA/BBIBOAA”



‘ ‘Wireshark + Cpadwikn sB0aafeEB0Aa * Ethernet

Mpadmik Beoaa/Brieoaa Wireshark: Ethernet
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Pucynoxk 14 — I'paduk BBos1a/BbIBOIA



