MOCKOBCKHI TEXHUYECKUIN YHUBEPCUTET CBA3U U MHPOPMATUKHU

Kadenpa NadopmarnmonHoii 6e301macHOCTH

MeTtoauueckue yka3aHusl
JUTSI BBITIOJTHEHUS! KOHTPOJIBHOU pabOThI
1o aucuuruinae «OCHOBBI MH(POPMATMOHHOW 0€30MaCHOCTI
(manpaBnenue 090302)

Mocksa 2019 r.



[Tnan YMJI 2018/2019

Meronnueckue ykazaHus
JUIS BBIIOJTHEHUS] KOHTPOJILHOM paboThl
1o aucuuruinae «OCHOBBI MH(POPMATMOHHOW 0€30MaCHOCTH
(manpaBnenue 090302)

Cocrasutenu: O. U. lllenyxun 1.T.H., npodeccop
A.B.BaHrommHna, cT.mpenojaBaTesb

N3nanue yTBepkaeHo Ha 3acenanuu kadeapsol. [Iporokon Nel ot 30.08.2018r.

Peuenzent: A.I'. CuMOHSH, , K.T.H., JOLICHT



Conepxkanue

3aganue
[IprMepsb! BBITOHEHUS 3aaHUI
[Tpunoxenue A. Anroputm mudpoBanus ['OCT 28147-89
[Tpunoxenue b. CUMBOJIBI KUPUIUIHALIBI
(ampTepHaTuBHas koxoBas tadiuia ASCII)
[Ipunoxenue B. biiok moACTaHOBKH B aIropuTMe
mmdposanus [OCT 28147-89
[Tpunoxenue I'. Anroput™m mmdposanust RSA
[Ipunoxenue /1. Tabnuia mpocThIX YHCEI
[Ipunoxenue E. OyHKIHS XEIIUPOBAHUS

Jluteparypa

11

14

15
17
20
21
22



3aganue Nel. Anroputm mudgposanus 'OCT 28147-89.

Breimonnute mepBeii 1k anroputMma mudposanus ['OCT 28147 89 B
peXUME IPOCTOM 3aMeHbl. [[s nosryyenust 64 OUT HCXOAHOIO TEKCTa UCIOJIb3YHTE
8 mepBbIX OykB M3 cBouX JaHHbIX: ®amunuu Mmenn OtuectBa. i momydeHus
KJro4ya (256 OUT) MCHOJB3YIOT TEKCT, cocToAmuid u3 32 OykB. IlepBrlil moakirou

COJIEP>KUT MepBbIe 4 OyKBHI.

3aganme Ne2. Aaroputm mudpoBanus RSA.

CrenepupyiTe OTKPBITBI W 3aKPBITHIA KIIOYM B aJIroputMme MuppoBaHUsS
RSA, BBIOpaB mpocThie ynciaa P U (| U3 MepBOM COTHH. 3ammdpyiTe cOOOIICHHE,

cocrosmiee n3 Bamux nauImaiaos: OHO.

3ananne Ne3. @yHKUMS XeIIUPOBAHUS.

Haiitu  xem—o6pa3 cBoeit ~ DamMuiuu, UCHOIB3YSd  XeHI—(YHKIUIO

H; :(HH+Mi)2 modn, rae N = pg, P, q B34Th U3 3aganus Ne3.



IIpuMepsl BHINIOJIHEHUS 3aaHUM

3apanne Nel. Aaroputm mmppoBanuss I'OCT 28147-89. Brimonnure
nepBeli muka anroputma mudpoanus ['OCT 28147-89 B pexkume NpocTon
3aMmeHbl. i nonydeHus: 64 OUT UCXOAHOTO TEKCTa MCHOJIb3YHTE 8 mepBbIX OYKB
u3 cBoux AaHHbIX: @ammmnu Umenu OtuectBa. s nomydeHus kiroda (256 Our)
UCITIOJIB3YIOT TEKCT, COCTOSIIIMMA U3 32 OykB. IlepBblil OJKIIIOY CONEPKUT MEPBHIE

4 OYKBBI.

Ucxonubie nannbie A 3ammdposanus: KO3UHA I

Jljig Kiitoya BO3bMEM IOCIIEI0BATENBHOCTh COCTOAIIYIO U3 32 OyKB:

AJIMHa nouia B jiec coOuparb rpuodbl

Jlnst mepBoro noAkitoya X UCnolibdyem nepsbie 4 OykBbl kitoua: AJINH.

[lepeBomMM HCXOAHBIA TEKCT W NEPBBIA IMOAKIY B  JIBOWUYHYIO
nocieaoBaTeabHOCTh (cM. [Ipunoxenue b):

UCXOJIHBIN TEKCT

K 11001010
O 11001110
3 11000111
151 11001000
H 11001101
A 11000000
npoden 00100000
r 11000011

nepBbIit moakioy X0

A 11000000



JI 11001011
151 11001000
H 11001101

Takum  oOpa3om, mepBele 64  Outra  ONPEAENAIOT  BXOJHYIO

IIOCJICA0BATCIbHOCTD

LO: 11001010 11001110 11000111 11001000

RO: 11001101 11000000 00100000 11000011

cieayrome 32 Outa onpeaeIIsitoT MEePBbIA MOIKIIIOY

X0: 11000000 11001011 11001000 11001101

|. Haiinem 3nauenue pyukuuu npeodpazosanus f(RO,X0) (cm. [punoxkeHue

A)

1). Boraucnenue cymmbr RO 1 X0 mo mod 2%

RO: 1100 1101 11000000 00100000 1100 0011
X0: 11000000 11001011 11001000 11001101

1000 1110 10001011 11101001 1001 0000
2). IIpeoOpazoBanue B OJI0KE MOACTAHOBKH

Pesynbrar cymmupoBanus RO+X0 mo mod 2%

1000 1110 10001011 11101001 1001 0000



npeodpasyem B 0Oyioke nojcTtaHoBku (cM. [Ipunoxkenue B). Jlnsa xaxmoro 4-
OUTHOro OJIOKa BBIYKMCIMM €ro ajapec B Tabinuue nojacraHoBku. Homep Oroka
COOTBETCTBYET HOMEpPY CTOJIONA, JAECATUYHOE 3HAYeHHUE OJI0Ka COOTBETCTBYET
HOMEpY CTpoKH B Tabmuie. Takum oOpazom, S5-Teiii 6ok (1011) 3amensieTcs
3anoJiHeHueM 1 1-0¥ cTpoku u naToro ctoidua B Tadnuie noactaHoBku (1110).
HOMepa OJIOKOB

8 7 6 5 4 3 2 1
1000 1110 1000 1011 1110 1001 1001 0000
COOTBETCTBYIOLIIME HOMEpA CTPOK B TaOJIMIIE [TOICTAHOBKU
8 14 g 11 14 9 9 0
3aroJHEHUE
9 2 3 14 5 15 3 4
pe3ynabTaT

1001 0010 0011 1110 0101 1111 0011 0100

3). Huknuyeckuii casur pe3ynabrara 1.2 Ha 11 Out BiIeBo

1111 0010 1111 1001 1010 0100 1001 0001

Il. Beruucnsem R1= f(R0,X0) @©LO.

Pesynbrar npeodpaszosanus ¢pyakiuu f(RO,X0) cknagpiBaem ¢ LO mo mod2:

LO: 1100 1010 11001110 11000111 1100 1000
f(RO,X0): 11110010 11111001 10100100 1001 0001
R1: 0011 1000 00110111 01100011 0101 1001

3ananue Ne2. Aaroputm mudppoBanus RSA. CrenepupyiTe OTKPBITHIA U

3aKpBITHIN KJIIOUM B anroputme mudpoanus RSA, BbIOpaB npocThie yuciia P U q



U3 MepBoM COTHU. 3amudpyiiTe cooOIIeHHe, COCTOSIIee U3 BalllUX WHUIIMAJIOB:

OUO.

|.I'enepanus kiroueit (cm. [punoxenue I).

Bribepem nBa npocthix uncia p =13 u q = 19 (cm. I[punoxenue J1).

Toraa MmoxyJib

n = pq=13*19 = 247

u GhyHKIMs Dinepa

o(n) = (p-1)(g-1) = 12*18 = 216.

3akpeiThiid K1r0u 0 BeiOMpaeM u3 ycnoBuit d < ¢(n) u d B3aUMHO MPOCTO ¢
o(n), T.e. d 1 @(N) HE UMEIOT OOIIUX ACTUTEICH.

[MTycts d = 25.

OTKpBITHIH KITF0Y € BeIOMpaeM u3 yciaoBuii e<g(n) u de=1(mod ¢(n)): e<216,

25e=1(mod 216).

[Tocnennee ycnoBue O3Ha4daeT, 4yTro 4yucio 25€-1 MmOomKHO nenuthes Ha 216
0e3 ocraTka.

Takum oOpa3om, /st OnpeIesICHHsI € HYXKHO o00paTh Takoe Yuciio K, 4to

25e-1 =216 k.

[Tpu k=14 nonyduaem 25e=3024+1 win

e=121.

B namem npumepe

(121, 247) — OTKPBITHI KITHOY,

(25, 247) — cekpeTHBIH KITIOY.

Il. [lIudpposanwue.



[IpeacraBum mmppyemoe coobmenne «KI'JI» kak mnocinegoBaTelbHOCTh
nenbix  uncen. CormacHo andasury (IIpuioskenne B.2) oykBa «K»
COOTBETCTBYET uuciy 12, 6ykBa «I'» - uucny 4 u 6yksa «JI» - yucny 13.

3ammdpyem cooOIIeHrEe, UCTIONbB3YS OTKPBITHIN Kitou (121, 247):

C; = (12%) mod 247=12

C, = ( 4*) mod 247=199

C3 = (13**) mod 247=91

Takum o6pa3zoM, wucxogHomy coobmenuto (12, 4, 13) cooTBETCTBYET

kpunrorpamma (12, 199, 91).

I1l. PacuudpoBanue

Pacummdpyem coobmienue (12, 199, 91), nonb3yschk CEKpPETHBIM KIOUOM
(25,247):

M; = ( 12®) mod 247=12

M, = (199%*) mod 247=4

M; = ( 91*) mod 247=13

B pesynbraTe pacumdpoBanus ObUIO MOTYyUYEHO HCXOaHOE coobmenue (12, 4,

13), To ect "KI'JI".

3ameuanus.

a=b(modn) < a—bagemurcs w©Han
1. UYwucna a u b cpaBarMbI Mo MOd N, eciii UX Pa3HOCTh ACIUTCS HA N:

Hanpuwmep,
6=2(mod 4), 15=3(mod6), 45=1(mod 22).
2. BpluncineHuss MOXHO TMPOU3BOAWTH, MCIOJNB3Yys TMpaBWwia MOIYJIbHOMN

a=b(modn) = a* =b*(modn)
anreOphl:



a =b(mod n) = ac = bc(mod n)
i1 paccmaTtprBaeMoro rmpuMepa noJyunuM

12° =1728 = 246 mod 247 = —1 mod 247
40

12 =(12°)" =(~1)" mod 247 =1mod 247

12" =12 mod 247 =12

4* = 256 mod 247 =9 mod 247

42 =(4*)’ mod 247 = 9° mod 247 = 729 mod 247 = 235 mod 247
4% = (4% )5 = 235° = 716703146875 =144 mod 247

42 = (4% =144” = 20736 = 235 mod 247

421 — 4.4 =235.4=940=199 mod 247 W T.JI.

3apanne Ne3. dynkumsa xemupoBanusi. Haiitu xem—o0Opa3 cBoeit
damuinu, UCHONB3Ys Xel—(hyHKINIO H, :(Hi—l + Mi)2 modn, rxe N = pq, P, J B34TH

n3 3aganus Ne2.

Xemmupyemoe coobmenne «KO3MHA». Bozbmem aBa mpocTsix uncna p=13,
g=19 (cm. [Ilpunoxenue E). Omnpegenum n=pg=13*19=247. Bektop

WHULUATU3au H, BeIOepeM paBHBIM § (BbIOMpaeM ciiydaitHbIM 00pa3om). Cia0BO

«KO3MHA» cornacuo Ilpuioxenuro b.2 npeacTaBieHO NMOCIEA0BATEILHOCTHIO

gucen (12, 16, 9, 10, 15, 1) no Homepam OykB B andasute. Takum odbpazom,
n=247, Hy=8, M1=12, M,=16, M3=9, M,=10, Ms=15, M¢=L1.
Hcnonb3ys hopmyiry
H, =(H,,+M,)" modn,

noiyuum xem-oopaz coobmenus «KO3MHA»:

Hi=(He+M)?mod n = ( 8+12)’mod 247 = 400 mod 247=153
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H,=(H:+M,)? mod n = (153 + 16)* mod 247 = 28561 mod 247= 156
Hs=(H,+M;)* mod n = (156 + 9)*mod 247 = 27225 mod 247= 55
Hs=(Hs+M4)* mod n = ( 55+ 10)* mod 247 = 4225 mod 247= 26
Hs=(Hs+Ms)?*mod n = ( 26 + 15)* mod 247 = 1681 mod 247= 199
He=(Hs+Mjg)> mod n = (199 + 1)* mod 247 = 40000 mod 247= 233

B utore nonyuaem xemr-oopa3z coodmenus «kKO3MHAY, paBubiit 233.

IIpunoxenue A. Anropurm mudposanusa 'OCT 28147-89
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MexrocyagapctBennslii  crapaapt — muppoBanus  ['OCT — 28147-89
npeycMaTpuBaeT 4 pexumMa paboThl:

®PEXKUM IIPOCTON 3aMEHBI;

®PEXKUM FaMMHPOBAHMS;

®pPEXUM T'AMMHUPOBAHUS C OOPATHOM CBA3BIO;

¢ PCIKUM BI)Ipa6OTKI/I HNMHUTOBCTAaBKH.

IIpocras 3ameHa.

PexxuM mpocToi 3aMEHBI SBISIETCS OCHOBOM JUISI BCEX OCTAJIBHBIX PEKHUMOB.
JlnuHa Onoka - 64 Outa, IavMHA KiIroda — 256 OWT, KOJUYECTBO MOIKIIIOUeH — 32,
JUIMHA MOJIKJII0Ya - 32 OMTa, YUCJIO IIUKIOB —32.

OTKpbITBIE JaHHBIE, MNOJUIEKalIMe 3amu(poBaHHIo, pa3OuBaroTCs Ha 64-
OuTHBIE OJIOKH, KOTOpbIE 00padaThIBalOTCS HE3aBUCUMO Jpyr oT apyra (Tak xak
0JIOKM JTaHHBIX MHU(PYIOTCS HE3aBUCUMO APYT OT APYyTra, MpH 3allii(PpoBaHUU JBYX
OJIMHAKOBBIX OJIOKOB OTKpPBITOTO TEKCTa MOJIY4YarOTCs OJMHAKOBbIE OJIOKU
mudpoTekcTa U Ha000poT.). CxemMa 00paboTKu 64-OMTHOrO OJNOKa MOKa3zaHa Ha
Puc.1-2.

[Tponienypa 3ammdpoBanus 64-OutHOro OJOKa BKIOUaer 32 1ukia. B
KOKJOM LHMKIJIE HCIOJIb3yeTCs CBOM MOJKIIIOY, KOTOPBIM BbIpaOaThIBAETCS W3
OCHOBHOTro Kitouya. Pa3smep maccuBa OTKPBITBIX WJIM 3alIM(POBAHHBIX JIaHHBIX,
MOJIBEPralolMiicd COOTBETCTBEHHO 3alIM(POBAHUIO WM pacliM(ppOBaHMIO,
JOJDKeH ObITh KpaTeH 64 OuraM, [OCji€ BBIIOJHEHHUS OIEpaluu pa3Mep
MOJIy4YE€HHOTO MAacCHBa JAHHBIX HE U3MEHSAETCS.

PexxuM mnpocToil 3aMeHbl TNpUMEHsAETCS g IHUPPOBAHUS KOPOTKOM,

KITF0UeBOM MH(MOpMaIuu.

B pexxumax rammupoBaHus BbIpaOaTbIiBaeTcs ramMma mudpa 61okamu mno 64

outa ¢ mpumenenneM ['OCT B pexxume MmpocToil 3amMeHbl. B mepBoM pexume
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ramMmmMa HE€ 3aBUCUT OT H.II/I(I)pyeMI)IX JaHHBbIX, BO BTOPOM — 3aBHCUT OT

i pOIOKOB.

PexxuM  BbIpaOOTKM HMMUTOBCTaBKHM IpeAHA3HAYEH [UJIsi OOHApyX eHUs
CIIy4allHBIX ~ WJIM  YMBINUICHHBIX  MCKaXEHUM  JaHHbIX. MMUTOBCTaBKa
BbIpabaTheiBaeTcs (¢ momoinbto nepBbix 16 mukioB 'OCT B pexume mpoctoi
3aMEHbl) U3 OTKPBITHIX JAHHBIX U KJIIOYa U JI0OABIISIETCS MPH Mepeade Mo KaHary

CBSI3U K OJIoKaM 3amn(pOBaHHBIX JAHHBIX.

ExoaoHol GNnok

L0 =Ty}
A2 BTa 32 GmTa
L0
[=J9] f (RO, >0
= = Lo (RO, X0
R = ROCEBIRT 1)
R30 = R2B8EEfIR29,22)
R31 = R29@fIR30,21)
Raz = RADEFR31,20)
32 BMTa 32 aKTa
Raz R31

EexogHoRA Gnok

rae @ - cjoxeHue 1no Moyt 2

Puc. 1. Aaropurm mmdpoBanus 'OCT 28147-89 (pexxum npocToii 3aMeHbl).
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[ A
A2 BuTa 32 Buta
H @mod2¥ k
= @ mod 2%
A7 Buta
v BNoKM NOACTAHOBKM
32 BuTa
Faz Fq
T Ty Taa o Tz Znewr Ha 11 BrToe
R’ R'= (R, 3)

Puc. 2. ®yukuus npeodpazosanust f(R,X) B anropurme FOCT 28147-809.
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IIpunoxenune b. CuMBOoIbI KHPWILIHIBI (AJIbTEPHATHBHAS KOIOBast

Tadauna ASCII)

Cum-n Hec. JBounuy. Cum-n | ec. JBouny.
A 192 | 11000000 0 225 | 11100001
193 | 11000001 B 226 | 11100010
194 | 11000010 r 227 | 11100011
195 | 11000011 hi§ 228 | 11100100
196 | 11000100 e 229 | 11100101
197 | 11000101 xK 230 | 11100110
198 | 11000110 3 231 | 11100111
199 | 11000111 u 232 | 11101000
200 | 11001000 51 277 | 11101001
201 | 11001001 K 234 | 11101010
202 | 11001010 hi§ 235 | 11101011
203 | 11001011 M 236 | 11101100
204 | 11001100 H 237 | 11101101
205 | 11001101 0 238 | 11101110
206 | 11001110 1| 239 | 11101111
207 | 11001111 p 240 | 11110000
208 | 11010000 c 241 | 11110001
209 | 11010001 T 242 | 11110010

210 | 11010010 y 243 | 11110011
211 | 11010011 ¢ 244 | 11110100
212 | 11010100 X 245 | 11110101
213 | 11010101 | 246 | 11110110
214 | 11010110 q 247 | 11110111
215 | 11010111 11 248 | 11111000
216 | 11011000 il 249 | 11111001

El Bl gl 2| # & < 1l o]l 0 2o = 2 9 & = = w X o XN 1 w oo

217 | 11011001 B 250 | 11111010
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b 218 | 11011010 Bl 251 | 11111011
bl 219 | 11011011 b 252 | 11111100
b 220 | 11011100 3 253 | 11111101
2 221 | 11011101 10 254 | 11111110
10) 222 | 11011110 b 255 | 11111111
A 223 | 11011111 | mpoben | 32 | 00100000
a 224 | 11100000

Ipuioxenue b.2

TABJIMLIA ITPSIMOI'O CUETA PYCCKOTO SI3bIKA (AJIGABUTA)

A]}]??,T;[EE}KSI/II/IKHMHOH

11 12 13 14 15

PCTYDXIYUIIUI'DbIbIIO A

18 19 20 21 22 27 28 29 31 32

IIpuioxkenue B. Biok noacranoBku B aaropurme mugposanusa 'OCT

28147-89

8 7 6 5 4 3 2 1
0 1 13 4 6 7 ) 14 4
1 15 | 11 | 11 | 12 | 13 8 11 | 10
2 13 4 10 7 10 1 4 9
3 0 1 0 1 1 13 | 12 2
4 5 3 7 5 0 10 6 13
5 7 15 2 15 8 3 13 8
6 10 3) 1 13 9 4 15 0
7 4 9 13 8 15 2 10 | 14
8 9 0 3 4 14 | 14 2 6
9 2 10 6 10 4 15 3 11
10 3 14 8 9 6 12 8 1
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11 | 14 7 3) 14 | 12 7 1 12
12 6 6 9 0 11 6 0 7
13 | 11 8 12 3 2 0 7 15
14 8 2 15 | 11 3) 9 3) 3)
15 | 12 | 12 | 14 2 3 11 9 3

[Tpumep. [lycth 32-6uTHas OCIEA0BATEIBHOCTh UMEET BU/T

100 101 110 010 111 010 000 100
1 1 0 1 0 0 0 1

Pa3o0neM BXOJHYIO MOCJIEIOBATEIBHOCTh HA § 010k0B 1o 4 Outa. Illectoit 610k
1100 mpomyckaeM uepe3 6-0i y3el MOACTAHOBKM MO CIEAYIOLIEMY IIpPaBUITY:
npeodpazyem aBounyHoe uucio 1100 k pecstuunomy Buay — 12. 3anonnenue 12-
Ol CTPOKM I 6-0ro y3jia MOJACTAHOBKM PaBHO 9, 4YTO B JBOMYHOM BHUJE €CTh
1001. Takum obpaszom, 4-6uthbiii 610k 1100 3amensercs Ha 1001. OcrtanbHbie

OJIOKHM 3aMEHSIOTCS aHAJIOTHYHO.

8 7 6 5 4 5 2 1 | HOMEp y31a
100 | 101 | 110 | 010 | 111 | 010 | OOO | 100 BXO/T

9 11 | 12 5 14 4 0 9 azpec
2 7 9 15 5 10 | 14 | 11 | 3amnoxHeHue
001 {011 100|111 /010101111101 | pe3yabrar

BrixoaHas rmocieqoBaTeIILHOCTE UIMEET BUJL

001 011 100 111 010 101 111 101
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Ipuiaoxenne I'. Anropurm mudposanus RSA
Anroputm mudpoBanuss RSA oTHOCUTCS K KpUNTOTpapUIECKUM CUCTEMaM ¢
OTKPBITBIM KIIIOUOM. KpHUOTOCHCTEMBI € OTKPBITHIM KIIOUOM (aCUMMETPUYHBIC
KPUNITOCUCTEMBI) OBUTH pa3paboTaHbl BO BTOPO MOJOBUHE CEMUIECATHIX T0J10B. B
ACUMMETPUYHBIX  KPUNTOCHCTEMAaX  IMpOILEeAypbl MpPSMOTO W O0OpaTHOro
KPHUIITOTIPEOOPa30BaHUS BBITIOJHSIOTCS HA PA3IUYHBIX KII0YaX U HE UMEIOT MEXKTY
co0O0M OYEBHUIHBIX M JIETKO MPOCIIEKUBACMBIX CBSI3€H, MO3BOJSIONIUX MO OJTHOMY
KJIIOUY OTIPENEIUTh APYroi. B Takoil cxeMe 3HaHUE TOJBKO K04 3arudpoBaHus
HE TO3BOJIAET paciiudpoBaTh COOOIIEHHE, TOATOMY OH HE SIBISICTCSI CEKPETHBIM
AJIIEMEHTOM IHU(pa U 0OBIYHO MyOJIMKYETCS] y4aCTHUKOM OOMEHA /Il TOT0, YTOObI
100011 JKeNarui MOT MOCiaTh eMy MG POBAHHOE COOOIIEHUE.
[Tpuaun  GyHKIMOHUPOBAHKMS  ACHMMETPHYHOMN KPHUTITOCUCTEMBI
3aKJIF0YAETCS B CIEAYIOLIEM:
®I10JIb30BaTEIb A TEHEPUPYET JBa KJIOYa - OTKPBITHIA (HE3aCEKPEUCHHBIN) U
CEKpETHBIM - W TIepeAacT OTKPBHITHIA KIFOY 110 HE3AMMUIICHHOMY KaHaIy
MOJIb30BaTelo b;
eri0Jib30BaTeb b mmdpyer cooOlieHue, UCHOIb3ysS  OTKPBITBIM  KIIHOY
mrpoBaHUs NOJIb30BATENS A;
e110JIb30BaTeh b mochIaeT 3ammdpoBaHHOE COOOIIEHHE MOJIB30BATENIO0 A TIO
HE3aIUIIEHHOMY KaHaIY;
er10JIb30BaTENb A TmoNy4aeT 3amudpoBaHHOE cOOOIIeHHEe U Jemudpyer ero,
HCIIOJIb3Ysl CBOM CEKPETHBIN KITHOY.
[Tapel {OTKpPBITHIN KJIIOY; CEKPETHBIM KIIOY} BBIYUCISIOTCS C TMOMOIIBIO

CIICOHUAJIbHBIX aJIrOPUTMOB, IMPHUYCM HU OAHWH KIIIOY HC MOKCET OBITH BBIBCACH U3

JpyTOroO.
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Kpunrtorpaduueckas cucrema RSA (Rivest-Shamir-Adleman)

ABtopamu anroputMa RSA, mpennoxennoro B 1977 r., sBmstorcs P.Puepct
(Rivest), A.lllamup (Shamir) u A.Anmeman (Adleman). HagexxHocTh anropurma
OCHOBBIBA€TCS Ha TPYAHOCTH (QakTopu3anuu (pas3loKeHHUs Ha MHOXKHUTEIN)
OONBIINX 4YHCET W TPYAHOCTH BBIYUCICHUS JUCKPETHBIX  AJITOPUTMOB
(HaxOKIEHUS X TIPU U3BECTHHIX @, b 1 N u3 ypasrenus a* = b (mod n) ).
AnroputM RSA cocTouT M3 Tpex YacTel: reHepaluu KioueH, mudpoBaHus

U pacmudpoBaHusl.

1. 'enepanus KIIIOUEH.

Bribepem nBa OOdbIIMX pa3iMuHBIX TpocThiX uucia P u q (HarypanbHoe
YHCIIO Ha3bIBACTCS MPOCTHIM, €CITH OHO JIETUTCS TOJIBKO Ha ceOs 1 Ha 1.) u HaiineM
UX MPOU3BEACHUE

n=pq.

Beruncnum ¢pyukimio Jiinepa ¢(n) mo Gpopmyiie

¢(n) = (p-1)(a-1).

3aKphIThIi K104 0 BHIOMpAcM U3 YCIOBHIMA

d<e@(n) u

d B3aumHo mipocTo ¢ ¢(n),

T.c. d 1 @(N) HE UMEIOT OOIINX JACTUTEIICH.

OTKpBITHIN KITIOU € BEIOMpAaeM U3 YCIOBUM

e<o(n) u

de = 1(mod ¢(n)) .

[TocnenHee ycioBue O3HaYaeT, YTO pa3HocTh de - 1 J0/mKHA JETUTh-CS Ha
@(n) 0e3 ocratka. [y onmpesencHUs Yuclia € Hy)KHO MoJo0parh Takoe 4ucio K,
9TO

de-1=g(n)*k.

B anroputme RSA

(e, N) — OTKPBITHIH KITFOU,
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(d, n) — cekpeTHBIN KITIOY.
2. lupposanue.

Hcxognoe cooOmieHne pa3ouBaercss Ha Onokd M;  0oAMHAKOBOM JIJIMHBI.
Kaxxip1ii 010K TpeCcTaBIsAeTCsS B BHJIC OOJIBIIOrO JIECATHYHOTO YHCIIa, MCHBIIICTO
n, u mmdpyercs otaensHo. lludpoBanne 6moka M (M - mecarudnoe ymcio)

OCYUIECTBIISIETCS IO CIEAyIoIen Gpopmyiie

M® = C (mod n),

rne C — mmdpObIoK, COOTBETCTBYIONIMN OJIOKY OTKpBITOro coobmienus M.
[[Indpo60KN coeauHSIOTCS B IIU(pOrpamMmy.
3. Pacmudposanue.

[Ipn pacumdpoBanuu mmdporpaMma pa3zduBaeTcd Ha OJOKH H3BECTHOU

JUIMHBl U KaXIbld MHUQPPOIOK pacmr(ppoBBIBAETCS OTAECIBHO IO CIEAYIOIIEH

dbopmye

C’ =M (mod n) .
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IMpunoxenue /1. Tadauma mpocTbIX YmncedI.

1 2 3 3) 7
11 13 17 19 23
29 31 37 41 43
47 53 59 61 67
71 73 79 83 89
97 101 103 107 109
113 127 131 137 139
149 151 157 163 167
173 179 181 191 193
197 199 211 223 227
229 233 239 241 251
257 263 269 271 277
281 283 293 307 311
313 317 331 337 347
349 353 359 367 373
379 383 389 397 401
409 419 421 431 433
439 443 449 457 461
463 467 479 487 491
499 503 509 521 523
541 547 o557 563 569
571 o577 587 593 599
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Ipunoxenue E. ®DyHKUMA XeIUPOBAHUSA

OyHKIMeR xemupoBaHusa (Xem-QpyHKIHMeW) Has3bIBaeTCs MpeoOpa3o-BaHUE
JAHHBIX, MEPEeBOAsIIIEe CTPOKY OMTOB M MpOoU3BOIBHON UIMHBI B CTPOKY OWTOB
h(M) HexoTopoit puKCHPOBAHHOM JITMHBI (HECKOJIBKO JIECATKOB MM COTCH OWT).
Xem-pynkrpst h(M) momkHa yIOBIETBOPATH CICTYIOUIMM YCIOBUSIM:
1. xemr-¢pynkmuus h(M) nomkHa OBITh YyBCTBUTENBHA K JTFOOBIM M3MEHEHUSIM
BXOJHOI1 mocnenoBaTensHOCTH M;

2. nist nanHoro 3HadeHus h(M) momKHO OBITh HEBO3MOXKHO HAWTH 3HAYCHUE
M;

3. mnst nannoro 3HadeHust (M) OmKHO OBITh HEBO3MOXKHO HAWTH 3HAYCHUE

M =M takoe, ato h(M) = h(M) .

Curyanus, pu KOTOPOU JIJIsl pa3IMYHbIX BXOAHBIX MOCEI0Ba-TeabHOCTeE M
, M coBnanaroT 3HaYeHHs ux xem-oopasos: h(M) = h(M ), Ha3bIBaeTCs KOJUTU3HEH.
[Ipu nmocTtpoeHnn xem-oopasza BXOJHas MociaeqoBaTenbHOCTh M pa3ouBaercs

Ha O610ku M; pukcupoBaHHOM JJIMHBI U 00padaThIBAaETCs MOOJIOUHO 10 hopmyJie

Hi = f(Hi.1 , Mj).

Xel-3HaueHue, BBIYHCIIEMOE IMPU BBOJIE MOCJIEAHEr0 OJI0Ka COOOIIeHus,
CTAHOBUTCSI X€II-3HAYEHUEM (XEII-00pa3oM) BCETO COOOIICHHUS.
B kadectBe mpuMepa pacCMOTPHUM YIIPOIICHHBIA BapUaHT Xeml-(QyHKIUW W3

pexomenaanuiit MKKTT X.509:

H; = (Hi-l + Mi)2 mod n ,

rae N = pg, P u q — OosbmKue TMpocThie uncna, Hy - mpou3BoibHOE HaYaIBHOE

sanonnenne, M; - I-To1ii 010K coobmenns M = My M, ... M.
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