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1. BBeaenue
OO01Me moJ1oKeHus

[IpencraBneHHble METOIMYECKUE YKA3aHUS OMHCHIBAIOT PabOTy MPOTrPaMMHOTO MPOAYKTa
Digital Security Office 2006.

Digital Security Office 2006 — mnporpamMMmHbIii KOMIUICKC, NpEJHA3HAYCHHBIH JUIs
yopaBieHuss HMHGOPMAIIMOHHONW OE€30MacHOCThI0 M MOCTPOCHHUS A(P(PEKTUBHOU  CUCTEMBI
yrpaeienus uHpopmanmonHon OezomacHocThro. Digital Security Office 2006 Bxirouaer B ceOst
CHCTEMY aHaju3a W ynpasieHus WHPopMannoHHBIMH puckamu [PUD u cuctemy pa3paboTku u
yhpaBieHUs NOJUTHKOM Oe3onacHocTy nHPopmarmonHoi cuctembl KOH/IOP.

IIpunsiTHIE COKpalIeHUs!

Tabmuna 1 — [IpuHsaTHIE COKpaIeHUS

Coxkpaiuenue Pacmmugposka
b Nudopmanmonnas 6€30mMacHOCTb
ncC Nudopmanmonnas cucrema
uT HNHpopmanrioHHbIe TEXHOIOTUH
oC OnepanmoHHas cucteMa
11O [Iporpammuoe obecrieueHne
11 IlenocTtHOCTH
K KonduaeHnmanbHOCTH
yi| HoctynmHocTb
APM ABTOMAaTH3UPOBaHHOE paboyee MeCTo
IIIa IlepcoHasibHBIE TaHHBIE
CIIJ CucreMa nepeaadn TaHHBIX
JIBC JlokanbHO-BBIYHCIUTENBHAS CETh
ACY ABTOMAaTH3MpPOBaHHAsl CUCTEMA YIIPABIICHUS




2. TIporpammubrii kommiekce Digital Security Office 2006
2.1. ITporpamma Konjop

KOHJIOP - cuctema pa3paOOTKu M YIpaBJICHUS MOTUTHKONW OezomacHoctu MC kommanuu
Ha ocHoBe cTangapta [SO 17799. D10 coBpeMeHHBIN U yIOOHBI HHCTPYMEHT ISl Pa3pabOTKH BCEX
OCHOBHBIX TIOJIOKCHUH MoMUTHKK Wb KoMmaHwmuM u ympaBieHHs MPOIECCOM BHEAPEHUS 3TUX
IIOJIOKEHUI Ha ITPAKTHKE.

Obwee onucanue

C nomomisto niporpammel KOHIOP mipoBoautes aynutr UC xkommaHuu Ha COOTBETCTBHUE
crannapry [SO 17799. Ha ocHoBe naHHBIX, MOJyYEHHBIX B pE3yJabTaTe IPOBEJIEHUS ay/auWTa,
paspabaThIBaeTCsl MOJUTHUKA OE30MACHOCTH KOMIIAHUM M CHUCTEMa YIpaBJIeHUs MH(OPMallMOHHON
0€301aCHOCTHIO.

Crannapt yrnpasieHus nuHpopMarmoHHol 6e3omnacHocThio [SO 17799 saBnsieTcst ctanaapTom
BCPXHETO YPOBHA, OIHCHIBAIOIINM oesomacuocte HMC B OCjioM W MPUHOUIIBI YIIPABJICHHUA
nporeccom obecneuenuss Mb. TpeGoanus cranmapra ISO 17799 omnuchIBalOT KOMIUIEKCHBIHN
noaxon kK obecrneuenuro 1b.

CraHzapT cOCTOUT U3 AECATH PA3/EeNoB, COAepKAIUX TPeOOBaHUS K MIPOLIECCY YIPaBICHUS
Ub.

Paznensl ctanpapra [SO 17799:

1) Tloautrka 6€30MaCHOCTH

2) OpraHu3aliMoOHHBIC MEPHI

3) VmnpasieHue pecypcaMmu

4) be3omacHOCTh mepcoHana

5) ®usnyeckas 6€30MaCHOCTD

6) VYmpaBieHne KOMMYHHKAIIUSIMH U IIPOIIECCAMU
7) Koutposb goctymna

8) Pa3paboTka ¥ CONMPOBOKICHHE CHCTEM

9) HenpepbIBHOCTH BeicHHUS OU3HECA

10) CooTBeTCTBHE CHCTEMBI TPEOOBAHHUSIM

Ilpucmynasn k pabome
Tpe6oBanus crangapra ISO 17799 npenbsaBistorcs K:

e cucreme Wb koMmmanuu (HampuMmep, HOPMATUBHBIM JOKyMeHTam 1o UB,
BBITIOJIHEHUIO MPOBEPOK, CBsizaHHBIX ¢ b, 0OyueHuto monip3oBareneil mo Bompocam
ub);

e HC xommanuu (Hampumep, Oe3omacHeiM HacTpoiikam WC u  KOppeKTHOMY
MPOBEACHUIO COOTBETCTBYIOIIMX MPOLIEAYD);

e kBanu(UKAINUU MOJIb30BaTENIeH KOMIIAaHWU U crienaiuctoB ciayx0 UT u Ub.

CootBercTtBeHHO, Borpockl nporpaMMmbl KOHJIOP paznensrorcst Ha BOIIPOCHI K:

e crenuanucTam ciyxos1 Ub;
e crenuanucTtam ciyx6os1 UT;
e qnoub3oBarenam MC komnanuu.



Anzopumm

I[JISI MMpOBCACHUA  aHAJIM3a PUCKOB HGO6XOI[I/IMO ONpCACIIMTL  BBIMMOJIHCHHBIC U
HCBBITIOJIHCHHBIC Tpe60BaHI/I§I cranjgapra.

Metoiuka pacueTa pucKkoB HEBbINOIHEHUs TpeboBanuii ISO 17799:

1) Kaxnoe tpeboBaHHe cTaHIapTa UMEET ONPEACICHHOE 3HaYeHUE — BEC TPEOOBAHUSI.
Bec tpeboBanust — creniens BiusiHus TpeboBanus Ha MIC kommnanuu. Onpenensercs
Ha OCHOBE AKCIEPTHBIX OLIEHOK, yKa3bIBaeTcs B 3HaueHusx oT 1 1o 100 (uem Oosbie
3HayeHrne 3((EeKTUBHOCTH, TeM OoJibllle BIUSHHE AaHHOTO TpebGoBanus). Cymma
3HaYEHUI BECOB BCeX TPEOOBAaHUN ONPEENIIeT MAKCUMAJIbHBIM PUCK HEBBIIOJIHEHUS
TpeOOBaHUM CTaHApTa, TO €CTh CTAHJAPT MOJHOCTHIO HE BHITIOJIHEH.

2) PuCK HeBBIMOJHEHUs] TPeOOBaHHWN CTaHAAapTa B KOMITAHUM OMNPEICISCTCS Kak
OTHOIIIEHHE CYMMBbI 3HAUE€HUU BECOB HEBBIIIOJHEHHBIX B KOMIIAHMU TPeOOBaHUM K
CyMM€ 3HAuYe€HHUH BECOB BceX TpeOOBaHMM craHjapTa. PHUCK HEBBINOJIHEHUS
TpeOOBaHUM CTaHApTa PACCUUTHIBAETCS B MPOLICHTAX.

Puck neBpimonHeHus tpedoBanuii SO 17799 moxkaspiBaeT, HacCKOJIbKO 3HaYUMBI aist MC
KOMIIAaHUM HEBBITIOJIHEHHBIE TpeOoBaHMs. PHUCK 3aBUCUT OT KOJWUYECTBA HEBBITIOJHEHHBIX
TpeOOBaHUI U HX BECOB.

Jlia camkenus pucka HecooTBercTBUS VIC crangapty ISO 17799 Heo6xoauMO BBINOJIHUTH
MaKCUMaJIbHOE KOJIWYeCTBO TpeOoBaHUN. OCOOEHHO Ba)KHO BBHINOJHEHHE TPeOOBaHMM, UMEIOIINX
BBICOKHE BeCa, TO €CThb TeX TpeOOBaHW, KOTOPHIC OKa3bIBaIOT HambOojbinee BausHue Ha HC
KoMmaHuu.[1]

Oobugue npunyunsl padomel ¢ NPOPAMMOI

Jlnst mpoBenenus ananmza MC komMmaHWW Ha COOTBETCTBHE CTaHAapTa WH(POPMAIMOHHOMN
6e3omacHocty ISO 17799 HeoOX0AMMO TPOBEPUTH, BBIMOIHSAIOTCS JIM B KOMITAHUHM TPEeOOBaHMS
CTaHJapTa.

Jliiga 3TOro HE0OXOAMMO CHavaja co3JaTh HOBBIM MpoekT ayauta (pucyHok 1). (IIpoekt —
BPEMEHHOW HHTEPBAJI, COJIEPKAIIUIl HECKOJILKO MEPUO0B, B KOTOPOM aHAIU3UPYIOTCS U3MEHEHUS,
MIPOM30LIEAIINE B KOMITAHUHY 32 UCTEKIINE IEPUOIbI ).

-
Janyck cHCTEME | 2 |
i
3anyck cHoTeMEl Hoswii npoexT Iﬁ
FKOHOOR 2 H .
f | Cucremap CHEIEETNS Pt ACHOCTH KORMaHMK
\ K)| Ha ocHoge | | | pPaspatoTkM
T NOoNo#EHWH b4 EHEAPEHUA My Ha
MPakTHEE.
] 4 ] I OTreHa J
I l OTrieHa
L9

Pucynox 1 — HoBblit mpoekt

B npoekrte HY)XHO c03/1aTh HOBBIH nepuoa ayauta (pucyHok 2). (Ilepuox - nara, Ha MOMEHT
KOTOpOi1 BCe BBEJICHHBIE 0JIb30BaTENEM JaHHbIEe akTyanbHbl Uil UC komnanun). IIpu 3Tom nara
MIEpHO/JIa - ITO JaTa OKOHYAHUS ayJUTa.
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Pucynok 2 — HoBwlit mepuot

Jlanee HEOOXOIWMO OTBETHTH Ha BOMPOCHI pasnenoB (pucyHok 3). Kaxapiii pazmen
COOTBETCTBYET pa3leny craHmapra. s monydeHus HamOojee BEpHBIX pe3yabTaTOB ayauTa
HEOOXOMMO OTBETHTh Ha BCE BOMPOCHI (M yKa3aTh BCE BOMPOCH, HenmpuMeHuMbie k M C).

.
T _ = e )
(¥) KOHAOP 2006 - Mpoekt —— -

Mpoekt Bug Otuer  Kowtpmepel [Mepuog  Cnpaeka
DO ®ME bhd EEE D2
- Nommuka Gesonactoctd » | CymecTeyeT A4 B KOMNaHWH PaspatoTaHHan NOAWTHKE p W, BCE KOTOpPORA Ha NPaKTHKE BHe... &
- ®  CYLIBCTBYET MW B KOMNAHMM DaZ Y AH CYWECT NOAMTHEA [i] M PYKOBOACTEOM OPraHH3aUHu? 2
- @ HTBEPWAEHA MW CYLBCTEYOLA 03HaKOMAEHB! M BCE COTPYIHWKM OPraHW3ally ¢ NOAHTHKOA GE30NACHOCTH, KOTOPaA AOHOCHTCA B NPOCTON W NOHATHOA dopme? o
& D3HAKOMNEHB! MM BCE COTPYIHM Brmoyaer M NoAMTHKE G M 6 M. BE UEAM M 06AGCTD EE NPHMEHEH... &
o ® DKAGYSET AW NOAMTHKE Besonac WzAaraimca MM B NONWTHEE Ge30NaCHICTH NOSUUMM PUKOEDLCTES N0 BONPOCAM PEEAMSAUMM LWENEH W NPHHUKNOE WHPORMAWHOHHDN Se30nacHocTH? 9
s+ W3naraiomca M B nonuTHEe Bes COnspiuT M NOAMTHIS SES0N3CHOCTH ONPEAENEHME OBLLIKA K KOHKPETHEIX D6A3GHHOCTEN N0 DBECMEYEHMI0 PEHMME MHPOPMALHOHHDN Ge30nacHoCTI? L
o COnspHuT MM nouTLa tesona = | Conepxur n4 NoAMTHKA (E30NACHOCTM CCLIIKM Ha IOKYMEHTBI, CONYTCT NOAWTHKE M . MET .
? <
« CanepwT M nommika fiesanad COOTBETCTBYET M NOAMTHEA W rocynapcT Y W Y 3aKOHOAATEALCTEY?
Caaeps#uT A NoAMTHES BE30NACHOCTH TPEGOBAHWA N0 OEYYEHHID NEPCOHANE BONPOCAM WHPOPMALMOHHON Ge30NacHICTH? 2
& CoOTBETCTEYET M NOMMTUES Ge:
BKAOUEHB N4 B NOAKTUKY GE30NaCcHOCTH MHCTPYKILWKH O Npeaynp 1 PYCOE W APYroro BPEOHOCHOMO Nporpa... 4
- »  Conepsdr M noauTiks Bezanan N N
|| Onpepenetel Ak NOCASACTEHA HAPYIEHHE NOADHEHKE NOAWTHIKM fe30nacHocT? L
- @ BRANYEHE! W B NOAMTHKY Oesor
YuuTEIBAET N4 NONKTUEAE GE30NACHOCTM TRECOBAHKMA MO OHECNEYEHMIO HENPEPEIBHOCTH BEAEHUA GusHeCa T ?
- DI'IPEJlEﬂEHb\ N NOCNEACTEMA H o )
TPHCYTETEYET W B NOAMTHES S2S0NACHOCTH NOADHKEHKE, ONPEASMANWEE OTEETCTEEHHOMD 58 NPOWEAYPE NEPECMOTRE M 0GHOBASHHA NONOHEHMA NOAKTUKH ...
- ®  BHATBIB3ET W NOMTHKa feson: B KaKux cnyyans NEpECHATPHESIOTCA NOAOKEHUA NOOUTHEM GES0NACHOCTU B OPraHu3aum9? ?
¢ TIPHCYTCTBYET A & NOMHTHKE G K.3KHE HaPaKTERHETHIH MOAMTHRMW GE30MACHOCTH PEMYNADHD SHANMSMPYTCA B OPraHHZaUMUT °
... ® B raxux cnysasx nepecmarpues
co @ KEKME HAPAKTEDHCTHIL NOMATHE
B OpraHusaumoHHeIe Mepel -
<4 [ »
04-05-2011 9.
il Paagen "Monutuka 6e3onacHOCTH” COLEPHUT BONPOCH 0 CYLLECTEYHILLE B 0praHn3alum nonutike GesonacHocTu:
NONOKEHUA NONUTMKN, NOPAAOK BHECEHUA M3MEHEHWA, YTBEPMHAEHIE NONUTHKM.
Monezosatens: Pavel Peswm: nokanskel Mepuog ayaura: 04-05-2011
= =

Pucynox 3 — Bonpocs! pazaenos
B pesynbrate paboThl alropuTMa MOJTydaeM:

® OTYET M0 OJAHOMY MEPUOTY;
® OTYET MO BCEMY MPOEKTY (HECKOIBKO EPUOIOB).



2.2. llporpamma I'pud

I'PU® - uHCTpYMEHT Ul aHAIM3a 3alIMIICHHOCTH PECcypcoB MH(OPMAIMOHHONW CHCTEMBI

KOMIaHUU ¥ 3()(HEKTUBHOTO YIPABICHHUS PUCKAMH.

2.2.1. T'pug. Mooenv ungpopmayuonnvix nOmMoKos

Obwee onucanue

Anamu3 puckoB Wb ocymectBisiercs ¢ momotibio noctpoenuss moaenu MC xommaHuu.
PaccmarpuBasi cpencTBa 3alIUTBl PEeCypCcOB C LEHHOW HH(OpMAIMel, B3aUMOCBS3b PECYpCOB
MeXAy coOOii, BIMSHUE MpaB JOCTyNa TPYII I0JIb30BaTeNel, OpraHu3alluOHHbIE MEPbI, MOJEIb

HCCICAYCT 3aIIUIICHHOCTD KAXXJI0Ir0 BUaa I/IH(bOpMaIII/II/I.

B pe3synbrate paboTsl alropuT™Ma porpamma npeacTaBiseT CIeayromue JaHHbIe:

1) WHuBeHTapu3anusi.

2) 3HaueHHs PHCKa JUIS KaXJI0ro IIEHHOTO pecypca KOMITaHUH.
3) IlepeueHp BceX yS3BHMOCTEH, KOTOPBIC CTald MPUYMHOMN IMOJYYSHHOTO 3HAYCHHSI

pHCKa.

4) 3HaveHus prCKa sl PECYpCOB MOCIE 33aaHnsl KOHTPMEpP (OCTATOYHBIN PHCK).

5) DddekTUBHOCTH KOHTPMED.
6) PexoMeHmaruu 3KCIepTOB.

Ilpucmynasn k pabome

[Tepen 3anosnennem nporpamMmmbl [ PU®D HeoOXoauMo MpoBECTH MHBEHTAPU3AIMIO IICHHBIX
pecypcoB U HHGOPMALIUK KOMITAHUH, TO €CTh ONPENEIUTh, BCIO LIECHHYIO HH(OPMALIUIO U PECYPCHI,

Ha KOTOPBIX OHA XPAHUTCA.

Tabmuma 2 — JlanHble 17151 3aHECEHUS B IPOrpamMmy

HaHHHC, KOTOPBIC 3aHOCATCS B IIPOIrpaMMy

CoTpyHUK, OTBEUAIOIINH 32
MPEIOCTaBIIEHNE JAHHBIX

Bupl ienno#t uadopmarum

Bnanenen wHbopmanmuu (Mo HavaIbHUK

oTaeia, B KOTOpOM OCYIICCTBIIACTCA

00paboTka nHpOpMAaITUN)

Yiep0 mias Kaxkaoro Buaa IIEHHOW WHMOpMaIuu
[0 TpeM BHaM yrpo3 (B JCHbIaX MU B YPOBHAX B
nuamnasone ot 2 o 100)

Bnanenennr wndopmanuu (MIM  HadadbHUK

OTAciIa, B KOTOpOM OCYIICCTBJISICTCA

00paboTka nHMOpMaITUN)

busnec-mpouiecchl, B KOTOpBIX OOpabarbIBaeTcCs
uHpopManus

Bnagenennr wndopmanuu (MM HadadbHUK

oTAcia, B KOTOPOM OCYIICCTBIIAICTCSA

00paboTka HHPpOpPMALIUH)

Pecypcbl, Ha  KOTOpBIX  XpaHMUTCS  LI€HHas
uHpopManus

Cnenuamuct ciyx6s1 UT

CereBble TpyMIbI, B KOTOPBIX HAXOJATCS PECYPCHI
cucTeMbl (TO €cTh (PU3MUECKHE CBSI3U PECYpPCOB

JPYT C Pyrom)

Crnenuamuct ciyx6s1 UT

OT,Z[GJ'ILI, K KOTOPBIM OTHOCATCS pCCYPChI

Kax IMpaBHJIo, COBIIagar0T

C




OpPraHU3alMOHHON CTPYKTYPOM KOMIIAaHUU

I'pynnel  mosbp3oBareneld, HMMEKOIUX TOCTYII K
LEHHOH nH(popMaIH

Crnenuamuct ciyx0s1 UT

Kunacc rpynmbl nons3oBarenei

Crneuunanuct ciayx0b1 UT

JlocTym rpynmsl oJib30BaTenei kK nHGopmanmu

Crnenuamuct ciyx6s1 UT

XapakTepUCTUKU JOCTyMa TPYIIIbI M0JIb30BaTeNeH
K nHpOopManuu (BU]I U ITpaBa)

Crnenuamuct ciyx0s1 UT

CpenctBa 3amuThl, yctaHoBieHHble B IC

Crneuunanuct ciayx0s1 UT

Pacxonwr Ha Ub

Crneunanuct ciayx0b1 1b

Anzopumm
OcHoeHble nOHAMUA U OONYUWEeHUA MOOeNU

Pecypc — dusmueckuii pecypc, Ha KOTOPOM pacmoJiaraeTcsi IieHHas uH(popManus (cepsep,
paboyasi CTaHIHsI, MOOMJIbHBIN KOMIIBIOTED M TaK Jayiee)
Cemegas epynna — TpyIia, B KOTOPYIO BXOAST (PU3NUECKH B3aUMOCBSI3aHHBIE PECYPCHI.
Omoen - CTPYKTypHOE TOIpa3/ieJieHle KOMIIaHUH.
busnec-npoyeccol - TpOU3BOJACTBEHHBIE MPOIECCH, B KOTOPbIX OOpalaThIBaeTcs LEeHHas
nHpopMarus.
I'pynna nonvszosameneti — Tpynia Mojab30BaTeNeld, UMEIONIasi OJUHAKOBBIM KJIACC U CPEACTBA
3amuThl. CyOBEeKT, OCYIIECTBISIONINI TOCTYN K HH(POPMAIUH.
Knacc epynnot nonwzosameneii — ocobas XapakTepUCTHKa TPYMIbI, IMOKa3bIBaolas, Kak
OCYILIECTBIISIETCS TOCTYI K HH(OPMaLIUU.
OCHOBHBIE KJIaCChI TPYIII MOJIb30BATEIICH:
AHoHnMHBIE THTEpHET-TI0JIb30BaTElH;
ABTOpu30BaHHbIe VIHTEpHET-T10JIb30BATENH;
o OOblyHBIE TMOJH30BATENM, OCYIIECTBISIONINE JIOKAJbHBIA M YAaJeHHBIH JOCTYH K
nHpopMmaiuu;
o CucreMHble aIMUHUCTpaTOpbl U  oduuepsl Oe3omacHocTH (Tak  Ha3bIBaeMble,
CYIEPIOIb30BaTENN), TO €CTh MOJIH30BATENN, UMEIOIINE UCKITIOYUTEIbHBIC ITPaBa;
o Ilomnb3oBarenu, OCYyIIECTBISIOUIME MOCTyN K HHMopManuu u3 oduca KOMIAHUH 4Yepes
Huteprer;
o Ilonb3oBarenu, OCyIIeCTBISAIONINE AOCTYM K HH(OpMaLUU U3 oduca KOMIIAHUU TI0 MOJIEMY;;
o MoObunbsHbie HTEpHET-TI0IB30BATEINH.
Cpeocmea sawumvl  paboyeco Mecma 2pynnvl noiv3osameseti — CPEICTBA 3aIUTHI
KIIMEHTCKOTO MECTa I0JIb30BaTeNs, TO €CTh pecypca, ¢ KOTOPOTO MOJIb30BaTENb OCYLIECTBIISIET
JO0CTYN K MH(OpMAIUH.
Xapaxkmepucmuxu epynnsl noivzoeameinel — MOJ XapaKTEPUCTUKAMH TPYIIbI MMOJIb30BaTEIEH
MOHUMAIOTCS BUBI JJOCTYIA TPYMIIbI OJb30BaTeell (JIOKaIbHbIHN JIMOO yAaleHHBIH 10CTYIT) U
IpaBa, pa3pelieHHbIe TPyIIe MoJIb30BaTeleld Npu JocTyne K MH(opManuu (ITeHue, 3amuch
WIN yJaJleHue).
Hugpopmayus — nennas napopmanus, xpausmascs u oopadarsiBaemas B IC. To ectb 00BeKT,
K KOTOpOMY OCyllecTBisgercs AocTyn. Mcexonsd u3 JONyLeHUWH MJaHHOM MOJENH, BCA




uHpopManus SBISETCA LEHHOH, TaK Kak OLEHUTh pPHUCK HEUEHHOW WHpOpManuu He
IIPEJICTABIISETCS] BO3MOYKHBIM.

Cpeocmea 3awumuvl — CpeICTBa 3allUTBl pecypca, Ha KOTOPOM pacIoJiokeHa (WiH
oOpabateiBaeTcsi) WHGpOpMAIUs H CPEICTBA 3alIUThl caMOW HHOpMamuMHU, TO €CTh
IpUMEHsIEMbIE K KOHKPETHOMY BHY HH(MOpPMAIIHH, a HE KO BCEMY Pecypcy.

Dghexmusnocmv cpedcmea 3auumel — KOJINIECTBEHHAS XapaKTEPUCTUKA CPEJICTBA 3aIUTHI,
onpezensoas creneHs ero BausHUSA Ha MIC, To eCTb HaCKOJIBKO CUJIBHO CPEACTBO BJIMSAET HA
3aIIMIIEHHOCT, MHpOpMalMKU U pabouero Mecra rpymibl Mmosb3oBareneil. Onpenensercs Ha
OCHOBE DKCIIEPTHBIX OLICHOK.

Kosgppuyuenm noxanvroii 3awuwjennocmu ungopmayuu Ha pecypce. PaccuutsiBaeTcs, €Cliu K
nH(OpPMAaLIUK OCYIIECTBIISIETCS TOJIBKO JIOKAIBHBIM A0CTyI. B 3TOM ciiyyae KIIMEHTCKOE MECTO
IPYIIbI TOJB30BaTENeH U pecypc, Ha KOTOPOM XpaHUTCS MHGOpMalus, COBMAIAIOT; O3TOMY
3alUIIEHHOCTh TPYIIIBI [10JIb30BaTENe OTAECIBPHO OLIEHUBATh HE HYXKHO.

Kosgppuyuenm yoanennoti 3awuwyennocmu ungpopmayuu Ha pecypce. PaccuutsiBaercs, Koraa
K MH(OpPMAallUM OCYLIECTBISETCS YAaJeHHBIH JOCTYN; TO €CTh MO CYTH 3TO CYMMAapHBII
K03 (UIIMEHT CPeCTB 3alUThI 00bEKTA.

Kosgppuyuenm nokanvnou 3awuwennocmu paboueco mecma 2pynnvl NOAb30GAMENEU.
PaccunteiBaeTcsa, koraa rpynma IOJIB30BaTENed OCYIIECTBIAET YAAIEHHBIM JOCTYNl K
nH(pOpMallUK, TO €CThb 3TO CyMMapHbIH KOd((ULHEHT 3aluThl cyObeKTa WM KIMEHTCKOIrO
MecTa IpyHNbl Nojb30oBaTenel. JJaHHbI KOYQPUIIMEHT HEBO3MOKHO OMPENENIUTh ISl TPYII
AHOHHMMHBIX U aBTOPU30BaHHBIX MIHTEpHET-TI0IB30BaTEIEH.

Hacneoosanue xosghgpuyuenmos 3awuwennocmu. Ecinu Ha pecypce pacrosiokeHbl HECKOIBKO
BUJIOB MH(POPMALIMK, IPUYEM K HEKOTOPBIM M3 HUX OCYLIECTBIsAETCA AOCTyn uepe3 VHTepHeT
(rpynmaMu aHOHHMMHBIX, aBTOPU30BAaHHBIX WJIM MOOWIBHBIX VIHTepHeT-monb30BaTenei), TO
YTPO3bl, HCXOJAIIME OT 3THX IPYNI I0JIb30BATEICH MOTYT IOBIUATH M HA JPYTHE BHIBI
uHpopmanuu. CrenoBarenbHO, 3TO HEOOXOAMMO yuecTb. EciM Ha OJHOM U3 pecypcos,
HaxoJslIeMcs B CETEBOW IpyIIe, XpaHUTCs UHGOpMaLHsl, K KOTOPOH OCYIECTBIISAIOT JOCTYI
YKa3aHHBbIC TPYIIbl I0Jb30BATENICH, TO 3TO YYHUTHIBAETCS AHAJIOIMYHO [UI1 BCEX BHJIOB
nHGOpMalMK, XPaHALIMXCS Ha BCEX pecypcax, BXOJAIIMX B CETEBYIO Ipymiy. MexaHu3m
HacJieloBaHus OyleT MoApoOHO OIKMCaH Aajee.

bazosoe spemsa npocmos pecypca (06e3 npuMEHEHHsI CPEICTB 3alllUThl) — BpEMsl, B TCUEHHE
KOTOPOro JOCTYyn K MH(poOpMamuu pecypca HEBO3MOXKEH (0TKa3 B O0OCIYKUBAaHHUH).
Omnpenensiercss B 4acax B TOJ Ha OCHOBE JKCIEPTHBIX OIICHOK 0O€3 ydera BIMSIHUSA Ha
MHGOpMAILMIO CPEACTB 3alIUThl. bazoBoe BpeMsi MpOCTOs 3aBUCUT OT IPYII I0JIb30BaTeNel,
HUMEIOIUX JOCTYI K pECypCy: BpeMs IPOCTOS YBEIMUUBAETCS, €CIU K PECYPCY UMEIOT TOCTYII
HHTEepHeT-110J1b30BaTENH.

Llononnumenvroe epemsa npocmos pecypca — BpeMs MPOCTOsS, B TEUEHUE KOTOPOTo AOCTYI K
uHpOpMalUK pecypca HEBO3MOXEH, 00YCIOBICHHOE HeaJleKBaTHOW paboTON MpOrpaMMHOTO
WIN anmapaTtHoro oOecrieyeHHs pecypca. 3aaaeTcsl Mojib3oBaTeNieM. YKa3blBaeTCsl B yacax B
rof. (McxitoueHue: BpeMs MpOCTOsl HE MOXKET 3aJaBaThCs Il TBEPAOM KOTUH).

Cemegoe ycmpoucmeo - YyCTPONCTBO, C MOMOIIBI0 KOTOPOTO OCYHIECTBIIAETCS CBA3b MEXKIY
pecypcamu cetu. Hampumep, KoMMyTaTrop, MaplIpyTH3aTOp, KOHIIEHTPAaTOp, MOJAEM, TOUYKa
JOCTyTIA.



* Bpemsa npocmos cemesoco ycmpoiuicméa — BpeEMs, B TEUEHHE KOTOPOro JAOCTYIL,
OCYIIIECTBIIIEMbI ¢ TIOMOIIBIO CETEBOTO YCTPOUCTBA, K MH(YOPMALIUH peECypca HEBO3SMOXKEH U3-
3a 0TKa3a B 00CIIy)KMBAaHUH CETEBOTO YCTPOUCTBA.

e Maxkcumanvroe kpumuunoe gpems npocmos (Tyq,) — 3HAUCHHE BPEMEHHU HPOCTOS, KOTOPOe
SBJIIETCS KPUTHYHBIM JJIs KoMmaHuu. To ecTh yiiepO, HAHECEHHbIH KOMIAHUM IpU
IIPOCTaUBAaHUU pecypca B TEYEHUE KPUTUYHOTO BPEMEHHU IIPOCTOs, MakcUMaibHbIA. [Ipm
IIPOCTauBaHUU pecypca B TEUEHUE BPEMEHHU, IPEBBILIAIOIIET0 KPUTUYHOE, YIlepO, HAHECEHHbII
KOMIIaHUH, HE YBEJIUYUBACTCS.

e Koumpmepa — eficTBUE, KOTOPOE HEOOXOAUMO BBIIIOJHUTD JJIS1 3aKPBITHS YSI3BUMOCTH.

e Puck — BeposATHBIM ymiepO, KOTOpbIM MOHECET opraHu3auus npu peanuzamuu yrpos Ub,
3aBUCAILINN OT 3aLIUILIEHHOCTH CUCTEMBI.

e Puck nocne 3adanus xonmpmep — 3HAUCHHE PHUCKA, MEPECUUTAHHOIO C Y4ETOM 3aJaHus
KOHTpMep (3aKpbITUS yA3BUMOCTEN).

*  Opgexmusnocmov komniekca KOHmpmep — OLEHKA, HACKOJIBKO CHU3WICS YPOBEHb PUCKA TI0CIIE
3a/IaHHsI KOMIUIEKCAa KOHTPMED 10 OTHOLLIEHHIO K IEPBOHAYAIIBHOMY YPOBHIO PUCKA.

Beeoenue ¢ mooenw

Jigs  Toro d4roObl OLEHUTHh PUCK HHPOpPMAIMK, HEOOXOAMMO IPOAHATU3UPOBATH
3aIIMILEHHOCTh U apXUTeKTypy nocrpoenus MC.

Bnagensiry UC Tpebyetcs cHauana onucaTh apXUTEKTYpy CBOEH CeTu:

® BCE pecypchl, Ha KOTOPBIX XpaHHUTCS IICHHAs! HH(pOpMaIus;

® CeTeBBbIC TPYIIBI, B KOTOPBIX HAXOIATCS PECYPCHl CUCTEMBI (TO €CTh (hHU3NYECKUE
CBSI3U PECYPCOB APYT C IPYTOM);

®  OTETBI, K KOTOPBIM OTHOCSTCS] PECYPCHI;

*  BUJBI IEHHOH HH(pOpMaIy,

e ymepO A KaXI0T0 BUA IEHHON HH(OpMAIK 1O TPEM BUIAM YTPO3;

®  OU3HEC-TIPOIIECCHI, B KOTOPBIX 0OpadaThiBacTCsl HHGOPMAITHS;

*  TPYIIIBI MOJIh30BATENCH, IMEIOIIHUX TOCTYI K IICHHON HH(OpMAIHH;

®  KJIACC TPYIIIBI TOJIH30BATEIICH;

® JIOCTYII TPYIIIBI MTOJIb30BaTENEH K HH(MOPMAIINH;

*  XapaKTEPHUCTUKH 3TOTO JIOCTYMA (BHI U IIPaBa);

® CpelCTBa 3aIIUTHl HHPOPMAIIUH;

®  Cpe/CTBA 3aIUTHI PA0OYETO MECTA TPYIIIBI MOJIb30BATEIICH.

Ilpunyun pabomul anzopumma

Wrak, mpoiins nepBelid dTan (omucaHUe HEOOXOAMMBIX JUISI MOJIEIM JaHHBIX), Mepeiaem
HEMOCPEJCTBEHHO K paboTe aNroputMa MOJIEINH.

Puck oneHuBaeTCs OTASIBHO IO KaXKIOM CBS3U «rpymiia MOJIb30BaTENEH — I/IH(i)OpMaLII/I}I»,
TO C€CTb MOJCIIb pPaCCMAaTPUBACT B3dAUMOCBI3b ((CY6T>CKT - O6’beKT», YUUTbhIBasA BCC HUX
XapaKTCPUCTUKHU.

Puck peanuzamuu yrpo3sl b s kakaoro Buga MH(GOpPMAIMM PacCUUTBHIBAETCS MO TPEM
OCHOBHBIM yIp03aM: KOH(HUAESHIINATLHOCTh, IIEIOCTHOCTh U JIOCTYIHOCTh. Bnanener nnpopmaruu
3aaeT yiepo OTIEeNBHO MO TPEM Yrpo3am; 3TO MpoLIe U MOHSATHEe, TaK KaK OLEHWUTH yiepO B
LIEJIOM HE BCETJ]a BO3MOKHO.



PaccMoTpuM mipuHIHIT pabOTHI MOJIEH MTOCIIEA0BATEIHHO JUIS OJHOM CBS3U «HH(POPMAITUS —

rpynmna MoJjib30BaTeNei» (I OCTaJlbHBIX CUMTAEM AaHAJIOTM4yHO). Pacyer puckoB mo yrposam

KOH(bI/II[eHI_[I/IaJIBHOCTB " ICIO0CTHOCTD

1)

2)

3)

4)

5)

6)

1.
Pacuem puckog 0115 yzpo3 KOHUOEHUUATBHOCHb U YESIOCHHOCHLD

OmpenensieM BU IOCTYIA TPYIIIBI ToJib3oBaTene Kk uHdopmamnuu. OT 3TOro OyJeT 3aBUCETh
KOJIMYECTBO CPEJICTB 3alTUTHI, TAK KaK JUIS JJOKAIBHOTO M YIAJICHHOTO JOCTYIA MPUMEHSIIOTCS
pas3HbIe CpeCTBA 3aIIUTHL

OmnpexnensieM mpaBa JOCTyNa TPYNIbl TOJb30BaTeNell K HHOpMAuu. DTO BAKHO JUIs
IIEJIOCTHOCTH, TaK KaK MPH JOCTYIE «TOJHKO YTCHHE» IEIOCTHOCTh MH(POPMAIMH HAPYIIUTh
HENb3sl, U JUIA JOCTYmHOCTH. OmpeseneHHbIe MpaBa JOCTyNa BIMSIOT Ha CPEICTBA 3alUTHI
nH(popMalnH.

BeposiTHOCTR peanu3aniii yrpo3bl 3aBUCUT OT KJlacca TPYIIBI Tojb3oBareneid. Hampumep,
aHOHMMHBIC VHTEpPHET-IOJIb30BATEeN MPEJCTABISIOT HAWOONBIIYI0 Yrpo3y i IICHHOM
nH(QOpPMANKA KOMITAHHWH, 3HAYHT, €CIIM JIAHHAS TPYIa UMEET JOCTYN K WH(OPMAIHU, PUCK
peanu3aiy yrpo3bl yBelnnauBaeTcs. Takxke, B 3aBUCUMOCTH OT KJIacca TPYIIIHI TOJIb30BaTelNei
MEHSIOTCS MX CPEACTBA 3alluThl. Hampumep, /Ui aBTOPH30BAaHHBIX U aHOHWUMHBIX MIHTEepHET-
MI0JIL30BATEIICH MBI HE MOYKEM OIPEIEIIUTh CPEJICTBA 3AIIUTHI X pab0vYero MecTa.

OcoObIM BHJIOM CpeJCTBa 3alTUTHI SBJISCTCS aHTHBUPYCHOE IMPOrpaMMHOE obOecrieucHue. B
YCIIOBUSX COBPEMEHHOTO (DYHKIITHOHUPOBAHHS KOMITBIOTEPHBIX CHCTEM XpaHEHUS U 00pabOTKH
nHpOpMaluu BPEJOHOCHOE MPOTPaMMHOE OOecleueHue TMpeCcTaBisieT coboi Hamboee
OTIACHYIO M Pa3pyLIUTENbHYIO YTpo3y. 3Hasl CHIIy BIMSIHHSI BUPYCHBIX MPOTpaMM, OTCYTCTBHE
aHTUBUPYCHOTO MpOTpaMMHOro obecrieueHus: Ha pecypce (WIM KIHEHTCKOM MeCTe
MoJIb30BarTensl) HeoOXOAMMO NpPUHMMATh BO BHHMaHHe oTnenbHO. Ecian Ha pecypce He
YCTaHOBJIEH AaHTUBHUPYC, TO BEPOATHOCTh peaTu3aluud Yrpo3 KOHQUACHIHNAILHOCTH,
LIEJIOCTHOCTHU U IOCTYITHOCTH Pe3KO Bo3pacTaeT. JlaHHas MOJeNb 3TO YYUTHIBAET.

Tenepp y Hac ecTh Bce HEOOXOIMMBbIE 3HAHUS, YTOOBI OIMpPENEIUTh CPEICTBA 3aLIUThHI
undopmanuu M padbodyero Mecra rpymnmnbl moJib3oBareneil. [IpocymMMupoBaB Beca cpeicTB
3alUThL, TOJYYMM CyMMapHblii ko3dduuuent. s yrpo3sl IEIOCTHOCTh YUUTBHIBAKOTCS
crenuguUeckue CpeacTBa 3allUThl — CPEACTBA PE3EPBUPOBAHMSI U KOHTPOJS LIETOCTHOCTH
unpopmanuu. Eciu K pecypcy OCYIIECTBIISETCS JIOKAJbHBIM W YJaJ€HHBIM JOCTYN, TO Ha
JAaHHOM 0JTame OyayT ompeneneHsl Tpu koddduumenta: KoOIPPUIMEHT JTOKATbHOM
3alUMIICHHOCTH WHGOpMalMu Ha pecypce, KOIPPHUIMEHT yAaJeHHOW 3allUIIEHHOCTH
nHpopMalny Ha pecypce v K03(hPUIIMEHT JTOKaIbHOM 3aIUIIEHHOCTH paboyero MecTa rpyIibl
nosb3oBareneil. M3 momaydeHHbIX KOA(POUIMEHTOB BBHIOMpPAEM MHHHUMAIbHBIA. UeMm MeHbIle
KO3 (GUIIMEHT 3allMIEHHOCTH, TeM cjabee 3aluTa, TO €CTh BAXHO Y4eCTh HanMeEHee
3amuieHHoe (Haubomnee ys3sumoe) mecto B C.

Ha sTom »Tame BcTymaeT B CHIIy MOHSTHE HacleAOBaHUS KOI(PPHUIIMEHTOB 3alUIIIEHHOCTH U
0a30BBIX BepoATHOCTEH. Hampumep, Ha pecypce, BXOISIIEM B CETEBYIO TPYIIY, COIEPKUTCS
uHpopMalug, K KOTOPOM OCYIIECTBISETCS JMAOCTYN TpPYNN ToOJb30Bareiel (aHOHHUMHBIX,
aBTOPU30BAHHBIX WM MOOUNBHBIX) U3 MHTepHeT. [l 3Toi cBs3M «uHpOpMalus — Tpymmna
WNuTepHeT-nonb30BaTenein» paccUnTHIBACTCS TOJIBKO KOA(POUITUEHT yIaJIeHHON
3alUIIEHHOCTH HWH(OpMAIlMK Ha pecypce, TaK KaK OIEHUTHh 3allMIIEHHOCTh TPYIII

! AJ'IFOPI/ITMLI pacyaera JJ1 Yrpo3 HeJIO0CTHOCTU U KOHq)I/II[CHIII/IaJ'IBHOCTI/I MOXO0XKH, TOOTOMY 3JICCh MbI UX 06’BGZlI/IHI/IJ'II/I.



nosb3oBaTeneii Mbl He MoxeM’. Termepb 5TOT KOd((UIMEHT 3aIMIEHHOCTH HEOOXO0IMMO
CpaBHUTh C KO3((UIIMEHTaMU 3alIMIICHHOCTH, TOJYYEHHBIMH JUIS HalIed CBS3H
«uH(pOpMaIHs — TPyIIa MOJIb30BaTeNel». ITO 04eHb BaKHBII MOMEHT. Takum 0Opa3oM, Mbl
YUUTBIBAEM BJIMSIHHUE JPYTUX PECYpPCOB CHCTEMBI Ha Hall pecypc U uHpopmaiuio. B peansHoi
WH(GOPMAIIMOHHON CHCTEME BCE PECYpPCHI, B3aMMOCBSI3aHHBIE MEXIY CO00H, OKa3bIBAIOT IPYT
Ha jpyra BiausHue. To ecThb 3JI0yMBILUIEHHUK, IPOHUKHYB Ha oauH pecypc MC (Hampumep,
MOJIY4YUB JIOCTYN K MHGOpPMAIIMU pecypca), MOXKET 0e3 Tpyna MOJydduTh JOCTYI K pecypcam,
(U3NYECKN CBA3aHHBIM CO B3JIOMaHHBIM. SIBHBIM NMPEHMYIIECTBOM TAaHHOW MOJENH SIBISETCS
TO, YTO OHA YYUTHIBAET B3aUMOCBS3U Mexy pecypcamu HC.

7) OTnenbHO YYUTHIBACTCS HAIMYME KPUNTOTPA(QUUECKON 3alUThl JaHHBIX TPU  YAAUICHHOM
nocryne. Ecnu noip3oBaTenu MOTYT MOJYYWUTh YAAJNEHHBIM JTOCTYN K LIEHHBIM JIaHHBIM, HE
UCIOJIb3YSl CHCTEMY IIM(PPOBAaHUSA, 3TO MOXKET CHJIBHO TOBIMATH HA LEIOCTHOCTh H
KOH(UIEHIINAIIBHOCTD IaHHBIX.

8) Ha mocnemnem srame mepea MOJydeHHEM HTOrOBOTO KO3(D(HUIIMEHTA 3aIUIICHHOCTH CBSI3H
«uH(popMmanyss — rpynna IMojib30oBaTeNel» aHaJIU3UpyeM KOJIMYECTBO 4YEJNOBEK B TpyIIe
II0JIb30BATENIEN U HAJIMYKE Y TPYIIBI MOJIb30BaTeNnel Beixoaa B MIHTepHeT. Bee aTn mapameTpsl
CKa3bIBAIOTCS Ha 3alUIIEHHOCTH HH(OPMaLIUU.

9) Urak, npoiias Mo BCeMy alrOpUTMY, MbI TOJYYHJIM KOHEYHBIA, MTOTOBBIA KO3(dHUIMEHT
3aLUIIEHHOCTH JIJIsl Halllel CBS3KH «MH(POpMAaIus — rPyIIa Mojab30BaTenei.

10) Jlasiee TOJIyYeHHBIH HTOTOBBIH KOA(PQPUIMEHT HYNKHO YMHOXXUTHh Ha 0a30BYIO BEpPOSITHOCTh
peanuzanuu yrpo3bl Mb. bazoBas BEpOSITHOCTh ONMpenenseTcss Ha OCHOBE METO/IAa SKCIEPTHBIX
OLICHOK. ['pyrma 3KkcrnepToB, HCXOAsl U3 KJIACCOB I'PYII MOJIb30BATENEH, MOTYYatOIUX JOCTYI K
pecypcy, BUJIOB U IpaB MX JOCTyNa K HHPOpPMAIUH, PACCUUTHIBAET 0a30BYIO BEPOSITHOCTH IS
kaknod wuHpopmanmu. Bmanmenenm MC, npu sxkemaHuM, MOXET 3a/laTh OSTOT MapameTp
camocTosTeNbHO. [lepeMHOXXHMB 0a30BYyI0 BEpPOSTHOCTP M  HMTOTOBBIA  KOd(uIMEHT
3aIIMILIEHHOCTH, MOJIYYUM HUTOTOBYIO BEPOSTHOCTh pealu3aluu yrpo3bl. HamomuumMm, uto mis
K101 13 Tpex yrpo3 Vb Mbl OTAENBbHO pacCUUTHIBAEM BEPOSITHOCTD PEAM3ALIUH.

11) Ha 3aBepiiaromieM 3Tare 3HAYeHHE MOJYYEHHOH HMTOrOBOW BEPOSTHOCTH HAKJIaIbIBaeM Ha
yiepd OT peanusaiiu yrpo3bl U nojiaydaeM puck yrpossl Ub ans cBszu «Bua undopmanum —
rpynna nojb30BaTesein.

12)YtoObl MmONy4WTh PHCK UIS BHaa HHGOpManuu (C y4eToM BCEX TIPYII II0Jb30BaTElEH,
UMEIOIUX K HeW JOCTyI), He0OXOIUMO CHauajaa MPOCYMMHPOBATh WTOTOBBIE BEPOSTHOCTU
peanuzauuu YIpO3bl 1o cienyroumen dbopmyre:

n
Ppp=1- 1_[(1 — Pugn)-
i=1

A 3aTeM TOJYy4EeHHYI0 UTOTOBYIO BEPOSITHOCTh A MHGPOpMAIMM YMHOXaeM Ha yuepo ot
peanu3ay yrpo3bl, Mojydas, TakuM 00pa3oM, pUCK OT pealM3allly Yrpo3bl Ul JaHHOM
uHpOpMalUu.

13) YtoObl MONYYUTh PHCK sl pecypca (C y4eToM BceX BUAOB HH(MOPMAIMH, XPAaHUMOH U
oOpabaTbiBaeMOll Ha pecypce), HEOoOXOAMMO MNPOCYMMHpPOBATh PUCKHM IO BCEM BHUAAM
uHpOpMalUu.

Pacuem PUCKO6 no y2po3e omkKas 6 06c.z1y9fcueanuu

2 o o v
[Ona rpynnbl MO6UAbHBIX MHTEPHET-NONb30BaTENEN KO3DOULMEHT YaaNeHHOW 3alWuTbl FPyNnbl N0b30BaTeNel He
paccunTbiBaeTCA



Ecimu n1as 1enocTHOCTH W KOH(HICHIMAIBHOCTH BEPOSTHOCTh pEaJHM3allMd  yrPO3bI

PacCCUUTBIBACTCA B MNPOLCHTAX, TO AJId AOCTYIIHOCTHU aHAJIOTOM BCPOSATHOCTHU ABJIACTCA BPCMA

pocCTosl pecypca, coaepikaiiero nHdopmanuo. OIHAKO PUCK TO Yrpo3e OTKa3 B OOCITYy)KHBAHUU

BCE PABHO CUMTACTCA JUIA CBSI3KM «HH(OpMAaLUs - TPYIIa MOJb30BaTENeH», TaK KaK CYIIECTBYET

psiI apaMeTpoB, KOTOPHIE BIUSIOT HE HA PECYPC B IIE€JIOM, a Ha OT/ACIbHBIN BHII HHPOPMAIIIH.

1)
2)

3)

4)

5)

6)

7)

Urak:

Ha nepBowM atare onpenenseM 6a30Boe BpeMst IPOCTOS ISl UHHOPMAIIHH.

Jlamee HEoOXOOUMO paccUMTaTh KOIPPUIIUEHT 3aIMHUIEHHOCTH CBS3KU «HHpOpMAmms -
TPYIIBI TOJIB30BATENS». JJIs1 yrpo3bl 0TKa3 B OOCTY)KMBAaHUU KOA(PQPHUIMEHT 3alUIEHHOCTH
OTIpENIeNSIeTCs, YIUTHIBAsl MpaBa JOCTYIA TPYIIIBI MOJIb30BaTeNe K HH(pOpMaIu U CpeacTBa
pe3epBUPOBAHUSI.

Tak ke, Kak a8 yrpo3 HapymIeHUS KOHQUICHIMAIHLHOCTH M JIOCTYITHOCTH, HaJIH4He
AQHTUBHPYCHOTO TIPOTPAMMHOTO OOECIIEUEHHUsS] SBIISETCS OCOOBIM CPEICTBOM 3allUTHl U
YUUTBIBACTCS OT/EIBHO.

HaxmanpiBast KO3 GHUIMEHT 3alTUIIEHHOCTH Ha BPeMs TPOCTOST HHMOPMAIINH, MTOTyIHM BpEeMs
pocTosi HHPOPMAIIMK, YIUTHIBas CpeAcTBa 3amuThl nHpopMarmu. OHO pacCYMTHIBACTCS B
gacax MpOCTOs B TOI.

Creunpuynbli mapaMeTp AJs CBSI3KM «MH(OpMAIUs — TpyIa IMOJb30BaTeNlel» - BpeMs
MPOCTOsI CeTeBOTO 00opymoBaHus. JlOCTYm K pecypcy MOXET OCYIIECTBIATHCS pPa3HBIMH
IpyNIaMyu TOJIb30BaTeNeil, HUCHOJB3ysl pa3Hoe ceTeBoe obopynoBanue. [l cereBoro
obopynoBaHus Bpems mpocTos 3aaaet Biaaenen MC. Bpems nmpocTost cereBoro o0opyaoBaHus
CYMMHUpPYETCS CO BPEMEHEM MpOCTOs HHQOpMAIMK, MNOJYyYeHHBIM B pe3yabTaTe paldoTh
aIropuTMa, TAaKUM 00pa3oM, MbI MOJIy4a€M UTOTOBOE BpeMs MPOCTOS IJIsl CBSI3U «MH(DOpMAIHS
— IpyIa NoJIb30BaTENC».

3Hauenne BpeMeHu npoctos st uHpopManuu (T, ), yauTsiBas BCe TPy MOJb30BATENEH,

UMEIMX K Hell  jocTym, — BelUMcHsgeTcs  mo  cheayomedl  dopmye:
T,

Tinf = (1 - ?:1 (1 - ug,n)) X Tax
Tmax

rie Tmax — MaKCUMAaJIbHOE KPUTHYHOE BpeMs HPOCTOSL;

T g,n — BPEMS IPOCTOS ISl CBS3U «MH(OPMAIUsl — IPyIIa MOJb30BaTENSD).

VYuiep6 s yrpo3sl 0TKa3 B OOCIYy:KMBaHHMM 3ajaeTcsi B 4yac. [lepeMHOXUB HUTOrOBOE BpeMs
pocTosl U ymepd OT pealu3aldd Yrpos3bl, MOJYYUM PHUCK peaju3aluu Yrpo3bl OTKa3 B
00CITy)KMBaHUH /ISl CBSI3H «UH(DOPMAIHS - TPYIIIA M0JIb30BaTeeH». [2]

3adanue Kkonmpmep

ITonn3oBaTenbs MMEET BO3MOXKHOCTH 3aJlaBaTh KOHTPMCPBLI. I[J'ISI pacucTta 9(1)(1)6KTI/IBHOCTI/I

BBEJCHHOM KOHTPMCPEIL HCO6XOI[I/IMO HpOfITPI MOCJICAOBATCIIBHO IO BCEMY AJITOPUTMY C YUYCTOM

3aJJaHHOM KOHTPMCDBHI. To ecTh Ha BBIXOJE MOJIB30BATENb MOJIy4acT 3HAUCHUC IBYX PUCKOB — pUCKaA

0e3 yuera KOHTpMEpHI (R,;4) ¥ PUCK C yueTOM 3alaHHON KOHTpMEpPHI (R, ) (MU ¢ Y4ETOM TOTO,
YTO ySA3BUMOCTbH 3aKPbITA).

D¢ hexTUBHOCTH BBEACHUS KOHTPMEPHI pacCUUThIBAeTCA 1o ciaenyromiei popmyse (E):

Rold - Rnew
Rold

B PE3YyIbTaTC pa6OTBI AJITOpUTMaA MOJIB30BATC/Ib CUCTEMBI TOJIYYACT CICAYIOMUC TaHHBIC!



e Puck peanusanuu no Tpem 0a30BBIM Yrpo3aM Ui BUAa HHPOPMALIKH.
e Puck peanusanuu no Tpem 0a30BbIM Yrpo3aM Ul pecypca.

e Puck peanusanuu CyMMapHO IO BCEM Yrpo3aM I pecypcea.

e Puck peanuszanuu no tpeM 6a3oBbiM yrposam st UC.

e Puck peanusauuu no scem yrposam ais UC.

e Puck peanuszanuu no Bcem yrposam s UC nociie 3aanust KOHTpMeED.
¢ D(ddexkTuBHOCTD KOHTPMEPBIL.

¢ DddexkTuBHOCTD KOMILIEKCA KOHTPMED.

Obuwgue npunyunsl paéomost ¢ NPOPAMMOU
[ar 1.

Ha mepBoM sTame paGoThl ¢ mporpaMMoi MOJb30BaTellb BHOCUT Bce 00BEKTHI cBoeir MC
(pucyHok 4): oTnensl, pecypchl (crnenupUIHBIMA 00BEKTaMH JTAHHON MOJENHU SIBJISIFOTCSI CETEBBIC
IPYIIIbI, CETEBbIE YCTPONUCTBA, BUABI HH(POPMAIUH, TPYIIIbI 0Jb30BaTENEH, OU3HEC-TIPOLIECCHI).

1) TPIA® 2006 - Mpoesr
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Pucynox 4 — Okno o6bexToB NC
Hlar 2.

Jlanee monp30BaTeN0 HEOOXOAMMO MPOCTABUTH CBSA3H, TO €CTh OIpPENEeNINTh, K KaKUM
OTJeNIaM M CeTEeBBIM TI'pYyIIaM OTHOCATCS PECypchbl, Kakas WH(pOpMaIMs XpaHUTCS Ha pecypce H
KaKhe IPYMIbl M0JIb30BAaTENE UMEIOT K Hel nocTyn. Takke IOJIb30BaTelb CUCTEMBI YKa3bIBAET
CpezAcTBa 3alIUThl pecypca U uHpopmanuu. Ha pucyHke 5 mokazaHo OKHO CBSI3W MH(pOpMalUU U
IPYIII [10J1b30BaTENEH.
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Pucynok 5 — OkHO fgocTyna rpyii nojib3oBaresieil kK uHpopmau
[ar 3.

Ha 3aBCPpUIAOIICM JSTall€ II0JIb30BATC/Ib OTBCYACT Ha CIIMCOK BOIPOCOB II0O IIOJIMTUKC
6630HaCHOCTI/I, peaJ'IH30BaHH01>i B CUCTEMC, I/I306pa)KeHHBIe Ha PUCYHKC 6. OTO MO3BOJISET OLICHUTD
peaHBHBIﬁ YPOBCHB 3allTUIICHHOCTHU CUCTEMbI U ICTAJIN3UPOBATH OLICHKH PUCKOB.

Hanuune CpCACTB HHCbOpMaHHOHHOﬁ 3alllUThl, OTMCUCHHBIX Ha IIEPBOM 3TallC, CaMoO I10 cebe
CIIC HC ACIACT CUCTCMY 38.H_II/IH_ICHHOI71 B CJIyda€ UX HCAACKBATHOI'O HCIIOJIb30BAHUA U OTCYTCTBUS
KOMILIEKCHOM TOJUTHUKHU 6C3OHaCHOCTI/I, y‘{HTBIBaIOHleﬁ BCC AaCIICKThl 3aIlIMThI I/IH(l)OpMaLII/II/I,
BKJIFO4asl BOIIPOCHI OpraHu3alvy 3alluThI, (I)PI3PI‘-ICCKOI>1 6C3OHaCHOCTI/I, 0€30IMacHOCTH nepcoHala,
HCTMIPEPBIBHOCTHU BCACHUS Ou3Heca U Tak Jajce.
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PI/ICYHOK 6 — Crncok BOITPOCOB IIO IMOJIMTHUKE Oe3omacHoCTH

B pesynbTare BbINOJHEHUS BCEX JEHCTBUIN MO JAHHBIM 3TaraM, Ha BbIX0Jie cpOpMUpPOBaHA
nonHas wmoxaenb MC ¢ touku 3penmss b ¢ ydeTrom peanbHOTO BBIMIOTHEHHS TPEOOBaHMIA
KOMIIJIEKCHOM TOJUTHKU O€30MacHOCTH, YTO TO3BOJSET MEPEHTH K NPOTrpaMMHOMY AaHAIU3Y
BBEJICHHBIX JAaHHBIX JJISl TOJYyYEHHUS KOMIUIEKCHON OIIEHKH PUCKOB U (POPMUPOBAHUS HUTOTOBOTO
oTueTa.

Anroput™m cucrembl ['PU® ananu3upyer MOCTPOEHHYIO MOJENIb U TE€HEPUpPYeT OTYeT
(puCYHOK 7), KOTOPBIH COACPIKUT 3HAYCHHUS PUCKA IS Kakaoro pecypca. Kondurypamun ordyera
MOXXET OBITh MPAKTUYECKU 1000, TakKMM 00pa3oM, IMO3BOJSS TMOJIH30BATENIO CO3JaBaTh Kak
KpaTKWe OTYeThl Ui PYKOBOJACTBA, TaK W JE€TalbHbIE OTYETHl IS JalbHEWIeld paboThl C
pe3ynbTaTamu.
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Pucynok 7 — OxHO KpaTKoTO oTueTa 1o ogHomy pecypey MC

Cucrema ['PU® comepkuT MOIyab YHOpaBICHHUS PUCKAMH, KOTOPBIM IO3BOJISET
MPOAHAJIN3UPOBATh BCE MPUUYMHBI TOTO 3HAYEHHs] PUCKA, KOTOPBIM MOJydaeTcsl mociie 00paboTKu
QITOPUTMOM 3aHECEHHBIX JaHHBIX. Takum oOpa3om, 3Has MpUUMHBL, Bbl Oynere o6nagate BceMu
JAHHBIMU, HEOOXOIUMBIMU JUIS pealU3allii KOHTPMEP M, COOTBETCTBEHHO, CHUKEHUS YPOBHS
pucka. bmaromaps pacuery d3(PQPEeKTUBHOCTH KaxJAOW BO3MOXKHOW KOHTPMEpPHI, a TaKkxke
OTIPE/IeNICHUI0 3HA4YeHHs] OCTAaTOYHOTO puUCKa, Bbl cMoxkeTe BbIOpaTh Haunbosiee ONTUMAaIbHbBIE
KOHTPMEpBI, KOTOPbIE IO3BOJISIT CHU3UTh PHUCK 1O HEOOXOJMMOrO YPOBHS C HaWMEHBUIUMH
3arpatamu. Ha pucynke 8 n300pa)keHO OKHO YIpaBIECHUSI PUCKAMH.
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3303H14E YPOEHA PUCKE FOPEKTUBHOCTL KOMNNEKCE KOHTPIED

Teryupsi yposers pucra: 0.00 % PUCK A0 Sanae4s koHrprep: 100,00 %
- Puck mocne saaaHua kodtpeep: 1530 %
I 8 3PPEKTUEHOCTL KOMNABKCa KoHTpep: 84.70 %

1]

Pucynok 8 — YnpaBnenue pruckamu

B pesynbrate padotsr ¢ cucrtemoit IPU® crpourtcs monpoOHBI oT4eT 00 YpOBHE pHCKa
Kaxaoro neHHoro pecypca MC kommanuu, Bce NpPUYMHBI PHCKAa C TMOJAPOOHBIM aHAIM30M
YSI3BUMOCTEH U OIIEHKOW AKOHOMHYECKOH 3PPEKTUBHOCTH BCEX BO3MOXKHBIX KOHTPMED.

2.2.2. I'pug. Mooenwv yzpo3 u ysazeumocmeii
Ha3nauenue

Hns  omenku puckop MC KommaHuu 3alllMIIEHHOCTh KaXKJIOTO ILIEHHOTO pecypca
OompenesieTcss IMPU TOMOINM aHalld3a yrpo3, JIEHCTBYIOIIMX Ha KOHKPETHBIM pecype, H
ySI3BUMOCTEH, Yepe3 KOTOpPhIE JaHHbIE YTpO3bl MOTYT OBITH peanu3oBaHbl. OlieHHUBask BEPOSTHOCTD
pealiu3alyy aKTyalbHBIX JJIS IIEHHOTO pecypca yrpo3 M CTENEeHb BIWSHUS pPeaau3allid yrpo3bl Ha
peCypChl, aHATU3UPYIOTCS HHPOPMAITMOHHBIE PUCKU PECYPCOB KOMIIAHUH.

B pe3yiibTaTe pa6OTI>I aJiropuTMa nporpaMmma npeACTaBJISICT CICAYIOINEC TaHHBIC!

1) WuBenTapuzarus.

2) 3HaveHHs pUCKa Il KAKIOTO IIEHHOTO pecypca KOMIIaHHUH.

3) IlepeueHp Bcex YSI3BUMOCTEH, KOTOPbIE CTalMM MPUYMHON MOJYYCHHOTO 3HAYCHHUS
pHCKa.

4) 3HauyeHUs pHUCKa ISl PECYPCOB MOCIE 3a/1aHUsl KOHTPMEP (OCTATOYHBIN PHCK).

5) DddexTuBHOCTD KOHTPMED.

Ilpucmynas k pabome



[Tepen 3anonnenuem nporpammbl [ PUD HE0OX0AMMO MPOBECTH WHBEHTAPHU3AIMIO [IEHHBIX
pecypcoB 1 HH(pOpMAIHKH KOMITAHUH, TO €CTh OMPEICIIUTh, BCIO IICHHYIO HHPOPMAIUIO KOMIIAHUH
pecypcehl, Ha KOTOPBIX OHA XPAHUTCA.

Hanee Biaaenblbl WHGOPMAIMKA WIM OTBETCTBEHHBIE JMIA (KaK MpPaBUJIO, HAYaIbHUKU
OTJENIOB, B KOTOPBIX BeleTcs 00paboTka WH(GOpMAIMK) TOJDKHBI ONMPENeNTUTh yHepd, KOTOPBIHA
MOHECET KOMIIAaHUSI TIPH OCYHIECTBICHHHM Yrpo3 KOH(UACHIMAIBHOCTH, IIEJIOCTHOCTH H
JIOCTYIHOCTH AaHHOW mHpopmarwm. Eciu Bnanenen nHbopManuu 3aTpyAHSETCS OLEHUTH yIepo
nH(pOpMAINY B ACHBIaX, IPOrpamMMa MMo3BOJISET 3aHOCUTD yIIepO B YPOBHSX (KOJIMYECTBO U OLEHKY
YpOBHEH Bjajeliel] BHIOUpAaeT caMoCTosATeNbHO (B nuarazoHe ot 2 no 100), HO Ay Bcex BUIOB
nHpopmannu B UC KOMIIaHUU KOJIMYECTBO U OLIEHKA YPOBHEN JOJKHBI ObITh OJJTHAKOBBHI).

Otmerum, uyto B mnporpammy ['PU® 3aHOCSTCS TOJNBKO pecypchl, Ha KOTOPBIX
oOpabaTeiBaeTcs 1IeHHas nHpopMalus, To ecTb UH(popMaIHs, sl KOTOPOH MOKHO OLIEHUTH yIiepo
IIPU pean3alyu yrpo3.

Hanee cnenmanuct ciayx6s1 UT onmpenensier yrpo3sl, NeHCTBYIONIME HA PECYPCHI C IIEHHON
nHpopmanrend, U yI3BUMOCTH, 4Yepe3 KOTOpbIE PEau3yIOTCS Yrpo3bl, KPUTHYHOCTH YIpo3 HU
BEPOSITHOCTh peaun3alii yrpo3 4epe3 yKkazaHHbIE YSI3BUMOCTH.

Cneuunanuctsl otaena b npenocraBistoT nanHbie 0 pacxoaax Ha Mb.
CoTpyIHUKY, 3aMOJHSIONIEMY ITPOTpaMMy, TpeOyeTcsl BHECTH CIIEIYIONIUE JaHHBIC:

Tabmuma 3 — JlanHble 17151 3aHECEHUS B IPOrpamMmy

JlaHHBIE, KOTOPBIE 3aHOCATCA B MPOrpaMMy CoTpyaHUK, OTBEYAIOIIHNHI 32 MPEIOCTABICHUE
JTAHHBIX

Pecypcel, Ha KkoTOpeiXx xpaHuTcs 1eHHas | Crenmanuct ciayx0osr UT
nHpopMarus

Kputnunocts pecypca, Ha koTOopoM xpanutcs | Bnagemen wundopmanmu (WM Ha4YadbHUK

IeHHast HH(pOpMaIUs OTJIeNla, B KOTOPOM OCYILECTBIISIETCSI 00paboTKa
nHpopmarun)
OTnernbl, K KOTOPBIM OTHOCSITCSI PECYPCHI Kak mpaBuiio, coBHamaroT ¢ OpraHU3aIl[OHHON

CTPYKTYpPOIl KOMIIaHUH

YTrpo3bl, AEUCTBYIOIIHUE HA PECYPCHI Crneuunanuct cinyx6 UT u b

Vsa3Bumoctd, depe3 Kkotopble peanusytorcs | Cnenmanuct ciyxx6 UT u Ub
yIpO3bl

Pacxonp! Ha b Cnenuanuct ciyx6s1 1b

Aneopumm
OcHoeHble noHAmMUA U 0ONYW|eHUA MOOeU
Puck — BeposiTHBIH y1iep06, KOTOPBIN MOHECET KOMITAaHUS MPH OCyIIecTBIeHnu yrpo3 1b.

basosvie yepozwvi ungopmayuonnoill b6ezonacnocmu — HapylieHUe KOH(HIESHIMAIBLHOCTH,
HapyIICHHUE [ETOCTHOCTH U OTKa3 B 0OCITy)KUBAaHUU.




Pecypc — moboii KOHTeWHEp, NpeJHA3HAYCHHBIH I XpaHeHHs HHpOpMaluy,
noaBepkeHHbId yrpozam Wb (cepBep, pabouas craHmms, IEpeHOCHONW KommbioTep). CBoiicTBaMu
pecypca SIBISIFOTCS: TIEPEYEHb YTPO3, BO3AECUCTBYIOIINX HA HETO, U KPUTUYHOCTh pecypca.

Veposa — neiicTBue, KOTOPOE MOTEHIIMATIHLHO MOXKET MIPUBECTH K HAPYIICHUIO O€30MaCHOCTH.
CBOHMCTBOM yrpo3bl SIBISIETCS IEPEYCHb YSI3BUMOCTEH, NPU IMOMOIIM KOTOPBIX MOXKET OBITh
pean30BaHa yrposa.

Vaseumocmv — 310 cnaboe mecro B MC, koTopoe MOXKET NPUBECTH K HAPYIICHUIO
0€30MacHOCTH MYTEM pealu3alMd HEKOTOpoil yrpo3sl. CBONHCTBaMH YA3BHMOCTHU SIBIISIOTCS:
BEPOSATHOCTh (IIPOCTOTA) peaTM3alUy Yrpo3bl UYepe3 [aHHYIO YSA3BHUMOCTh W KPHUTUYHOCTD
peann3auy yrpo3sl 4epe3 JaHHYIO YSI3BUMOCTb.

Kpumuunocmo pecypca (AC)— crenens 3naunMocTt pecypea st UC, To ecTh Kak CHIBHO
peanuzanusi yrpo3 b wa pecypc moBmmsier Ha pabdoty MC. 3amaercs B ypoBHAX (KOJUYECTBO
ypoBHEH MOeT ObITh B Auanaszone oT 2 1o 100) wnu B genbrax. B 3aBucumocty oT BBIOPaHHOTO
pexuMa paboThl, MOXKET COCTOATh W3 KPUTHYHOCTH pecypca MO KOH(QHUACHIIHATHLHOCTH,
nenoctHoctu u goctynHocT (ACc, ACi, ACa).

Kpumuunocmov peanusayuu yeposer (ER) — creneHp BimMsHHS peanu3anyy yrposbl Ha
pecype, TO €CTh KaK CHJIBHO pealu3alus Yrpos3bl HMOBIUSET Ha paboTy pecypca. 3amaercs B
npoueHTax. COCTOUT U3 KPUTUUHOCTH pean3aliy yrpo3bl 0 KOHPUASHINATBHOCTH, IEIOCTHOCTH
u gocrynHoctH (ERc, ERi, ERa).

Beposimnocmo peanuzayuu yeposvl uepes 0annyio yszeumocms ¢ meuenue 200a (P(V)) —
CTETEeHb BO3MOKHOCTH PeaTH3allii yrpo3bl Yepe3 JaHHYIO YSI3BUMOCTb B TEX WM UHBIX YCIOBUSX.
Yka3bIBaeTcs B MPOLICHTAX.

Maxcumanvroe kpumuunoe epems npocmost (Tyyq,) — 3HAYEHHE BPEMEHHU MPOCTOS, KOTOPOE
SBJIIETCS KPUTUYHBIM JJIs1 KOMITaHUU. To ecTh yiep0, HAaHeCEHHBIM KOMIaHUH MPU MPOCTAUBAHUU
pecypca B TeueHHEe KPUTHYHOTO BpEMEHHU MPOCTOs, MakcuMalbHbIi. [Ipu nmpocranBanuu pecypca B
TEYEHHE BpPEMEHH, MPEBBIIIAIONIEI0 KPUTHYHOE, yiepO, HAHECeHHbI KOMIIAHMM, He
YBEJIMYUBACTCSI.

C Touku 3penus 6a30BbIx yrpo3 Ub cymiectByeT aBa pexuma paboThl adropurMa:

e Opna 6a3zoBast yrpo3a (CymMMapHasi).
e Tpu 6a30BbIC YIPO3BL

C TOYkM 3peHHs E€IUHUI] U3MEPEHUS KPUTUYHOCTH M PUCKA pecypca CYIIECTBYIOT JABa
pexuma paboThl aITOPUTMA!

e B neHeXHBIX eNUHUIIAX.
¢ B ypoBHsX (TpoIieHTaX).

Hpunuunbl pa36uenu}1 UilKaivl HA ypO6HU

[Ipu pabote ¢ anroputMom ucnoabizyercs mkaiga oT 0 no 100%. MakcumanbHOe YHCIIO
ypoBHelr — 100, To ectp mkany mMoxHO pa3doute Ha 100 ypoBHeil. Ilpu pa3OueHuM mikamsl Ha
MEHbILIEEe YHUCIO YPOBHEH, KaXIbli ypOBEHb 3aHUMAaeT OIpE/AETICHHBI HHTEpBAl Ha INKaje.
[Tpuyem, BO3MOXKHO JBa BapUaHTa pa3/ieieHus:

e PaBHOMEpHOE.



e Jlorapugmmueckoe.
Hanpumep, miisa 5 ypoBHei:

e PaBHOMEpHOE:

1 2 3 4 5
L I ) ——
0 D) 40 60 a0 100

1 yposens — 20%);
2 yposenb — 40%);
3 yposens — 60%);
4 ypoBenb — 80%;
5 yposens — 100%.

e Jlorapupmuueckoe.

1 2 3 4 5
0 7 18 35 a2 100

1 ypoBenb — 7%;

2 yposenb — 18%);
3 yposens — 35%);
4 ypoBenb — 62%);
5 yposens — 100%.

Pacuem puckoe no yepoze ungopmayuonnoii 6ezonacnocmu

1. Ha mepBoM »sTame paccuuThiBaeM YpPOBEHb YIPO3bl MO ySI3BUMOCTH Th Ha OCHOBE
KPUTUYHOCTH U BEPOSTHOCTH pealli3alliyd yrpo3bl Yepe3 JaHHYIO YA3BUMOCTb. YPOBEHb YIpO3bI
MOKa3bIBAET, HACKOJIbKO KPUTHUYHBIM SBIISIETCS BO3JCHCTBUE AAHHOM yrpo3bl HA PECypc C YUETOM
BEPOSITHOCTH €€ pealln3alllu.

1.1. lnsg pexxuma ¢ oTHOM 0a30BOM Yrpo30ii:
_ER PO)
100 100
rae ER — kputuyHOCTh peanu3anuu yrpo3sl (ykaszbiBaeTcs B %);
P(V) — BeposITHOCTh peaM3aliiy yrpo3bl uepe3 JaHHYIO YSI3BUMOCTD (yKa3bIBacTCs B %0).

HonyqaeM SHA4YCHUA YPOBHS YI'PO3bI 110 YA3BUMOCTH B UHTCPBAJIC OT 0 a0 1.

1.2. Inst pexxuma ¢ TpeMs 0a30BBIMH yTPO3aMHU:

ER. P(V).
The = 750 % 100

ER;, PV);
Thi =750 > o0

ER, P(V),
Tha = T50 > o0

rae ER.;, — KpUTUYHOCTh pealu3allid yrpo3bl KOH(QHUAECHINAIbHOCTD, 1I€JIOCTHOCTh WIIH
JTOCTYIMHOCTH (yKa3bIlBaeTcs B %);



P(V) iq — BEpOSATHOCTb DPEANM3ALUU YrpO3bl KOHOHACHIMATLHOCTb, LEIOCTHOCTh WIIN

JOCTYITHOCTB Yepe3 JaHHYIO YS3BUMOCTD (yKa3bIBaeTcs B %).
[ToygaeM 3HaUEHUST YPOBHS YTPO3BI MO YSA3BUMOCTH B HHTepBaie oT 0 a0 1.

2. UtoObl paccuuTaTh YpOBEHb yrpo3bl 1o BceM ys3BumocTsiM CTh, uepe3 kotopsie
BO3MOXKHA peaM3alusl JaHHOW Yrpo3bl Ha pecypce, IPOCYMMHUPYEM IOJIydeHHBIE YPOBHHU YIpo3
yepe3 KOHKPETHbIE YI3BUMOCTH IO ClIeytouel popmyie:

2.1. st pexxuma ¢ 0JIHOM 6a30BOM YIPO30Ii:
n
CTh=1— 1_[(1 —Th))
i=1

rae Th — ypoBeHb yrpo3sl M0 YsI3BUMOCTH.
3HaueHus1 ypOBHS YIPO3bI 110 BCEM YSA3BUMOCTSAM NOJy4UM B HHTEpBajie ot 0 go 1.

2.2. 1nst pexxuMma ¢ Tpemsi 6a30BBIMH YIPO3aMHu:

n

CTh,=1-| |(1-Th,)
j=1
o
CTh;=1—| |(1—Thy)
j=1
o
CTh,=1—-| [(1="Thy;)
j=1

rne Th.;, — ypoBEHb YIrpo3sl KOH()HAECHINAIBHOCTD, 1IEJTOCTHOCTH MJIM JOCTYIHOCTB IIO

YSI3BUMOCTH.
3HaueHus YPOBHSI YTPO3bI [0 BCEM YSI3BUMOCTSAM HOJIy4uM B uHTEpBajie ot 0 go 1.

3. AHaJIOTMYHO paccuMThIBaeM OOmMi ypoBeHb yrpo3 mo pecypcy CThR (yuutsiBas Bce
YIpo3bl, IEHCTBYIONIUE HA PEeCypC):

3.1. JIns pexuma ¢ oaHOM 0a30BO# yrpo30ii:
n
CThR =1 — 1_[(1 — CTh;)
i=1

rie CTh — ypoBeHb yrpo3bl O BCEM YSI3BUMOCTSIM.
3HayeHue o0IIero ypoBHs yrpo3bl NonyduM B uHTepBajie ot 0 1o 1.

3.2. lns pexuMa ¢ TpeMs 6a30BbIMH yrpo3aMHu:

n
CThR, =1 — 1_[(1 —CTh)
j=1

n
crhr, =1~ | (1= cThy)
j=1



CThR, =1~ | [(1 - CThy))
j=1

rae CTh.;, - ypoBeHb yrpo3bl KOH(QHIECHIUAIEHOCTD, HEIOCTHOCTD MIIM JIOCTYIHOCTD IO

BCEM yrpo3am.
3navyenne oOIIero ypoBHs yrpo3sl noiayduM B uHTepBase ot 0 mo 1.
4. Puck no pecypcy R paccunthiBaeTcst cieayonmm o0pa3om:
4.1. nst pexxuma ¢ 0JIHOM 6a30BOM YIpO30IA:
R =CThR XD
rae D — kputudHoCTh pecypca (3a1aeTcsi B AGHbrax Wi YpOBHSX);
CThR — o0m1uit ypoBeHb yrpo3 10 pecypcy.

Ecnu puck 3amaercs B ypoBHSIX, TO B KayeCTBE 3HAUEHUS KPUTUYHOCTU OEpEM OIICHKY

ypoBHs. Hanpumep, 1151 TpeX paBHOMEPHBIX YPOBHE:

Tabnuma 4 — OneHka ypoBHS

HazBanue ypoBas | Ouenka ypoBHs, %
1 33,33

2 66,66

3 100

B cnydae yrpossl n0CTymHOCTH (OTKa3 B OOCITY>KMBAaHWM) KPUTUYHOCTH pecypca B TOJ
BBIUMCIISIETCS TI0 cleayomei Gpopmyie:

Da/roa = Da/'{ac X Tmax

1€ Dg roy — KPUTHYHOCT PECYPCa 110 YIpo3e JOCTYHHOCTE B TOJ;
D /yac - KPUTHYHOCTB PeCypca Mo Yrpo3e JAOCTYITHOCTb B Yac;
Trnax — MAKCUMAJILHOE KPUTHYHOE BPEMSI IIPOCTOS PECYPCa B TOJL.
HHH OCTAJIBHBIX YI'PO3 KPUTHYHOCTb pECypcCa 3a1ac€TCA B T'OA.
4.2. [lns pexxuma ¢ TpeMsi 6a30BBIMH YTPO3aMH:

R, = CThR. X D,

R; = CThR; X D;

R, =CThR, X D,

o= (1= (1 gom) (1 50) < (- 555)) ) 00

Dc,i,a — KpPUTUYHOCTHL pecCypCa IO Yrpo3c KOH(I)I/II[CHI_II/IaJ'ILHOCTL, OCJIOCTHOCTE WU

HAOCTYITHOCTD. 33.,[[8.CTC}I B ICHbI'aX WUJIKN YPOBHAX;



CThR;;, — oOmuil ypoBeHb yrpo3 KOHQUIAECHIUAIEHOCTD, LEIOCTHOCTh MM JOCTYIHOCTb
110 pecypcy;
Ry - cyMMapHBIN PUCK 10 TPEM YTPO3aM.

Takum o00pa3oM, NOTYYMM 3HAYEHHWE pHUCKA IO pecypcy B YpPOBHAX (3aJaHHBIX
10JIb30BATEJIEM) UJIH JIEHbIaX.

5. Puck o MIC CR paccuutsiBaercs 1o gopmyie:
5.1. st pexxuma ¢ oiHOM 06a30BOM yrpo30ii:

5.1.1. lns pexuma paboThl B I€HbIaAX:

rae R — puck no pecypcey.

5.1.2. Jlns pexuma paboThl B yPOBHSX:

CR = (1 - ﬁ (1 - 1};"0)) x 100

i=1

rae R — puck no pecypcey.
5.2. Jlns pexxuma paboThl ¢ TPEMS YIpO3aMu:

5.2.1. Inst pexxuma pabOThI B ICHBrax:

n
CR, = Z R,
j=1
n
CR; = Z R
j=1
n
CR, = Z R,
j=1

CRy = CR, + CR; + CR,

CR;iq — DHUCK IO CHCTEME NO Yrpo3aM KOH(HUIEHIHUATBHOCTh, LEJIOCTHOCTh HIH
JOCTYITHOCTB;

CRy — puCK IO CUCTEME CYMMAapHO 110 TPEM BHJAaM YTpo3.

5.2.2. 1ns pexuMa paboThl B YPOBHSX:

n

CR. = 1—| |(1—@) % 100
c | 100

CR; = 1—| |(1—R""') % 100
i | 100




R,
CR,=|1- (1 ﬂ) x 100

| 100
j=1
CRs = [ 1 (1 CRC)x(1 CR")x (1 CR“) % 100
T 100 100 100

CR.;q — PUCK IIO CHCTEME 110 yrpo3aM KOH(HUIEHIIMATBLHOCTD, LEJOCTHOCTh ITH
JOCTYITHOCTb;

CRy — puCK MO CUCTEME CYMMApHO MO TPEM BUIAM yIpo3.

2.2.2.5. O0mue TpuHIMIBI pabOTHI C MPOTPaMMOM

Iar 1.

Ha nepBoM sTamne paboTsl ¢ MPOAYKTOM IMOJIH30BaTENh BHOCUT 00BeKTHI cBoei C (pucyHOK
9): otaensl, pecypcsl (crierupUIHBIMUA 00BEKTAMH IS JaHHON Mojenu: yrpo3sl MC, ya3BUMOCTH,

4yepe3 KOTOPhIe PEaTU3yIOTCS yrPO3bl).

!‘h [PH® 2006 - Mpoex ”~ [ —

Mpoekt Bug Ovuer  Kowtpmepor [Mepuog  Cnpasxa

DamMmAEEEBL DEE D2

E|Q MHPOPMAUHOHHAR CHETEME e a a a a

a5 Oraens

@ Pecypcel Heaetopus... Sanyck OTkpEmHe Orreyarku MNepexgar
@ Yrposkl MPOHKHEHDE. .. Palinoe Fafnos c.. MpOTOKOADE CETEED...

&) YazeumocTu

.. % Pacwxoge! Ha uHGOpMaELM e a a

N Pazrnawenre  Wnuonak  HeymewwneH...
KOHPHAEHL, .. MOQHPHE AUMHA

sh 0B :

i| ¥rpozbi - 4efCTEWA, KOTOPbIE NOTEHUMANEHO MOTYT NPUBECTH K HAPYLLEHMH

Mogenpos. .. Ceazu
2 GeaonacHocTH.

CHCTEME]

Monesosarens: Pavel Pexain: nokanedsr [Nepwog aygwra: 04-05-2011

Pucynox 9 — O6wextsr UC

Cucrema I'PU® comepxuT oOMIMpHBIE BCTPOECHHBIE KAaTalOT'M YIrpo3 M YS3BUMOCTEH.
Hcnonp3ys KaTtajiord yrpo3 U ya3BUMOCTEH, 10JIb30BaTeIb MOXKET BHIOpATh YIPO3bl U YSI3BUMOCTH,
otHocsmuecd k ero MC. Karanoru conepxar oxosio 100 yrpos u 200 yszBumocreid. Ha pucynke 10

1/13o6pa>1<eH0 OKHO NpE€aAOIIPEACICHHBIX YI'PO3.
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Hoeaa yrposa

HazgaHue yrpozer:

Jofaeurre

OnucaHye yrposer: 3akpeire

- Oyt

K.areropua yrposer: v
[MpegonpegensHHble yrpossl ﬁ

P UIHYECKME YrpOskl Y
P UIHUECKHE YrpOSEl,
NokankHe!s Nporpand
HaanerHels nporpatand
MporpararHeie [NorHye
Yrposkl nepooHana

[ @ P HIHIECEHE YrpOSkl YENOEEKS, HANPEENEHHEIS H MHPOPMALMOHHYKD CHCTERY

B PuzuECcKME Yrpo3kl, HANPAENEHHEIE HA MHPOPMALMOHHYKD CHOTEMY

£ B MNMakantHeie NporpartHile [1arHyeckte] Yrpost), HANPAEASHHEIE HA PECYRC

El- @ Ha onepaunannyia cHoTemy

i @ JCKANALMA NDMEMAETME NOABSOBATENS MM SMYCKE 3KCMADHTOBE, MCMOALSUKILMK A0k
& NokankHel2 YASEMMOCTI ONEPaLMOHHGN CHCTERE, He TPEBYKWME SaNYcka JECN0MT.
& Janyck Paiinos, CONEpKallME BUPUYCH, KOTOPEIE BOSASHCTEYNT Ha ONEPaLMOHHYK Ch
& 3anyck onepauMoHHON CHETEMB! © BHEWHEND [SMEHHOMD] HOCHTENA

e g MooudukauMA [(NogrMeHa)] KoMNIOHEHTOE ONEPALMOHHON CHCTEME

‘o a OTKA3 B OGCAPKMBAHMM ONEPALMOHHOE CHCTEMEI

1| r

[+~ @ Ha nporpatdHoe oSecneYeHHe
[+ @ Ha HHPOPMALMID, SPaHHRYID M 0GpaGaTEIEIEMYID HE PECYPCE
[+l YaaneHHelE NporpartHEIE [NOrUYeckMe] yrposel, HANPAENEHHBIE HA pECYpC
[+ @ MNporpameaHels [NOrHYeckHe] Yrposel, HANPAENEHHBIE HA KaHAN CEASH
K.OmMrEHT 3p [+ @ Yrposel nepconana
4| mn 3

o] [ommn ]

m—

Pucynoxk 10 — [IpenonpeneneHasie yrpo3sl
[ar 2.

Jlanee monbp30BaTEN0 HEOOXOIUMO MPOCTABUTH CBSA3H, TO €CTh OIPEAEIUTb, K KAaKUM
OTJIellaM OTHOCSTCSI PeCypChl, KaKHe yrpo3bl JEHCTBYIOT Ha pecypc U 4epe3 Kakue ysI3BUMOCTH OHU
peau3yroTcs.



=) M | = O

Mpoekr Bwa  Oruer  Kowtpmepw [Nepwog  Cnpaeka l
Do ®REEEREbLEISE DR
-4y Busramepus @ Yrpose |@ HHSBMMDCTM|

.. Pafiouan cranuma Gysras
Yrposel 4nA gaHHOro pecypca:
B Pafiousa cTaHuMA raaet | |

- @ Cepeep OoBasuTs yrposy

L LoGaEMTE. ..

b

(-4 DTSN 33KY

[r-q¢ OTaennpod [ Beidepure yrposy: I
P

- OTaen aeTg - M YaaneHHels NporpamHLE [NOrHECKHE] Yrposel, HANPABNEHHBIE HA PECYpE

(-4 PuxoBOOCTE :

NokaneHeE NPpOrpatrHele [A0rMYeckie] Yrposkel, HANPaBAEHHEIE Ha PECYPC
MporpardtaHele [NoruYeckMe] Yrposkl, HENPAENEHHEIE HE KAHAN CEASH

Yrposel nepcodana
- @ PUSMECKOE BOS0EACTEWE HA YEN0BEKa
-~ @ WnKoHax

-
B

-~ @ HeymMbiwneHHeIE 0ERCTEMA I
i HEYMBILNEHHAA MOLHKpUE SLIMA

Ha pacypc.

Mogenupoe...
J| cmoTene

Monezoeatens: Pavel Pexewm nokanener Nepuog ayawura: 04-05-2011

Pucynok 11 — YcranoBka cBsizeit

AnroputM cuctembl ['PU® ananu3upyeT MOCTPOEHHYIO MOJZ€Nb W TEHEPUPYET OTYET,
KOTOPBIM COJIEPKUT 3HAUEHUS pHUCKa Ui KaxJIoro pecypca. Kondurypamum otuera MOKeT OBbIThH
MIPAKTUYECKH JIF000H1, TAKMM 00pa30M O3B0 MOJIB30BATENIO CO3/1aBaTh KaK KPaTKHE OTYETHI JUIs
PYKOBOJICTBA, TaK M J€TalbHbIE OTYETHI I JajdbHEWIel paboThl ¢ pe3yabTaTaMH.



@ Otuer

EEFEY)
Orver 1| Oryer 2| Ouer 3 |
~
2.2. CyMMapHble PUCKU pecypcoB nNo otaenam
Byxrantepus
Byxrantepus
%
20 45 70
1 66.3
£,
9 221 mP
o
3
20 45 70
%
He Pecypc Puck, yp.
1 Cepeep 1 Beicokni
2 Paboyaa ctanywa Gyxrantepa Cpearni
3 Pabovas craHyua rnaeHoro byxrantepa Beicokmi
v

Pucynok 12 — Kpartkuii oT4eT CyMMapHBIX pUCKOB PECYPCOB IO OTAENY OyxXraiarepus

Cucrema [I'PU® coaepxuT MOAYIb VYHOPABICHHS PUCKAMHU, KOTOPBI TMO3BOJIAET
MIPOAHAJIM3UPOBATh BCE MPUYMHBI TOTO 3HAUEHUS PUCKA, KOTOPBIN MOIydaeTcs mocie o0paboTKu
ITOPUTMOM 3aHECEHHBIX JAaHHBIX. TakuMm oOpa3om, 3Has MpUUMHBL, Bel Oynere obnagath BceMu
JAHHBIMU, HEOOXOTUMBIMU JUTSI peanu3alid KOHTPMEP U, COOTBETCTBEHHO, CHU)XCHUS YPOBHS
pucka. bmaromaps pacuery d3(pPEeKTUBHOCTH KaxJAOW BO3MOXKHOW KOHTPMEpBI, a TaKkKe
OTIpEICNICHUI0 3HA4YeHHs] OCTaTOYHOTO pucka, Bbl cMokere BbIOpaTh Hambosee ONTUMAJbHBIC
KOHTPMEPBI, KOTOPBIE MO3BOJSAT CHU3UTH PHUCK JI0 HEOOXOJMMOTO YPOBHS C HAMMEHbBIIUMU
3aTpaTraMi.



¥npagne HHe pHEKAmH

DéberTol YeTpatuTE YR3BHMOCTE
i P Cepoepl * DTCUTCTEUT TREHHATH LA MONb30BATENER
w2 Patiovas cratumn Sgrranrepa * DCUTCTEMS CHOTEMD! SAWMUEHHOMD Q0K YMEHTO05000TS
w5 Pafiouas cranumss rnseHoro Gysr
& @ Ceppep2

- Mot KoMnsaTen Merels

o B Pafiouan cTaHuMs meHenxeps
) HeseropuaosaHHoe MPpaHMEF
2 | Pasrnawenme KoRDHIEIMENEHDR HEPOpELL)|

B Cepeeps

I Patowan crasums esnguero cne

B Mofesri korneorep Hasans:

& Cepoepd

w- @ Cepeep pesepeuposars

#- 5 Pafiouas cranubs Gusrec-anand

%2 Motunerein komneaTep reHepa

& & Pafiovan craruma cexpetapa

-8

B

{ > MperaeHHT Bos M ptasrar Janate Hoamre
3a05HLE YDOEHA PHOKA FOPERTHEHOCTD KOMINERCS EOHT RS0
Teryuwpe yposems prcra: 000 % PUEK 25 38843 koHTpRen: 9953 %

= Puck nocie s5aaHea moHTpeen; 95.88 %
| Lk A PPeKTHUEHOCTE KOMNABKCE KoHTpeg: 000 &

i)

Pucynok 13 — Yrpasnenue puckamu

B pesynbrate padotsr ¢ cucrtemoit IPU® crpourtcs monpoOHBI oT4eT 00 YpOBHE pHCKa
Kaxaoro neHHoro pecypca MC koMmmaHuu, Bce NPUYMHBI pPUCKA C MOJPOOHBIM aHAIM30M
YSI3BUMOCTEH 1 OIICHKON AKOHOMHUYECKOHN 3(PHEKTUBHOCTH BCEX BO3MOXKHBIX KOHTPMED.



JlaGopaTopHbie padoThbI

1.

2.

JlabopaTopnasi pa6ora 1

Pacuer puckoB HeBbIMONHEHUs TpeOoBaHmit crapmapTa ISO 17799 ¢ moMombio cHCTEMBI
KOH/JOP.

Lenb paboThI

1.1. Teopetnueckoe wu3ydeHHE (QYHKIMOHAIbHBIX BO3MOYKHOCTEH CHUCTEMBI pa3pabOTKu U

ynpasienus noautukout 6ezomnacnoctu KOHJIOP. U3ydenne anropurma pacyeTa puckosB.

1.2. IlpakTHueckoe TMOJIyYEHHWE HABBIKOB PA0OTHI ¢ IPOTPAMMOM.

Paccuurate puck

HEBBINIOJTHEHUST TpeOoBanuii cranmapra [SO 17799 B  Mopenupyemoit nc.

HpoaHaanpOBaTb MOJIYYCHHBIC PC3YJIbTaThbl. CMO)IGJ'[I/IpOBaTB HN3MCHCHUS, KOTOPBIC

cienyet BBecTH B IC mi1st cHukeHUs pucka 1o npuemiiemoro yposHs. [IpoananusupoBaTth

N3MCHCHUA.
[ToxaroroBka k padore

[TomyuuTs y mpemnonaBatrensi CBOM BapHaHT Ha BBINOJHEHHE BCeX JaOOPaTOPHBIX padoT.

CornacHo BapuaHTy B [Ipuioxkenun A k 1abopaTopHbIM paboTaM HalTH OMKUCAaHUE MOJIEITUPYEMO

NC u HeoOxomMMble JaHHBIE IS BBITIOJHEHUS PaOOThI

3.

4.

3amanue

3.1. O3HaKOMHUTBECSI C TIPUMEPOM PYYHOTO pacueTa pHCKa HEBBINIOJIHEHUS TPeOOBaHUI

craagapra 1SO 17799.

3.2. BpyuHyto paccuuTaTh PHUCK HEBBINOJHEHHs TpeboBaHuii cranmapra 1SO 17799 s

paszena, COrIacCHO BapHaHTYy.
3.3. Cmogenuposats MIC B mporpamme KOHJIOP.
3.4. Co3manue oTyera.
3.5. TectupoBanue
MetoarKka BBITIOTHEHUS pabOThHI

K nynkry 3.1

Tab6muma 5 — Tpeboanus u BemosHeHus ux B UC kommaHnuu, 3Ha4eHUs Beca TpeOOBaHUI:

Tpebosanue cranaapta ISO 17799

Bec

Brinoanenue

B UC nomxkHa cymiecTBOBaTh MOJUTUKA OE30MIaCHOCTH

90

Brinoaneno

ITonutuka ©Oe3omacHOCTH JAOJDKHA  YTBECPXKAATBCIA  PYKOBOACTBOM
OpraHru3anyu

90

Brinoaneno

[Tonutuka 6e30MacHOCTH JOJKHA JOHOCUTHCS J0 BCEX COTPYAHUKOB B
MPOCTO U MOHIATHOH opme

70

Brinoaneno

[TonutHka 6e30macHOCTH J0JIKHA BKJIIKOYAaThb B ce0s

1 | Onpenenenue Ub, ee ocHOBHBIE LIeNU U 00JIACTh €€ MPUMEHEHHUs, a
TAaK)KE €€ 3HAUYCHUE KaK MEXaHW3Ma, IMO3BOJISIOIIETO KOJJIEKTUBHO
UCIOJIb30BaTh HHPOPMALIUIO

70

Brinoaneno

2 | Ilo3unuio pykKoOBOJACTBA IO BOMpPOCAM pealu3alud Iened u
npuHiunos b

70

Brinoaneno




3 | Onpenenenne  OOmMMX W KOHKPETHBIX  oOs3anHocTerr 1o | 90 He
obecneuenuto pexxnma Ub BBITIOJTHEHO

4 | Ccputkd Ha JOKYMEHTBI, COIYTCTBYIOIINE MOJHUTHKE Oe3omacHocTH, | /0 | BrimomHeHo
HampuMep  JICTAIM3UPOBAHHBIC  NPHHIMIBI  OC30MAaCHOCTH |
niporieaypsl s cnenuduaabix UC wim npaBuiia yis nojab30BaTenei

[Momutrka ©0€30MACHOCTH JOJDKHA —YAOBICTBOPSATH ONPEACICHHBIM | — —

TpeOOBaHUAM

1 | CooTBeTcTBOBaTH  TOCYJAPCTBEHHOMY M MeXIyHapomHomy | 50 He
3aKOHOJIATEICTBY BBITIOJTHEHO

2 | Conmepxarh TIOJIOKCHHST 10 OOy4eHHWIO TiepcoHana Bompocam | 100 He
0e30MacHOCTH BBITNIOJTHEHO

3 | Bkmoyate  MHCTPYKUIMH — TpenynpexaeHus W oOHapyxkeHus | 90 He
BPEIOHOCHOTO TIPOTPAMMHOTO 00ECTICUCHHUS BBITIOJTHEHO

4 | JloymkHBI OBITH OTIPEeNICHBI TIOCCACTBHS HapymieHuid moyioxxkennid | 90 BrimomaeHno
MOJIUTUKH 0€30TIaCHOCTH

5 | YuutsiBaTh TpeOOBaHUS HEMPEPHIBHOCTH BeJICHUS OU3HEca 70 He

BBITIOJTHEHO

JloibkeH OBITH OMpENeNieH COTPYAHHK, OTBETCTBEHHBIM 3a mpormenypbl | 90 | BrmosHeHo

nepecMoTpa v OOHOBJICHHUS MOJIOKEHUN TOTUTHKU 0€30MacHOCTH

[lepecMOTp MOJOXKEHUI MOJUTUKH OE30MaCHOCTH 00SI3aTENIbHO JOJDKEH | — -

MIPOBOJUTHCS B PE3YJIbTATE CACAYIOUIUX CIyYaeB:

1 | Cepbe3nbIx HHITUACHTOB B o01actu b 70 | BrimosaeHo

2 | O6GHapyXeHHUS HOBBIX YSI3BUMOCTEH 70 | BemoaHeHo

3 | I3sMeHeHu# B OpraHU3allMOHHON WM TeXHUYeCcKoi nHdpactpykrype | 45 | BrimomaHeHo
OpraHu3aIuu

Perynspaomy mnepecMOTpy MOAJEKAT CIEAYIOUIUE XapaKTEPUCTHKU | — —

MOJIMTUKU O€30TaCHOCTH:

1| DpdexTuBHOCT, NOTUTHKK  Oe30macHOCTH,  xapakrepusyemas | 70 He
KOJIMYECTBOM M CTENECHBIO BIUSHUA (UKCUPYEMBIX HHIIMJCHTOB B BBITIOJTHEHO
obnactu Ub

2 | CTouMOCTb M CTENeHb BIMSIHUSA KOHTpMep Ha 3(ddexruBHOCTh | 70 He
JeSITeNLHOCTH OpTraHU3aIuu BBITIOJTHEHO

3 | Pe3ynbpTaThl TEXHOIOTUYECKUX U3MEHEHHIA 70 | BeimonHeHO

1) MaxkcuManbHBI PUCK HEBBIIONHEHHs TpeOoBanuii ISO 17799 paBeH cymMe 3HaueHHI

BECOB BCceX TpeOOBaHUH pazaena:

Rypax = 1435




2) Puck HeBbinosHenus: tpedoBanuii ISO 17799 B xoMIlaHMM paBeH OTHOIICHUIO CYMMBI
3HaYCHUH BECOB HEBBINIOJHEHHBIX TpeOOBaHMKH K CyMME 3HAYCHHH BECOB BCEX
TpeOoBaHUI pa3zena cTaHaapTa.

=230 100% = 37,7%
~ 1435 0T 2LI7

BoiBog: puck HeBbinoaHeHus: TpeboBanuit ISO 17799 B xomnanuu cocrasisier 37,7%, ToO
€CTb JaHHBIA Pa3/ie)l B KOMIIAHUU BBITIOJHEH OOJIBIIE Ye€M Ha TOJIOBUHY.

K mynkry 3.2

1)i3menuTh BecoBble KOI(DGHUIMEHTHI pa3jielia, YKa3aHHOTO B 3aJaHUU B COOTBETCTBUU C
TUIIOM MOJENupyeMoil cuctemsl. [IpocTaBUTh CTaTyc BBIITOJIHEHUS.

2)PaccunTarh MakCUMaJbHBIA PUCK R,y HEBBIOJIHEHHS TPEOOBAHUH.

3)Paccuntarh CyMMYy 3HAUYE€HUI BECOB HEBBITIOJTHEHHBIX TPEOOBAHHUI.

4)HaiiT puck HeBbIMoJHEeHUs TpeboBanuii R pazmena ISO 17799.

K nmynkry 3.3

1. Otxpeire nmporpammy KOHJIIOP. Haxate kHOTKY «CO37aTh MPOEKT...», €CIH TMPOCKT YKE
CO3/1aH, TO OTKPOMTE €ro, HA)KaB Ha KHONKY «OTKPBITH MTPOEKT. ..»

[Mpumeuanue: [IpoekT co3maercs oauH pa3 Ha BCe JaDOpATOPHBIEC paOOTHI.

2. CoznmaHue mpoexTa:
2.1. BBenuTte Ha3BaHWE HOBOTO MPOCKTA.
3. CpoiicTBa mpoeKTa:

3.1. Ha Bxmaake Ilpoext mepeiinure B CBoiictBa mpoekta/Mnentudukanus. Bemute
Ha3BaHHE OOBEKTAa, OTBETCTBEHHOTO 3a BBHIMOJHEHHE pPaOOTHI MOJIB30BATENSl U €ro
JOJIKHOCTb.

3.2.B TtekymeM oxHe Ha BKiaake BecoBble KkK0dh(GUIHMEHTHI HM3MEHUTE BECOBBIC
ko3 durmentsr Tex tpeboBanuii cranmapra [SO 17799, koropsle, Ha Bam B3rmsiz,
cnenuduanbl 1 moaenupyemoit MC.

4. MopemupoBanue NC:

4.1. OTBeThTE Ha BOMPOCH pazaenoB crangapra ISO 17799. Ykaxure BOIpoOCh], KOTOPHIS
HenpuMeHUMbl K Mozenupyemoid MC (To ecTs BOIpOCHI, OTHOCsSIMEcS K Ou3Hec-
mpoleccam, KOTOPhIX He CYIIECTBYET B KOMITAHHH).

4.2. Beegute 3atpatsl Ha obecrnieuenue UMb B kommanuu. CTOMMOCTh HEKOTOPBIX CPENICTB
obecnieueHus 0ezonacHOCTH npuBeneHa B [Ipunoxenuu b.

5. Oruer:

5.1. Coznaiite oTuet (OTuer/Co3/1aTh OTYET).

5.2. BeiOepute cTpyKTypy OT4EeTa U HEOOXOIUMBIE ITyHKTHI

5.3. Ilpoananu3upyiiTe JTaHHbIE OTYETA.

6. VYmpaBieHue pucKamu:

6.1. B pasngene ympaBnenue puckamu (KoHTpmepsl/YmpaBnenue puckamu) 3ajaiite
TEKYIIUHA YpOBEHb pUCKa MO oTiaenaM u3 otueta Nel M KOHTpMeEphl K TpeOOBaHUSM
crangapra [SO 17799. Jlnsa storo BHecute m3meHeHuss B MC, KoTopble MOBIEKYT 3a
coOoii BbIMONIHEHHE TpeboBanuii crtangapta ISO 17799 u ymeHblieHHe pHcKa
HEBBINOJIHEHUS TpeOoBaHU. BBeauTe CTOUMOCTD BHEJIPEHUSI KOHTPMEPBI U BO3MOXKHOE
camxenue 3arpat Ha b (Ilpunoxenue b).



7.

Ortuer:

7.1. Co3naiite MOBTOPHBIN OTYET.

7.2. Ilpoananu3upyiTe, U3MEHWICS JIU PUCK MIPU 33JaHUU KOHTPMED.

7.3. Ha cxonbko 3 peKTUBHBI ObLIM BBEIEHHBIE KOHTPMEPHI U OTIPABIBIBAIOTCS JIU 3aTPAThI

Ha HHUX.

K nynxry 3.4

Ot4er no 1abopaToOpHOH paboTe JOKEH COJIEPIKATH:

JTAaHHBIE U PE3YJIbTAaThl pyYHOT'O pacyera;

000CHOBaHME BbHIOOpPA BECOBBIX KOIPPHUIIMEHTOB W CTaTyca BBIIIOJHEHUS IIO
paznenam cranmapta 1SO 17799;

9KpaHHbIE (POPMBI MPOIIECCa BBITOIHEHUS paOOTHI;

KpaTKUI NEPBUYHBIA OTYET IPOTPAaMMBI U €70 aHAJIN3;

3a/laHue KOHTPMEpP MX CTOMMOCTh U 0OOCHOBaHHE BbIOOpA C KOHEUHBIM aHAIU30M
BTOPOTO OTYETA;

BBIBO/IBI.

K nmynkry 3.5

KoHTposbHBIE BOITPOCHL:

1) Uro moka3biBaeT PHCK HEBBINOJHEHHs TpeOoBaHuii cranmapra ISO 17799 u kak ero
ONpENCIUTh?

2) Kakwe peiicTBHsS HEOOXOAMMO BBIMOJHHUTH JUIS mpoBencHus ananu3a MC Ha
COOTBETCTBUE CTAHAAPTY?

3) UYto o3HAYAET MOHATHE IIEPUOJT AYAUTA?

4) Yro nokasbiBacT 3G GEKTHBHOCTh KOMILIEKCA KOHTPMEp?

5) Kakwue Buapl 0TYETOB H0CTYIHBI B iporpamme KOHJIOP?

TectupoBanue no nabopaTopHoit paboTe MPOXOAUTHh Ha caifte http://des.fomt.vyatsu.ru/ B

pazneine «OcHOBBI HHPOPMAITMOHHOM 0€3011aCHOCTH


http://des.fpmt.vyatsu.ru/

JlabopaTopHas padora 2

Pacuer u ynpaBnenue nHGOpPMAIMOHHBIMA PUCKAMU Ha OCHOBE MO WH(OPMAIMOHHBIX
HOTOKOB C HOMOIILIO cucteMbl I PU®D.

1. e paGoTel

1.1. Teopetuueckoe u3ydeHHE (PYHKIMOHAIbHBIX BO3MOYKHOCTEH CHUCTEMBl  aHajiIM3a
3amumeHHocTn  pecypcoB 'PU® (Mogens wuHDOpMAMoOHHBIX TOTOKOB). M3yueHue
JIFOPUTMA PacyeTa PUCKOB.

1.2. [IpakTHyeckoe TOJY4YEHHWE HABBHIKOB pabOTBl ¢ mporpaMMoil B pexume Mojenb
nH(}OpMalMOHHBIX MOTOKOB. Pacuer pucka nH(OpMallMOHHON CHCTEMBI HA OCHOBE MOJEIU
nHpopMalMOHHBIX MOTOKOB. IlocTpoeHne Mozaenu  UHGOPMALMOHHBIX  [OTOKOB
uccnenyemoir C. Ilpoananu3upoBaTh MOJyYEHHBIE pE3yNIbTaThl M BHECTH HEOOXOIUMbIE
KOHTpPMEpBI B MOJI€Tb CUCTEMBI Ul CHHMKEHUS pucka. ChenaTh BBIBOJBI MO PE3ylbTaTaM
MOJENTUPOBAHUS U YIPABIECHUS PUCKAMH.

2. TloxgroroBka k pabote

CornacHo Bapuanty B [lpminoxennn A k 5nabopaTopHbIM paboTamM HaWTH HEOOXOIUMbIe
nanuele It cBoei MC.

3. 3Bamanwme
3.1. O3HaKOMHUTBCSI C TPUMEPOM PYYHOTO pacuera PUCKOB WHPOPMAIMOHHOW CHUCTEMBI Ha
OCHOBE MO/IeTH HH(POPMAIIMOHHBIX TIOTOKOB.
3.2. Cmogenuposats MC B mporpamme 'PUD Mogens nHPpOpMaMOHHBIX TOTOKOB.
3.3. Hammmcatp oTueT mo npojaenanHol padoTe.
3.4. IIpoiiTi TECTUPOBAHHUE.
4. Meroauka BBITIOJTHEHUS paOOThI

K nynkry 3.1

[Ipumep pacuera puckoB HHGPOPMALIMOHHON CHCTEMBI HA OCHOBE MO MH(POPMAIIUOHHBIX
MTOTOKOB

Ucxoausle qaHHbIe

Hanpumep, C KOMIAHHH COCTOHT U3 ABYX PECYpCOB: cepBepa’ M pabGoueii CTAHIHHL,
KOTOpbIE HAXOJATCS B OJHOM CETeBOIl rpymme, TO ecTh (U3UYECKU CBSI3aHHBI Mexay coboit. Ha
cepBepe XpaHATCA BUAbI MH(opMmanmu: Oyxraiarepckuil oTdeT u 0a3a KIMEHTOB kommnaHuu. Ha
paboyeil cTaHIIMK pacroiokeHa 6a3a TaHHBIX HAMMEHOBAaHUN TOBAPOB KOMITAHUU C OMTUCAHUEM.

K cepBepy JOKanmbHBII JOCTYI MMEET TpyIa Iojb3oBareneil (K mepBod MH(pOpMaLuH —
OyXranTepckuil oT4er):

e TJIaBHBIN Oyxrairep.

K cepBepy yaaneHHBIN JOCTY UMEIOT TPYMIBI MOJIb30BaTeNel (Ko BTOPOH HHPOpMAIUN —
0a3a KIIMEHTOB KOMIIaHUH ):

e Oyxrantep (c paboueil cTaHIum);
e (unaHCOBHIN TUpPEKTOp (Yepes rodansHyo ceTh HTEpHET).

3
Mpu 3TOM cepBepom B LaHHOM Npumepe byaem cUMTaTb KOMMNbIOTEP, HA KOTOPOM HECKO/IbKO NanoK OTKPbITb! ANA
yAaneHHoro gocTyna.



K paboueii cTaHIuM JIOKAIBHBIM OCTYIl MMEET TpYIa Iojb3oBareneil (K 0a3e JaHHBIX

HaMEHOBaHUM TOBApPOB KOMITAHHHU C OHI/IcaHI/IeM)I

e Qyxranrep.

[lo npaBumam paboThl MoJenu OyXraiaTep NpHU YJAJIEHHOM JOCTYIE K CEpBEpY SBISIETCA

TpyNIoi OOBIYHBIX TIOJIb30BATENe, a (UHAHCOBBIA AUPEKTOp — TPYNIOH aBTOPHU30BAHHBIX

nosip3oBareneit. [lpu yem, Oyxrantep uMeeT yAaJIeHHBIM JOCTYI K CEPBEPY UYepe3 KOMMYTATOP.

CpencTBa 3aiuThl:

Tabmuma 6 — Cpencrsa 3alIUThHI cepBepa:

CpencTBo 3anuThl Bec cpenctBa
3aIUTHI
CpenctBa (hU3U4eCKOM 3alTUTHI
KonTtpons noctyna B momernieHue, rae pacrnoiokeH pecypce (husudeckas oxpaHa, 25
JIBEPH C 3aMKOM, CIIEIHATBHBIN MPOITYCKHOM PEXHMM B ITOMEIICHHUE)
CpencTtBa JTOKaIbHOM 3aIUThI
OrcyrcTBHe auckoBoA0B U USB nopTtoB 10
CpenctBa KOpIOPaTUBHOM CETEBOM 3aIIUThI
MexceTeBol dKpaH 10
O6manHas cuctema 2
Cucrema aHTUBHPYCHOM 3aIlIUTHI HA CEpBEPE 10
CpencTtBa pe3epBUPOBaHUS U KOHTPOJIS HEIOCTHOCTH
AnmnapartHasi CUCTeMa KOHTPOJIS IIEIOCTHOCTH 20
Tab6muma 7 — CpencTBa 3aniuThl IepBoi HHGopManuu (OyXraaTepcKuil 0T4ET):
CpencTBo 3aiuThl Bec cpencTBa 3amuThbl
CpelncTBa JTOKaJIbHOM 3alUThI
Cpencta kpuntorpaguueckoi 3anuThl (Kpunro3amura JaHHbx Ha [1K) 20
CpencrtBa pe3epBUPOBaHUS U KOHTPOJIS LEIOCTHOCTH
Pe3epBHOE KOTTMpPOBaHMKE 10
[IporpamMmmHasi cuctemMa KOHTPOJIS [IETOCTHOCTH 10

Cpenctsa 3amuThl BTOpoit nHpopmaimu (0a3za KIMEHTOB KOMITAHUH):
Cpencts 3amuThl THPOPMALIUH HET.

Tabnuma 8 — Cpenctsa 3amuThl pabodeil CTaHINH:

CpencTBo 3aiuThl

Bec cpeacrtsa
3aIIUThI

CpenctBa (hu3nuecKoi 3anuThl




KoHTposib 0CTyIa B MOMELICHHUE, IJIe PACIIONIONKEH pecype (IBEph C 3aMKOM,
BH/JICO HAOIIIOJICHUE)

10

CpencTBa J0KaIbHOM 3aIIUThHI

CpencTBa aHTUBUPYCHOM 3alllUThl (AHTUBUPYCHBII MOHUTOP) 10
OtcyrcTBue nuckoBosoB u USB nopros 10
CpencTBa nepCcoOHAIbHOM CETEBOM 3aIIUTHI

[lepcoHanbHBII MEXKCETEBOM IKpaH 3
Cucrema KpUNTO3ALUTHI AIEKTPOHHON TOYTHI 10

Tabmuma 9 — CpeacrBa 3amuThl uHpopManuu (0a3a JaHHBIX HAUMEHOBAHHWHA TOBApOB

KOMIIaHUH C UX OTTCAHUEM):

CpencTBo 3aIuTh

Bec cpencrsa

3aIIUTHI
CpenctBa pe3epBUPOBaHUS B KOHTPOJIS IIETIOCTHOCTH
PezepBHOE KOTTMpOBaHMKE 10
[TporpamMmHas cucTeMa KOHTPOJIS TISIIOCTHOCTH 10

CpencTBa 3a1UThl KIMEHTCKOTO MECTa IPYIIIbI MOJIb30BaTeNeH:

Tabmuma 10 — CpezacTBa 3amuThl KIMEHTCKOTO MecTa Oyxrairepa (Tpymma OOBIYHBIX

MOJIb30BaTENCH):

CpencTBo 3aIuThl

Bec cpeactpa

3aIUAThI
CpenctBa (hU3U4YECKOM 3alTUTHI

KonTposb noctyna B momenieHue, Iae pacioiokeH pecype (IBephb ¢ 3aMKOM, 10
BHJICO HAOJTIO/ICHHE)

CpencTBa JJOKaIbHOM 3aIIUThI

CpencTBa aHTUBUPYCHOM 3aIIUThI (AHTUBUPYCHBII MOHUTOP) 10
OtcyrcrBue auckoBoaoB 1 USB nopros 10
CpelnctBa nepcoHalIbHOM CETEBOM 3aIIIUThI

IIepconanbHBIN MEKCETEBOU DKpaH 3
Cucrema KpUNTO3AIUTHI YIEKTPOHHON OYTHI 10

Tabmuuma 11 — CpenctBa 3amMThl KIMEHTCKOTO MECTa IVIABHOTO Oyxranrtepa (rpymma

OOBIYHBIX TTOJIH30BATENICH ):

CpencTBo 3aiuThl

Bec cpeacrtsa
3aIIUThHI

CpenctBa (hu3nueckoi 3anuTsl




KoHTposib 0CcTyIa B oMelieHue, rie pacinookeH pecype (IBepb C 3aMKOM, 10
BH/JICO HAOIIIOJICHUE)

CpencTBa J0KaIbHOM 3aIIUThHI

CpencTBa aHTUBUPYCHOM 3alllUThl (AHTUBUPYCHBII MOHUTOP) 10

OtcyrcTBue nuckoBosoB u USB nopros 10

CpencTBa nepCcoOHAIbHOM CETEBOM 3aIIUTHI

[lepcoHanbHBII MEXKCETEBOM IKpaH 3

Cucrema KpUNTO3ALUTHI AIEKTPOHHON TOYTHI 10

CpencrBa 3alIMTHl KIMEHTCKOTO MecTa (PMHAHCOBOTO JUPEKTOpa (TpyIia aBTOPU30BaHHBIX
WuTepHer-nonb3oBarenei):

CpencTtBa 3alMThl KIMEHTCKOTO MECTa IpyMN aBTOPU30BAHHBIX VHTEpHET-NoJb30BaTeNEH
HEBO3MOXHO OIIEHHUTb, TaK KaK HEM3BECTHO, OTKyAa OyIyT OCYLIECTBIATH JOCTYI MOJIb30BATENIN
3TOM TPYIIIHIL.

Tabmuma 12 — Bux w mpaBa JocCTyma TPYII TOJIb30BaTeNneld K MHPOPMAIUHU, HAINIHE
coenuHeHus yepe3 VPN, KoaM4ecTBO 4enoBeK B IpymIe:

Kommuectso
Bun IIpaBa Hannune VPN-
YyeJIOBEK B
JOCTyTa JOCTyIa COEIUHEHUS
rpynmne
I'maBHBII Ooyxranrep  / YTEHUE,
OyXTanTepCKUid OTYET JIOKaJIbHBII 3aIHCh, HET 1
yIaJICHHuE
Byxrantep / 6a3a KIMEHTOB .
yIaJICHHBIN 4TEHHUE €CThb 1
Komnanun
duHaHCOBBIN  aupekTop / . YTCHHE,
yIaJICHHBIN €CTh 1
0aza kinuenToB Kommanun 3aIliuCh
Byxrantep / 0a3za maHHBIX YTEeHUE,
HAaUMEHOBaHUI TOBApOB | JIOKAJIbHBIN 3aIIHCh, HET 1
Kommanun ylajaeHue

Tabnuna 13 — Hanuuue y rpymisl mojiab3oBaTeneit Beixoaa B IHTepHeT:

Hoctyn B HTepHET

I'naBHBII Oyxranrep Ectp

byxranrep Her

®uHaHcoBbIN aupekrop | He aHaanpyeTc;IA'

4 "
LocTyn B UHTepHeT rpynn nonb3osateneil, oCyLWwecTBAAWMX A4OCTYN K MHGOpMaLMKM Yepes UHTepHEeT, No NOHATHbIM
NPMYMHAM He aHanM3npyeTca




Tabmuua 14 — Yuiep6 komnanuu ot peanusanuu yrpos Ub:

KouduneHnmansHOCTH [emocTHOCTH JoctynHoCTb
(y.e. BTOI) (y.e. BTOI) (y.e. Byac)
Byxranrepckuii oT4eT 100 y.e. 100 y.e. ly.e.
baza knmuentoB Kommanuu 100 y.e. 100 y.e. ly.e.
baza nanHbpIX HaMMEHOBAHUI 100 ye. 100 y.e. lye.
ToBapoB Kommanuu

Hacnenosanue:

Tak kak cepBep u pabouyasi CTaHIIMA KOMIIAHWW HAXOJISATCSA B OJTHOM CETEBOM I'PYyIIE, TO €CTh
(bu3NYeCKn COEUHEHBl MEKIY CO00M, HEOOXOIUMO PACTIPOCTPAHUTh HAUMEHBIINN, KO3PPUIIHEHT
3alUThl M HaumOoJbIIyto 0a30BYyI0 BEpOSTHOCTh rpynnbl MHTepHeTr-mosib3oBareneil Ha Bce
nH(pOpMallUK Ha BCEX PECYpPCax, BXOASAIIUX B CETEBYIO TPYIIITY.

[Ipumep pacueTa puckoB IO yrpo3e KOHPUACHIUATBHOCTh
1) KoadduimeHTs! 3aIIUIIEHHOCTH:

[Ipu nokanbHOM J0cTyne K MHQOpPMAIMU Ha pecypce HeoOXoauMo HallTh Ko3hduuueHT
JIOKaJNbHOM 3aIUIIEHHOCTH WH(OpMAaILMK Ha pecypce, KOTOPbI COCTOUT U3 CyMMBI BECOB CPEJICTB
(hM3UYECKOM U JIOKAJIbHOW 3aIUTHI.

[Ipn ynaneHHOM [OCTyme pacCUUThIBaeM KOA((ULIHEHTHl JOKAIbHON 3allUIEHHOCTH
pabouero MecTa rpyImiibl MOIb30BaTeNel, UMEIOIIeH JOCTyN K HHpOpMaIliy, (CyMMa BECOB CPEJICTB
(M3UYECKOH, JIOKATBHOW M TEPCOHATBHOM CETeBOM 3alUThl) W YAAICHHOW 3allUIICHHOCTH
nHpopManuu Ha pecypce (CymMmMa BECOB CPEACTB KOPIIOPATUBHOW CETEBOW 3ammuThl). B
JalbHEHIINX pacyeTax y4acTBYeT HaUMEHBIIHNHI KO3 UIIUEHT.

[Ipn noxanbHOM M YJaJIEHHOM JIOCTyNl€ HaXOAWM Bce TpU KOd(PPHIMEHTa, U3 KOTOPHIX
Tak)kKe BbIOMpaeM HAUMEHBIIUH.

Pacuer puckoB 1o yrpose KoH(pUIECHIINAIBHOCTD:

Tabmuma 15 — KoaddurmuenTs! 3ammuimeHHoCTy:

Koaddumuent Koadduruent Koaddumument Hanmenbmii
JIOKaJIbHOM yIaJeHHOM JIOKaJIbHOM K03 UIUEHT
3aIUIIEHHOCTH 3alUIIEHHOCTH 3alIUIIEHHOCTH
uHbopmauu uHpopmaruu pabouero mecra
TPYIIIbI
M10JIb30BaTENEN
['maBHbII
Oyxranre /
YRR 55 . . 55
OyXxranTepckuit
OTUeT
Byxrantep / 6aza
KJIUEHTOB - 22 43 22
Komnanuu




duHAHCOBBIN
nupektop / 0Oaza
KJINEHTOB
Komnanun

22

22

Byxrantep / 6aza
JIAHHBIX
HaUMEHOBaHNH 30
TOBapoOB
Kommnanun

30

2) VYwuer HanmMuus n0CTyna npu momoinu VPN:

[Ipu nmokaneHOM nocryne Hannuue VPN He ananusupyercd. 1Ipu ynaneHHOM pocrtyne, npu

ucnosib3oBannu VPN, Kk HauMeHblIeMy KO3 (UIMEHTY 3allUIIeHHOCTH npubasisercs Bec VPN

nutoza (20). Ecnu mpu ymanmenHom poctyne VPN-coenuHeHue HE HMCIOJB3YeTCS IS TPYIII
WuTepHeT-nonb30BarTenei, NTOroBbiil KOA(G(GUIMEHT 3alUIIEHHOCTH YMHOXaeTcs Ha 4, 17 Tpynn
0OBIUHBIX MOJIb30BaTeNel (He VIHTepHeT-1oIb30Bareseil) — 0cTaeTcsi HEU3MEHHBIM.

Taomuua 16 — Yuer VPN coequnenus

Hanmenbmmit Bec VPN- PesynpTupyrommit
ko3¢ duLueHT COCMHEHUS K03 UIUEHT
r i 0 /
TIaBHBII ) yXranrep 55 ] 55
OyXTajnTepCKUid OTYET
b / 6
yXranrep aza KJIMEHTOB 99 20 42
Komnanuun
O i e / 6
WHAHCOBBIA JUPEKTOP aza 99 20 42
knueHToB Kommanuu
Byxrantep / 0a3a  maHHBIX
HauMEHOBaHUI TOBapOB 30 - 30
Komnanun

3) Yuyer KoJnyecTBa YEJIOBEK B rpyne 1 HaJluiuAa 'y I'pymlIibl I0JIb30BaTeIICH A0CTYyIIa B

HuTepner.

Tabmuna 17 — YdeTr KoJIM4eCTBa YEIOBEK

Pesynprupyrommit KonunuectBo Hanuune y Wrorossiit
K03 durmeHt YEJIOBEK B TPYyMIIbI Ko3pPUIHEHT
rpyrmmne HOoJIb30BaTeNeH
HoJIb30BaTeNeH J0CTyna B
HNurepHer
I'maBHBIH
Oyxranre /
b 55 1 2 0,036

OyXxranTepckuit
OTYeT




Byxrantep / 6a3a
KJINEHTOB 42 1 1 0,024
Komnanun

duHaHCOBBIN
mapekTop / 0Gasza
KJINEHTOB

42 1 - 0,024

Kommanuu

Byxrantep / 6a3a
JAHHBIX
HaVMEHOBaHUI 30 1 1 0,033
TOBapoOB
Kommannm

Ecnu x uHpopManun uMeeT JoCTyI rpymnmna nojb3oBareie, npessimatomias 50 yenosek, To
3TO COOTBETCTBEHHO YBEIMYUBAET UTOTOBBII KO3 (PUIIHEHT.

Ecnu rpynma nones3oBareneil uMeeT A0CTyNn B MHTEpHET, TO 3TO YBEIWYMBAET UTOTOBBIN
ko3¢ duimeHT B 2 pasa.

[Ipumep pacuera urorooro ko3dpduuuenrta: K = % = 0.036

4) HWroroBasi BEpOSTHOCTE:

YToObI IOJTYYUTH UTOTOBYIO BEPOSITHOCTh, HEOOXOAUMO OIMPEICITUTh 0a30BYIO BEPOSTHOCTh
Y YMHOXXHUTH €€ Ha UTOTOBBIA KOA(DPHUITHEHT.

Tab6muia 18 — UtoroBasi BEpoSITHOCTh

bazoBas Hrorosas Hrorossrit [TpomexyTounas Urorosas
BEPOSATHOCTD 0azoBas KO3 PUITUEHT BEPOSTHOCTH BEPOSTHOCTH
BEPOSITHOCTD

I'maBHBII
Oyxramep 0,35 07 0,036 0,0252 0,0252
OyxrajnTepckui

OT4YCT

Byxranrep / 6aza
KJIMEHTOB 0,35 0,7 0,024 0,0168
Kommanun

DUHAHCOBBIM 0,0331
aupekTop / 0Oasa
KJIMEHTOB

0,7 0,7 0,024 0,0168

Kommanun

Byxranrep / 6a3a
JAHHBIX
HaUMEHOBaHUMI 0,35 0,7 0,033 0,0231 0,0231
TOBapOB
Komnanun




Tak kak k wHpOpMAIMKU HAa pecypce, HAXOJIIEHCS B CETEBOM IpyIlle, UMEIOT JOCTYII

rpynna HTepHeT-noas3oBarenen,

uHpOpManuu.

ux 0a3oBas BEPOSITHOCTH

pacnpocTpaHsieTcs

Ha BCC

HToroBas BeposITHOCTH JUI BTOPOM MHGPOpPMALIUU, K KOTOPOH HUMEIOT JOCTYH HECKOJBKO

rpymnm

IIOJIL30BaTEIICH,

paccuuThIBaEM

110

n
Pinf - 1 - 1_[(1 - Pug,n).
i=1

5) Puck o yrpose KOH(PpHICHIIUATBHOCTD

Tabmuna 19 — Puck KoHOUASHITHATEHOCTH

dopmye:

Hrorosas Vuiep6 ot peanuzanuu | Puck
BEPOSITHOCTh YTPO3BI
Byxranrepckuii oTder 0,0252 100 2,52
Baza ximmentoB Kommannn 0,0331 100 3,31
baza naHHBIX HaMMEHOBAaHHM TOBAapOB
! P 0,0231 100 2,31
Kommanun
[Tpumep pacdueTa pUCKOB IO YTPo3e MEITOCTHOCTD
1) Tlepssrii MTyHKT BBIYHCIISICTCS AQHAJIOTHYHO pacuetry 1O yrpose
KOH(PUACHITUATHHOCTD.
2) Vet Cpe/CTB pe3epBUPOBAHUS U KOHTPOJIS LIETOCTHOCTH
Tabmuma 20 — Ydet cpeacTB pe3epBUPOBAHUS U KOHTPOJIS 1IETIOCTHOCTH
Haumenbimuit Bec VPN- Beca cpencts PesynbTupyronuii
KOO PHUIIMEHT | COeOMHEHUs | PE3epPBUPOBAHUS U koaurmeHT
KOHTPOJIS
LEJIOCTHOCTU
['maBHBIN OyxranTep
/ Oyxrantepckui 55 - 40 95
OTUeT
Bbyxrantep / 06a3a
KJINCHTOB 22 20 20 62
Kommnanuun
DUHAHCOBBIN
oupektop /  0Oaza 29 20 20 62
KITUEHTOB
Kommnanuu
byxrantep / 06a3a
AHHBIX
! . 30 : 20 50
HaUMEHOBaHUM
ToBapoB Kommnanuu




3) Yuer HaiuuMs PE3EPBHOTO KOMUPOBAHUS,

KOJIMYECTBA YEJIOBEK B TpYyIIeE

II0JIb30BATEIIEH U HAIMYUS y TPYIIIBI [T0JIb30BaTENeH 1oCcTyna B IHTepHeT:

Tabmuna 21 — IToacyet UTOroBoro ko3 puirenTa

Pesynbrupyromu Hanuuue Konnuectso Hanuune y Urorossrit
1 KOOQPUIUEHT | pe3epBHOIO YEIJIOBEK B IpyIIIbI k03 urmeHt
KOTMHPOBAHUS rpymrme H0JIb30BaTeNeH
[I0JIb30BaTeNel JI0CTyIIa B
HuTepuer
I'maBubIf
Oyxraxtep / 95 1 1 2 0,021
OyXrajaTepcku
i oTtuer
byxranrep /
0aza KJIMEHTOB 62 1 1 1 0,016
Kommnanun
DUHAHCOBBIN
JMPEKTOp 62 4 1 - 0,065
6aza KJIMEHTOB
Kommnanun
Byxranrep  /
06aza  JaHHBIX
HaMEHOBAaHUMI 50 1 1 1 0,02
TOBapoB
Komnanuun

Hanuuue pe3epBHOTO KOMHMPOBAHHS YYUTHIBACTCA CIEIYIOIIUM 00pa3oMm:

eciu 'y

uHpOpMAIIMA HA PECypce OCYIIECTBISETCS PE3epPBHOE KOMUPOBAHHE, TO BEC PE3ECPBHOTO
kormrpoBanus (10) mpubaBisercss k kodpduuMeHTy 3amuineHHocTd. Ecoum y wHbopmaruu Ha

pecypce pe3epBHOE KONMPOBAHKUE HE OCYILECTBIISETCS, U IPYIIIIE M0Ib30BaTeNel, UMEIoIIel JOCTYI

K UH(pOpMaIK, pa3pelieHbl 3aich WiIN YAaleHUE, TO UTOTOBBIA KOA(GGUIIMEHT yBennuuBaercs B 4

pasa.
4) AHaJOrMYHO pacyeTy IO yrpo3e KOH(DUACHIMAILHOCTh MOJYYUM HTOTOBYIO
BEPOSTHOCTD:
Tabnuma 22 — toroBast BEpOSTHOCTh
bazoBas Hrorosas Hroroserii IIpomexyrounas | HMrorosas
BEPOSITHOCTh ba3zoBas KOAPOUITUEHT BEPOSITHOCTh BEPOSITHOCTh
BEPOSITHOCTh
I'naBHBII
S /
yXramep 0,25 0,7 0,021 0,0147 0,0147
OyXranTepckuit
OTHYET
Byxrantep / 0,1 0,7 0,016 0,0112 0,05619




0asa KIHEHTOB
Kommanuu
duHaHCcOBBIN

/ 6
AHPCITOp 7 basa 07 07 0,065 0,0455
KJIMEHTOB
Kommanuu
ByxranTep /
0asa JIAHHBIX
HaMEHOBaHUI 0,25 0,7 0,02 0,014 0,014
TOBapOB
Kommanuu

5) Puck 1o yrpose 1eja0CTHOCTh

Tao6muna 23 — Puck nemoctHocTH

Urorosas VYuiep6 ot peanuzauun | Puck
BEPOSATHOCTH yIpO3bI
Byxranrepckuii oTuer 0,0147 100 1,47
Basa xinenros Kommanuu 0,05619 100 5,61
5 .
a3a JIaHHBIX HAUMEHOBAHWH TOBAapOB 0,014 100 14

Komnanuu

[Tpumep pacuera prCKOB 1O YIpo3e O0TKa3 B 00CITYKUBAaHHU

Pacdet puckoB 1o yrpose J0CTYIHOCTh

1) Pacuer ko3¢ duItMeHTa 3aMUIIEHHOCTH M0 YTPO3€ TOCTYITHOCTD

[Ipu pacuere pUCKOB MO yrpo3e JOCTYIHOCTh aHAIM3UPYIOTCS CPEICTBA PE3CPBUPOBAHUS:

KJIacTep, pe3epBHOE KOMUPOBAHUE U PE3EPBHBIN KaHall. BiusHue pe3epBHOro KaHaia YUUTHIBAETCS

B TOM Clly4yae, ecjM rpyImna oObIUHbIX Mojb30Bateseil (He HTepHeT-noap30BaTeielt) UMeeT TOJIbKO

yAaJeHHBIA JOCTYI K MHPOPMAIIMK Ha pecypce.

Tabnuma 24 — Yuer pe3epBHOT0 KOMUPOBAHUS M PE3EPBHOTO KaHala

Knacrep PesepBHOE KOMMpOBaHUE PesepBHblil KaHaT
Ectp HET eCThb €CThb Her
3anuch 1 Y aaleHue 20 Const 4 VBenuuuBaeTcs B 5 pas 5 Const
Y nanenue 20 Const 4 YBenuunpaercs B 4 pas 5 Const
3anuch 20 Const 4 YBenuuupaercs B 4 pas 5 Const
Urenue 40 Const 4 YBenuunaercs B 2 pas 5 Const




Tabmuua 25 — Pacuet utoroBoro kosgduureHta

Kosddunuent Hanuune y rpynnst Htorossiii
3alUIIEHHOCTH NOJIb30BATENeH AOCTYNa B |  KOA(PPHUIHUEHT
HNurtepuer
I'maBHBIE ~ Oyxraire /
YXPATTED 0,25 2 0,5
OyXranTepckuil OT4eT
Byxrantep / 6a3a KIMEHTOB ) 1 5
Kommnannn
DUHAHCOBBIN TUPEKTOp / 4 4
6a3a knuentoB Komnanuu
Byxranrep / 06a3a naHHBIX
HaVMEHOBaHUI TOBapOB 0,25 1 0,25
Kommanun
2) Pacuer UTOrOBOro BPEMEHHU MPOCTOSI
Tabmuma 26 — Pacuetr BpeMeHH TIPOCTOS
bazosoe | MTorosoe Bpems Hrorossrit [Ipomexyrtounoe | Mtorosoe
Bpems | Oa3oBoe IIPOCTOS K03(h(HUIMEHT | BpeMs MPOCTOs BpeMsl
IpOCTOSl | BpeMs CETEeBOTO IPOCTOS
MPOCTOSI | 00OPYIOBaHUS
I'maBHBIN
0 /
YXTATTEP T 40 70 i 0,5 35 35
OyXrajnrepckuit
OTYeT
Byxranrep  /
0aza KIMEHTOB 40 70 10 2 140
Komnanuu
OuHAHCOBBIN 280
/
AHPERTOP 70 70 i 4 280
0a3a KIMECHTOB
Komnanun
Byxranrep  /
0a3a  JaHHBIX
HAaVMEHOBAaHUMI 40 40 - 0,25 10 10
TOBapoOB
Komnanun

HpI/I pacueTe pUCKOB IO YIrpo3€ NOCTYIIHOCTH 0a30BBIC BpEMCHa IIPOCTOSA HACICAYHOTCA

TOJIBKO B IIpCJICiIax pecypca.

BpeMH IMpOCTOA CCTEBOI'O 060py110BaH1/15{ I[O68.BJ'ISI€TCSI K UTOT'OBOMY BPEMCHHU ITPOCTOS.

Ecau ntorosoe BpEMs ITPOCTOS MPEBLINIACT MAKCUMAJIBHO KPUTUYIHOC (280 4qacoB B 1oJ 1o

0a30BBIM HaCTPOI\/'IKaM), OHO IMPUPABHUBACTCA K MAKCUMAJIbHO KPUTUIHOMY BPEMCHU MTPOCTOA.




s Bropoit mH(pOpManuMu Ha cepBepe, K KOTOPOM HMMEIOT JOCTYIl HECKOJIBKO TPYIII

M0JIb30BATENICH, HMTOTOBOE BPEMs IIPOCTOSI PACCUUTHIBACTCS IO  ciexyrouiei  ¢dopmyse:
n

T,
Ty = 1— | | (1 - Tug'") X Trmax
max

i=1

3) Pacuer puckos

Tabmuua 27 — Pacuet prCcKOB IO yrpo3e 0TKa3 B 00CTy)KHBaHUN

Hrorosoe VYuiep06 ot Puck
BpEMS IPOCTOST | Pealu3aliu yrpo3bl

ByxranTtepckuii otdyer 35 1 35
Basa ximenros Kommannu 280 1 280
5 .
a3a JAHHBIX HAWMEHOBAaHHUI TOBApPOB 10 1 10
Komnanuu
K nmynkry 3.2

1. Otkpeite mnporpammy ['PU®. Bribpats anroputM «AHamu3 Mojend HH(YOPMAIMOHHBIX
MOTOKOB». OTKpBITh paHEe CO3JaHHBIA MPOEKT, HakaB KHOMKY «OTKpPBITH MPOEKT...», JTHO0
CO3/IaiiTe HOBBIN MIPOEKT, €CIIU €r0 €Il HET.

2. OTKpBITHE TTPOCKTA:

2.1. BriOepute Ha3BaHUE TIPOCKTA.

3. CBoiicTBa mpoeKTa:

3.1. Ha Briagke I[Ipoekt meperinute B CBolicTBa npoekta/Mnentudukanus. BBeaqute Ha3Banue
00BEKTa, OTBETCTBEHHOTO 32 BBINOJIHEHHE PAa0OTHI M0JIb30BATENS U €r0 I0JDKHOCTb.

3.2. Ha Bkmanke YpoBHH BbIOepHUTE ypoBHH. M3meHuTe 3HaueHUs 3(PGEKTHBHOCTH CPEJCTB
3alIUThI, KOTOpbIe crienuuunsl 11 MoaenupyeMoit C, Ha Briiagke CpeacTBa 3allUThI.

4. Pazpen «MopaenupoBaHUE CUCTEMBI»:

4.1, 3aHecure OTIENbI KOMIIAHUH.

4.2. YKaxxuTe ceTeBble IPYIIbl KOMIIAHUHU, COOTBETCTBYIOIKE OT/IeJIaM KOMIIaHUHU, TO €CTh BCE
pecypchl OT/ieN1a BXOIST B OJTHY CETEBYIO TPYIIILY.

4.3. 3aHecuTe pecypchl KOMIIAHUH, YKQKUTE K KaKOMY OTJIENy M CETEeBOM Ipylre OTHOCSATCS
pecypChl COrIaCHO UCXOAHBIM JAHHBIM.

4.4. 3anecure ceTeBoe 000PYAIOBaHUE, C IIOMOIIBI0 KOTOPOTO M0JIb30BATENIN MOIYyYatoT AOCTYI
K HH(GOPMAIIHH.

4.5. 3aHecuTe CBeIeHUs O IPYIIAx M0JIb30BaTeNeH, COrIacHO UCXOAHBIM JaHHBIM.

4.6. Ykaxxute BHUIbl MHPOpPMALMU, KOTOpas XpaHUTCS M oOpalarbiBaeTca Ha pecypcax MC
(cmenyer yka3aTb He MeHee 7 BUIOB MH(pOpMAalMU, HANpUMeEp, OyXrajJTepCKud OTYeT,
CBEJICHHS O TIOCTABIMKAX, CBEACHHS O 3apIliaTax U TaK jaiee).

4.7. Yxaxute OU3HEC-TIPOLIECCHI, B KOTOPbIX 00pabaTeiBaeTcss HHPOpMAIUS.

4.8. Benure pacxonasl Ha Ub u3 [Ipunoxenus b.

5. Paznen «Cas3u»

5.1. JIna xaxporo pecypca B C ykaxkute, Kakast HH(GOpMAaIHs XpaHUTCS WK 00pabaThIBaeTCs
Ha HEM.

5.2. YKaxuTe, Kakue IO0JIb30BATENIM MUMEIOT JOCTYN K XpaHUMOW miu oOpabaTbiBaeMOM Ha
pecypce uMH(pOpMalMM M BHUJ JOCTyNa IOJIb30BaTeiei (cieayer ydecTb, YTO TPYIIIIbI




6.

8.

5.3.

5.4.
5.5.

5.6.

OOBIYHBIX TOJIb30BaTENICH (TIOJIb30BATENN, MEHEIKEPbI, TOI-MEHEIKEPhI) MOTYT HMETh
JOKaJbHBIM JOCTYN TOJBKO K OJHOW pabouell CTaHIMKM WMIM K OJHOMY MOOHIBHOMY
KOMIIBIOTEPY).

VYKaxure, UCHOJB3Ys, KAKHE KaHAJbI CBS3M Ka)kKJasi TPYIIa MOJIb30BaTeNeii OCYIIECTBIISET
JOCTYI K MH(pOpMAIUK, XpaHUMOH Wi 00pabaTeiBaeMoil Ha pecypce.

VYkaxure, B Kakux OH3Hec-TIpolieccax 00padaTeiBacTCsi HHMOpMAaIus.

VYKaXuTe CpeicTBa 3aIUTHI JUISI KAXIOro pecypca. 3HaueHHe 3()()EeKTHBHOCTH CPENCTB
3alIUTHl MO’KHO MTOCMOTPETH B «CBOMCTBAX MPOCKTAy.

Vkaxxurte cpefcTBa 3aluThl THHOPMAIIMH, XPAHUMOU 1M 00pabdaThiBaeMOil Ha pecypce.

Paznen «ITonutuka be3onmacHocT)

6.1.

OTBeThTE Ha BOIMPOCHI, YUUTHIBAIOLINE OpraHU3alMOHHbIEe Mepbl obecnieuenust b, To ectb
aCMeKThl, KOTOpble HEBO3MOXHO 0TOOpa3uTh npu mnoctpoeHun monenu HC. Ykaxure
BOIIPOCHI, KOTOPbIE HENPUMEHUMBI K Mozenupyemoit UC, (To ecTb BOIpOCHI, OTHOCAIINECS
K Ou3Hec-mpoleccam, KOTOPhIX HE CYILIECTBYET B KOMITAHUH).

Ortuer:

7.1.
7.2.
7.3.

Coznaiite otuer (OTueT/ co3AaTh OTYET).
BriGepute cTpykTypy OTUeTa ¥ HEOOXOAMMBIE ITYHKTHI.
[Ipoananu3upyiTe pe3ysbTaThl.

VYrpaBneHue puCKaMu:

8.1.
8.2.
8.3.

8.4.

CmoaenupyiTe yCTaHOBKY JOTOJHUTEIBHBIX CPEICTB 3alUThl B Moaenupyemon MC.
3anpeTuTe HEKOTOPHIM IpyIIaM MojIb30BaTeNel JOCTYN K BUIaM HH(POPMAIHH.

Jliga kaxnoro Bujaa MHGOpPMAIUM CMOACTUPYHTE YCTAHOBKY JOIMOJHUTENIbHBIX CPEICTB
3aIuTHl HHpOpMAIUH.

O6parutre BHUMaHHe Ha 3(()EKTUBHOCTH KOMIUIEKCAa KOHTPMEpP W Ha CHUKEHHE DPHUCKA
MocJIe 3aJJaHusI KOHTPMED.

Ortyer:

9.1.
9.2.

Co3pnaliTe MOBTOPHBINA OTYET.
[Ipoananu3upyiTe, U3MEHUICS JIM PUCK TIPH 3aJaHUU KOHTPMED.

10. YnpaBienue puckamu

11.

10.1.Mcxons u3 MONYYEHHBIX peE3ylbTaToB, BHeApuTre B Mojenb VC HekoTopbie cambie

sgaynMblie usmenenus MC.

Otyer

11.1.Co3pmaiite oTyer.
11.2.TIpoananuzupyiite pucku B 1C.

K nynkry 3.3
Otuer no nabopaTopHOi paboTe JOKEH COAEPIKATh:

® JIaHHBIE U PE3yJbTAThl PyYHOTO pacyueTa;

e o0OocHOBaHME BbIOOpa 3(h(HEeKTUBHOCTH CTIEHU(PUUHBIX CPEJCTB 3alUTHI;
e HKpaHHbIE (OPMBI ITpOLIECcca BHIIOTHEHUS pabOThI;

® KpaTKHe OTUETHI MPOrpPaMMBbl J0 U MOCIIE BBEJICHHUS KOHTPMED;

e ananu3 puckoB B MC o oTueram;

® BBIBOJBI.



K nynxry 3.4
KonTposbHbIE BOIIPOCHL:

1) Cdopmynupyiite onpeneneHne «aHGOPMALMOHHAS CHCTEMaY.

2) Kakue kaTeropuu Cpe/iCTB 3alUThI BBIACISAIOTCS B cucteme [ PUD?
3) [aiiTe ompeencHue KKOHTPMEPay.

4) Kakum 00pa3oM yuUTHIBACTCS MOHITUE HACICIOBAHMS?

5) Ilepeuncnure mard NpoBeACHUs aHAIM3a UHPOPMALIMOHHBIX PUCKOB.

TectupoBanue no nabopaTopHoi paboTe NPOXOAUTHh Ha caiite http://des.fomt.vyatsu.ru/ B

paznene «OCHOBBI MHPOPMAIIMOHHOM 0€30TTaCHOCTH


http://des.fpmt.vyatsu.ru/

JlabopaTopnas pa6ora 3

Pacuer puckoB WH(MOPMAIMOHHONW CHCTEMbl Ha OCHOBE MOJICIHM YrpO3 U YSI3BUMOCTEH
cuctemsl I PUD.

1. e paGoTel

1.1. Usydenue GpyHKIMOHAIBHBIX BO3MOXKHOCTEH CHCTEMBI aHAIM3a 3AIUIIEHHOCTH PECYpCOB
I'PUD (Monenb yrpo3 u ya3BuMoctel). l3yueHue nByx BapuaHTOB pabOTHI aaropurMa
pacuera pucKOB.

1.2. [IpakTHyeckoe MOJTydYeHHUE HABBIKOB pabOTHI ¢ MPOrpaMMON B pexuMe Mozenb yrpo3 u
ys3BuMocTed. Pacder pucka MHQOPMAIMOHHOM CHCTEMBI Ha OCHOBE MOJIENHM YIpo3 H
ysi3BuMocTed. [locTtpoenue monenu yrpo3 u yszBumocteit uccienyemoit UC. Ananus u
BBIHECEHME pekoMeHianuii mo moaudukanuu UC ¢ menbio yMEeHbIIEHUS YTPO3.

2. TloxgrortoBka k pabote

CornacHo Bapuanty B [lpmnoxennn A k jabopaTOpHbIM paboTaM HalWTH HEOOXOIMMbIE
nanuele 11 ceoeit C.

3. 3anmanue
3.1. O3HaKOMHUTBCSI C TPUMEPOM PYYHOTO pacuera PUCKOB WHPOPMAIMOHHOW CHUCTEMBI Ha
OCHOBE MO/JICJIH yIPO3 U YSI3BUMOCTEHA.
3.2. Cmonemuposats C B iporpamme ['PU® Mogenb yrpo3 u yss3BUMOCTEH.
3.3. Harmmcatp oTueT mo npojaenanHol padoTe.
3.4. IIpoiiTi TECTUPOBAHHUE.
4. Meroauka BBITIOJTHEHHS paOOThI

K nynkry 3.1

[Ipumep pacuera puCKOB HHPOPMAIMOHHON CHCTEMbl HAa OCHOBE MOJEIH Yyrpo3 U
YSA3BUMOCTEMN

PaccmoTpuMm pacuer puckoB mns oxHoro pecypca Wb, Tak kak uisi OCTaJbHBIX PHUCK
PacCcUMTHIBACTCS aHAJOTUYHO.

Taobmuia 28 — Mcxonaele JaHHBIE

Pecypce Yrpo3sl Ya3BuUMOCTH
Cepsep VYrpo3sa 1 Vazsumocts 1
(KpUTHUYHOCTD Heasropuszosannoe OrcyrcTBue  permameHra  JOCTyna B
pecypca 100 | npoHUKHOBEHUE HapylIuTeNs | IOMELIEHUs C pecypcamu, COJEpKalluMU
y.e.) BHYTPb OXpaHJIEMOIo MepUMeTpa | HEHHYI HH()OpMALIUIO

(0IHOTO U3 EPUMETPOB) VI3BIMOCTE 2

OrcyrcTBHE CHUCTEMBI HAOIOICHUS
(BUeOHAOMIOACHUE, CEHCOpbl W T.JI.) 3a
00BEKTOM (WJIM CYIIECTBYIOIIAs CHCTEMA
HaOJIIOIEHUs] OXBAaTBHIBAET HE BCE BaXKHBIE
O0OBEKTHI)




VYrpoza 2

HeasTropusoBannas
MoaupuKkanus uHPOpMALUU B
CUCTEME OJIEKTPOHHOW IIOYTHI,
XpaHsALIEHCs Ha pecypce

Vsa3sumocTs 1

OtcyrcTBUE aBTOpU3ALMM JUIsI BHECEHMUS
WU3MEHEHUN B CUCTEMY DJIEKTPOHHOM IOYTHI

Vsa3BuUMOCTS 2

OtcyrctBue  periameHta  paboTbl €
CHCTEMOH  KpHUNTOrpauyecKoil  3amuThl
NIEKTPOHHON KOPPECTIOHICHIINA

VYrpo3za 3 Vsa3BumocTs 1

Pazrnamenne OrtcyrcTBHE CoTJIallleHUI 0

KOHPUIACHITUATHHOMN KOH(PHUACHIINATBHOCTH

nHpopMauu COTpYIHUKAMU

bopman pyA Vsa3BumocTs 2
KOMIIaHUH

Pacnipenenenne atpulOyroB 06€30MacHOCTH
(xmroun  JocTyma, MUQPOBAHUSA) MEXKIY

HECKOJIbKMMH NOBCPECHHBIMU COTPYIHUKAMU

Tabmumua 29 — 3HavueHue BEpOSTHOCTH U KPUTHYHOCTH TSI CBSI3KH yIpo3a — YI3BUMOCTh

BepostHOCTE peanu3anuu
Vrposa/Y #3BHMOCTS yrpo3bl Yepe3 TaHHYIO Kputnunocts peanuzanmu
YSI3BUMOCTD B TEUEHHE T0J1a yrpo3sl ER, %
P(V), %
VYrpo3za 1/Ysa3Bumocts 1 50 60
VYrpo3za 1/Ysa3BuMocTs 2 20 60
VYrpo3za 2/Ysa3Bumocth 1 60 40
VYrpo3za 2/Ysa3BUMOCTD 2 10 40
VYrpo3za 3/Ysa3BumocTh 1 10 80
VYrposa 3/Ysa3BumocTs 2 80 80
Pemenue
Tabnuma 30 — YpoBeHb yrpo3sl
YpoBeHb yrpo3bl IO BceM
ySI3BUMOCTSIM, Uepe3 KOTOpbhie
Yposens yrpossr Th peanusyercs JaHHas yrposa
VYrpo3a/Ysa3BUMOCTh Th ER P(V) CTh
= — X —
100 100 n
CTh=1- H(1 —Th)
i=1
VYrposa 1/Ysa3BumocTs 1 0,3
0,384
VYrposa 1/Ysa3BumocTs 2 0,12
VYrpo3a 2/Ysa3BumocTh 1 0,24 0,270




VYrpo3sa 2/Ya3BUMOCTb 2 0,04

VYrpo3sa 3/Ysa3BumocTs 1 0,08
0,669
VYrpo3za 3/Ya3BUMOCTb 2 0,64
Tabnuma 31 — O6muii ypoBeHb yrpo3, ISHCTBYIOMNX HA Pecype
YpoBeHb yrpo3bl 10 BCEM
ySI3BUMOCTSIM, U€pe3 KOTOpble OO0wmuii ypoBeHb Yrpo3 1o
peanu3yercs TaHHAas yrpo3a pecypc CThR

VYrpo3za/Vs3BUMOCTh CTh

n
n CThR =1 — H(1 — CTh))
CTh=1— 1_[(1 _Th) i1
i=1

VYrpoza 1/Ysa3sumocts 1

0,384
VYrpo3za 1/Ysa3BuMocTs 2
VYrpo3za 2/Ysa3BumocTh 1
0,270 0,8511
VYrpo3za 2/Ys3BUMOCTD 2
VYrpo3za 3/Ysa3sumocth 1
0,669

VYrpo3za 3/Ysa3BuUMOCTb 2

Kputnunocts pecypca (ymep0, KOTOpbIi TOHECET KOMIaHUs OT moTepu pecypca) — 100 y.e.

Tabnuma 32 — Puck pecypca B ICHE)KHBIX €IMHUAIIAX

OO6mmit ypoBeHs yrpo3 no pecypcy CThR

v Ny n Puck pecypca R, y.e.
rpo3a/yY s3BUMOCTb
P CThR =1 — 1_[(1 — CThy) R = CThR X D
i=1
VYrpo3za 1/Ysa3Bumoctsb 1
VYrpo3za 1/Ysa3BuMocTh 2
VYrpo3a 2/Ysa3Bumocts 1
0,8511 85,11

VYrpo3a 2/Ya3BumMocTh 2

VYrpo3a 3/Ysa3Bumocts 1

VYrposa 3/Ysa3BumocTh 2

Taxum 06pa3oM, MOTYYUM PUCK PeCypca, PACCUUTAHHBIHN 110 MOJIENH YIPO3 U YSI3BUMOCTEH.

Puck pecypca B ypoBHsX (IIPOLIEHTAX)

Kputnunocts pecypca D — 4 ypoBeHb (110 5-ypoBHEBO HIKae).

[Ikana:
1 2 3 4 5
I P .
O 20 a0 50 B0 100

1 ypoBens — 20%);




2 yposenb — 40%);
3 yposenb — 60%);
4 yposenb — 80%);
5 yposens — 100%.

D = 80%.
Tabmuua 33 — Pacuer pricka pecypca 1o MOAEIH yrpo3 U YsI3BUMOCTEH
OO6mwuit yposeHns yrpo3 no pecypcy CThR
n Puck pecypca R, y.e.
Yrposa/Vsssumocts CThR = 1 — 1_[(1 — CTh)) R=CThRXD
i=1
VYrpo3za 1/Ysa3Bumocts 1
VYrpo3za 1/Ys3BuMocTs 2
VYrpo3a 2/Ysa3Bumocts 1 0.8511x80=68,088
0,8511

VYrpo3a 2/Ya3BumocTs 2 68,088%=4 ypoBeHb
VYrpo3za 3/Ys3BumocTs 1
VYrpo3za 3/Ysa3BuUMOCTb 2

K nynkry 3.2

1. Ortxkpeith nporpammy ['PU®. Bribpats anroputM «AHaIM3 MOJCIH yIrpo3 U ySI3BUMOCTEH».
OTKpBITH paHee CO3JaHHBIM MPOEKT, HakaB KHOMKY «OTKPBITh MPOEKT...», JTUO0 co3manTe
HOBBIH MPOEKT, €CIIH €T0 eIlle HET.

2. OTKpBITHE TIPOCKTA:

2.1. BeibepuTe Ha3BaHUE MTPOCKTA.

3. CpoiicTBa mpoeKTa

3.1. Ha Bxuaake IlIpoekt mnepeiinure B CBoiictBa mpoekrta/Unentudukanus. Bemute
Ha3BaHUWE OOBEKTa, OTBETCTBECHHOTO 3a BHIMOJIHEHHE PAa0OTHI IMOJIL30BATEIS U €ro
JIOJKHOCTb.

3.2. BeiOepuTe ypOBHH, OIECHKY KPUTUYHOCTH M CIWHUIBI H3MEPEHHS] IO CBOCMY
YCMOTPEHHIO.

4. Paznen «MoienupoBaHUE CHCTEMBIY:

4.1. 3a"ecuTe OTAEIbI KOMITAHUN.

4.2. 3aHecuTte pecypchl KOMIIAaHUH, YKaXKUTE, K KAKUM OTJIEIaM OHU OTHOCSITCS, B CBOHCTBaxX
pecypca yKaXuTe KpUTHYHOCTh pecypca.

4.3. BeiOepute ¥3  CIOMCKAa  TpelOoNpeAeNieHHble  YIpo3bl,  JCUCTBYIOIIME  Ha
nHpOpMalMOHHYIO cuctemy (He meHee 10 yrpos).

4.4. CaMOCTOSITENIBHO BBEAMTE YA3BUMOCTU (HE BHIOMpAs W3 CIHUCKA MPEAOIpeeIeHHBIX
ySI3BUMOCTEH), YKaKUTE YTPO3bl, KOTOPbIE PEATU3yIOT BBEJACHHBIE YSI3BUMOCTH.

4.5. Beenute pacxosl Ha Vb (ITpunoxenwue b).

5. Pazgen «Csizu»:

5.1. YkaxuTe, Kakue yrpo3bl AEUCTBYIOT Ha KK PECypC U YSI3BUMOCTH, Y€pe3 KOTOPhIE
pean3yloTCsl YTpo3bl, TaK, YTOOBI B pacyeTax y4yaCTBOBAJIM BCE BBEICHHBIC YTPO3BI U
ySI3BUMOCTH.

5.2. YKaxuTe BEpPOSATHOCTH YI'PO3bl Yepe3 JaHHYIO ySI3BUMOCTb.




5.3. YKaXuTe KpUTHYHOCTH PEATH3ALUU YTPO3BI.
6. Ortuer:

6.1. Co3paiite otuer (Otuer/Co3aaTh OTYET).

6.2. BeiOepuTe CTpYKTypy OTYETa U HEOOXO MBI ITYHKTHI.

6.3. [Ipoananu3upyiiTe TaHHBIE OTYETA.

7. VYmpaBieHHE pUCKaMHU:

7.1. 3apaiite koHTpMepsl K yrpo3am (Kontpmepsl/Ympasinenue puckamu). s storo
YCTpaHUTE HEKOTOPbIE YS3BHMOCTH, BBEAWTE CTOMMOCTH BHEIPEHUS KOHTPMEpPHI U
BO3MOKHOE CHIDKeHue 3arpat Ha Ub.

8. Oruer:

8.1. Co3maiiTe IOBTOPHBII OTYET.

8.2. [Ipoananu3upyiiTe, U3MEHWICS JIH PUCK TIPU 33JaHIUH KOHTPMED.

8.3. [Ipu HEOOX0MMOCTH, TIPOJISIIANTE TIPOIIEAYPY YIIPABIICHUS PUCKAMU €Il Pas.

K mynkry 3.3
Otyet no nmabopaTopHOi paboTe JOKEH COEPKATh:

® JIaHHBIC U PE3yJAbTATHl PYYHOTO pacyueTa,

e o0OocHoBaHue BbIOOpa ysa3BUMOcCTel U yrpo3 B UC;

e SKpaHHBIE (POPMBI TIPOIIECCa BHITIOJIHEHHS paOOTHI;

® KpaTKHe OTYETHI MPOTPaMMBI J0 ¥ MOCIIE YIIPABJICHUS PUCKAMU;
e ananu3 puckoB B MC no oTueram;

®  BBIBOJBI.

K nynkry 3.4
KoHTpoJibHBIE BOITPOCHI:

1) Jlaiite onpenenenue pucka 1B,

2) [MHaiite onpenenenue yrpossl Ub.

3) Hanumute u nosicaute Gopmyny i pacuera ypoBHs yrpo3sl 1o ys3sumoctu Th mis
pexuMa ¢ 0JIHON 0a30BOM YIPO30H.

4) CdhopmynupyiiTe OCHOBHYIO 3a/1auy HHKEHEPHO-TEXHUUECKHX CPEICTB 3aIIIUTHI.

5) Kak Bbl TOHMMaeTe MNPHHIMII «YETHIPEX IJIa3» M KaK Ha IMPAKTHKE MOYKHO €ro
pean3oBarh.

TecTtupoBanue mo jJaboOpaTOpHON pabOTEe MPOXOIUTH Ha caiTe http://des.fpmt.vyatsu.ru/ B

paznene «OCcHOBBI HHPOPMAITMOHHOM 0€3011aCHOCTH


http://des.fpmt.vyatsu.ru/

[Ipunoxenue A
BapuanTtsl s 1adopaTopHBIX padoT

Tabnuua 34 - BapuanTsl Mojeneil HHGOPMAIIMOHHBIX CUCTEM U JJONOJHHUTEIbHBIEC JAHHBIC

Ne papuanTa | Ha3zBanue mopaenu JlomomHUTEIBHBIE JTaHHBIE K JIAOOpaTOpHOU
pabote Nel

1 Y4eOHO-MEeTOAMYECKUN HEHTP Paznen «KoHTpoJb noctynay

2 OnToBO-pO3HUYHASI TOPTOBJIIA Pazen «®uznyeckas 6€30MacCHOCTH

3 [Tonpasnenenne Paznen «OpranuzanvoHHbIE MEPHI»

rOCy/IapCTBEHHOTO YUPEKICHUS

4 CrpourenbHas pupma Paznen «VYmpaBneHue KOMMYHUKalUsIMH U

poleccammy

Ornmcanue MoJIeTei:
UC «YyebHO-MmeToANYECKUIA LIeHTP»
1. Ycnosua pacnonoxeHuna oCHOBHbIX cocTasaatowmx NC
1.1. NC pacnonoxeHa Ha 1 aTaxke 2 3Ta)KHOro 34aHuA.
1.2. Bxopa B momelLeHMe OCyLLLeCTBAAETCA NO NPOMyCcKam Yyepes BaxTepa.
1.3. OxpaHy nomeLlLeHMA OCyLLEeCTBAAET OXPaHHOe NpeanpuaTme.
1.4. KabuHeTbl, B KOTOpbIX pacnonoxeHa NC, 060pyaoBaHbl OXpPaHHO-NOXKAPHOM CUTHAN3AUMEN.
1.5. 1Bepu o60pyaoBaHbl 3aMKaMU.
1.6. OkHa nomeLLeHMa 06opyA0OBaHbI Kantosu.
2. Tononorusa UC n KoHpUrypaums eé otaenbHbIX KOMMOHEHTOB.
2.1. UeHTpanbHbIN y3en 06paboTKM AaHHbIX
Cepsep c 6a3on gaHHbIx 1C Byxrantepua Ha OC Microsoft Windows Server 2003 R2. AHTMBUpYC
Kacnepckoro 6.0 ansa Windows Workstation. B UC ncnonbsyetca oguH LeHTpanbHbIM y3en
06paboTKM AaHHbIX, KOTOPbLIV PACNONOXKEH B OTAENbHOM KabuHeTe.

2.2. ABTOMaTU3npOBaHHble paboune mecta (APM) nepcoHana.
OcyuwecTsnatoT BBoA M 06paboTky AaHHbIX B MUC. OC Microsoft Windows XP Professional SP2 u
CpencTBo aHTUBMPYCHOM 3awwmTbl AHTUBMpPYC Kacnepckoro 6.0 gna Windows Workstation.
Ncnonbayetcs 8 APM nepcoHana yCTaHOBNEHHbIX B OTAE/1bHOM KabuHeTe.

2.3. ABTOMaTU3UpOBaHHble paboune mecta (APM) yueHUKOB.
OcyuwectenatoT BBoA AaHHbIX B UC. OC Microsoft Windows XP Professional SP2 u cpeactso
aHTMBMpPYCHOW 3awmTbl AHTMBKMpPYC Kacnepckoro 6.0 ans Windows Workstation. Tpuauate APM
YYEHMKOB YCTAaHOB/EHbI B TPEX OTAE/IbHbIX KAaBUHETaXx.

3. TMepeveHb obpabaTbiBaeMbIX AaHHbIX:
®  [JaHHble O COTPYAHMUKAX;
® [JaHHble 06 yyalmxcs;
e byxrantepus;
e [naHHble yyebHOro npouecca;
®  [JaHHble agMUHUCTPUPOBAHMA CETH.
4. (CBA3M MeXKAay OCHOBHbIMW KOMNOHeHTamum UC.
4.1. dusmnyecKkne ceasu.




CtpyKTypa nHpopmaumoHHoro B3anmogeiictema B MUC peanmsoBaHa Ha OCHOBe COOCTBEHHOM
OZHOPAHTOBOM SI0KaNbHOM CeTu Nepesayn AaHHbIX. 33 Npeaesibl KOHTPOANPYEMOWM 30HbI
JIOKA/IbHO-BbIYUC/IUTENbHAA CETb HE BbIXOAUT. MmeeT o4HOTOYEYHOE MOAK/IOYEHME K CETAM CBA3M
06Lero noNbL30BaHMA N CETAM MEXAYHAPOAHOro MHGOPMALMOHHOTO 06MeHa Yepes ceTb
nposangepa, U UMeeT ciegyolwme pusmyeckme ceasu:
e obopynosaHue UC nogkntoveHo npu nomolum ADSL mogema K cermeHTy ceTu npoBanaepa;
® B KaKAoOM KabuHete APM o6begmHeHbI B CETb Yepes3 KOHLLEHTPATOPbI;
e Bce APM ob6beauHEHbI B CETb Y UMEIOT BbIXO[, B UHTEPHET Yepes aKTUBHOE ceTeBoe
obopyposaHue npoussogactsa Cisco.
4.2. TexHONOrM4YecKue ceA3N.
B npouecce 06paboTkuM gaHHbIX B UC MCNONb3yOTCA Caeaytowme TeXHOI0MMu:
® [aHHble XPAHATCA Ha LLeHTPaIbHOM y3/1e 06paboTKM AaHHbIX B CMEeLNasbHO NpeaHa3HaAYeHHOM
ana atoro CYB/[, (1C byxrantepus);
e [10, obecneunsatoulee nepesadyy NepPCoHasbHbIX ZaHHbIX OT KOHEYHOro nepudepunHoro
obopyaosaHua ao CYB/, pabotaet no npotokony TCP/IP.
4.3. OYHKUMOHANbHbIE CBA3MN.
BeeneHHble Ha APM coTpyAHWKOB AaHHble MepecbiaatoTCA HEMNOCPEACTBEHHO Ha LLEeHTPas/IbHbI
y3en 06paboTKM AaHHbIX W 3arpyKatoTca oTTyaa.

5. Pexum U1 cTeneHb y4acTmaA nonb3oBaTeneit B 06paboTke AaHHbIX.
O6paboTKa AaHHbIX BO BCeX KOMMNoHeHTax MC ocyLlecTBasaeTca B MHOTOMO0/1b30BaTE/IbCKOM
pexume. [Ina orpaHnyeHna 4ocTyna K MHGOpPMaLMOHHOM cucTeMe, Ha aBTOMATU3NPOBAHHbIX
pabouymx MecTax akTUBMpPOBaHa PpyHKLUMA BXOAa B CUCTEMY MO Napoo CpeacTBamMM onepaumoHHON
cucrembl Windows XP.

5.1. MNonb3oBaTenu, yyacteytowme B 06paboTKe gaHHbIX.

e AaMUHUCTpaTOp ceTu (1 YeNoBEK) OCYLLECTBASET HACTPOIMKY CETEBbIX YCTPOMCTB U CEPBUCOB,
Bxoaawmx B IC, oTBeyaeT 3a HaCTpoWKy n becnepeboiiHyto paboTy ceTeBoro o60pyaoBaHus.
AZLMUHUCTPATOP CETU BNPaBe NPOBOAUTL TEXHUYECKOE 0OCNYKMBAHME N HAacTPoKky APM
COTPYAHWKOB, OCYLLECTBAATb KOHTPO/Ib 3@ aHTUBMPYCHOM 3aWUTON. ALMUHUCTPATOP
3aHMMAEeTCA 06CNyKMBaHWMEM U HACTPOMKOM CpeacTs 3awmnTbl MHGopmaumm B UC, ocyliecTeaaeT
pasrpaHuYeHne A0CTyNa B 3almeHHY0 nHpacTpykTypy UC, passepTbiBaHWe U HacTpoiKy C3U
B pamKax UC, a TaK e MMeeT NOJIHbIN A0CTYN K AaHHbIM aAMUHUCTPUPOBAHUA CETH.

e [lnpekTop (1 4yenoBeK) He UMeET NOJHOMOYMUI BHOCUTb MOANDUKALMKN B HACTPOMKM KaKoro-
nmbo obopyaosaHma, HO cnocobeH BBOAWUTb M yaanaTb 3anmcn n3 1C byxrantepumsa B pamkax
6a3bl faHHbIX O PabOTHMKAX U yYaLLMXCA.

e byxrantep (1 yenosek) He UMeET NOJIHOMOYMIN BHOCUTb MOANPUKALLIMM B HACTPOMKM KaKOro-
nmbo obopyaoBaHma, HO cnocobeH BBOANUTb M yaanaTb 3anucu ns b, 1C byxrantepus B pamkax
AaHHbIX Byxrantepuu, a Tak e MMeeT NPaBO YTEHMA AAHHbIX O PAaBOTHUKAX U yYaLLMXCA.

e [IpenopasaTens (5 4enoBek) He UMeeT MOIHOMOYMNI BHOCUTL MOANPUKALMM B HACTPOIKK
Kakoro-nmbo obopyaoBaHus, Ho cnocobeH BBOAUTb M yaanAaTb 3anucu us b/ 1C B pamkax
AaHHbIX y4ebHOro NPoLecca, a Tak e YTeHMe AaHHbIX 06 yyawmxca.

®  YyeHuK (50 yenosek) He UMeET NOJIHOMOYMNIA BHOCUTb MOAUPUKALLMM B HACTPOIMKM KaKoro-amnbo
060pyAo0BaHUsA, Ho cnocobeH ynTaTtb 3anuncu b, 1C byxrantepus B pamKax faHHbIX y4ebHoro
npotecca. TakK e yYalminca MmeeT NPaBo aBTOPU30BAHHOIO A,0CTYNA K AaHHbIM y4ebHOro
npoLecca yaaneHHo Yepes UHTEPHET.

6. [Mpoune gaHHble O cUCTEME.



6.1. [1ns BOoCCTaHOB/IEHUA ONEPALMOHHON CUCTEMbI U CPEACTB 3alLUNUTbI, BXOAALLEN B ee COCTaB
NCNO/b3YHOTCA IMLLEH3NOHHbIE ANCTPUOYTUBHbBIE Nporpammbl MS Windows n MS Office.

6.2. Pe3epBHOe KonMpoBaHne nHbopmaLmm ¢ paboumnx Mect NPOn3BOANTCA CUCTEMHbIM
aAMUHUCTPATOPOM Ha CbeMHble ANCKOBbIE HaKoNUTeNn MHbopMaLnK.

6.3. Bce paboTbl C aBTOMaTU3UPOBAHHON CUCTEMOM, B TOM YMC/Ie OOHOB/IEHWE NPOrPAMMHOIO
obecneyeHun, aHTUBUPYCHbIX 6a3, pemMoHT, mogepHusaumna AC npoBoaaTca aAMUHUCTPATOPOM
CeTU 1 OTpaXKaloTCA B XKypHaJsie yyeTa paboT c aBTOMaTU3MPOBAHHOM CUCTEMOMN.

NC «ONTOBO-pPO3HUYHAA TOProBAA»
1. Ycnosua pacnonoreHma OCHOBHbIX cocTasaatowmx NC
1.1. NC pacnonoxeHa Ha 1 aTaxke 2 3Ta)KHOro 34aHuA.
1.2. Bxopa B nomelLeHME OCYLLLECTBIAETCA MO 3/IEKTPOHHbIM MPOMNYyCKam Yyepes TYPHUKET U BaxTepa.
1.3. OxpaHy nomeLLeHUA OCyLLEeCTBAAET OXPaHHOe npeanpuaTtme.
1.4. KabuHeTbl, B KOTOpbIX pacnonoxkeHa NC, obopyaoBaHbl OXpaHHO-MOXKAPHOMN CUTHAIM3aUMNEN.
1.5. 1Bepu ob60pynoBaHbl 3aMKaMU.
1.6. OkHa nomeLLeHMa 06opyL0BaHbI Kanto3u.
1.7. YAaneHHbl OAHOSTAXKHbIN CKNaL HAXOAUTCA B MPOMBILLIEHHON 30HE ropoaa.
1.8. BopoTa cknaga 060pyA0BaHbl 33aMKOM.
1.9. OxpaHy nepMmeTpa CKAaACKOMN 30HbI OCYLLECTBAAET OXPaHHOE NpeanpuUATHe.
2. Tononorua UC n KoHpUrypaumsa eé oTae/ibHbIX KOMMOHEHTOB.
2.1. UeHTpanbHbI y3en 06paboTKM gaHHbIX
Cepsep c 6a3on gaHHbIx 1C Byxrantepua Ha OC Microsoft Windows Server 2008. AHTUBMpPYC
Kaspersky Enterprise Space Security. B UC ncnonb3syeTca o4nH LEHTPasbHbIN y3en 06paboTKu
AaHHbIX, KOTOPbIA PAacnosioXKeH B KAbUHeTe OTAeNa TEXHUYEeCKoro obecneveHus.

2.2. ABTOMaTU3npoOBaHHble pabouyne mecta (APM) nepcoHana.
OcywecTtenatoT BBoA M 06paboTKy aaHHbIx B UC. OC Microsoft Windows Seven u cpeacTtso
aHTMBMpPYCHOW 3awmnTbl Kaspersky Enterprise Space Security. Ucnonbayetca 9 APM nepcoHana
YCTaHOB/IEHHbIX B KAOMHETax OTAeNa TEXHUYECKOro obecneyeHuns, pyKoBoACTBa, OTAENAX 3aKYNOK U
NpoAa 1 Ha cKnage.

2.3. MobubHbIN KOMMbIOTEP aAMUHUCTPATOPA CETU.
OcywectenneT BBog, 1 06paboTKy gaHHbix B UC. OC Microsoft Windows Seven u cpeactso
aHTMBMpPYCHOW 3awmTbl Kaspersky Enterprise Space Security. Mcnonbayetcs oanH MoBUAbHbIN
KOMMbOTEP, UMEIOLLMIA LOCTYN K ceTH Yepes 3awndpoBaHHoe wi-fi coegmHeHne n3 nto6oin ToUKM
34aHuA.

3. TMepeueHb obpabaTbiBaeMbIX AaHHbIX:

® 3apnsaTHble HAYMUCNEeHUA;

® [ OKYMeHTbl TOBapoobopoTa;

®  [JaHHble O COTPYAHMUKAX;

®  [JaHHble O KAMEHTaXx;

® KOMMepYecKas TallHa O CcTpaTernun pasBuUTUA NPeanpuaTUS;

® [JaHHble O TOBapax;

®  [JaHHble aMUHUCTPUPOBAHMA CETH;

®  [OKYMEHTAUMA Ha NOXapPHO-OXPaHHYIO CUTHAAN3ALMUIO.
4. (CBA3M MeXKAay OCHOBHbIMW KOMNOHeHTamm UC.

4.1. dusnyecKkne ceasu.



CtpyKTypa nHpopmaumoHHoro B3anmogeiictema B MUC peanmsoBaHa Ha OCHOBe COOCTBEHHOM

O HOPaHroBOW /ioKasibHOM CeTu nepeaadym AaHHbIX. MmeeT ogHOTOYEeYHOE MOAKIIOYEHME K CETAM

CBA3M 06LLEr0 MO/b30BaHUA U CETAM MEXAYHapoAHOro MHGopmMaLnmoHHOro obmeHa yepes ceTb

nposaigepa, n nmeet cneayouime GUsMYecKkme CBA3NU:

yaaneHHbli APM meHegykepa no npoaarkam 2 Ha cknage noAkatdeH cetu internet yepes
onepaTopa COTOBOW CBA3Y;

obopynosaHue NC nogkaoueHo npu nomolm ADSL mogema K cermeHTy CeTU NpoBanaepa;
Bce APM 1 MOBU/IbHbBIN KOMMNbIOTEP F0/IOBHOFO 0dpuca 06beAMHEHbI B CETb M MMEIOT BbIXOZ, B
WMHTEPHET Yepes aKTUBHOE ceTeBoe 060pyA0BaHME MapLLpyTM3aTop npomnssoactea D-Link.

4.2. TexHoNorm4yeckne cBAsu.

B npouecce 06paboTkuM gaHHbIX B UC MCNONb3yOTCA Caeaytowme TeXHOI0MMu:

yhaneHHblh APM meHezrKepa no npogakam Ha CKaaze NogKatoyeH K nokanbHoi CMNA no
TexHonoruu Intranet VPN uepes ceTb internet nposanaepa;

OAHHbIe XPaHATCA HA LLeHTPaAbHOM y3/1e 06paboTKM AaHHbIX B crnelmManbHO NpegHasHayeHHoM
ana storo CYB/[;

MO, obecneumBatoLlee nepeaady NePCOHaNbHbIX AaHHbIX OT KOHEYHOro nepudepuinHoro
obopyaosaHua ao CYB/, pabotaet no npotokony TCP/IP.

4.3. OYHKUMOHANbHbIE CBA3MW.

BeepeHHble Ha APM COTPYAHUKOB AaHHblE nNepecbiNnakoTCcAa HENOCPeaCTBEHHO HaA Ll,eHTpaﬂbeIl‘;I

y3e/ 06paboTKM AaHHbIX U 3arpyrKatoTca oTTyaa.

Pexnm n cteneHb y4acTtnA nosib30BaTenen B o6pa60TKe AaHHbIX.

O6pa60TKa OaHHbIX BO BceX KomnoHeHTax UC ocywecTsnAaeTca B MHOIrono/sib30BaTe/ibCKOM

pexume. Ona OorpaHn4yeHunAa octyna K MHd)OpMaLI,MOHHOﬁ cncTteme, Ha aBTOMaTU3NPOBAHHDbIX
pa60t-|14x MecTax U MobuabHOM KOMMNbHOTEPE aKTUBUPOBAHA d)YHKLI,l/I‘iI BXO4a B CUCTEMY NO Napoato

cpencTBamm onepaumoHHoi cuctembl Windows Seven.

5.1. MNonb3oBaTenu, yyacteytowme B 06paboTKe gaHHbIX.

ApgMmuHucTpaTop ceTu (1 YenoBeK) OCYLLECTBAAET HAaCTPOMKY CETEBbIX YCTPOWCTB M CEPBUCOB,
Bxoanawmx B IC, oTBeyaeT 3a HaCTPoKKy n becnepeboitHyto paboTy ceTeBoro o6opyaoBaHuA.
AQMWHUCTPATOP CeTU BNpaBe NPOBOAUTb TEXHUYECKOe 06CNYKMBaHME U HAacTpoiKy APM
COTPYAHWMKOB, OCYLLLECTB/ATb KOHTPO/b 33 aHTUBUPYCHOM 3aLLMTON. AGMUHUCTPATOP
3aHMMaeTcs 06CNyKMBAHWEM U HAaCTPOMKOM CPeacTB 3awmTbl MHPopmauun B UC, ocywecTnseT
pasrpaHMYeHune A0CTYNa B 3aWMLLEHHYIO MHGpPAcTPYKTYpy UC, pa3BepTbiBaHWe 1 HAacTpoky C3U
B pamkax UC, a TaK e MMeeT NOJHbIV ZOCTYN K AaHHbIM agMUHUCTPUPOBAHUSA CETH.

HauyanbHUK oTAena TexHMUYecKkoro obecneyeHms (1 YeNOBEK) OCYLLLECTBAAET KOHTPO/Ib
PaboTOCNOCOBHOCTM CUCTEM NOXKAPHO-OXPAHHOWM CUTHANN3ALUNN, NHIKEHEPHO-TEXHUYECKNX
CPeACTB 3alWMThl, OTBEYaET 3a NPOBEAEHME MEPONPUATUIA NO 0BYUYEHUIO COTPYAHNKOB
MHPOPMaLMOHHOM U pUusmyeckol 6esonacHocTn NpeanpuaTUA. MIMeeT A0CTYN K AOKYMEHTaLUK
Ha NOXKapPHO-OXPAHHYIO CUTHANMN3ALMIO.

OunpekTop (1 Yyenosek) He MMeET NOHOMOYMNIA BHOCUTb MOANPUKALMMN B HACTPOMKN KaKoro-
b0 060pyaoBaHUA, HO cnocobeH BBOAUTb U yAaNATb 3anuncy us b, 8 pamkax 6asbl 4aHHbIX O
PaboTHMKAX M CTpaTerMn pasBUTUA NPEANPUATUA, AaHHbIX O KIMEHTaX.

ByxranTep (1 4YenoBeK) He UMeeT NOIHOMOYMIA BHOCUTb MOANPUKALMN B HACTPOMKM KaKoro-
b0 06opyaoBaHuA, HO cnocobeH BBOAUTb U yAaNATb 3anncK u3 bl B pamkax gaHHbIX
3apnAaTHbIX HAYNCAEHMI, AOKYMEHTaLMM TOBapoobopoTa, a TaK e MMeeT NpaBo YTeHUA
AaHHbIX 0 paboTHMKaX.



6. [po
6.1.

6.2.

6.3.

[Ba Haya/bHMKa OTAE/10B 3aKYMOK U NPoAaK, MeHeaKep MNo 3aKynkam 1 ABa MeHegKepa no
npogaxam (5 4enoBeK) He MMEeKT NOJIHOMOUYUI BHOCUTb MOANPUKALIMM B HACTPOMKM KaKoro-
mMbo obopyaoBaHumA, HO cnocobeH BBOAUTb U yAanATb 3anncu u3 bl B pamKax gaHHbIX
AOKYMEHTOB TOBAapoob0opoTa, AaHHbIX O KAWEHTaX, AaHHbIX O TOBApax.
Yyme AaHHble O CUCTEME.
[nsa BOCCTaHOBAEHMA ONEPaLMOHHON CUCTEMbI U CPEACTB 3aLLMTbl, BXOAALLEN B €e COCTaB
NCNO/Ib3YHOTCA JIMLLEH3NOHHbIE ANCTPUDOYTUBHbIE Nporpammbl MS Windows.
Pe3sepBHOe KonMpoBaHue MHGopMaLMm € paboumx MecT NPOU3BOAUTCA aBTOMATUYECKU B KOHLE
pabouero aHs cpeacTtsamm nporpammbl Acronis Backup & Recovery.
Bce paboTbl C aBTOMATM3MPOBAHHOM CUCTEMOW, B TOM YMc/ie 0OHOBAEHWE NPOrPaMMHOIo
obecneyeHuns, aHTUBUPYCHbIX 6a3, peMOHT, MogepHusaumnsa AC npoBogaTca agMUHUCTPATOPOM
CETM U OTPAXKAIOTCA B KypHase yyeTa paboT ¢ aBTOMaTU3MPOBAHHOM CUCTEMOIA.

UC «MopapaspeneHune rocyaapcTBeHHOro yupexaeHmua»

1. Ycnosua pacnonoreHma OCHOBHbIX cocTasaatowmx UC

1.1.
1.2.

1.3.
1.4.
1.5.
1.6.
1.7.
1.8.

NC pacnonokeHa Ha 1 1 2 sTa)Kax 2 3TaXHOro 34aHuA.

3naHue obHeceHOo 3abopom, 060pyA0BaHHBIM MEPUMETPANBHBIMU CPEACTBAaMMN OOHAPYKEHNA
NPOHWUKHOBEHWA M 3aKPbIBAOLWMMUNCA BOPOTaMMU.

Bxoa B nomelLeHWe ocyLLecTB/IAETCA NO 3/IEKTPOHHbBIM NPOMYCKam Yepes TYPHUKET 1 BaxTepa.
OxpaHy nomeLLeHMA OCyLLecTBAAET OXPaHHOe nNpeanpuaTme.

KabuHeTbl, B KOTOpbIX pacnonoxeHa NC, 060pya0BaHbl OXPaHHO-MOXKAPHOM CUTHAN3aLMEN.
[Bepun 060pyA0BaHbI 3N1EKTPOHHBIMU 3aMKaMU.

OKHa nomeLeHna 060pyA0BaHbI Kato3u.

OKHa nepBoro ataxa 060pyA0BaHbI PeLIETKaMM C 3aLLUTOM OT CNUANBAHMA.

2. Tononorusa UC n KoHpUrypaums eé otaenbHbIX KOMMOHEHTOB.

2.1

2.2,

3. MNep

LleHTpanbHbIN y3en XpaHEeHUA AaHHbIX
OcyuwectenneT xpaHeHne gaHHbIx. OC Microsoft Server 2003 R2 1 cpeAcTBO aHTUBUPYCHOM 3aLMTbl
Norton Internet Security 2011. CepBep pacrnonoKeH B KabuHeTe cny*Kbbl 6€30nacHOCTH.

ABTOMATU3UpPOBaHHbIe paboune mecta (APM).

OcywectsnatoT BBoA M 06paboTKy aaHHbIX B MC. OC Microsoft Windows XP Professional SP2 u
cpencTBo aHTUBMpPYCHoOM 3awmTbl Norton Internet Security 2011. Ucnonb3yetcs 2 APM B KabuHeTe
HayasibHUKA NogpasaeneHms (Ha4anbHUK, cekpeTapb), 6 APM B KabUHeETE NPUBUAETMPOBAHHbBIX
COTPYAHMKOB (5 coTpyAHMKOB, cekpeTapb), 4 APM B KabuHeTe cneunannctos no pabote ¢
HaceneHunem (3 coTpyaHUKa, cekpeTaps), 2 APM B KabuHeTe cnyxkbbl besonacHocTu
(apmuHncTpaTop ceTn, opuuep HesonacHocTM noapaspeneHmns). Kopnycol Bcex APM oneyaTaHbl,
BO3MOYHOCTb NOAK/IOYEHUA BHELHUX HOCUTENEN MHPOPMALIMN UMEET TONbKO aAMUHUCTPATOP
cetu.

eyeHb O6pa6aTbIBaeMbIX AaHHbIX:
nepcoHa/sibHble gaHHble COTPYAHWUKOB,
nepcoHa/sibHble AaHHble KNTNEHTOB,
AOOKYMEHTbI C!'Iy)KE6HOI'O NON1b30BaHUA,
AOOKYMEHTbI CEKPETHOIO XapaKTepa,
AaHHble agMUHUCTPUPOBAHUNA CETH,
AaHHble ceTeBo 6e30I'IaCHOCTVI;
AOKYyMeHTauunA nomapHo—oxpaHHoﬁ CUrHannsauumn.

4. CBA3M MeKay OCHOBHbIMM KOMnoHeHTamu UC.



4.1. dusnyeckue cBsasK.

CtpyKTypa nHpopmaumoHHoro B3anmogeiictema B MC peanmsoBaHa Ha OCHOBE COOCTBEHHOM

OZHOPAHIOBOM NI0KaNbHOM CeTn Nepesayn AaHHbIX. 33 Npeaesibl KOHTPOMPYEMOW 30HbI

JIOKa/IbHO-BbIYMC/INTE/IbHAA CETb HE BbIXOAUT. MmeeT nogkatoveHue K JIBC ronosHoro oduca.

MmeeT NnoAax/ItoueHne K ceTam CBA3M 06Lero no/ib3oBaHMA U CETAM MEXAYHapo4HOro

nHpopmaumoHHoro obmeHa yepes JIBC ronosHoro oduca, u MmeeT creaytowme pmusnyeckmne

CBA3U:

Bce APM 0b6beanHeHbI B CETb M MMEIOT BbIXO4, B UHTEPHET Yepes aKTUBHOE CeTEBOE
obopypoBaHMe MapLupyTusaTop npomssoacTea Cisco;

MapLpyTusaTop gaHHoi JIBC nogknatodeH K mapwpyTtusatopy JIBC ronosHoro odpuca yepes
OMTOBOJIOKOHHbIN Kabesb.

4.2. TexHoNorm4yecKkue cBAsu.

B npouecce 06paboTkM gaHHbIX B UC Mcnonb3yroTca cneaytowme TeXHOA0Mu:

MO, obecneumsaiollee nepegadvy AaHHbIX Mo ceTn, paboTtaet no npotokony TCP/IP;
ONA 3aWMTbl NepegasBaeMbiX aHHbIX UICNOJIb3yeTcA NPoToKon IPsec.

4.3. OYHKUMOHANbHbIE CBA3MW.

BeepeHHble Ha APM COTPYAHUKOB AaHHblIE nepecbiNnakoTcAa HeENocpeaCcTBEHHO Ha LI,EHTpaﬂbelﬁ

y3e/ 06paboTKM AaHHbIX U 3arpyrKatoTca oTTyaa.

5. Pexum un cteneHb y4acTtnA nosib3oBaTtenemn B O6p360TKe AaHHbIX.

O6pa60TKa OaHHbIX BO Bcex KomnoHeHTax UC ocywecreBnAaeTca B 04HOMNON1b30BaTE/IbCKOM peXXnume.

Ona OorpaHn4yeHunAa AoCTtyna K MHd)OpMaLI,MOHHOl\;I cncreme, Ha aBTOMaTU3UPOBAHHbDIX pa60l-w|x

MECTaxX akKTuBMpoBaHa (I)yHKLI,VIﬂ BXO4a B CUCTEMY NO Napo/ito cpeacrsamm OI'IEpElLI,MOHHOVI cncremol

Windows XP. AyTeHTndMKauma Noib30BaTeNn Ha cepBepe A1 BOSMOKHOCTM 06MeHa AaHHbIMU

peann3oBaHa cpeacTBamu nporpammHoro obecneuvenuns Secret Disk Server NG.

5.1. MNonb3oBaTenu, yyacteytowme B 06paboTKe gaHHbIX.

AamUHUCTpaTOpP ceTu (1 YenoBeK) OCyLLECTBAAET HACTPOMKY CETEBbIX YCTPOMCTB U CEPBUCOB,
Bxoaawmx B NIC, oTBeyaeT 3a HaCTPoKKy 1 becnepeboiHyto paboTy ceTeBoro o60pyAoBaHUsA.
AZLMUHUCTPATOP CETU BNPaBe NPOBOAUTL TEXHUYECKOE 0OCNYKMBAHME N HAacTPOoKy APM
COTPYAHWKOB, OCYLLECTBNATL KOHTPO/Ib 3@ aHTUBMPYCHOM 3aWMTON. MMeeT NosHbIN AoCTyn K
AaHHbIM aLMUHUCTPUPOBAHMA CETU.

Oduuep 6e3onacHocTH (1 yenosek) 3aHMMaEeTCa 06CNYKMBAHUEM U HACTPOMKOM CPeacTB
3awmTbl MHGopmaumm B NC, ocywiecTBnseT pasrpaHUYeHne A0CTYNa B 3aLUMLLEHHYIO
nHdpactpyktypy UC, passepTbiBaHMe U HAacTponKy C3M B pamkax UC, a TaK ke MMeeT NOHbIN
A0CTYN K AaHHbIM ceTeBOM 6€30MacHOCTM M AOKYMEHTALMM NOXKAPHO-OXPAHHOM CUTHAINM3aUMMN.
HauanbHUK nogpasaenenuns (1 yenosek) He UMeET NOJIHOMOYUI BHOCUTb MOANPUKALMK B
HaCTPOIMKM KaKoro-nmbo obopynoBaHus. IMeeT NOAHbIN A0CTYN K AaHHbIM O COTPYAHMUKAX,
KAMEHTaX, LLOKYMEHTaM C/yKebHOro Nnosib30BaHUsA, CEKPETHOIO XapaKTepa.
MpuBMNErNPOBaHHbIN COTPYAHWMK (5 YenoBeK) He MMeeT NOJIHOMOYMIA BHOCUTb MogMbUKaLMmM B
HaCTPOMKM KaKoro-nmbo obopynoBaHua. IMeeT NonHbIM J0CTYN K AaHHbIM KAWEHTOB,
AOKYMeHTaM A4Ns cy»KebHOro nosib3oBaHmMA, cnocobeH YUTaTb AaHHbIE CEKPETHOMO XapakTepa.
Cneumanuct (3 yenoseka) He MMeeT NOJIHOMOUYUI BHOCUTb MOANDMKALMKM B HACTPOMKMN KaKoro-
nnMbo 0bopya0BaHMUA, HO MMEET NMOJIHbIM AOCTYN K AaHHbIM O K/IMEHTAX U LOKYMEHTaM
CNY*KebHOro Nosb3oBaHumA.



e CekpeTapb (3 4yesnoBeKa) He UMeeT MOJHOMOYMNI BHOCUTb MOAMUKALMM B HACTPOIMKM KaKoro-

mbo 0b6opyaoBaHMA, HO CNOCODEH YMTATb AaHHbIE O KIMEHTaX U AOKYMEHTbI C/ly»KebHoro
Nno/Nb30BaHUA.

6. [lpouyne gaHHble O cucTeme.

6.1.

6.2.

[na pe3epBHOro KONMPOBAHMA AAHHbIX HAa CbeMHbIe AMCKOBbIE HAaKoNUTeNM MHOPMaLMKN B KOHLLE
paboyeit cMeHbl 1 BOCCTaHOB/IEHUS ONEPALMOHHOM CUCTEMbI U CPEACTB 3allMTbl, BXOAALLEN B ee
COCTaB UCMOJIb3YIOTCA IMLLEH3NOHHbIe ANCTPUBYTMBHbIE NporpamMmbl Acronis Backup & Recovery.
Bce paboTbl c aBTOMATU3NMPOBAHHOMN CUCTEMOM, B TOM YMcae 06HOBAEHWE NPOrPAaMMHOr0
obecneyeHus, aHTUBUPYCHbIX 6a3, peMOHT, MogepHm3auma AC NpoBoaaTCA aAMUHUCTPATOPOM
CeTU 1 OTpaXKaloTCA B XKypPHaJie yyeTa paboT c aBTOMaTU3MPOBAHHOM CUCTEMOMN.

UC «CtpoutenbHaa pupma»

1. Ycnosua pacnonoreHma OCHOBHbIX cocTasaatowmx UC

1.1.
1.2.
1.3.
1.4.
1.5.
1.6.

MC pacnonorkeHa Ha 2 aTaxe MHOrO3TaXKHOro 34aHUA.

Bxop, B 35aHUe B paboyee Bpema cBOOOLHbIN.

Bxoga, B oduC ocyLLecTBAAETCA NO 3NEKTPOHHbIM NPOMYCKaM.

OxpaHy NOMeLLEeHMA OCYLLECTBAAET OXPaHHOe NpeanpuATHe.

KabuHeTbl, B KOTOpbIX pacnonoxeHa NC, 060pya0BaHbl OXPaHHO-MOXKAPHOM CUTHAIN3AUMEN.
[Bsepun obopyaoBaHbl 3aMKamu.

2. Tononorusa UC n KoHpUrypaums eé otaenbHbIX KOMNOHEHTOB.

2.1.

2.2,

2.3.

3. MNep

Y3en xpaHeHua AaHHbIX

CepBsep xpaHeHuna gaHHbIx Ha OC Microsoft Windows Server 2008. AHTusmpyc Kaspersky Enterprise
Space Security. B IC ncnonb3yetca 4Ba y3en XxpaHeHWA AaHHbIX, KOTOpble pacnoiaratoTca B
KabuHeTe agMUHUCTPaLMK U paboyem KabuHeTe.

ABTOMATU3NpPOBaHHble paboune mecta (APM) nepcoHana.

OcywecTtenatoT BBoA M 06paboTKy aaHHbIXx B UC. OC Microsoft Windows Seven v cpeacTtso
aHTMBMpPYCHOW 3awuTbl Kaspersky Enterprise Space Security. Mcnonbsyetca 11 APM nepcoHana
YCTaHOB/IEHHbIX B KabMHETe agMUHUCTPaLMKM (AnpPeEKTop, Byxrantep, meHeaKep no paboTe ¢
KAMEeHTaMK, MeHegKep no paboTe ¢ NogpaaHbIMKU OpraHM3aumMaMm) n KabuHete otgena
pa3paboToK (3 gM3aiHepa, 3 NPOEKTUPOBLLMKA, cneymannct ACY).

Mob6U1NbHBIN KOMNbIOTEP aAMUHUCTPATOPA CETU.
OcyuwectenaeT BBog, 1 06paboTKy gaHHbix B C. OC Microsoft Windows Seven u cpeactso
aHTMBMpPYCHOW 3awmTbl Kaspersky Enterprise Space Security. Mcnonb3yeTtcsa ABa MO6UIbHbIX
KOMMbOTEPA, UCMOJIb3YEMbIX MEHEAKEPAMM MO PaboTe € KAMeHTaMu 1 No paboTe ¢ noApAAHbIMU
OpraHM3auMaMM Npu Bble3gax Ha OOBEKTLI.

eyeHb 0bpabaTbiBaeMbIX AaHHbIX:
NAH nepcoHana;
NAH KNNMeHTOoB;
OaHHble 0 NOAPAAHbIX OPraHM3aumAx;
OaHHble aAMUHUCTPMPOBAHUA CETY;
byxrantepus npeanpuATUN;
Aun3aHepcKkne paspaboTku;
NPOEKTHble pa3paboTKu;
JaHHble 06 obbeKTax;
KOMMepUecKan TallHa o cTpaTerMm pasBuTUA NpeanpuaTus.



4. (CBA3M Mexay OCHOBHbIMWM KOMMNoHeHTamu UC.

4.1. dusnyeckue cBsasu.

CtpyKTypa nHpopmaumoHHoro B3anmogeiictema B UC peanmsoBaHa Ha OCHOBE COOCTBEHHOM

O HOPaHroBOW JIoKasibHOM CeTu nepeaadym AaHHbIX. UMeeT ogHOTOYEeYHOE MOAK/IIOYEHME K CETAM

CBsi3M 0OLLEro No/b30BaHMA U CETAM MEXAyHapoaHOro MHPOpMaLMOHHOro obmeHa Yepes ceTb

nposangepa, U UMeeT ciegyowme pusmdyeckme ceasu:

obopynosaHue NC nogkaoueHo npu nomolm ADSL mogema K cermeHTy CeTU NpoBanaepa;
Bce APM 0bbeanHEHbI B CETb M MUMEIOT BbIXOZ, B UHTEPHET Yepes akTUBHOE CETEBOE
obopynoBaHuMe mapLupyTusaTop npoussoactsa D-Link;

ABa MOBMIbHBIX KOMMbIOTEPA NOAK/IOYEHDbI K CETU internet Yepes onepaTopa COTOBOM CBA3M.

4.2. TexHoNorm4eckue cBAsu.

B npouecce 06paboTkuM gaHHbIX B UC MCNoNb3yoTCA caeaytowme TeXHOI0rMu:

MOOU/IbHBIE KOMMbOTEPbI MOAK/OYAOTCA K IoKanbHOM CIN/ no TexHonormm Intranet VPN yepes
ceTb internet npoBanaepa;

An3aitHepbl 1 NPOEKTUPOBLLMKN MOTYT NOAKAYATLCA K NoKanbHou CMNJA u3 goma no
TexHonoruu Intranet VPN uepes ceTb internet nposanaepa;

AaHHble XPaHATCA Ha cepBepax XpaHeHWUs AaHHbIX B CNeLMaibHO NpeaHa3HaYeHHOoM Aa 3Toro
YIY

MO, obecneumBatoLlee nepesayvy NePCoOHaNbHbIX AaHHbIX OT KOHEYHOro nepudepuinHoro
obopyaosaHua ao CYB/, pabotaet no npotokony TCP/IP.

4.3. OYHKUMOHANbHbIE CBA3MN.

[aHHble ¢ cepBepoB MOryT 6bITb 3arpyrkeHbl Ha APM cOTPYAHWKOB M MOBU/IbHbIE KOMMbIOTEPLI U

nocne Bcex onepauunto 3arpy>KarTca Ha cepBep.

5. Pexum un cteneHb y4acTtnA nosib3oBartenemn B o6pa60TKe AaHHbIX.

Ona OorpaHn4yeHunAa AoCTtyna K MHd)OpMaLI,MOHHOl\;I cncreme, Ha aBTOMaTU3UPOBAHHbDIX pa60l-w|x

MecTax U MobuabHom KOMNbOTEPE aKTUBNPOBAHA (I)YHKLI,MFI BXOA4a B CUCTEMY NO Napoato

cpeacTeamum onepaumoHHoi cuctembl Windows Seven.

5.1. MNonb3oBaTenu, yyacteytowme B 06paboTKe gaHHbIX.

Cneumanuct ACY (1 yenoBeK) ocyLLecTBAAET HACTPOMKY CETEBbIX YCTPONCTB U CEPBUCOB,
Bxoaawmx B NIC, oTBeyaeT 3a HaCTpoKKy n becnepeboitHyto paboTy ceTeBoro 060pyaoBaHUs.
AZLMUHUCTPATOP CETU BNPaBe NPOBOANTL TEXHUYECKOE 0OCNYKMBAHME N HAacTPOKy APM
COTPYAHWKOB, OCYLLECTBASATb KOHTPO/Ib 3@ aHTUBMPYCHOM 3aWNTON. ALMUHUCTPATOP
3aHMMaeTCcA 06CyKMBaHWMEM U HAaCTPOMKOM cpeacTs 3alwmTbl nHPopmaummn B UC, ocywectenset
pasrpaHnYeHne A0CTyNa B 3alMLeHHY0 nHpacTpykTypy UC, passepTbiBaHWe U HacTpoiky C3U
B pamKax UC, a TaK e MUMeeT NOJIHbIN A0CTYN K AaHHbIM aAMUHUCTPUPOBAHUA CETH.

Ounpektop (1 yenosek) He MUMeEeT MOIHOMOYMNIN BHOCUTL MOAMUKALMM B HACTPONKM KaKoro-
nmbo obopyaoBaHua. UmeeT NoAHbIM AOCTYN KO BCEM AAaHHBIM KpOME aAMUHUCTPUPOBAHUS
CeTN U K Byxrantepum TONIbKO YTeHME.

Byxrantep (1 4enoBeK) He MMEeEeT NOJIHOMOYUI BHOCUTb MOANDUKALMM B HACTPOMKMN KaKoro-
nmbo obopyaosaHua. MmeeT NoHbIM AocTyn K 6yxrantepum u yteHuto MNOH nepcoHana.
[unsaliHep (3 yenoBeKka) He MMmeeT NOJIHOMOYUIA BHOCUTb MOgMUKaALMM B HACTPOMKM KaKoro-
nmbo obopyaoBaHma. MMeeT NOAHbIN AOCTYN K AM3aMHEPCKUM pa3paboTKamM U YTEHUIO AaHHbIX
06 obbeKTax.



e [lpoeKTUPOBLIMK (3 YenoBeKa) He MMeeT NOHOMOUYMIA BHOCUTb MOANPUKALIMM B HACTPOKN
Kakoro-nnmbo o6opyaosaHuA. MmeeT NoHbIA A0CTYN K NPOEKTHbIM Pa3paboTKam U YTEHUIO
OaHHbIX 06 06beKTax.

e MeHeaep no pabote c KAMeHTamu (1 YenoBek) He MMeeT NOAHOMOUYUIA BHOCUTb MoAUPUKaLMUM
B HAaCTPOWMKM KaKoro-1nmbo obopyaoBaHus. MMMeeT NoJiHbIN AOCTYN K AaHHbIM O KIMEHTaXxX U
YTEHUIO AaHHbIX 06 06beKTax, AM3aMHEPCKUX U NMPOEKTHbIX pa3paboTkax.

e MeHeaep no pabote c noapAAHbIMU OpraHu3aumamm (1 Yenosek) He UMeeT NOHOMOYUIA
BHOCUTb MOANPUKALIMM B HACTPOMKMN Kakoro-nmbo obopyaoBaHus. MmeeT NoJiHbIN AOCTYN K
OAHHbIM 0 NOAPALHbLIX OPraHM3aLMAX U YTEHWUIO AaHHbIX 06 06beKTax, AN3aHEPCKUX U
NMPOEKTHbIX pa3paboTKax.

MNpoune gaHHbIE O cucTeme.

6.1. Jns BOCCTaHOB/AEHMA ONEPALMOHHON CUCTEMbI U CPEACTB 3aLLMTbl, BXOAALLEN B €e COCTaB
NCMNONb3YHOTCA IMLLEH3NOHHbIE AUCTPUOYTUBHbIE Nporpammbl MS Windows.

6.2. Pe3epBHOe KonMpoBaHue MHGoOpMaLMK € Paboumx MecT NPOMU3BOLUTCS AaBTOMATUYECKM B KOHLLE
paboyero aHAa cpeacTtBamm nporpammbl Acronis Backup & Recovery.



[Ipunoxenue b
CpeacrBa obecnieueHus1 HHPOPMALMOHHOH 0€30MACHOCTH

Tabmuma 35 — CrouMOCTh HEKOTOPBIX CpeACTB obecnedeHus WHOOPMAITMOHHON
0€30IaCHOCTH.
Hassanue | Onucanne | Llena
no
JIuuensus Ha | CucreMa 3alIUTHI KOH(UACHIMATBHOM HHPOPMAIIN 1 4720
HCTIOJIb30BaHHE MIEPCOHAJILHBIX TAHHBIX MU(POBAHUEM, XPAHSIIUXCS H
Secret Disk 4. | oOpabaThiBaeMbIX Ha IEPCOHATBEHOM KOMITBIOTEPE, C BO3MOKHOCTBIO
Ba3oBbIil KOMIUIEKT. | 3aIIUTHI CHCTEMHOT'O pa3zieia U AByX(aKTOPHOU ayTeHTU(UKaIHeH
nosb3oBatens 1o 3arpy3ku OC.
JInnensus Ha N=5
HCIIOJIB30BaHUEC 18 000
Secret Disk Server
NG nna daiinosoro Cucrema 3aIuThl KOPIIOPATUBHOW KOH(UACHIIMATBHON HHPOPMAITTH N =10
cepsepa  Ha N (0a3 maHHBIX, (hAHIOBBIX ApXUBOB, OM3HEC-TIPUIIOKCHUN U X 35000
TTOMIB30BATCICH JAHHBIX ) ¢ POBAHUEM, XPAHSIIEHCS 1 00pabdaThIBAIOIEHCS Ha N = 25
(omHOBpEMEHHBIX cepBepax. -
MOAKIIIOUCHUH). 45 000
bazoBblil KOMIIJIEKT. N = 50
60 000
JIunieH3us Ha | [TocraBka Bkitouaer USB-kirou eToken PRO/32K ¢ nuneH3ueii Ha 38 000
HCIIOJIb30BAHUE ucnonb3oBanue Secret Disk Server NG st cepBepa mpuItoKeHHid,
Secret Disk Server | USB-xmou eToken PRO/32 ¢ nunensueit agmMunancTparopa Secret
NG mus  cepsepa | Disk Server NG, nucTprOyTHB IIpoAyKTa, KOMILIEKT JOKYMEHTAIINH,
TIPUIIOKCHIH. YCTPOKMCTBO "KpacHas KHOMKA'" TSI MOAAYX CUTHaIA "TpeBora",
ba3oBeIif KOMIUTEKT. | yuHHUTETRHBIH USB-Kkabens ¢ mprcockoi.
Kaspersky AnruBupyc, mouutop, Firewall, anTrciam, kpurrro3ammra mo4THI, 23100
Enterprise ~ Space | oOHapyxeHue aTak
Security
3amumraer: padodre CTaHINH, cMapT(OHBI, (halIOBBIC U TTIOUYTOBBIC
CEepBEpHI
Pemenme ayist 3amuTh paboYNX CTAaHIMMA, CMapTPOHOB U CEPBEPOB
COBMECTHOMW pabOTHI OT BCEX BUJIOB COBPEMEHHBIX HHTEPHET-YTIPO3;
yIaIseT BUPYCHI M3 MOTOKA JICKTPOHHOU MOYTHI, 00ECIIeunBaeT
COXPaHHOCTh MH(OPMAIMK U OE30MACHBIH JOCTYIT MOJIh30BaTENCH K
CETEBBIM pecypcam.
[IponsBonbHOE KOMMYECTBO pabOUnX CTaHIHI, cMapT(HOHOB U
MOYTOBBIX SIIUKOB
Norton Internet | 3amuTa OT BUPYCOB, 3aIMTa OT POrPaMM-IIITUOHOB, 3AIIHUTA OT N=1
Security 2011 (hummmHTa, 3aIMTa OT CcllaMa, 3allyTa OT PYTKUTOB, 3ammTa oT 6otoB, | 1 590
3alUTa UICHTU(UKAIIMOHHBIX TAHHBIX, HHTEIUICKTYaTbHbIH N=5
OpaHaMay?p, cXeMa CeTH U MOHUTOPUHT, UMITYJIbCHBIC OOHOBJICHUS, 4 490
sppucruyeckas 3amura SONAR 3
Dallas Lock 7.5 3anper 3arpy3ku KOMITBIOTEpa MOCTOPOHHUMH JIHLIAM. 12 500
JIByx(dakTopHasi aBTOPHU3AIHS 110 MapOoJI0 U aIMapaTHbIM
uaentuduxaropam (USB eToken, Touch Memory) no 3arpysku OC.
PasrpanunueHme mpae mosib3oBaTeneil Ha JOCTYIT K JOKaJTbHBIM U
CETEBBIM Pecypcam.
KonTpons paboTkl monb30BaTeneil Co CMEHHBIMU HAKOITUTEISIMHU.
MaHJaTHBIH U AMCKPEIIMOHHBINA NPUHITUIIBI pa3rPaHUYCHUS TIPAB.




Opranuzainus 3aMKHYTOW MPOrPaMMHOM Cpebl.

Ayaut neiicTBUN MONb30BaTENEH.

KouTtpons 1ienoctHocT pecypcoB KOMIBIOTEpA.

OumrcTKa 0CTATOYHON MH(POPMAIIHH.

Bo03MO)XHOCTE aBTOMAaTHUYECKOM NIEUaTH IMTaMITOB (METOK
KOH(HMICHIIHAIBHOCTH) Ha BCEX PacIeyaThIBAEMbBIX JTOKYMEHTAX.
3amuTa CoIepKUMOro JUCKOB IMyTEM IPO3PavyHOro npeodpa3oBaHusl.

Acronis® Backup | Pemienne st J0KaIbHOTO aBAPUITHOTO BOCCTAHOBIICHUS U 3AIINUTHI 27 000
& Recovery cepBepoB moj ynpasiaennem Windows.
AnnapaTHble CpeIcTBa
Wi-Fi TOYKa 1600
AOCTYIA, MapuipyTH3aTop ¢ MeKCETEBBIM SKPaHOM
MapIIpyTU3aTOp
D-Link DIR-320
g{?fﬁ%ﬁﬁg‘g’ Ethernet router ¢ VPN kananamu 9700
Kommyratop 12 200
HP ProCurve | 24 x Ethernet Switch
Switch 2510-24
Konnentpatop 470
HUB ACORP | 8 moprossiii hub
HU8D
ZyXEL P660RT3 | ADSL monem 1000
EE
HH:keHepHO-TeXHUYECKHE CPEJCTBA U MPOYHe CPENCTBA 3aAUIUTHI
Bemxk WnentudukaTop nepconaa 10*N
[enepaTop pamuonryma, mpeHazHAuSH JUIs 3aIMUTHl OT YTEUKU
TI-1000M nHpopmaruu o karamam [I9MIUH, 0,1-1000 MI'nt 7930
Y CTpoicTBO 3aIUThl 00BEKTOB HH(POPMATHU3ALUN OT YTCUKH
Conara-P2 nHdopmaruu 3a cuer [IDMU, 1-2000 MI'n; cetu snekTponutanus u | 12 980
3azemienusa 0,1 — 1000 MI'g
OunbTp ceTeBoil I MPENOTBPAICHNS YTEUKH HHPOPMAIIUN OT
[I9BM u apyrux TeXHUYECKHX CPEACTB Tepenadn HHGOPMAIHH 10
daza-1-10 LeMsaM dJieKTponuTanus Hanpsbkenue 100-240B, 50-60 . 12 000
Harpysounas cioco6rocTs 10 200 BA. KonmdecTBo moakiTrogaeMbIx
norpeduTenei — 3
YcTpoiicTBO KOMOMHIUPOBAHHOM 3aIIUTH O0BEKTOB WH()OPMATH3AIUH
Conara-PKI oT ygefn(n I/IH(I)OpMaI_IIfI/I 3a cuer [IDMHUH, 0,01-1000 13/)11% 14 986
[TupOKOMONOCHBIH TeHEPATOpP NIyMa JJIs 3aIMUTHI OT YTEUKH
'aom-3M nHpopmarun o xananam [IDMUH u tiersim mepBUYHOTO 18 460
snekTponutanus, 0,01 - 1000 MI'n
bapon-S1 Kommureke BHOpoakycTHIeCKON 3aliThl 33 500
Kopysn 3amura TJIO mraMin 826
Y cTpolcTBO OIOKUPOBAHUS HECAHKIITMOHHUPOBAHHOTO BKITFOUCHUS
YBM-1 3900
MUKpo(oHOB HpoBoro TenedOHHOro anmapara
I'por TenedoHHBIH ckpemOiep 10 000
Ornecrolikuii ceid OrHevIio i ceitd. D N o "
VALBERG YIIOPHBIH celid. DNEeKTPOHHBIN KOJOBBIA 3aMOK + KITFHOY 6290
I'eneparop SDMO P .
Pacific T 6 KM €3epBHBIN JM3ENb TeHepaTop 975 173
Oxpana
TypHuker Kontponb nocerureneii nepumerpa (¢poro, Bpems, 1o 32 500
«KPOHBEPK» ayTeHTU(UKATOPY)
JBepn JBepsb ¢ 3aMKOM Ot 2 000
INTEGRA 24 P [Inata INTEGRA 24. 4 308851, pacmmpenue 1o 24, 8 2 952

porpaMMupyemMsbix Bbixos1oB (2 mo 1A u 2 mo 50mA), 1 paszern, 4




nozpaszaena, 16 cucteMHbIX TaiiMepoB, 16 maponeii nmonp3oBarens, 4
Tene) OHHBIX HOMepa Juis onoBereHus, 16 ronocoBbix (1 CA-64SM)
1 16 nelpKepHBIX COOOIIEHH, MaMaTh Ha 899 coObITHIA,
tpancdopmarop, orcek st AKB 7.0 A/a

INTEGRA 32 P

ITnata INTEGRA 32. 8 30H, pacumpenue a0 32, 8
porpaMMHUpyeMbIx Bbixos1oB (2 mo 1A u 6 mo 5S0mA), 4 pa3zaena, 16
oJIpa3enoB, 32 CUCTEMHBIX TakMepoB, 64 maposei moap30BaTens, 8
Tene) OHHBIX HOMEpa Juis onoBenieHus, 16 ronocoBbix (1 CA-64SM)
1 32 nerpKepHBIX COOOIICHHMIA, MaMATh Ha 899 coObITHH,
tpancdopmarop, orcek st AKB 7.0 A/a

3327

INTEGRA 64 P

ITnata INTEGRA 64. 16 3081, pactuupenue no 64, 16
porpaMMHUpyeMbIX BbIxos10B (4 mo 2A u 12 mo 50mA), 8 pa3zaenos,
32 noxapasnena, 64 cucteMHBIX TaiMepoB, 192 maposneit
noJp30BaTeNs, 16 Tene)OHHBIX HOMEpa JIJIsl ONOBEIIEHUS, 16
rojocoBbiX (1 CA-64SM) u 64 neitKepHbIX COOOIICHUHN, TAMSITh Ha
6143 cobbiTus, Tpancopmarop, orcek aisi AKb 7-17.0 A/u

4 956

INTEGRA 128 P

[Tnata INTEGRA 128. 16 308, pacumpenue g0 128, 16
MIPOrpPaMMHUPYEMBIX BbIX00B (4 mo 2A u 12 mo 50mA), 8 pasnenos,
32 nmoapaznena, 64 cucreMHBIX TaitMepoB, 240 maporeit
nosnb3oBatens, 16 TenedoHHBIX HOMepa JUIs OMOBEIeHUs, 32
rojocoBbiX (2 CA-64SM) u 64 neitiKepHbIX COOOIICHHH, TaMSITh Ha
22527 cobbithi, Tpanchopmarop, orcek it AKb 7-17.0 A/a

5328

INTEGRA 128
WRL

[Mpuemuo-kouTpobHbI pudop INTEGRA 128 WRL ¢
oecripoBoanbiM uHTEpdeiicom ABAX u GSM/GPRS
KoMMYyHUKaTtopoMm, 2 auteHHsl ANT-S, B kopryce OPU-3 6e3
Tpanchopmaropa

14 490

CA-64 PTSA

Monynb CBETOIUOMHON MHINKAITANA COCTOSHUS 64 30H U 32
rozpaszaenos, RS-232

5511

CA-64 E

biiok pacmmpenmus, 8 30H

1176

GPRS-T1

Monysb 1S iepeiadyi  CUTHAJIOB MOHUTOPHHTA TIOyYCHHBIX OT
IIKII B popmarax ContactlD, nmo kananam GPRS/SMS

4 401

AQUA PLUS

¢ POBON MUKPOIIPOIIECCOPHBIN HH(MPAKPACHBINA JTATIUK, CIABOSHHBIHA
MIAPOAJIEMEHT, OTINYAETCSI BBICOKOH TYBCTBUTENHFHOCTHIO U
YCTOMYMBOCTBIO K IOMEXAM

363

COBALT PRO

COBMEIIEHHBIHN JATYHK - CIETBEPEHHBIA MUPOdIIEMEHT U
MHKPOBOJHOBBIA CEHCOpP, aHTUMACKIHT

531

INDIGO

¢ POBOM M3BEIMIATENb PAa30UTHS CTEKIIa (HOPMAaJLHOTO,
apPMHUPOBAHHOTO ¥ MHOTOCIIOWHOI0), TBYXKaHABHBIN (HA3KAs
4acToTa - 3BYK y/Iapa, BBICOKAs YacTOTa - 3BYK Pa30MTOro CTEKIIa)

477

VD-1

BuOpanroHHbIi H3BemaTEeNbh C MATHUTOKOHTAKTHBIM JTATYHKOM

1293

ACTIVA-7

AxrtusHbI MK-0apeep (7-mydeBoit), nanpHOCTH 10 20 M (10 10 M BHE
MTOMEIIEHHI), KPOHIITEHH [T apauIeTbHON M
MIEepIEHIUKYISIPHON YCTaHOBKH Ha CTEHY, ONITUYECKasi M 3BYKOBas
CHUTHAJIM3a1Ms, 00JIeryaonasi yCTaHOBKY YCTpOMcTBa

11 565

K-1

JATYUMK MAarHUTOKOHTAKTHBIN HaKJIaJHOH, IJIACTMAaCCOBBIM KOPITYC,
TTOBEPXHOCTHBIN MOHTaX - CAMOKJIESIIASsICS JIEHTA WIIH LITYPYIIBI,
JuiHa 24,2MM, muprHa 7,2MM, OenbIi

126

PNK-1

TpeBO)KHaSI KHOIIKA ¢ MEXaHUYECKOM IaMSsThIO

252

SPW-220

Cupena Baytpennss 120 nb, 12VDC, cBetoanonHblil IpoOIeCKOBbIH
MasiK

681

SP-500

Bremmnss cupena 115 nb, npo0ieckoBEIil MasiK - TamMITa HaKaJIMBaHHS
5B1/12B, 3Byk 120mA, mask 130mA, -35°C...+60°C, 300x190x86Mm

1065

[Ipoekr

IIpoexT oxpaHHON CUTHAIM3ALUU

or 10 000

Ob6cnyxuBanue

O6CJ’IY)KI/IB3HI/IG OXpaHHOfI CUTHaJIM3allu1

oT 2 600
/Mmec.

Buoeonabnrooenue




MI/IHI/IaTIOpHaH BUACOKaMEpa - TUIMHAPUYICCKA. VcranaBiauBaercs

MuHunatiopHas N
BUICOKAMEpa BHYTPH [TOMEILICHHUH. 1350
Cpennue pasmepsl: d=20 mm; L=50mMm
KynonpHas Buneokamepa. Y craHaBnMBaeTcsl B IOMEIICHUSIX Ha
Kynonsnas MMOBEPXHOCTH MOTONKA. brarogaps sneraHTHOMY AW3aliHY OTJIMYHO 1800
BHJICOKaMepa BITUCBIBAETCS B JIIOOOW MHTEPHED.
Cpennue pazmepsl: d=80 Mmm; h=80mMm
VYnuunas Buneokamepa. [locraBnsercs B KOpILyce ¢ IOAOTPEBOM,
Vianas BCTPOCHHBIM HEChEMHBIM O0BEKTHBOM U KpoHIITeHHOM. OOBIYHO
BHICOKAMEPA 0oJice IKOHOMHUYHOE PEIlICHUE, YeM CTaHAapTHas KopimycHas kamepa | 2 900
B TEPMOKOXYX€, HO Ka4eCTBO M300pa’KEHHS TOKE HIIKE.
Cpennue pasmepsr: d=40 mm; L=100mMm
4 xaHana - oT
9900
3aKOHUEHHOE YCTPOMCTBO BUICOPETUCTPATOPA CO BCTPOSHHBIM 8 kaHanoB -
Buneoperucrparop
JKECTKHAM JIHCKOM ot 15 980
16 xaHayoB -
ot 26 450
BFBI1-20 Bnok 6ecniepeboitHOro MUTaHUs 2030
ITycko-namaaka YcraHOBKa M HaJaKa CHCTEMBI BUICOHAOIIOICHSI Ot 10 000




Bubauorpaguyeckunii cnucox

1. Axroputm pacuera pUCKOB HEBHITIOJHEHHS TpeboBanuii cranmapra [SO 17799 [DnekrpoHHBII
pecypc]. — CII6.: Pexum mocryma: http://dsec.ru/products/kondor/fulldesc/algorithm/,
CBOOOIHBIN. — 3arJ1. ¢ SKpaHa.

2. KykanoBa, H. Meroguka ouenku pucka ['PUD 2006 u3 cocraBa Digital Security Office
[Dnexrponnstit pecypc]. — CI16. Pexxum moctyma: http://dsec.ru/about/articles/grif_ar_methods/,
CBOOOIHBIN. — 3arJ1. ¢ SKpaHa.
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