JTabopaTtopHas paboTa Ne6 «Pasperenne afpecos 1o mporokony ARP.
APR-ciiy¢pmHTr»

3.1. ennb padoTHI

O3HakOMHTBCSI ¢ MexaHu3MoM paboTsl npoTokosia ARP. Hayuutscs dop-
MHPOBaTh U OTIPABJISITh MOJIb30BATEJILCKHE NaKkeThl. O3HAKOMUTBCS C KYPHAJIOM
paboThl ceTeBOro yCTpOHCTBA B aMyJisitope. HayuuTbcsi mpoBOOUTH CETEBYIO aTa-
Ky Buaa ARP-cniy¢uHr.

3.2. TeopeTHuecKHil MaTepHa
3.2.1. 3anyck smyaamopa NetEmul

I ns 3anycka smynasitopa NetEmul Heo6xoaumo ub0 BOCHOIBb30BATHCS CO-
OTBETCTBYIOIUIUM MYHKTOM TJIaBHOT'O MEHIO OMEPALMOHHON CUCTEMBI, JTUOO BbIMOJ-

HHUTb B TEpPMHHAJIC KOMaHay net emul

3.2.2. IIpomoxoa ARP

ARP (Address Resolution Protocol — nmpoTokoJ onpeaesnenust agpeca) —
NPOTOKOJ B KOMIMBIOTEPHBIX CETSIX, MpeaHa3HaueHHbIH isi ornpeaesneHuss MAC-
aJgpeca CeTeBOro yCTpoucTBa o ussectHomy IP-anpecy.

Haubonbmee pacnpoctpanenre ARP nosyuwn Giaronapsi mOBCEMECTHOCTH
cetedt IP, noctpoennsix nosepx Ethernet, nockosbky B mogasisiomiemM OOJIbIIMH-
CTBE CJIlyuaeB IIpH TakoM coueTtanud ucnossdyercss ARP. B cemenctse
npotokosioB IPv6 npotokosna ARP He cymecTByeT, ero (pyHKIHMH BO3JIOKEHBI Ha

ICMPve6.

Onucanue mpoTokoia ObU10 onyosukoBaHo B HOsiOpe 1982 r. B RFC 826.
ARP ObL1 cripoeKTUpOBaH [Jis ciayuas nepegaud [P-naketos uepe3 cermeHnt Ether-
net. [Ipu 9TOM OOMmKI NpUHIIHUIL, TipeasioKeHHbIH 1ist ARP, Obu1 HCnoib30BaH U 115
ceTed Jpyrux THIIOB.

CymectByoT cnenywomue Tunbl coodmennit ARP: 3arnpoc ARP (ARP-re-
quest) u otBeT ARP (ARP-reply). Cucrema-oTnpaBuTesb NpyU NOMOILIM 3aIipoca
ARP 3anpammuBaet dpusnueckuit aapec cuctembl-noayuaress. Oteet (pU3HUECKH
aJpec y3na-noJiyyaTesisi) NpuxoauT B Buae oreta ARP.

Ilpunyun pabomwst npomokxosaa: y3ena (XocT A), KOTOPOMY HYKHO BbITOJI-
HUTH oTOoOpaxeHue IP-agpeca na MAC-anpec, ¢popmupyer ARP-3amnpoc, Bkiaabl-
BAET €ro B KaJp MNPOTOKOJIa KaHAJbHOTO YPOBHS, YKa3biBasi B HEM U3BECTHbIN [P-
agpec (XOocT B), H pacchlUlaeT 3anpoc WHpoKosemareapbHo (B nose MAC-aapec
HaszHaueHus 3aroyioBka Ethernet ykasbiBaeTcsi mupokoBemaTeabubii MAC-agpec
FF:FF:FF:FF:FF:FF). Bce y3nbl JokaabHOM ceTH nosyvaioT ARP-3anpoc u cpas-
HHMBAIOT YKaszaHHbIA Tam [P-agpec ¢ coOcTBeHHBIM. B ciyuyae ux coBnageHus ysen
(xoct B) ¢popmupyetr ARP-0TBeT, B KOTOpOM yKaspiBaeT cBoM [P-agpec u cBoi



JIOKAJIbHBIM aJIpeC U OTIIPABJISIET €r0 YK€ HalpaBJIeHHO, Tak Kak B ARP 3ampoce
OTIIPaBUTEJb (XOCT A) yKa3bIBa€T CBOM JIOKAJIbHBIN agpec.

Cxema paboThl MoKa3aHa Ha puc. 3.1.

JIBC

ARP-3amnpoc
------- ARP-oTBeT

C
,33“90

Puc. 3.1. Cxema pabomwst npomokoaa ARP

[Ipn nonyuennn ARP-oTBeTa xocT A 3anuceiBaeT B Kom ARP 3anmch ¢ co-
otBeTcTBUEM [P-anpeca xocta B u MAC-anpeca xocta B, nonyyenHoro u3 ARP-
oTBeTa. BpeMsi XpaHeHHs1 TAaKOH 3aImucH orpaHnyeHo. [1o ucreuennn BpeMenu xpa-
HEHHUS XOCT A MOCHIIAET MOBTOPHBIN 3aMpPOC, TENEPh YK€ aIpeCcHO, Ha U3BECTHBIN
MAC-anpec xocta B. B ciyyae, eciii OTBET HE MOJIYUYEH, CHOBA MOCBLIAETCS IIH-
POKOBEIATEIbHBIN 3anpOC.

Crpyxkrypa kagpa ARP ¢ yuetom 3arosnoBka Ethernet nokaszana Ha puc. 3.2.

Puc. 3.2. Kadp npomoxoaa ARP

3HaueHus nosewu 3aronoBka kagpa ARP npusenenst B Ta0. 3.1.

1 2] 34 s]e |78 ]ofJw]unln]n]lua]i5]1
Destination MAC Source MAC ETH TYPE HTYPE
| | [ | |
RIEE HLEN | PLEN | OP CODE Sender MAC Sender IP
| | 1| | [ ]
Target MAC Target IP
[ N [



Tabauya 3.1
3Hauenusi noaei 3azonoexa kaopa ARP

Ione 3HaueHHe

HTYPE Homep npoTokona nepegaun KasaabHOro ypoBHsi (0x0001 miist mpoTokosia
Ethernet)

PTYPE Kon npotokouia ceteBoro ypoBHsi (0x0800 st mpotokoJia [Pv4)

HLEN HmHa ¢usnueckoro agpeca B Oantax. Agpeca Ethernet umeor niuHy 6
OanT

PLEN IlnvHa nornyeckoro aapeca B Oantax. [Pv4 agpeca umerot piuny 4 6aita

OP CODE Kon onepanuu: 0x01 B cinyyae ARP-3anpoca u 0x02 B ciiyuae ARP-oTBeTa

Sender MAC | ®usnyeckHd agpec OTIPaBUTEIS

Sender IP | CereBoH agpec OTHpPABUTENS

Target MAC | ®usnueckui aapec nosnyuaresns. [Ipu 3ampoce nose 3anoHSIeTCs HYJISIMH

Target IP | CereBoH aapec noJyyaress

CamonpowusBosibHbil ARP (gratuitous ARP) — Takoe nosenenue ARP, ko-
raa ARP-oTBeT mpucbuiaeTcsl, Koraa B 9TOM (C TOYKH 3pEHHsI MOJIydaTesisi) HeT
ocoboi HeoOxoaumocTH. CamonpousBosibHbid ARP-oTBeT 910 maket-otBeT ARP,
npHCcJIaHHbIi 0e3 3arnpoca. OH npumeHsieTcs Jisl onpenesieHus KoHgaukToB [P-
aJpeCcoB B CETH: KaK TOJIbKO CTaHIMs noiyvaet agpec no DHCP wm anpec npu-
CBaMBaeTCs BpyuHylo, paccbuiaeTcsi ARP-otet gratuitous ARP.

Camonpou3sBosibHbIH ARP MOKeT ObITh M0Jie3eH B CISYOIUX CAyuasx:

e oOHOBJyieHHe ARP-Ta0HL, B 4aCTHOCTH, B KJIACTEPHBIX CUCTEMAX;
e YH(MOPMHUPOBAHHE KOMMYTAaTOPOB;
® M3BEIIEHHE O BKJIOUEHHUH CETEBOro HHTEpdeHca.

HecmoTtpst Ha acpdpekTuBHOCTH camonpon3BoibHOr0 ARP, oH siBiisieTcst oco-
OeHHO HeOe30MacHbIM, MOCKOJbKY C €ro MOMOLIbI0 MOXHO YBEPUTb yAaJeHHBIH
y3eJ B ToM, uto MAC-aapec KakoH-11M00 CUCTEMBbI, HAaXOASIIEHCs ¢ HeW B OJHOH
CEeTH, U3MEHWJICS], U YKa3aTb, KAKOH aJIpeC UCIOJIb3YETCS TENEPb.

3.2.3. Cemesas amaka ARP-cnygpunz

CereBas ataka ARP-cniy¢dunr (ARP-spoofing) ocHOBaHa Ha HCTIOJIb30BAaHUH
camornpou3BoJibHOro ARP.

YToOBI MEepexBaTUTh CETEBbIE MAKEThl, KOTOPbIE aTaKyembll XxocT (A) OT-
npasisieT Ha XocT B, arakyomuilt xoct (C) dpopmupyer ARP-oTBET, B KOTOpOM
craBuT B cooTBeTcTBHE [P-anpecy xocta B ceot MAC-aapec. [lanee 9ToT nakeT
OTIPABJSIETCS HA XOCT A. B TOM ciiyyae, eciii XOCT A NOAAEPKUBAET CaMOIPOU3-
BosibHBIM ARP, o Moguduuupyet cooctBennyio ARP-tabnviy v nomemaer tyga
3aIuch, rae BMecTo HacTosimero MAC-aapeca xocta B ctoutr MAC-aapec aTaky-
rowmero xocra C.

Tenepb MakeThl, OTIPaBJISIEMbIe XOCTOM A Ha XOCT B, OyayT nepegaBaTbcsi
xocty C.



Cxema aTaku MokasaHa Ha puc. 3.3.
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Puc. 3.3. Cxema cemegoii amaxu ARP-cnygpune

3.3. Ilopsiaok BbINOJIHEHHS JIADOPATOPHOH PadOTHI

C noMompio UHCTpyMeHTa «BCTaBUTh TEKCTOBYIO HAAMUCh» JOOABUTH Ha pa-
Oouee nosie SMyJISATOPA HAAMHUCh, COAEPKAILYIO:

1. Homep rpymnisl.

2. ®HO cTyaeHTOB, BBHIMOJHSIOMHUX padoTYy.

3. Homep BapuaHTa corjacHO HOMepy CTyeHTa (OJHOTO U3 CTYIeHTOB OpH-
rajgpl) B KypHaJe.

Tabauua 3.2
Bapuanmut 3a0arus (yKasamsl coznacHo Homepy chydeHma 8 HcypHaJe)

Ne  Appec cetn/macka | Ne Anpec cetu/macka | Ne  Anpec cetn/macka
10.0.1.0/27 11 10.1.1.64/27 21  10.2.1.128/27
10.0.2.32/27 12 10.1.2.96/27 22 10.2.2.160/27
10.0.3.64/27 13 10.1.3.128/27 |23 10.2.3.192/27
10.0.4.96/27 14 10.1.4.160/27 |24 10.2.4.224/27
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0.0.5.128/27 |15 10.1.5.192/27 | 25 10.2.5.0/27
10.0.6.160/27 | 16 10.1.6.224/27 | 26 10.2.6.32/27
10.0.7.192/27 | 17 10.1.7.0/27 27 10.2.7.64/27
10.0.8.224/27 | 18 10.1.8.32/27 28 10.2.8.96/27
10.0.9.0/27 19 10.1.9.64/27 29 10.2.9.128/27

10 10.0.0.32/27 20 10.1.0.96/27 30 10.2.0.160/27

3.3.1. Ilocmpoenue modeau cemu

1. BoiOpaTh UCXO/HBIC TaHHBIC ISl BBIOJHEHHsS] pabOThI COTJIACHO CBOEMY
BapHaHTy. [loJyueHHYy0 COTJIaCHO BapHaHTy CETh C MacKOH /27 pa30HTh Ha JBE
IIOJCETH C MacKoH /28 Kaxaas.
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2. HUcnonb3ysi cOOTBETCTBYIONIME HHCTPYMEHTHI Ha TIAHEJIU SMYJISITOPA, TMO-
CTPOUTH CETh B COOTBETCTBHH C puC. 3.4. B cBOMCTBaX mMapuipyTHU3aTopa He0OXo-
OUMO yKa3aTb KOJIMYECTBO HHTEPENCOB, PaBHOE 2.

3. HacTtpouTp HHTEP(EHCH KOMITBIOTEPOB H MapLIPyTH3ATOPOB, 3a/1aB KaXK-
nomy IP-anpec m macky mojaceT (cieBa — mnepBasi MOJCETh B 3aJaHHOM CETH,
cripaBa — BTOpasi MoAceTh). [JJo0aBUTb BO3JIEe KaXI0r0 KOMITbIOTEpa U UHTEpdeiica
poyTepa HagmucH ¢ ux [P-agpecoMm U MacKoM MOCETH.

4. HacTtpouTb Ha KoMIbIOTEpPaX MapmpyThl 'mo-ymoadanuio' (IP cetn = 0.0.0.0;
Macka noacety = 0.0.0.0). MosxHo BocroJib30BaThes « Tabuiiel Mapipy TH3aIuy»
JMOO0 BBI3BATh CBOMCTBA KOMMbBIOTEPA IBOHHBIM INETYKOM, YKA3aTh LUIIO3 IO YMOJI-
YAHUIO U BKJIIOUUTh MapIIPy TH3ALHIO.

5. BKJIIOUMTH MapHIpyTH3aLHIO0 HA MApIIPYTH3ATOPE.

6. IIpoeputh paboTocrnocoOHOCT MOcTpoeHHoM moaenu JIBC, nepenas na-
keTol (TCP, 5 KB) oT KommbloTepa B JIEBOM MOJACETH OO KOMIIBIOTEPA B MPABOH
NOJICETH.

7. 3apmaTh KaxaoMy KOMIbIOTEPY UMSI-OMUCAHUE, BOCTIOJIb30BABIIHCH MTyHK-
TOM KOHTEKCTHOTO MEHI0 «3aJaTh OIHUCAHHE.

3.3.2. Onpedenenue MAC-adpeca ¢ nomowvro ARP-3anpoca

1. 3anycTUTb 411 KOMIOBIOTEPOB 1 U 2 KypHaJIbl MAaKETOB (MYHKT MeHI0 «ITo-
Ka3aTh KypHAI»).

2. Ouuctuth ARP-Tabmuny komnsiotepa 1.

3. Boeigenuts komnbloTep 1 ¥ ¢ moMompilo HHCTpyMeHTa «KOHCTpYyKTOp na-
KeToB» ccpopmupoBaTh naketT ARP-3anpoca g5 onpenenennss MAC-aapeca Kom-
nbiotrepa 2. [lomuute, uro ARP-3anpoc pacceuiaercst mupokosemarenabHo (MAC-
agpec nonyuatens B 3aroyoBke Ethernet — FF:FF:FF:FF:FF:FF), a MAC-anpec
UCKOMOTO y3i1a B 3arojioBke ARP npupasuuBaetcs k Hyjesomy 00:00:00:00:00:00.
MAC-agpec komnbioTepa 1 ykasan B okHe «MHTepderch» 1 kommbloTepa 1.



4. 3anyctuth ARP-3anpoc, npociaeauTs 3a HUM U 3a CTEHEPUPOBAHHBIM J1JIST
Hero ARP-0TBETOM IO cXeMe CETH H KypHaJlaM KOMITbIOTepoB 1 u 2.

5. Otkpoitb ARP-Tabmny kommnbiotepa 1 U yOoeauTbesl, 4TO 3amuch Ao0a-
BUJIACH B TaOJIHLY.

6. CoXpaHUTbh CKPHHIIOT 9KpaHa (C OTKPBITBIMH KypPHAJIaMH) IJIsl OTYETA.

3.3.3. Peaau3auus amaxu ARP-cnyghune

1. 3amycTuTb AJ1st KOMIBIOTEPOB | U 2 KypHasbl NaKeTOB (IMyHKT MeHIo «ITo-
Kas3aTb KypHai»). [Ipp HEOOXOAUMOCTH OYHCTHTD HX.

2. Ounctutp ARP-Tabmuny kommelorepa 1.

3. BbLaesuTh KOMIIBIOTEP 2 U C MOMOLIBI0 HHCTpyMeHTa «KOHCTpyKTOp Ma-
KeToB» cpopmupoBath naketT ARP-otBeTa, B KoTOpom OyAyT yKa3aHsl

e MAC ornpasurenss — MAC komnbioTepa 2;

IP ornipaButenss — IP unTepdeiica poytepa B J1€BOH MOJACETH;
MAC nonyuatens — MAC kommnblotepa 1;
IP nonyuarens — IP kommbloTepa 1.
4. 3anyctuts ARP-oTBeT, mpociaeauts 3a HUM. MOXET BO3HUKHYTb OKHO O
nyosupoBanuu [P-anpecoB B ceTH — 9TO MPOUCXOAUT B TOM CJlyyae, €CJld U3-3a
AEUCTBUHA KOMMYTATOpPA MAaKeT-aTaKy nojyyaeT U poyTep. OKHO ObICTPO 3aKpBITh.

5. Cpasy xe 3anyctuth nepenauy naketoB (UDP, 5 KB) ot kommnbioTepa 1
Ha KoMIbloTep 3. YOeauTbesl, YTO MakeThl BHaUajle IPUXOISIT HA KOMIBIOTEP 2 U
JIMIIb NTOTOM (€CJIM Ha KOMIBIOTEPE 2 BKJIIOYEHA MAPIIPYTHU3ALMs) OTIPABJISIIOTCS
Ha KOMIBIOTEP 3 (YEPE3 MAPLIPYTHU3ATOP).

6. CoXpaHUTb CKPHHIIOT 5KpaHa (C OTKPBITBIMH KypPHAJIaMH) IJIs1 OTUETA.

[Tocne BbinoHEHUS pabOTHI NPOJEMOHCTPUPOBATH NMPENoaaBaTesio padboTo-
CIOCOOHOCTH MOCTPOSHHON MOJIEJTH.

[TpoeKT COXpaHUTh [JIsT OTUETA.
3.4. ®opma npeacTaBiieHHs] H COJiep)KaHHe OTUeTa

[TomyueHHble pe3yabTaThl 3aHECTH B OTYET MO JabopaTOpHOMY
MPAKTUKYMY U 3arpy3uTh B cucteMy LMS B COOTBETCTBYIOIINI pa3ien
OTyer NOJKEH COAEPKATh CHEAYIOIINE Pa3ACIIbl:

1. TuTynbHBIN TUCT

2. Ha3Banwue, uenp paboTBhI.

3. OmnucaHue BBIMOJHEHHBIX JIA0OPATOPHBIX 3aJaHUM, C BBIBOJAMHU IO
KaKJOMY 3aJJaHUIO.

-+ OTBeTHI HAa BONIPOCHI

5. CnMcoK HMCIOIb30BAHHBIX UCTOYHUKOB (KHUTH, CTaTbU U3 >KYpPHAJIOB,

anektpoHHbie pecypchl o I'OCT 7-82.2001).
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3.5. KoHTposibHbIE BONPOCHI

[TIporokon ARP.

®opmat naketa ARP.
CamonponsBosbabiii ARP.
IP-anpec.

MAC-anpec.
ARP-cniyumr.



