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1. O6mme 3amevyaHust

1.1. lleau v 3212494 AU CIUILIHHBI.
enbto mpenopaBanus gucuuiuiiabl YHUAWC B cucteMe MNOJATOTOBKH IO
HanpasyieHusM 09.03.02 sBisieTcs TeopeTHYecKass W MpakTU4YecKas MOJrOTOBKA,
KOTOpast JOJKHA OO0ECHedyuTh TMOJYy4YEeHUE Yy CTYJIEHTOB  YIUIYOJICHHBIX
MIPEICTABIICHUA O METOJaX aJIMUHHUCTPUPOBAHUS B WH(DOPMAITMOHHBIX CHCTEMaX,
crocobax peanu3allid CUCTEM YIpaBiieHHWs WH()OpMalMOHHBIMH cuUcTeMaMmu. B
pe3yNnbTaTe U3yUYeHUs TUCIUTIUHBI CTYIACHTHI JOJIKHBI:
3HaTh — QYHKIIUU U 33]]a9H IMAHACTPUPOBAHMS HHPOPMAITMOHHBIX CUCTEM, THUITHI
OOBEKTOB yIpaBieHUS B HWH()POPMAIMOHHBIX CHUCTEMAaX, pa3JIMYHBIE MOJIEIH
VIOpaBJICHUS] W WX HAa3HAYCHHWE, TMPOTOKOJBI M CTAaHIAPTHl aJIMHHHCTPUPOBAHUS,
OCOOCHHOCTH aJMUHUCTPUPOBAHUSI KAOENbHBIX CHUCTEM, CETEBBIX CHCTEM,
onepannoHHbIX cucteM U CYB/I, criocoObl a AIMUHUCTPUPOBAHUS CEPBEPOB.
YMeTh — HCTOIB30BaTh CPEACTBA JUATHOCTUKHA HEHUCIIPABHOCTEH, KOH(UTYpAITUH,
ydyera M ayauTa B HUH(POPMAIMOHHBIX CHUCTEMax, aHAJIU3UPOBATh MPOOIEMbI
6e3omacHOCTH WH(GOPMAIMOHHBIX CHCTEMaxX M IMPUMEHSATh CPEACTBA 3aIUTHI OT
HECaHKIIMOHUPOBAHHOTO JI0CTYTIA, OTIpENEATh MPOOJIEMBI noTepu
MIPOU3BOUTEIILHOCTH B MH(POPMAIIMOHHBIX CHUCTEMAaxX W MPUMEHSTH CIIOCOOBI €e
TIOBBINICHUS, PEATU30BBIBATH METOBI APXUBHUPOBAHUS U BOCCTAHOBJICHHS, METOIBI
COTPOBOXKJICHUS U DKCIUTyaTaIlluu NHHOPMAIIMOHHBIX CUCTEM.
NMeThp mpencTaBieHHe — O CIOco0ax MPOrpaMMHUPOBAHUS W TMPOCKTHPOBAHUS
CHUCTEM aIMHUHHUCTPUPOBAHMS, APXUTEKTYPE CHUCTEM aJIMUHUCTPUPOBAHUS U HX
BUJIaX, MPUHIKIIAX paboThl MpoTokoa0B SNMP u NetFlow.
JI1st M3y4eHusT MUCIIMIUIMHEI TPEAYCMOTPEHBI CIICTYIOITUE BUIBI YICOHBIX 3aHATHI:
JIEKIIUH, JTa0OpaTopHbIe pabOThl, MPAKTUUECKUE 3aHATHS, BBITIOJHEHHUE KYpPCOBOU
paboThI, caMocTOsITENbHAS pab0OTa CTYJIEHTOB.
MeTtonuueckue yka3aHUS OTpa)kalOT COJIEP)KaHHME pa3leJioOB MPOTpaMMBI Kypca,
OCHOBHBIC TIOHSTHSI, KOHTPOJILHBIE BOIMPOCHI MO KYpCy, 3aJlaHUE Ha BBIMOJTHEHUE

KypCOBOM pabOTHhI.



1.2. OcHOBHbIE MOHATHS U ONpeaeIeHUsI

1.2.1. AqMuHUCTpaATOP CUCTEMBI (CUCTEMHBIN aJIMUHUCTPATOP) — 3TO YEJIOBEK WJIIH
rpynna JoAei, KOTOPhIE CO3MAal0T M 3aTe€M SKCIUTYaTHPYIOT HH(POPMAIMOHHYIO
cuctemy mnpennpusatia. OH WIM OHU MOTYT OBITh COTPYAHUKAMH CIIYXO
WHOOPMAITMOHHBIX TEXHOJOTUNA KOMIIAHUW W BBITIOJNHSAIOT IIMPOKWA HAOOD
(byHKITHIA:

® YCTaHOBKA M COMPOBOKICHNE KOMITBIOTEPHBIX CETEBBIX M MH(POPMAITMOHHBIX
CUCTEM;

® OINpeJIeTICHUE U COTJIacOBaHue ¢ (pUpMaMU-TIOCTABIIMKAMHU BCEH amnmapaTHO-
POrPaMMHOM U OPraHU3aIMOHHON YaCTH 10 Peau3alliu CUCTEMBI,

® I[UJIJAHUPOBAHME PA3BUTHUS MHGOPMAIIMOHHBIX CUCTEM U BHEJIPEHUSI CEPBUCOB,;

® pCIICHHE BOIIPOCOB BEJICHMUS MPOEKTOB;

e 00y4yeHHE TEXHUUYECKOTO MepCOHAaA U MOJIb30BaTENeH;

® KOHCYJBTHPOBAaHME II0  KOMITBIOTEPHBIM  MpoOjeMaM  TepcoHaja
MPEANPUATHS U TEXHUYECKUX CITYKO;

e pemieHre TMpoOigeM cOopa CTAaTUCTUKH, MOHWUTOPUHTA, JIMATHOCTHKH,
BOCCTAHOBJICHUSI M COXPAaHCHHS CHCTEMBI, a TaK)Ke BCEX BOIPOCOB
OpraHu3alliy, COOTBETCTBYIOIIMX MPOTPAMMHBIX U allapaTHBIX MPOAYKTOB
JUISL DTOU JESITEIbHOCTH;

e pa3paboTKa MPOTPAMMHBIX MPOAYKTOB Ha SI3bIKaX YMPABIICHUS 3aTaHUSIMHU
(HampuMep, Ha CKPUIITAX) C TEIbI0 CO3aHMS TEXHOJIOTHH PA0OThl KOMITAHUH
Y CUHXPOHU3AIHMH PA0OTHI KOMITOHECHT HHPOPMAITMOHHON CUCTEMBI,

e ompeneneHue OmuOOK B pabOTe MPUKIAIHBIX, CUCTEMHBIX U amlapaTHBIX
CPEIICTB, HUCIOJIb3YeMbIX MPEANPUITHEM, W PEIICHHEM BOMPOCOB MO UX
YCTpaHEHUIO.

Panpmie Bce 3TM  (QYHKOMM  BBINOJHSJIUCH  OTACIAMH  CHUCTEMHOTO
IPOTrPAaMMUPOBAHUS BEIYUCIUTEIBHBIX IIEHTPOB MpeanpusTuii. B HacTosiee Bpems
9TH (PYHKIIMH, KaK MPABHIIO, BBITTOJHSIOTCS COBOKYITHOCTHIO WH()OPMAIMOHHBIX

CITy0 MpeanPUATHS, @ HUMEHHO:



CiIy’)k0aMH  ynpaBlieHUs: KOHQUrypanued, KOHTPOJEM XapaKTePUCTUK,

OIINOOYHBIMU CUTyalnusaMu, 6630HaCHOCTBIO, IMPOU3BOAUTCIbHOCTEIO,
CJ'Iy}K6aMI/I IIAHUPOBAHUA U PA3BUTHA,
CJ'Iy}K6aMI/I 9KCILTyaTallu XU COIIPOBOXIACHHA,

CITy»K0aMu OOIIero yrpaBJIeHHUs.

[Ipodeccronanbuble  HAaBBIKM  CICHMAMCTOB, paboTalomMX B CIyx0ax

anMuHUCTpupoBaHus nHPopmannoHHbIX cucteM (MC) nomxHbI ObITh JOCTATOUYHO

BbICOKH. Tak, ¢ ydetoM ¢yHKIuH mo aamuHucTpupoBanuito WC, cucremHbie

AIMHUHUCTPATOPHI JOJIKHBI 06J'IaI[aTI> 3HAHUSAMHU B 00JIaCTH:

Teopun oneparoHHbix cucteM (OC) U MPaKTUKU UX YCTAaHOBKU;

Teopun 0a3 JaHHBIX W BompocoB aamuuuctpanuun CYBJl, BompocoB
MOAACPKKHU UETOCTHOCTH TAHHBIX;

CETEBbIX TEXHOJOTWMW, CETEeBOro O0OpyAoBaHUS (KOHPUTYpauuud H
MPUMEHEHUSI KOMMYTAaTOPOB U MapHIpyTHU3aTOPOB), BOIPOCOB AUATHOCTUKU
CETEBBIX MPOOJIEM;

AIEKTPOTEXHUKH W peain3alud KaOeJbHBIX CUCTEM IS LieJiel mepeaadu
JTAHHBIX;

peanu3anuu BeO-TIPHIIOKEHUN U OpraHu3aIliy JOCTya K BeO-caiTam;
3aUThl  MHQOPMALMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYyMa, BKJIIOYas
aJIMUHUCTPUPOBAHUE CIEIUaIbHBIX ycTpoucTB (firewall) u koHcynbTanmu
M0JI30BATENIEH 110 BOMPOCAM 3alUThI UX HH(DOpMauy;

BBIUYHUCIUTEILHON TEXHUKH, HAUMHAS C MPOCTEHUIINX ONEPALNI U 3aKaHUYNBAs
apXUTEKTYpoii IeHTpoB 00paboTku nanubix (LIO/);

OCHOB  MPOEKTUPOBaHUS  MH(GOPMAIIMOHHBIX  CHCTEM, IPHUKIATHOTO
MpOTpaMMHUPOBAHUS,

crioco00B BOCCTAHOBJICHHSI MH(POPMAIIUU U peajiu3alliy MOJICUCTEM BBOJA-
BBIBOJIA,

(haiJIOBBIX TOJICHCTEM;

A3BIKOB IIPOIPAMMUPOBAHUS;



¢ MCTOAOB YIIpaBJICHUA B I/IH(I)OpMaHI/IOHHBIX CUCTEMax M COOTBCTCTBYIOIIHUX
armapaTHO-IIporpaMMHBIX KOMITJIICKCOB.
KpOMe TOro, aaAMHUHHUCTPATOP CHUCTCMBI JOJDKCH YMCTb 06H_[aTBC$I C JIKIOJbMU,

OOBSICHATH UM CIIOCOOBI pelIeHus MpobieM U yOeKJaTh UX B CBOEH MpaBoTe.

1.2.2. OGnacTh NeATeTbHOCTH CUCTEMHBIX aIMUHUCTPATOPOB JIOJKHA OXBATHIBATh
YIPaBJICHHE BCEX KOMITOHEHT WH()OPMAITMOHHONW CHCTEMEI.

VYupasnenue (aamunuctpupoBanue) HMC — 3T0 COBOKYNHOCTb JIEHCTBHIA,
OCYIIECTBISIEMbIX ~ aIMUHUCTPATOPOM cUCTeMbl cpeactBamu camoin UC,
00ECNeUnBAIOIINX COXPAaHEHWE W/WIM pa3BUTHE €€ CBOWCTB B 3a/JlaHHOM
HarpanieHuu. B momHom o6beme yrpaBisaTh BceMu komroneHTtamu MC u Bcemu ee
(YHKIIMOHATBHBIMU MOJICUCTEMAMU MOKET TOJIBKO HEMOCPEACTBEHHO PYKOBOICTBO
npeanpusatusd. AC OOBIYHO BBINMOJHSAET 3a/Jaud YIpPaBICHUS 00ECIEeYNBAIOIINX
MOJCUCTEM W  YacTMYHO  3aJa4yd  yNpaBlieHUsd  (QYHKIHOHAIBHBIX U
OpPraHu3allMOHHBIX TOJACHUCTEM B pPaMKax, MNEPEJAHHBIX €MY PYKOBOJICTBOM
NPEANPUATHS TOTHOMOYUI

B nacrosmee Bpemsa aamunuctpupoBanue MC yaimie BCero oCymiecTBisIETCS B
YCJIOBUSIX, KOTJIa 3TH CHUCTEMBlI SIBJISIFOTCS OTKPBITBIMH M T'€TEPOTCHHBIMH.
KopnopatuBno#t WC Ha3zpiBaeTcsi WHGOPMAIIMOHHAS CHUCTEMa, BHUPTYaIbHO
oObenuHstomas (B MHGOPMAIlMOHHOM IUIaHE) BCE YacTH OJIHOM OpraHu3allu,
KOTOPBIE MOTYT HAXOAUTHCS B Pa3HBIX TOPOJIax, YACTSIX CTPAHbI WM 3€MHOTO 111apa.
JlocTyn nosib30oBarenield B KOPIOPATUBHYIO CUCTEMY BO3MOKEH TOJIBKO IS YJICHOB
KOMIIAHUM, €€ KJIMEHTOB WJIM €€ KOHTPareHToB. B TO ke BpeMsi, MHOXKECTBO
WH(OPMAITMOHHBIX CUCTEM CETOJIHS MEePeCceKaloT HallMOHATIbHBIE, KOMMEPUYECKUE U
KOHTHUHEHTAJIbHbIE TPaHUIIBI JJIsi OOECTHeUeHUs: TIJI00AThbHOTO B3aWMOJCHCTBUS
OonpIoro uymcia opranuzanui u Qusmuyeckux nun. Takue MC nHazpiBarorcs
r100aIbHBIMU. B TIHPOKOM CMBICIE OTKPBITOM CHUCTEMON MOXKET ObITh Ha3BaHA
mobasi cuctema (KOMIIbIOTEp, BBIYMCIMUTENbHAS CETh, ONEpAIlMOHHAS CHUCTEMA,
MpPOTPaMMHBIM TIPOJYKT), KOTOpas MOCTPOEHA B COOTBETCTBHUU C OTKPBITHIMU
cnenuukanusaMu s uHTepdercos, ciyx0 u popmartos. [Ipu 3ToM HCOAB3YIOTCS

pasinyHble UHTEPPENCHI U CPEACTBA Mepeaadyr JaHHBIX, PA3IMYHOE IPOrPAMMHOE



oOecnieueHre U pasznuuHas apxutrekrypa OBM. To ecTh mpaktuuecku nrodast
CUCTEMa SBISIETCSI PA3HOPOAHOM MWJIM TEeTEpPOreHHOM, BKIIOUAIOLIE B cels
00OpyZOBaHME M MPOrpaMMHOE O00ECHEeUYEeHUE HECKOJIBKUX MPOU3BOJUTENCH.
OcoOyto poib TpU CO3JAHUM TaKUX CHCTEM MIparoT CTaHaapTsl. bes
CTaHJapTU3alMK PAOOTOCIOCOOHOCTh TAaKUX CHUCTEM HEBO3MOXHA, IOCKOJBbKY
IPOrpaMMHOE OOECIEYEHHE OJHOrO MPOU3BOJUTENS ‘“‘HE MOWMET MPOrPaMMHOE
obecnieuenue apyroro. CTaHgapT — 3TO BapUaHT pealU3allud HPOTOKOJA B
anmnaparype Wik NporpaMMHOM OOECIIEYEHHH, KOTOPBIM OTpakaeTcsl B JOKYMEHTE,
COIJIACOBAaHHOM U IPUHSATOM aKKpEIUTOBAaHHOM OpraHu3aluei, pa3padaTbIBaroIeil
cragaaptTel. CTaHIApT CONEPKUT IIPABUIIA, PYKOBOACTBA MU XapaKTEPUCTUKU IS
paboT, WM HX pe3ydbTaTOB C LEIbI0 JOCTHKEHUS ONTUMAJIBHOM CTENEHU
YIOPSA0YEHHSI U COTJIACOBAaHHOCTH B 3aJlaHHOM KOHTeKcTe. B Tabin. 1 nmpuBeneHsl

OCHOBHBIC CTAHAAPTU3UPYIOIINUEC OpTraHU3alnum:

Tabun. 1. MexayHapoaHble CTaHAAPTU3UPYIOIIME OPraHU3aINK U UX

ohUIIMAIBHBIC CANTHI

CrangapTusupyroniasi OpraHu3aus OdurmansHbIi calfT

ISO WWW.1S0.0rg

ANSI WWW.ansi.org

MEF www.metroethernetforum.org
IETF www.ietf.org

ITU Www.itu.int

IEC (International Engineering WWW.iec.org

Consortium)

IEC (International Electrotechnical www.iec.ch

Commission)

IEEE WWwWWw.ieee.org

EIA Www.eia.org

TIA www.tiaonline.org

ECMA www.ecma-international.org
IAB www.iab.org

B npouecce aamunuctpupoBanuss HWMC aaMuHUCTpaTOp CHUCTEMBI JOJDKEH

PYKOBOACTBOBATLCA HEKoeH MOACIBIO AIMUHUCTPHUPOBAHMA. MOI[GJ'II)


http://www.iso.org/
http://www.ansi.org/
http://www.metroethernetforum.org/
http://www.ietf.org/
http://www.itu.int/
http://www.iec.org/
http://www.iec.ch/
http://www.ieee.org/
http://www.eia.org/
http://www.tiaonline.org/
http://www.ecma-international.org/
http://www.iab.org/

anmuHuctpupoBanus (ympasnenus) B MC — 310 HaGop QyHKUMIA 1m0
YIPABJICHUIO TIOJICUCTEMOMN WIIM UHPOPMALIMOHHBIM MPOIECCOM.
Paznmuunbie CTaHAAPTU3HUPYIONIME OpPTraHU3AMHM TPEJIararoT pa3IuYHbI HAO0P
byHKUMNA (pa3MyHble MOJENH) IO YIPABJICHUIO TEXHUYECKUM OOECIeYEHHUEM,
OpraHu3aIllMOHHON U (YHKIIMOHAIBHOHN noacucTteMamu. D1o moaenu [ISO-0SI, 1ISO
FCAPS, OGC ITIL, ITU TMN, TMF e¢TOM. Ha cerogasmsauii AeHbL MOJCIIH
FCAPS — 510 0CHOBHas MOJieTib AIMUHUCTPUPOBAHUS HE TOJIBKO CETEBBIX CHCTEM,
HO 1 mo0bIx MC, xak cucrem nepenaun nanubix. B pekomenpanusx [TU-T X.700 u
B ctangapte ISO 7498-4 onucansl nath PyHKIMoHAIBHBIX rpymnn Mmoaenu FCAPS:
(F) Fault Management (YmpaBneHue oTkazamMH) — OOHapyXKEHHE OTKa30B B
YCTPOMCTBAX CETHU, COIMOCTABJICHUE aBAPUKWHONM HHPOpPMAUMUA OT Pa3IUYHBIX
YCTPOMCTB, JOKAIM3AIUs OTKA30B U MHUIIMUPOBAHUE KOPPEKTUPYIOIIUX ACHUCTBUH.
(C) Configuration Management (YmpaBieHue KOH(DUTYpUPOBAHUEM) —
BO3MOYKHOCTh OTCJIC)KMBAaHUS W3MEHEHUW, KOH(GUTYpUPOBAHUS, TMepeaayn |
YCTaHOBKHU MPOTPaAaMMHOTO 00€CIIeUeHHsI Ha BCEX YCTPOMCTBAX CETH.
(A) Accounting Management (YmnpaBieHue y4eTOM) — BO3MOXHOCTb cOopa u
nepeiadynd y4yeTHoW uH(opManuu g TeHepalud OTYETOB 00 HCIOJIb30BaHHUU
CETEBBIX PECYPCOB.
(P) Performance Management (YmpaBieHHEe TPOU3BOIUTEILHOCTBIO) —
HEIPEPHIBHBI MCTOYHUK WHGOPMAIMK JUISI MOHUTOPWHIA TOKa3aTenel paboThl
cetu (QoS (Quality of Service, KauectBo o6ciyxkuBanus), ToS (Terms of Service,
Tun oOcmy>KuBaHUs)) U pacIpeieNICHUsI CETEBBIX PECYPCOB.
(S) Security Management (YmpaBieHue 0€30MacCHOCTBIO) — BO3MOXKHOCTh
YIPABJICHHS TOCTYIIOM K CETEBBIM PECYypCaM U 3aIIUTOMN OT yrpo3.

Manee paccMoTpuM agMuHHCcTpupoBanue nojacuctem NC.

1.2.3. AnmunuctpupoBanue kadbeapHol cuctembl (KC) npemycMarpuBaeT TOYHOE
0003HaUEHNE W YYEeT BCEX DJIEMEHTOB, COCTABIISIIONIMX KaOEIbHYIO CHUCTEMY, a
TaK)Ke€ KaOENbHBIX Tpacc, TEICKOMMYHHKAIIMOHHBIX W JPYTHX IOMEIICHUH, B
KOTOPBIX MOHTHPYETCS CHCTEMa, a Takke KOHTpoJib cocTtosiHus KC ¢ menbio

OIIpCACICHUA MCCTAa BOBHUKHOBCHU:A HpO6J’IGMBI. Bo3moxxHoctn nepecaadu JaHHbIX



OTpPaHUYCHBI BO3MOXKHOCTSIMHU KaOens. CyIecTByeT JBa BUIA ONTHYECKOTO
BOJIOKHA B 3aBHCHMOCTH OT JMaMeTpa CTEKJITHHOTO CEpJICYHHKA M CTCKIISHHOM
oTpaxaromiei 000JI0YKH:

e MHOroMoAO0BO€ BOJIOKHO — multimode (MM, 62,5/125 mxm u 50/125 Mxm);

e 0JTHOMOJIOBOE BOJIOKHO — Singlemode (SM, 9-10/125 Mkm).

CBeTOBOI Iy4OK NEpENAETCs MO pa3HbIM BHJIaM ONTOBOJOKHA HAa Pa3HBIX JJIMHAX
BOJIH:

e MHOroMoaoBoe BoJIoOkHO — 850 HM 1 1300 HM ¢ 3aTtyxanueMm 1,5-5J16/km;

e 07HOMO0BOE BOJIOKHO — 1300 HM 1 1550 HM ¢ 3aTyxanuem 1J10/km.
B Hacrosmee BpeMs IUPOKO UCTONb3YIOTCA ST-KOHHEKTOPBI U SC-KOHHEKTOPBI.
HoBoe onTuueckoe akTuBHOE 00OpynOBaHuUE, pa3paboraHHoe mnocie 1995 rona,
BBIITYCKAETCs TOJNBKO B BapraHTax ¢ SC-mopramu. Tak Kak 1o kabeabHbIM CUCTEMaM
31aHUI BEAETCS Nepeaada JaHHbBIX, U OHH MOJKIIFOYEHBI K KOMIIBIOTEPAM, BO3HUKIIN
KECTKHE TpeOOBaHUsS MO IMOXApPHOW O€30MACHOCTU U CHEHAIbHbIE TECTHI. IJTO
TECThl HA COOTBETCTBUE CIEAYIOIIUM TPEOOBAHUSIM:

® TMpeIOTBpallleHUe TopeHus (M30JAlMUs U 000JI0YKa KaOeIbHOW CHUCTEMBbI

JOJIKHBI ObITh HETOPIOYHMH);

® OTCYTCTBHE BBIJICJICHUS AbIMA MPH MOKAPE;

® OTCYTCTBHE TOKCHYHBIX BBIJIEICHHI MpU Mokape (TaJoreHoB).
KabensiM, mpomienmuM 3TOT TecT, npucBamBaercs MmapkupoBka LSZH: L(ow)
S(moke) Z(ero) H(alogen). CymiecTByr0oT MapKUpPOBKHU JJisl KOMMYHHKAIIMOHHBIX
kabenel, yacTuaHo npotenmux Tectol (Hanpumep, CMR mwim OFNR). Tlpusegem
OCHOBHBIE CTaHJAPThl, HEOOXOAUMBIE IJIi OCYIIECTBICHHUS BBICOKOCKOPOCTHOM
nepeiaun JaHHbIX U 00s3aTeNIbHbIE Ml COOMIOACHUS ClIy>)KOaMHu aJMUHUCTpAaTOpa
CUCTEMBI.
EIA/TIAS568 — cranmapt co3naHus TEJICKOMMYHUKALMH — CIYy)KEOHBIX |
MIPOU3BOICTBEHHBIX 3/IaHUMN, TFITAHUPOBAHKE KAOCTHHBIX CUCTEM 3/IaHUN, METOIUKA
MOCTPOCHUSI CUCTEMBI TEJICKOMMYHUKAIMKN CITYy>KEOHBIX W TPOU3BOJICTBEHHBIX

31aHUM.



EIA/TIA 569 — cranmapT onuceiBaeT TpeOOBaHHS K TTOMEIICHUSM, B KOTOPBIX
yCTaHaBJIMBAETCA CTPYKTYPUPOBaHHAs KaOebHas cucTeMa U 000py10BaHUE CBSI3U.
EIA/TIAG606 — craHgapT agIMUHHCTPUPOBAHUS  TEJICKOMMYHHKAIIMOHHOM
MHOPACTPYKTYPHI B CIIY>KEOHBIX U MPOU3BOJCTBEHHBIX 31aHUSIX.

EIA/TIA607 — cranmapr oOmuchiBaeT TpeOOBaHUSA K  HHPPACTPYKTYpE
TEJIEKOMMYHUKALIMOHHON CHUCTEMBI 3a3€MJIEHUS! U BbIPABHHBAHUS MOTEHIMAIOB B
CIIy’KE€OHBIX U MPOU3BOJICTBEHHBIX 3JaHUSX.

[Ipy NOOKIIOYEHHH KOMIIBIOTEPOB, Yalle BCEr0 BO3HHUKAET HEOOXOIUMOCTh
MCIOJIb30BaTh MaTuyKop bl U pazbeMbl RJ-45 nns UTP. Bo BceM HOBOM ceTeBOM
obopyoBaHuM HcHoNb3yeTcss ctaHgapT TIA-568A, o yeM cienyeT HOMHUTH
aJIMUHUCTPATOPY CUCTEMBI.

B mpouecce aaMUHUCTpUpPOBaHUS, BCE HU3MEHEHHUS, BHOCHUMBIE B KaOEIbHYIO
CUCTEMY, TOJJIEKAT TOKYMEHTUPOBAHUIO. JJOKYMEHTHPOBAHUE OCYILIECTBIIAETCS T10
CTaHIAPTy ANSI/EIA/TIA-606 (Cranpapr aIMUAHHUCTPUPOBAHUS
TEJICKOMMYHUKAIIMOHHBIX ~ MHOpacTpyKTyp  Kommepueckux  3nanuii). AC

HE0OXO0IMMO MOAPOOHOE U3YUEHUE TAaHHOTO CTaHAapTa

1.2.4. Tlocne pemienus mpoOIeMbl 00bETUHEHNS OTIETBHBIX KOMIIBIOTEPOB B CETH
BO3HUKJIa HEOOXOJUMOCTh COEIUHATH CETH KOMIIBIOTEPOB MEXAY CO00if. ITO
COEIMHEHHE CETMEHTOB CETEW OCYIIECTBIAETCS NPH MOMOIIM KOMMYTaTOpOB,
MapuIpyTU3aTOPOB U APYTUX CHEHHUAIBHBIX YCTPOHCTB. CErMEHT CEeTHU — 3TO YacTh
CETH, KOTOPas HE COAEPKUT COCTUHSIONIUX YCTPOUCTB. Y CTPOMCTBA, COCTUHSIOIINE
CErMEHTBI OJHOW OOJNBIION CETH, MOAPA3ACIAIOTCS HA BHUIBI B 3aBHCUMOCTH OT
¢dbynkunoHaiasHOro ypoBHsi OSI, Ha kKoTopoM OHM paboTatoT. Tak, Ha mepBOM
ypoBHe (Physical) paboTatot ycunurenu/penutepbl/xadsl, Ha BTopoMm (Data Link) —
MOCTBI/KOMMYTaTOphl, Ha TpeTheM (Network) — mapuipyTuszaTopsl (poyTephl), Ha
BCEX YPOBHSX pa0OTaIOT MIIIO3bl. Xa0 HE MPOU3BOAUT aHaiu3a uHPopmanuu. OH
Ha KOPOTKOE€ BpeMs 3allOMHHAeT 3HaueHusi curHama «0» wim  «1»,
COOTBETCTBYIOIIUM 00pa3oM HX PEreHepupyeT, YCUIMBACT U OTIPABISET BO BCE
IIPUCOECIMHEHHBIE CETMEHThl CE€TU. MOCT-yCTPOMCTBO, pa3leisIolee CETH Ha

cermeHThl. OH mepechiaeT uHbopmaruio (ppeiim) He BCEM YyCTPOIMCTBAM CETH, a
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TOJIKO B TOT CETMEHT, B KOTOPOM HAaXOJAUTCS MoJTydaTesb. MOCThI paboTaroT ¢
bu3MUecKuMHU agpecaMu CTaHIMK Ha KaHalbHOM YpoBHE mpotokojoB OSI. B
OTJMYKE OT Xaba MOCT MOXKET paspemiatb JOCTYN K (PU3UUECKHM YCTPOHCTBaM,
anbo 3ampeniaTh €ro, TO €CTh, CHOCOOEH peryaupoBath Tpaduk. CylmiecTByeT Tpu
THUIIa TPOTOKOJIOB MapIIPyTHU3AI[UH MOCTOB:

TR wmmm STA (transparent, mpo3payHblii WM OOYYaAIOIIMKCS) — HCIOJIB3YET
anroput™m STA (Spanning Tree Algorithm), KOTopbIii IpUMEHsIETCA, HAIPUMED, BO
BCexX Bepcusax kommyTtupyemoro Ethernet.

SR (source routing, MapumpyTu3anus OT UCTOUYHHUKA) — UHPOPMALIUI O MaplIpyTe
COJIEPKUTCS B KXKJOM IepeaBaeMoM Kajpe; ucroisib3yercs B cetu Token Ring
IBM.

SRT (source routing transparent) — koMOWHAIUsI JBYX IEPEYUCICHHBIX BBIIIC
THUTIOB.

KommyTtaTtop (switch) — 310 MynpTUnopToBbIi MOCT. OH 00O€ecreunBaeT nepeaaqy
(GpeiiMOB OT CTAaHIIMM K CTAaHLIMU B peXUME TOUKa-To4Ka (point to point). [Ipu 3Tom
CTaHIIMA B CETH paboTaloT MapauieTbHO, TO €CTh Iepeaadya MOXKET BECTHUCH
OJTHOBPEMEHHO MEXJy BCEMM MapaMu MmopToB. KommyTanus oCyIiecTBIsSE€TCS IO
busnueckum aapecam ycrpoictB (MAC-ampecam). [lpu 3TOM TIpu MOMOIIH
CIEHHUAJIBHBIX IMPOTOKOJIOB TPeThero ypoBHs OSI oCymecTBIISIETCS MHOKECTBO
GyHKINNA yIPABICHUS CETEBBIM TPA(QUKOM.

CymiecTByeT 1Ba TUIAa KOMMYTAITHH:

«bydepnas» (store and forward) - ¢ppetim 3aaepkuBaercs B Oydepe 10 OKOHIAHUS
€ro MOJHOU Mepelayy U TOJIBKO MOCIIE ATOr0 TpaHcaupyeTcs aaibiie. «O0pe3Has»
WIn «ckBo3Hask» (cut-through) - komMMyTaTtopbl, HCIOJB3YIOIIAE ATOT THII
KOMMYTAIMH1, HAa3bIBAKOTCSI CKBO3HBIMU, M1 OHM HAYMHAIOT TPAHCIHPOBATH PpeiiM B
BBIXO/IHOH MOPT cpa3y MO MOTYYCHHUH 3ar0JI0BKa, HE T0KHUIasICh OKOHYaHUS TIpreMa
dpeiima.

MHorue KOMMyTaTopbl MO3BOJISIOT aIMUHUCTPATOPaM 3a7aBaTh JOMOJIHUTEIbHbBIE
ycloBusi  GuibTpanuu  (QpeiMOB HapsAAy CO CTaHAApTHBIMH YCIOBUSIMH HX
(bUIbTpalluk B COOTBETCTBUM ¢ MH(popManuel aapecHor Tadmunbl. s co3manus

JOTIOJTHUTENBHBIX O0aphepoB HA MyTH (PEUMOB, KOTOPHIE OTPAHUYHBAIOT JOCTYII
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OTpEeNIeNEHHBIX TPYIT TOJB30BaTENIed K OINPEeACIEHHBIM CITy)k0aM CeTH,
3aJIeUCTBYIOTCSl TOJIb30BaTeNnbckue QuibTpel. [locTpoeHue cereil Ha OCHOBE
KOMMYTATOPOB TTO3BOJISIET BBECTH MPUOPHUTE3AIHIO (HPEHMOB, MpUUEM JeIaTh 3TO
HE3aBUCUMO OT TeXHOJIOTUH ceTu. [loaiepkka mpuopuTeTHoN 00paboTKH OCOOEHHO
HEeoOXoaMMa U JIOJDKHA OBITh HKCIONb30BaHA AJAMUHUCTPATOPOM CHUCTEMBI IS
MPWIOKEHUHN, TPEIBABISIONINX pPA3IUYHbIE TpeOOBaHUS K  JIOMYCTHMBIM
3asiepkKaM GpeMOB U K MPOIMTYCKHOM CIIOCOOHOCTHU ceTH, Hanpumep, [P-tenedonus,
Buneo. Jlms Bcex TR-komMmyTaTopoB oOsi3aTenbHa TMOMIEPKKA aNTOpUTMA
nokpsiBatouiero aepesa Spanning Tree (STA). ANropuTM NOKpPHIBAIOIIETO JIepeBa
MpeaHa3HauYeH ISl CBSI3M CETMEHTOB ceTeil. Bce KoMMyTaToOphl MOANEPKUBAIOT
CpEeICTBa OpraHW3allui BUPTyalbHBIX ceTei. BuptyanbHoit cethio (VLAN)
Ha3bIBA€TCA TIpYyINa CTAHIUNA CETHU, NAKEThl KOTOpPOM, B TOM 4YHUCIE U
HIMPOKOBEIIATENIbHBIE, HA KAHAJbHOM YPOBHE MOJHOCTBHIO U30JIUPOBAHBI OT JIPYTUX
ctaHuu cetu. OObeNMHEHNE CTAaHIMWA B TAaKWE TPYMIIbI BBINOJIHAETCS JUOO Ha
OCHOBE TMPUHAJICKHOCTH K TOpTaM KOMMYyTaropa, JiMOO Ha OCHOBE
NPUHALIEKHOCTH (pEMOB K OJHOMY CETEBOMY MpOTOKOdy, Jmbo no MAC-
aapecaMm ctaHuui. [Ipu mapameTpuzanuu onepalMoOHHONW CUCTEMBbI KOMMYTaTtopa
TUIl TAaKOro OOBEIWHEHHUS 3aJaeTcs aIMUHUCTPATOpOM cuctembl. HasnaueHue
TEXHOJIOTUU BUPTYAJIbHBIX CETEH COCTOUT B 3alIUTE OT HECAHKIMOHUPOBAHHOIO
JIOCTYTIA ¥ B CO3/IaHUH U30JIMPOBAHHBIX CETEH, KOTOPHIC 3aTEM MOTYT OBITh CBSI3aHbBI
C MOMOILBIO MapUIPYTU3aTOPOB, PEATHU3YIOIIHNX KaKOH-THMO0 MPOTOKOI CETEBOTO
ypoBHs, Hampumep, [P. Jlns oObenuHeHrs BUPTYalbHBIX CETEH B OOIIYIO CETh
TpeOyeTCsi HUCIOJIb30BAaHUE TPOTOKOJIOB CETEBOr0 ypoBHA. OHU MOTYT OBITH
peanu30BaHbl B CIIEUAIBHOM YCTPONCTBE — MapUIPYTU3ATOPE, @ MOTYT paboTaTh U
B COCTaB€ MPOTPAMMHOT0 OOECTEUCHHUs] KOMMYyTaTopa, KOTOPHIH B 9TOM Ciy4yae
CTAHOBUTCSI KOMOMHUPOBAHHBIM YCTPOMCTBOM — TaK HAa3bIBAEMbIM KOMMYTaTOPOM
3-r0 ypoBHSA. AJIMUHHCTPATOpP CHUCTEMBbl JOJKEH Yy4YeCTh, YTO BBIMIOJHECHHE
JOTIOTHUTENBHBIX (PYHKITUH MOXET CHU3UThH MPOU3BOJUTEIHLHOCTH KOMMYTAaTOPA,
TaKk Kak 00pa0oTka Tabaul, GuibTpaius U npuopuTesanus tpaduka, oopadoTka
MapiipyToB TpeOyeT MPOBEACHHS JTOMOJHUTEIHHBIX BBIYMCICHHUN MPOIIECCOPaMU

MOPTOB.
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103 (Gateway) — 3TO YCTPOMCTBO [IJ1si COEAMHEHUS MTOICETEN MO MPOTOKOJIAM
BbllEe 3-ro ypoBHS OSI. I1Int036I IPUMEHSIIOTCS B CJI0KHBIX T€TEPOrE€HHBIX CETSX.
Hanpumep, eciu BO3HMKAET HEOOXOJUMOCTb MPHUCOCAMHUTHL CETMEHT C
MEPCOHAIBHBIMU KOMITBIOTEPAMU, MPEICTABISIIOINUMHU cUMBOJIBI B Kojie ASCII, k
MeiHbpeiM, npencrapisomet cumBoibl B koae EBCDIC. TmarensHOE
MIPOCKTUPOBAHUE CETH SIBIISCTCA BaKHEHIIEW 3amadeil Ciay0 aaMUHHUCTpaTopa
cucteMbl. [ pelieHus 3aJauu MPOEKTUPOBAHUS CETEN MPUHAT TPEXYPOBHEBBIM
noaxoa. B 3Toil TpEXypOBHEBOUM MOJENIN BCE CETEBBIE YCTPOWCTBA U COEIUHEHUS
MEXIy HUMH TPYNIHUPYIOTCS W MOAPA3ACIAIOTCS HAa TPU YPOBHS: 0a30BbIi
(MarucTpanabHbIii) YpPOBEHb; YpPOBEHb paClpe/esieHHs; ypOBEeHb jaocTymna. Ha
Ka)XJIOM YPOBHE TPeOYyeTCsl CBOM THUI KOMMYTaTOpa, KOTOPBIM HAWITYy4IIIUM 00pa3oM
pemaer 3agayud JaHHOTO YpOBHS. (PYHKIMH U TEXHUYECKUE XapaKTEPUCTUKU
KKJIOr0 KOMMYTAaTOpa 3aBUCAT OT YPOBHsA, IJII KOTOPOTO NPENHA3HAYEH JTOT
KOMMYTAaTop.

Mapupytuzatop (router) — ycTpoHCTBO, paboTaroliee Ha TPETheM, CETEBOM YPOBHE
mozenmn OSI. MapupyTuzatop TPUHUMAET PEMICHHUS O MEPECHUIKE ITaKETOB
ceteBoro ypoBHs wmojenu OSI ux mnomyyaTenr0o Ha OCHOBAaHUU TaOJUIIBI
MapuIpyTH3alUA U ONpeNeiEHHbIX npaBui. [Ipu 3ToM B mpenenax cCerMeHTa OH
paboTaeT Ha KaHAJILHOM ypoBHE Mojienu OSI, a Mex 1y cerMeHTaMH — Ha CETEBOM.
Ha ceTeBOoM ypOoBHE CO3AaETCS JIOTUYECKUH aJIpec CETU. ITOT aJIpec MPUCBAUBAECTCS
OTEPAIIMOHHON CUCTEMOW WM aJMUHUCTPATOPOM CHUCTEMBI Il UACHTU(DUKALIUU
Ipyninbsl KOMIbIOTEpPOB. Takyio Tpynmy HHade Has3bIBaloT «subnet» (momacers).
Mapuipyruszanus peaau3yeTcs ¢ TOMOILIBI OJHOTO WJIM HECKOJIBKUX ITPOTOKOJIOB
MapuIpyTu3auuy JMOO TpU TMOMOIIM CTAaTUYECKU HACTPOCHHBIX TaOJuIl
MapupyTu3auud. MapupyTuzanus MOXET OCYIIECTBISATBCS 1O  Pa3HbIM
aIropuT™MaM M OBITh CTATUYECKOM WM JuHaMuyeckod. Hambonee u3BecTHbIE
MPOTOKOJIBI MapIIPYTU3AIMH, KOTOPBIE €CTh OOBIYHO Y BCEX MapILIPyTU3aTOPOB 3TO:
pOTOKOJI MapiipyTHo# nnpopmarmu (Routing Information Protocol) RIP;

OTKPBITBIN MPOTOKOJI MpeAnoyTeHus: kparyaitero mytu (Open Shortest Path First)

OSPF.
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RIP siBisieTcst nuCTaHIIMOHHO-BEKTOPHBIM npoTokosioM. OSPF Gosnee crnoxHbIi
MIPOTOKOJI; OTHOCUTCA K NPOTOKOJAM COCTOSIHHUSI KaHalla U OPUEHTUPOBAH Ha
pUMEHEHUE B OOJBIIMX TE€TEPOTCHHBIX CETSIX. MapiipyTU3aTOPhl BBHITOIHSIIOT HE
TOJIBKO (PYHKIMIO MAapUIPYTU3alUK, HO U (GYHKIHMIO KOMMyTanmuu. To ecThb
oOecreynBalOT  MEpeHalpaBiIeHUE MaKkeTOB C  BXOJHOTO  HHTepdeiica
MapHipyTH3aTopa Ha BBIXOAHOW HWHTEp(HENWC B 3aBHCHMOCTH OT TaOJIUIIBI
MapmpyTh3auud. MapuipyTu3zatop OpOU3BOAUT  IEPEYNAKOBKY  IOJIE3HOM
uH(OpPMAITUU U3 MTOCTYMAIINX K HEMY MaKEeTOB Pa3IMYHBIX MPOTOKOJIOB BTOPOTO
ypoBHs. Hampumep, u3 Ethernet B PPP unm Frame Relay. Ilognepkka tabmui
MapHIpyTH3aLUU OCYIIECTBIIACTCS JIMOO aIMUHUCTPATOPOM CETU BPYUHYIO, JIUOO C
MOMOIIBI0 JUHAMHUUYECKUX TMPOTOKOJIOB MapuipyTtusanuu. B obmiem ciydae npu
MOCTPOEHUU TAOIMIIBI MAPUIPYTU3AIUU MAPLIPYTU3ATOP MIPUMEHSIET KOMOMHAIIUIO
CHEAYIOINX METOJOB MapUIPYTU3ALMU: TPSIMOE COEAUHECHUE; CTaTU4ecKas
MapUIPyTU3ALIHS; MapIIPyTU3ALHS o YMOJTYaHHUIO; JTVHAMUYECKas

MapIIpyTH3aIHU.

1.2.5. Tlog xondwurypammeii UC Oyaem moHuMarth pa3paboTKy M peaau3aluio
KOHLEMNINH, [O3BOJIAIONIEH aJIMUHUCTPATOPy CHUCTEMBbl OBITb YBEPEHHBIM B
HEMPOTUBOPEUYMBOCTH,  IIEJIOCTHOCTH, TPOBEPSIEMOCTH U  TOBTOPSIEMOCTH
napaMeTpoB CUCTEMBbI. MOXHO BBIACTUTH PSAJ CTaHAAPTHBIX TpoOJieM U 3amady
KoHQurypauuu. K HUM OTHOCATCA ClEQylOIIMe 3aJauyd: CTaHAapTH3aLUsl
napameTpoB, 33JaHUE MapamMeTpOB NMPU MHULHMAIM3AIMN PECYypCcoOB, oOecreyeHue
3arpy3Kyd KOMIIOHEHT, BOCCTAHOBJICHHE MApaMeTPOB, HHBEHTAPHU3AIIMS TapaMETPOB
U JIOKYMEHTUPOBaHUE (DYHKIIMOHAIBHBIX CXEeM pabOoThl KOMIIOHEHT CHCTEMBI,
KOH(UTYpaIus mapaMeTpoB COTIACHO MOJUTUKE OpraHU3aluu. AJIMUHUCTPATOPY
CUCTEMBI HEOOXOAMMO co37aTh mpodaiin (CIMHUCOK) TMapamMeTpoB JaHHOU
OpraHu3alliy, BIUSAIOIMIMX HAa 3alUTy OT HECAHKIMOHUPOBAHHOTO nocTyma. Jlis
peanu3anuu 3aga4 1mo koHduryparuu mapamerpoB B OC, CYB/l, npukiagabix
CHUCTEMax CYIIECTBYIOT coOcTBeHHBIe cpencTBa. K atum cpenctBam AC normkeH
100aBUTH TOMOJHUTENBHBIE TPOTPAMMHEBIE POTYKTHI, TIO3BOJISIOININE BHIIABATh TI0

pPaCIUCaHUIO OTYETHI O KOH(PUTYpAIUAX, apPXUBHUPOBATH COTJIACHO PACIUCAHUIO U
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BOCCTaHABIIMBATh mapameTpbl. [loMUMO 3TOro, HEOOXOIMMO HCIOJIB30BATh
crienianbhabie cucteMbl 3amuThl oT HCJI, Hanpumep, ceteBbie cpenctBa RADIUS
(Remote Authentication Dial-In User Service) /TACAS (Terminal Access-
Controller Access Control System), mo3BoJisifolIMe HEHTPAIU30BATh CETEBYIO

3aIlNTY.

1.2.6. Onna u3 Hambonee BaxHbIX 33a1ady AC — 3ammurta ot yrpo3 UC. Yrpo3soii
ABJIIETCS J00asi CUTyallus, BbI3BaHHas MpPEJHAMEPEHHO WJIM HEHAMEpPEHHO, U
KOTOpasi CIocoOHa HEeOJAarompusTHO MOBIUATH Ha cucteMmy. [IpenmnamepeHHbIe
yIpo3bl BCETJa OCYIIECTBISIOTCS MOJIb30BATESIMU CUCTEMbI WM TPUKIAAHBIMU
nporpammuctamu. HenpenHamepeHHas yrpo3a Bcerja BbI3bIBaeTcs cOOsSMU
NUTaHUs, cooamHu anmnapaTHbIX WIH IPOrPaMMHBIX CPEICTB,
HEKBAJM(UIUPOBAHHBIMU JEHCTBUSIMU IIEPCOHATIA.

K cpencrtBam, MeponpuaTusM U HOpMaM oOecriedeHus: 0€30MacCHOCTH MPOIECCOB
nepepaboTK UHPOPMAILMH, KOTOPHIE UCIOJB3YIOTCS aIMUHUCTPATOPOM CUCTEMBI,
OTHOCATCA  amnmaparHble M  NPOrpaMMHBIE  CPEICTBa, OpPraHU3aLMOHHBIE
MEpOINpPUATHS, 3aKOHOAATENIbHBIE W MOPAJIbHO-3TUYECKHE HOPMBI. AmmnapaTHble
CPEIICTBA PEAIU3YIOTCS B BUJIE SJIEKTPOHHBIX MM JJIEKTPUUYECKHUX YCTpOHCTB. OHH
MOTYT OBITh BCTPOECHBI HEMOCPEJACTBEHHO B BBIYUCIUTEIBHYIO TEXHHUKY WIIU
pEaNn30BBIBATBCS ABTOHOMHO, HAIPUMEpP, JJEKTPOHHBIE 3aMKM Ha JBEPSX
nomeneHuil. Ilporpammubie cpeacTBa BBIMONHAIOT (QYHKIIUHM 3alIUTHI MIPOLIECCOB
00paboTku uH(popMaIuu (HarpuMep, CETEBbIE IKpaHbl — GpaepBoLIbl). OOBIUHO BCE
NporpaMMHbIE  MOPOAYKTHl  BKIOYAOT  cpeactBa AAA  (ABropuzauus
noJyib3oBaTene, AyTeHTU(UKAUs ToJib3oBaTeNed U AyAUT  CHCTEMBI).
OpraHuzaliioHHbIE  MEPOIPHUATHS MNPEACTABISAIOT COOOM  OpraHu3alMOHHO-
TEXHUYECKUE M OpPraHU3alMOHHO-TIPABOBBIE MEPOIPHUATHUS, OCYILIECTBIIIEMbIE
aJIMUHUCTPATOPOM CHCTEMBI B IMpollecCe YCTaHOBKM wuiu 3kcmutyataiuu HC.
OpraHu3aluoHHbIE MEPONPUSITHUS SIBISIIOTCS Haumbosiee JEeHCTBEHHBIMH H
CYLLECTBEHHbIMU cpeAcTBaMU. OHM BKJIIOYAIOT OIPaHUYEHHUE JOCTyNa K 4YacTAM
oObekTa, rae padboraer UC, pasrpaHuueHue OCTyNa K pecypcam, pa3paboTKy

JIOKYMEHTAIIUU U WHCTPYKIIUHN TOJIH30BATENSAM, CEPTU(PUKAINIO CPEACTB 3aIIUTHI,
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KOHTPOJIb BBITMIOJHEHUSI TMPaBWI. 3aKOHOAATEIbHBIE HOPMBI OMPEACIISIIOTCS
3aKOHOJATEIbHBIMUA AKTAMU CTPaHbI, PETrJaMEHTUPYIOIUMHU IPABUJIA MOJIb30BAHUS
u 00paboTkM WHGPOPMANMA M YCTAaHABIMBAIOIIUMH MEPHl OTBETCTBEHHOCTH 3a

HapYHICHUC 3THUX ITPpAaBUIJI.

1.2.7. B 3aBUCMMOCTH OT BHJa MNPUIOKEHHUH, mpou3BoauteabHocTh MC Moxer
ONPEAENATHCS PA3IUYHBIMH TApAMETPAMU: BPEMEHEM OTKIMKA MPHIIOKEHMUS,
o0lmMM BpeMeHeM paboThl WM BpeMeHeM BBOJa/BhiBoja (total time, I/O time,
system time, CPU time). Bpigensoor deTblpe »3Tama 1O  YIPaBICHHIO
MPOU3BOAUTEIILHOCTHIO:

e ornpezeneHue 6a30Boi (HOMUHAIBHOW) pousBoauTenbHOCTH UC;

® KOHTpPOJIb OTKJIOHEHHH OT HEE;

® CO3[aHME OTYETOB O NMPOU3BOAUTEINBHOCTH;

e Koppekuus npousBoautenbHocTH HC.
Jlis npaBuiIbHOW OLEHKU npousBoauTenbHOCTH MC HeoOXoauMbl mapamerpsl -
MeTpukd. B KkadecTBe METpPUK [OJDKHA BBICTyNaTh CHUCTEMa MapaMeTpOB
KOJIMYECTBEHHOM M KauyeCTBEHHOW OLIEHKM mnpouecca. llpenmonaraercs, 4ro
METpPUKE COOTBETCTBYET HEOOXOAMMasl IJIsl POBEACHUS U3MEPEHHUs MpoLeaypa U
Mpoueaypa Uil UHTEPIPETAMUA pe3yiabTatoB. Tak s cereBoil moacucrembl MC
CYILLECTBYET IATh KIFOUEBBIX METPUK. /[B€ METpUKHM XapakTEepU3yHT Iepenady
uH(pOpMAIMU OT MCTOYHUKA K MPUHUMAIOLIEMY YCTPOMCTBY. DTO MPOIYyCKHAs
CIIOCOOHOCTh KaHala M 3ajepxkka mnepenaun AaHHbix (latency, narenuwms). Tpu
METPUKH XapaKTepU3YIOT COCTOSHUE YCTPOMCTB — OIIMOKM HHTEpQeicoB,
YTWIM3alUsl PECYPCOB CETEBBIX YCTPOMCTB, HCIOIb30BaHUE Oy(depoB CETEeBBIX
YCTPOUCTB U ain-cepBepoB. s daitn-cepBepa, IOMUMO MEPEUYNCICHHBIX BBIIIIC
napameTpoB, BIMSIOUIMX HA IPOU3BOAUTEILHOCTD, BAXKHBI CIEAYIOIINE TapaMeTPhI:

e yTWJIN3ALUs IPOLECCopa;

e mapameTpbl paboThl TMCKOBOMW MOJACUCTEMBI BBOJ1a/BBIBO/IA;

e [apamMeTpbl BBOJA/BbIBOA IIMHBI MPOLECCOPA;

® [apaMeTphl BBO/IA/BBIBOJIA CETEBBIX aqaNTEPOB.
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W3MepeHne TEXHHYECKHX METPUK HE JaeT B TaKHX CIIOKHBIX CHCTEMax
OJIHO3HAYHOM OIIEHKU MPOU3BOIUTEIBHOCTH WM aHAIM3a IPUYHH €€ YMCHBIICHUS.
[TosTOMY TOJB3YIOTCS HHTETPATBHBIMHA XapaKTEPUCTUKAMHU MIPOU3BOAUTEIBHOCTH,
KOTOpbIE  ONPEACSAIOTCA  YCIENIHOW  MPOM3BOACTBEHHOW  JESTEIbHOCTHIO
npeanpustus. Hanpumep, BpeMst OTKIIHKA TPUIOKEHHS. AIMHHACTPATOP CHCTEMBI
JO/DKEH 3aHAThCS MPOOJIEMOM MOBBIIICHUS MPOU3BOAMTEIBHOCTH CHUCTEMBI HE B
TI000M cilydae HW3MCHEHHsS TEXHHYECKHX METPUK, a HMMEHHO TOrjaa, Korja
U3MEHHUIIACh OHM3HEC-METpHUKA. OTH YCIOBHS OrOBAPHBAIOTCS B CICIHAIBHOM
JIOroBOpe: JoroBope 00 yposHe oo0cayxuBanus — SLA (Service Level Agreements).
B 3TOM J0roBOpe cojepKarcs KPHUTEPHH, COTJIACHO KOTOPBIM IMOJIh30BATEIb
0XHJAeT MOJIYYUTh OrOBOpPEeHHbBIE yeiryrd. Co3anne T0roBopa CBUICTEIbCTBYET O
TOM, YTO CITY>KOBI aIMUHUCTPATOPA CUCTEMbI U OM3HEC JOTOBOPUJIMCH O CTaHAaPTe
Ha TMPOU3BOIUTEIBHOCTh CHCTEMBI M Crocobax ee oneHkH. CorjaacHo 3ToMy
JIOTOBOPY MIPOM3BOIMTCS COMOCTABIICHHE O0CIIIAHHOTO YPOBHS Ka4eCTBa M TOTO, YTO
eCThb B peasibHOCTH. B moroBope SLA onpenesiroTest poJi peoCTaBIsIeMO# YCIIyTH,
CPOKH, MECTOTIOJIOKEHHE, 3aTpaThl, OOSI3aHHOCTH BOBJICUCHHBIX CTOPOH. Jlis
U3MEPEHUsT TapaMeTpoB, Hampumep, cereBbix mojacucreM MC wucnonb3yroTes
CreUaIbHbIC TUAarHOCTUYCCKHIE CPEICTBA: TEHEPATOPhI M aHAJIN3aTOPhI Tpaduka. B
HEKOTOPBIX CHUTYAIUSIX €IHHCTBEHHBIM CITOCOOOM YCTAHOBHMTH BPEMS U MPHUYHHY
YXYIICHUS IPOU3BOAUTEIBHOCTH CETEBOM CUCTEMBI, SIBJISICTCS SMYJISIUS 3arpy3Ku
npy momoInu reHepanuu tpaduka. AC IO0KEH MMETh TaKHe TOMOJHUTECILHBIC

IIPOIPAMMHBIE TIPOTYKTHI.

1.2.8. Ilns compoBoxkaeanss MC HeoOXOAMMBI peryispHbIC 00s3aTeIbHBIC IS
UCIIOJTHEHUsI padOThl, HANpaBiE€HHbIE Ha MOAJIEPKAHUE HSKCIUTyaTallMOHHBIX
xapakrepuctik MC — perniamenTHble padoThl. PernamenTHbie paboThl OBIBAIOT ABYX
TUIIOB: MEPUOINYECKHE U KaneHaapHbie. [lepuonnyueckue perinaMeHTHble paboThl —
3TO T€, ISl KOTOPBIX 3aJa€TCs BPEMS 10 BBINOJHEHUS CIEAYIOIIEH aHAIOIMYHON
pabortsl. [1nanoBas nata kax10il paboThI Tpaduka MOKET 3aBUCETh OT (PaKTHUECKOU
JaThl BBIOJHEHUS Tpeaplaymux padot. [lepmoaudyHocTs MokeT OBbITH 3a/aHa

KaJICHJAPHBIMUA OTPE3KaMH BpeMeHH padoThl o0opyaoBanus win [10.
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Kanennapubie peraamMeHTHbIE paOOThI, KOTOPHIE BBIMOIHSIOTCS MO Tpaduky,

3aJlaHHOMY JaTtamMu Haudania pabor. I'padux MoxkeT comepkarb oaHy wim Oosee

paGot. IlnmanoBas marta Kaxmoil paboThl Tpaduka MOXKET HE 3aBHCETh OT

(haKTHYECKOM J1aThl BHITIOJTHEHUS MPEILIIYITNX padoT.

2. 3ajgaHue Ha KypCOBYIO padoTy

3amannie Ha KypCOBYIO pabOTy COCTABJICHO B TPUALIATH OJJHOM BapuaHTe (Tadia. 2 u

tabiu. 3). Homep BapuanTa paBeH NopsIKOBOMY HOMEPY CTYJICHTa B KypHaJie

IPYIIIBL.

B opranmuzanuu ycraHaBIuBaeTCsl HHPOKOMMYHHUKAIIMOHHAS CHCTEMa Ha

TpedyeMoe KOJIUYECTBO IoIb30BaTeneii. OHa OyAeT BKIIFOYATh.

— CepBepHYIO TOJCUCTEMY OJIHOTO W3 CICIYIONIMX IPOU3BOJUTENCH TI0

BbIOOpPY cTyaeHTa: AkBapuyc, YADRO. B cocrage:

O

©)

O

daiin-cepsep nox ynpasinenueM OC Windows Server 2019;

cepBep 0a3bl ganubix noj ynpasienuem CYBJl MySQL u OC Linux;
cepsep neyatu noA ynpasineaueM OC Windows Server 2019;

cepBep ANEKTpoHHOM mouThl noj ynpasiennem OC Windows Server

2019;

cepBep npuinoxkennit moa ynpasienuem OC Linux;

— CETEeBYIO aIllllaparypy M MaTeMaTHYeckoe oOecredeHrne OJHOro U3

CJICIYIOIINX MPOU3BOIUTENCH 10 BRIOOpY cTyaeHTa: bynat, Eltex, QTECH,

Huawei, iKuai;

— KaOeNbHYI0O CHUCTEMy Ha OCHOBE BHUTOM TMapel Kareropun 6 W

OIITOBOJIOKOHHOTO Ka0Oes;

— CUCTEMY CETEBOT0 YIIPABJICHUS;

— cucTeMy obecrieueHus CeTeBoi HHPOPMAIMOHHOM 0€301IaCHOCTH.

OpFaHI/IBaI_II/ISI HaxXxoauTCs B KaMIIyCC. HO)IKHIO‘ICHI/Ie K FOpO)]CKOfI MarucTpain

OCYIIECTBJISIETCS. B OJHOM W3 3daHuWil. Paboume CcTaHIMM HAXOASATCA TOJ

ynpasiearnem OC Windows 10. K cucteme qomxkeH ObITh OCYIIIECTBIICH YIATCHHBIN

AOCTYII OITpCACIICHHOT'O YHCJla MOJIb30BaTEIICH. I[OJDKeH OBITH OCYHICCTBJICH JOCTYII

K cetu IHTEpHET NOJIb30BATENEN CUCTEMBI.
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Jlis  OUEeHKM TMpaBWIBHOCTH KOH(PUTYpallUd MapamMeTpoB JOJDKEH OBITh

pa3paboTaH KOHTPOJIbHBIN IPUMEDP, BKIIOYAIOIINI B CeOsl:

1.

© N o a bk~ W

dopManu3zalui0 UCXOAHBIX JaHHBIX (TaOiMIly C  pacnpeaeiaeHUueM
COTPYIHHUKOB MO (DYHKITMOHAILHBIM MOIPA3/ICCHUSIM OpTraHu3aIlim);
Bbibop M pacyer aKTHBHOTO M IIaCCHUBHOIO CETEBOIO U CEPBEPHOIO
000pyI0BaHUS;

Pa3paboTKy CTpyKTYpHOU CXEMBbI OpraHU3aIuH CBS3H;

Pacuer miana noruueckoit aapecanuu (IP-agpecanun);

Buenpenne texnonorun VLAN;

Pa3paboTKy JIoruueckoil cxeMbl ajipecaluu;

Bueapenue noacuctemsl [P-tenedonuu;

Bri6op mpoTokosia TUHAMUYECKONW MapHIpyTH3alMU U Pa3padOTKy CXEMbI
MapuIpyTHU3aluy,

BHeapeHue TEXHOJIOTMM BHUPTyalu3allid W BUPTyaJIU3alldI0 CEPBEPHOM

MMOJICUCTEMEI,

10. Buenpenue cucrteMbl obecriedeHIsI HHPOPMAITHOHHOW 0€30IaCHOCTH.

HpI/I BBIITOJIHCHUH KOHTpOHBHOﬁ pa6OTLI CTYACHTOM CaMOCTOATCIIBHO BI)I6I/IpaIOTCH

U JAIOTCS OTBETHI HA 5 KOHTPOJBHBIX BOIIPOCOB M3 II. 3.

TpebGoBanus kK 0popMIEeHUIO PabOTHI MPUBEIEHHI B 11. 5.

Ta6nmma 2. BapuanTsl 3a1aHuid

KonuuecTtBo
No KomnuecTBo
BapHAHT | 37aHwuii B KomnuecTBo } YIAJIEHHBIX
MOJIb30BaTEIICH pabounx MecT
a Kamiryce COTPYJHHUKOB
1 2 450 0
2 1 270 20
3 3 550 50
4 1 500 10
5 4 750 50
6 2 400 0
7 2 600 25
8 3 520 0
9 4 800 25
10 1 285 60
11 2 470 0
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12 1 300 15
13 3 600 60
14 4 900 0
15 2 400 50
16 1 370 25
17 5 1000 150
18 3 700 30
19 1 420 20
20 2 580 35
21 4 560 0
22 3 900 70
23 1 375 50
24 2 485 85
25 3 770 55
26 2 560 20
27 2 745 5
28 1 500 25
29 3 645 45
30 4 800 50
31 5 2000 150
Tabnuia 3. BapuanTsl 3a1aHuii
Ne
3aganue
BapHaHTa
Pa3zpaboTraTh TEXHHYECKOE 33 JaHUE KOMITAHUU-TIOIPSAUMKY Ha
1 BBITNIOJIHEHHE PabOT 10 YCTAaHOBKE CETEBOW ONEPALMOHHON CHCTEMBI
Ha (haiin-ceppepe.
Pa3paboTtaTh TexHUUECKOE 3aJaHNEe KOMITAHUU-TIOJIPSITYMKY Ha
2 BbINIOJIHEHHE paboT 1o yctaHoBKe CYB/] Ha cepBepe 0a3bl JaHHBIX
Pa3paboTtaTh TexHUYECKOE 33aJaHEe KOMITAHUU-TIOJIPSITIYMKY Ha
3 BhITIOJTHEHHE paboT mo yctaHoBke NMS
Pa3zpaboTraTh TEXHHYECKOE 3aJaHUE KOMITAHUU-TIOIPSAUNKY Ha
4 BBHITIOJIHEHHE PabOT MO YCTAaHOBKE cepBepa nevyaTu
Pa3paboTraTh TeXHHYECKOE 3aJaHUEe KOMITAHUU-TIOIPSAUMKY Ha
5 BBITIOJTHEHHE PaboT M0 YCTAaHOBKE CepBepa dJIEKTPOHHOMN MOYTHI
Pa3zpaboTraTh TeXHUYECKOE 33JaHUE KOMITAHUU-TIOIPSAUNKY Ha
6 BBITNIOJIHEHHE PAa0OT MO YCTAaHOBKE KAOEJIbHON CUCTEMBI
7 Pa3zpaboTraTh TeXHHYECKOE 3aJaHUE KOMITAHUU-TIOIPSAUNKY Ha

BBITIOJIHEHHE PA0OT M0 YCTAaHOBKE CETEBOM CUCTEMBI Ha 6a3e
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000Opy0BaHUS ¥ IPOTPAMMHOTO 00ECTICYSHHST BEIOPAHHOTO
MIPOU3BOIUTEIIS

Pa3zpaboTaTh TeXHUYECKOE 3a/laHNe KOMITAHUU-TIOAPSTYUKY Ha
BBITIOJIHEHHE PA0OT MO YCTAaHOBKE CPEACTB HH(MOPMAITMOHHON

8
0e30macHOCTH
Pa3zpaboTraTh TeXHHYECKOE 3aJaHUE KOMITAHUU-TIOIPSAUMKY Ha
9 BBITIOJIHEHHE PabOT MO0 YCTAaHOBKE CPEJICTB CETEBON AMATHOCTUKH U
3alUTHI OT COOEB
Pa3zpaboTraTh TeXHHYECKOE 3aJaHUE KOMITAHUU-TIOIPSAUYMKY Ha
10 BBITIOJIHEHHE PAa0OT MO YCTAaHOBKE CPEACTB yueTa
Pa3zpaboTaTh TeXHUYECKOE 3a/laHNe KOMITAHUU-TIOAPSIYUKY Ha
11 BBITIOJIHEHHE PA0OT MO YCTAaHOBKE CPEJICTB KOH(DUTypaLUU
Pa3paboTtaTh TeXHHYECKOE 3aJaHUE KOMITAHUU-TIOIPSAUNKY Ha
12 BBITIOJTHEHHE PabOT MO YCTAaHOBKE CPEJICTB KOHTPOIIS
IPOU3BOAUTEIHLHOCTH
Pa3zpaboTraTh TeXHHYECKOE 3aJaHUE KOMITAHUU-TIOIPSAUNKY Ha
13 BBITNIOJIHEHHE PabOT M0 YCTaHOBKE CPEJICTB YAJIEHHOIO OCTYTa K
UH(OPMAITMOHHON CUCTEME
Pa3zpaboTaTh TeXHUYECKOE 3a/laHNe KOMITAHUU-TIOAPSIYUKY Ha
14 BBITIOJIHEHHE PA0OT MO YCTAHOBKE CPEJICTB MOAKIIOYCHUS K CETU
HNHuTtepHer
Pa3paboTaTh TpeOOBaHUS MO BHIMOJIHEHUIO MEKIYHAPOAHBIX U
15 POCCHICKUX CTaHAAPTOB B UH()OPMAIMOHHON CUCTEME
Pa3zpaboTaTh TpeGoBaHUS K peann3alii CETEBBIX MPOTOKOJIOB B
16 UH(OPMAITMOHHON CUCTEME
Pa3zpaboTaTh TpeOoBaHUs K peann3aluy MPOTOKOJIOB MapIIpyTU3AITUU
17 B MH(POPMAITMOHHOM CHCTEME.
Pazpaborath TpeOOBaHUS K peann3aliui KaHaIbHbIX MPOTOKOJIOB B
18 MH(OPMAIMOHHON CUCTEME
Pa3zpaboTaTh TpeboBaHUs K peanu3aiy MPOTOKOJIOB YIIPABICHUS B
19 nH()OPMAITMOHHON CUCTEME
20 Pa3paboTaTh cTpareruto apxuBUpOBaHusi HHHOPMAIIMOHHON CUCTEMBI
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Pa3paboTtaTh cTpaTeruio BOCCTaHOBIECHUS HHPOPMAIIMOHHON CUCTEMBI

21
Pa3zpaboTaTh cTpareruto moucka ommodoK B HUHPOPMaIMOHHOM
22 cUCTEME
Pa3zpaboTaTh HHCTPYKIIMIO IO JEHCTBUAM aIMUHUCTPATOPA CUCTEMBI
23 npu caMbIX pacnpoctpaneHHbIx omnOkax ETHERNET.
24 Pa3zpaboTaTh MHCTPYKIHIO TIO JEHCTBUSIM aIMUHUCTPATOPA CHUCTEMBI
IIPY caMbIX pacnpocTpaneHHbix ommubkax TCP/IP
Pa3zpaboTaTh HHCTPYKIIHIO TIO JEHCTBUSIM aIMUHUCTPATOPA CHUCTEMBI
25 npu ommOKax BBOJIa/BBIBOJIA IUCKOBOM MOACUCTEMEI (haifsl-cepBepa
Pa3zpaboTaTh HHCTPYKIIMIO MO JEHCTBUAM aIMUHUCTPATOPA CUCTEMBI
26 IpU MOTEpE MPOU3BOUTEIHLHOCTH cepBepa 0a3bl JaHHbIX Ha 20%
Pa3zpaboTaTh MHCTPYKIIHIO TIO JEHCTBUSIM aIMUHHCTPATOPA CHCTEMBI
97 IIPY TIOTEPE TMPOU3BOIUTEIHLHOCTH BCEH HH(POPMAITMOHHON CHCTEMBI
Ha 20%
Pa3zpaboTaTh HHCTPYKIHIO TIO JEHCTBUSIM aIMUHHCTPATOPA CHCTEMBI
28 IIpU MOTEPE MPOU3BOIUTEILHOCTH MOAKIIOUEHUS K ceTh MIHTepHeT Ha
20%
Pa3zpaboTaTh HHCTPYKIIHIO TIO JEHCTBUSIM aIMUHUCTPATOPA CUCTEMBI
29 MIpU NOTEPE NPOU3BOAUTEILHOCTH YIAIICHHBIX MOJb30BaTeneit Ha 20%
Pa3paboTaTh MHCTPYKIIHIO TIO JEHCTBUSIM aIMUHHCTPATOPA CHCTEMBI
30 IpU MOTepe MPOU3BOAUTEIHLHOCTH ceTeBOM cucTeMbl Ha 20%
31 Pa3paboTaTh TeXHHUYECKOE 3a/IaHNE KOMITAHUH-TIOAPSTUYNKY Ha
BBITIOJIHEHHE PA0OT M0 YCTAaHOBKE CepBepa MPHIIOKEHUIN
3. KoHTpoJibHbIE BONPOCHI 10 KYpCY
1. Tlepeuncnure GyHKIUHU aAMUHUACTPATOPA CUCTEMBI.
2. Uem  3aHUMaroTCs  CIYXKOBI  DKCIUTyaTallii W COINPOBOXKIICHUSA
MH(OPMAIMOHHON CUCTEMBI?
3. Haiite onpeneneHue nHGOPMAITMOHHON CUCTEMBI. M3 KaKiX KOMIIOHEHT OHA
COCTOUT?
4. Yo takoe ynpasienue UC?
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5. IIpusBenure npumep He rereporennoit MC.

6. JlaiiTe onpeneneHue OTKPHITON CUCTEMBI.

7. TIpoTOKOJ M CTaHAAPT — 3TO UACHTHUYHBIE TIOHSTHS WJIA HET?

8. Ilepeuncnure craHgApPTU3UPYIOIIME OpTraHM3alMd B 0OJACTH TEepenayvu
JTAHHBIX.

9. Yro Takoe MoJieIbh aIMUHUCTPUPOBAHHUS?

10.Yto sBasieTcs 00BEKTOM aIMUHUCTPUPOBAHUS?

11.Onummte nsath pynkunii ynpasnenus moaenu [SO FCAPS.

12.Yemy nocesieHbl ocHOBHbIE KHUTH [TIL?

13.B xakux opraHuzanusx npuMmenseTcs Mmojaens ¢ TOM ?

14.TTouemy Bce npunoxenus B UC ucnoinb3yroT texnonoruto RPC?

15.KaxkoBbI OCHOBHBIE XapaKTEPUCTUKK BUTOM Maphl Kareropuu 67

16.YTto Takoe 0JHOMOIOBBIC KAOEH U KOTJa OHU TMTPUMEHSIOTCS ?

17.Kakoii pa3beM MPUMEHSETCS B COBPEMEHHOM CETEBOM ammaparype s
MOJIKJTFOYEHUS OTITOBOJIOKOHHBIX KaOeeu?

18.Kakum 006pazomM aJMUHUCTPATOP CHUCTEMBI JOJDKEH yUUTHIBATh TPEOOBAHUS
MO’KapHOU 0€30MacCHOCTHU MPH peaau3aluy KabeIbHON CUCTEMBI 31aHMs?

19.Tlepeuncnvure OCHOBHBIC MTOJICUCTEMbBI KAOETLHON CUCTEMBI 3/1aHMUS.

20.Yto onpenenstor crangaptel EIA/TIA 568, 569, 606 u 607?

21.1Touemy agMUHUCTPATOP CHUCTEMBI JIOJDKEH Mepe]l MHCTAIISIMENH CHCTEMbI
BBIICHUTH Hanuuue MDI-X nopToB ceTeBoro o0opyioBanus?

22.IlpuBenure mnpuMep MaApPKUPOBKUA Kabels WId TopTa MaT4y-TaHelu
aJIMUHUCTPATOPOM CHCTEMBI

23.Ha xaxom yposHe mpotokojoB OSI paboraer moct?

24.KakoBbI TUIBI MAPIIPYyTU3AUA MOCTOB?

25.TpeOyeTcs a1 OT aAMUHUCTPATOPA CUCTEMBI HaYaJIbHAsI MHULMATU3aIus SR-
MOCTOB?

26.Kakoe ceTeBoe yCTpOMCTBO HA3BIBACTCSI KOMMYTATOPOM?

27.Kakue THITBI KOMMYTAIMH UCTIOIB3YIOTCS B COBPEMEHHBIX KOMMYTaTOpax?

28.Kakne  JOMOJHUTENBHBIE  BO3MOXHOCTH  (uiabTpanuu  GpeitMoB

npeaoCTaB/IIFOT COBPCMCHHBIC KOMMYTATOPbI aAMUHUCTPATOPY CHCTEMBI?
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29.Jlns dYero B COBPEMEHHBIX KOMMYTAaTOpax peaju30BaH aJITOPHUTM

MOKpBIBatOUIEro gepesa? MIMeeT i CMBICH €ro UCMOIb30BaTh B OJHON ceTu?

30.Ha xakux MpUHIMIAX CTAHIIMUA CETU OOBEAUHSAIOTCS B BUPTYaJIbHbBIC CETH?
Urto mu1st Takoro oObeAMHEHUS ODKEH cliejaTh aIMUHUCTPATOP CUCTEMBbI?

31.KakoBbl GyHKIIMH CETEBOTO IITI03a?

32.B yem coCcTOUT TPEeXypOBHEBAsI MOJIENIb MPOCKTUPOBAHUS CETU?

33.KakoBbl GyHKIIMU MapIIpyTH3aTOpa B CETU?

34.Yto Takoe MapuIpyTH3aLKs U M0 KAKHUM alTOPUTMaM OHA OCYIIECTBIIAETCS?

35.B yem cyTh ipotokosia RIP?

36.Yem npotokos OSPF npuHIMNNAIBHO OTIMYAETCs OT MpoTokoia RIP?

37.1lpuBenure  mpuMep  KOMaHAbI  KOH(HUTYpUPOBAaHUS  IMPOTOKOJA
MapuIpyTH3AIUH.

38.Ilepeuncnure OCHOBHBIC MOATOTOBUTEIBHBIC 3TAIBI TIPOIECCA WHCTAIIISIIH
OC.

39.UT0 HYKHO c/ieNiaTh aAMUHUCTPATOPY cucTeMbl st uHcTausanuu OC daiin-
cepepa?

40.YTo Takoe KaHaJl BBOJIa/BHIBOJIA

41 .TlepeuncianTe OCHOBHBIE MHTEP(PEICHI TUCKOBBIX MOJCUCTEM.

42.KakoBbI Tambl MOATOTOBKU JUCKOBOM MOICUCTEMBI 111 ycTaHoBKH OC?

43.KakoBbl 33/1a4M aIMUHUCTPUPOBAHUS JAHHBIX U aIMUHUCTpUpoBaHus bJ1?

44 KaxoBsl acticTBus 1o uHctamusuun CYB/]?

45.3auem AB]] 3amaet mapametpsl 3amycka siupa CYBJ1?

46.3auem Hy>xeH MouuTopuHr CYBJl anMuHUCTpaTOPY CUCTEMBI?

47.Kakyro cratuctuky HeoOxomumo cobupats ABJl mo BJ[ B menom? Ilo
3anpocam npuioxeHuid? Ilo otaensHbIM oTHOWIEHHS B/]?

48.Yto o3Hauaer aOOpeBuarypa «AAA» B KOHTEKCTE MeEp 3allUThl OT
HECaHKIMOHUPOBAHHOTO OCTYyMa?

49.B ueM CyTh aBTOMAaTHUYECKOTO peXUMa YCTPaHEHUS OIIHUO0K?

50.B uem 3akirouaeTcs MPOAKTUBHAS CTpATETrHsl MOMCKa OUITMOOK?

51.Korga aaMUHHCTPATOpPOM CHUCTEMBI MPUMEHSIETCS] MMACCHBHAS TEXHOJIOTHUS

paboter NMS?
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52 Kakue cpeacTBa IUArHOCTHKM OIIMOOK BXOASAT OOBIYHO B COCTaB

OTepallMOHHON CUCTEMBbI?

53.I[lepeuncnure cpencTBa 3MYISIIIUN CUCTEMHOM KOHCOJM aJMHHUCTPATOpPA
CUCTEMBI, CTABIIIE MTPOMBIIUICHHBIM CTaHIAPTOM.

54.I1puBenure mpuMep OCHOBHBIX OMUOOK aapecanuu npotokosioB TCP/IP.

55.B kakux ciy4asx cpenctBa O€30MaCHOCTH JOCTyla MOTYT TMOMeENIaTh
3apEeTrUCTPUPOBAHHOMY TOJIH30BATEIIO MOTYYUTh HY>KHBIN JOCTYM K CETH?

56.B yem cyTh npobiemsl koaebanus MapuipyTa?

57.Kakue pakTopbl BAUSIOT HA TPOU3BOJAUTENLHOCTH CETH?

58./laiiTe onpeneneHue npoiecca KOHQUryparuu.

59.B uem cyTh 3a7auu nHBEeHTapu3amuu napamerpon MC?

60.Yto gomKHA BKIOYATh IMOJUTUKA OE€30MAaCHOCTH C TOYKU 3PEHUS
KOH(purypauuu?

61.[Tepeuncnure 3a1aun y4dera.

62.Kakue coObITUS MOKHO OTHECTH K HEIIPETHAMEPEHHBIM yrpo3am?

63.[lepeuncnure BUABI IPETHAMEPEHHBIX YTPO3 0€30MTaCHOCTH?

64.KakoBrbI cpenicTBa U MeponpusaTus 1o odecreueHuto oezomnacuoctu UC?

65.B yeM cyTh MOTUTHUKH OE30MAaCHOCTH MAaruCTPaJbHOTO YPOBHSI CETEBOU
CUCTEMBI?

66.Kak wucmonb3yercs CHOUCOK JIOCTyma Jjsi peaju3alud  MOJMTUKU
0€30MMacHOCTH YPOBHS pacrpeaeaecHus?

67.1lpuBenure mpuUMEp CPEJCTB 3aIIUTHI CETEBOM OE30MAaCHOCTH Ha YpPOBHE
JIOCTYyTIA.

68.Kakue xirodeBbie BOPOCk! Oe30macHoCcTr odecneynBaeT npotokos [PSec?

69.KakoBbI MeponpuaTs aAIMUHUCTPATOPA CUCTEMBI 110 peanu3anuu VPN cetn?

70.Yto siBIIIeTCS METPUKAMU MPOU3BOJIUTEILHOCTH?

71.B dyem cyTh OM3HEC - METPUK MPOU3BOIUTEILHOCTH?

72 .Ilosicaute cymHocTh CornameHust 00 ypoBHe oOcayxuBaHust SLA?

73.Yem 1 noyemy onacHO BHEAPEHHUE CPEICTB KOHTPOJIS MPOU3BOAUTEIBHOCTH?

74.]1ns yero npenHazHayeH npoTokon SNMP?

75.Ilepeuncnute komanasl SNMP
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76.IlpuBequTe mpuMep cocTaBa cHUCTeMbl anaMuHHCTpupoBaHuss MC wu
Ha3HAYCHUSI OTACITBHBIX MOTyJIEH

77.Yto Takoe OSS cucrema?

78.3ayeM Hy»HBI periiaMeHTHbIE PaOOThI?

79.IlepeuriciuTe  OCHOBHBIE  perJaMEHTHbIE pabOThl IO  KaOeJIbHBIM
MOJICHCTEMaM

80.Yto BXOIWUT B ©XKCIHECBHBIE peEriIaMEHTHBICE pabdOThl IO aKTHUBHOMY
o0opyaoBaHUIO?

81.ITpuBenuTte mpuMep periaMeHTHBIX pa0oT IO MOIICPIKKE CEPBEPOB.

82.Ilepeuncnute OCHOBHBIE periiaMeHTHbIE PaboThI 1o nojaepxkke OC.

83.IIpuBeaurte nmpumep pacnucanus konupoanus b/l npennpustusi.
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5. TpeGoBanus k opopmIeHHIO.

KoHTponbHas paboTta qoiKHA OBITH aKKypaTHO oopmieHa. CTpaHUIIbI JOHKHBI
OBITh IPOHYMEPOBaHbl. TUTYNBHBIN JIUCT JOJKEH COAEPKAaTh Ha3BaHUE KYpPCOBOM
paboThl, HOMEp BapuaHTa, HOMEp TPYIIIbl, HOMEP CTYJEHTa COTJacHO 3a4eTHOU
BEJIOMOCTH, (paMWJIMIO U MHULMANBI cTyJaeHTa. KypcoBas paboTa BBIIOJHSETCS B
dbopmare MS Word. Ipudt Times New Roman 12. Uutepsan 1.5. CneBa nomkHbI
OBITE OCTaBJICHEI IO 30 MM 14 3aMEUaHuH.

Pabora noikHa BKIIOYATh COJEpPYKAHUE, BBEJICHUE, BBIMOJIHEHHBIE BAapUAHTHI
3aJ]aHdi, OTBETHl Ha 5 KOHTPOJIBHBIX BOIPOCOB, 3aKJIIOUYEHUE, CIUCOK
UCIOJIb30BaHHBIX UCTOYHUKOB. IHTEpHET-UCTOYHUKY JOJKHBI OBITH IPUBEACHHI B
paszene  JOINOJHMUTENbHBIX HMCTOYHUKOB. (CllelyeT MCIOJIb30BaTh  TOJIBKO
opuIManbHble CAThl KOMIAHUW-TIPOU3BOAMTENEH M  CTAaHAAPTU3UPYIOLIUX

OpraHU3aIuu.
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