SAnpo Linux
esu padoThbI:
® U3YUUTh APXUTEKTYpy U OCHOBHBIE KOMIIOHEHTHI sapa Linux, BkIouas
MEXaHU3M CHCTEMHBIX BbI30BOB
® 3Y4YUTh BO3MOXKHOCTH YTWJIMTHI Strace 1jsi OTJIaJKu W aHaimu3a padoThl
IPOrpaMM Ha YPOBHE CHCTEMHBIX BHI30BOB
® IpHOOpPECTH MPAKTUYECKUM HABBIK CO3JJaHUs U 3arpy3Kd MOAYJIs B siipo Linux

Teopernueckue cBeIeHUA
SAnpo onepanMoOHHON CUCTEMBI SIBJISIETCS LEHTPAIBHOMN YaCThIO ONEPALMOHHON
CUCTEMBI, KOTOpass 00ECIEYMBAECT MPHIIOKEHUSAM KOOPAUHUPOBAHHBIA JOCTYNH K
pecypcaM KOMIIbIOTEpa. Sapo ympaBiseT AOCTYNIOM K IIPOLIECCOPY, HaMSATH,
YCTPOMCTBAM BBOJIa-BbIBOIA, JKECTKMMHU JIMCKaM, CETEBbIM UHTEp(deiicam 1 Ipyrum
anmapaTHbIM pecypcaM; paboTaeT B NPUBUIETHPOBAHHOM PEXKHUME U MOXKET
BBIIIOJIHATD OIIEPALMU, HEAOCTYIIHBIE I IIPOLIECCOB I0JIb30BATEIBCKOIO PEXKUMA.

SAnpo Linux Obuio pazpadorano Jlunycom Topmansacom B 1991 romy u
coorBercTByeT cragaapraM POSIX. OHO cocTaBisieT OCHOBY OIEpalMOHHBIX
CUCTEM ceMelcTBa Linux M akTUBHO pa3BHBAETCSI COOOIIECTBOM pPa3padOTUMKOB.
Anpo Linux pacnpoctpansiercss nmoxa suuensueit GNU General Public License
Bepcuu 2 (GPLv2), 310 03HayaeT, yTo UCXOIHBIA KOA AApa SABISETCA OTKPBITHIM U
JOCTYIHBIM JJI Kaxa0ro. JIro0oil jxenaronuii MOXeT UCIOIb30BaTh, U3MEHITh U
pacnpoCTpaHsITh €ro B COOTBETCTBUU C YCIOBUSMU JTUIEH3UU.

KommnonenTtsl sigpa Linux

e Ilmanuposmuk nporeccoB Process Scheduler (SCHED) otBeuaeT 3a KOHTPOJIb
Haj goctynoM mpoueccoB kK CPU. OH ompenenseT, Kakue MpoLecChl TOIAKHBI
OBITH 3amyIEHbI, KOT/Ia OHU JIOJDKHBI OBITH 3aIyIICHBl U KAKOW MPUOPHUTET
JOJDKeH ObITh Ha3HaueH KaxaoMmy mpoueccy. IlonaepkuBaeT HECKOJIBKO
Pa3IMYHBIX AITOPUTMOB IJIAHUPOBAHHUSL.

e Menemkep mamsatu Memory Manager (MM) oOecrnieunBaeT pa3iIUYHBIM
nmpoiieccaM O€30MacHbId JIOCTYNl K OCHOBHOM TaMATH CHCTEMbI, BKIHOYAs
BBIJICJICHUE U OCBOOOXK/IEHHE MaMSITH, YIPaBICHUE BUPTYAJIbHOU MaMSITHIO U
KEIINPOBAHUE.

o BupryanbHas ¢aiinoBas cucrema Virtual File System (VFS) cosmaer
aOCTpaKTHBIA CJIOM, CKpbIBasg J€Talu OO0OpYAOBAHMS, MPEJOCTABISS OOLIUI
(aiinoBslil UHTEp(ENC ISl BCEX YCTPOUCTB.

o Cetenbie uaTepdericer Network Interface (NET) obecrieunBaroT yrmpaBiieHHE
CETEBbIMU COCIUHEHUSIMU B CHUCTEME, BKJIOYas YIMpaBIEHHWE MPOTOKOIAMHU
CETEBOT'0 YPOBHS U CETEBBIMU HACTPOUKAMHU.

e [loacucrema MEXKITPOLIECCHOTO B3aMOJICHCTBUSA Inter-Process
Communication (IPC) peanu3yeT MexaHH3Mbl OOMEHA JIaHHBIMU MEXKIY
MpOIIECCAMH, TAaKHE€ KaK CUTHaJbl, COKEThI, KaHAJbl U pazjeisemMas NaMsTh.
KpomMe »TOro, oHa mpeaocTaBisieT CpPEICTBA CHUHXPOHHU3AIUU (MBIOTEKCHI,
cemadopsl, cOObITHsI, Oapbephl, YCIOBHBIE MEPEMEHHbIE) IS KOOPAWHALUU
pabOThl OJTHOBPEMEHHO BBITOIHSIOIIUXCS TOTOKOB.



Snpo Linux obrmagaer MHOKECTBOM JIOTOJIHUTENBHBIX (PYHKIIHM, KOTOpBIE
JIEJIal0T €ro OJTHUM U3 HanboJjee rTHOKMX U MOIIHBIX SIIEp ONEpPallMOHHBIX CUCTEM B
mupe. OTH (YHKUUMM BKJIIOYAIOT MOJACPKKY YIpPaBICHUS OE30MacHOCTBIO,
HHEPronoTpedIeHNEM, BUPTyaIn3allMed 1 MHOTOSIEPHBIX NTPOLIECCOPOB.

C Touku 3peHHsI apXUTEKTYphI A1po Linux npeacrasiser co00i MOHOIUTHOE
PO C BO3MOYKHOCTBIO 3arpy3KHu U BBITPY3KH MOJYJIEN BO BpeMs padOThl CHCTEMBI.
OTO  JaeT  BO3MOXHOCTh  J00aBISTH HOBYHO  (PYHKIIMOHAJIBHOCTH  0€3
NEPEKOMIWIISIIUY SApa WM Mepe3arpy3ku cucrembl. [IpumepoM MCHob30BaHUS
3arpy’kaeMbIX MOJyJieH ABIseTcs 100aBIeHUE APABEPOB I MOAECPKKU HOBBIX
YCTPOWCTB.

Takum oOpa3om, sapo Linux coderaer B cebe mpenMyIlIecTBa Kak
MOHOJIUTHBIX, TaK W MUKpOsAEpHbIX cucteM. OHO ObICTpO o0OpabaTbIBaeT
CUCTEMHBIE BBI3OBBI U B3aMMOJICHCTBYET C almapaTHbIM OOECHEYEHHEM, a TAKXKe
NO3BOJIIET JMHAMUYECKH J00aBIIATh M YAAIATh (YHKIUMOHAJIBHOCTh SApa,
o0ecrnieurBasi THOKOCTb U PaCUIMPIEMOCTb CUCTEMBI.

Cucremubie BbI30BbI Linux

CucrteMHBIE BBI3OBBI - 3TO MEXAHU3M, KOTOPBIM OINEpalMOHHAs CHCTEMA
IIPENOCTABISACT TPUIOKEHUAM JUIS B3aUMOJEHUCTBH C supoMm. IlpuiioxeHus
oOpalaroTcs K sIIPY € MOMOIIBIO CUCTEMHBIX BBI30BOB ISl BBITIOJIHEHMSI OTIepalui,
3allpelIeHHbIX B I0JIb30BATEIbCKOM pexuMe. Snpo oOpabaTeiBaeT 3ampoc u
BO3BPAILAET PE3YJIbTAT NPUIOKEHUIO.

JUIsl IepeKITioueHust U3 MOJIb30BATEIBCKOIO B MPUBHIETUPOBAHHBIA PEXKUM
WCIIOJB3YETCSl MEXaHM3M NPOTrpaMMHBIX MPEpPbIBaHMM. fnpo onepanurnoHHOU
cucteMsl npenoctanisieT APl cucTeMHBIX BBI30BOB, KOTOPBIM MO3BOJISIET MPOLIECCAM
NOJIy4aTh JOCTYH K Pa3IMYHbIM CUCTEMHBIM (YHKIHMSAM, TaKUM Kak CO3/1aHHE
HOBOT'O MPOILECCA, BBHIMOIHEHUE OMNepalii BBOAA-BbIBOJIA, CO3/IaHHE KOHBEHEPOB
JUTSl B3aMMOJEHCTBHS MEXKly POLIECCAMU U JP..

Yruiaura strace

YTunura strace - MHCTPYMEHT, MO3BOJSIOIIUN OTCIIEKHBATh CUCTEMHBIE
BBI30BBl M CHUTHaJIbl, IeHepupyemble mnporeccoM. C moMonipro Straceé MoKHO
IIPOCMOTPETH CIIUCOK CUCTEMHBIX BBI30BOB, KOTOPBIE BBIIOJIHSIOTCS B MPOLECCE,
IIEpEIAHHbIE UM apTYMEHTHI M BO3BPAILAEMbIE 3HAYEHHUS. Y THUIUTA MIPUCYTCTBYET
BO MHOTHX IUCTpuOyTHMBax Linux Mo yMOJYaHHIO, U MOXKET MCIIOJIb30BAThCS B
JMArHOCTUYECKUX, YUEOHBIX MU OTIAA0YHBIX LETAX.

B mpocrteiimiem ciydae Strace samyckaeT mnepedaHHYH0 KOMaHAy (WM
porpamMmy) ¢ €€ apryMeHTaMHu U BBIBOJUT B CTAHAAPTHBIN MOTOK OMIMOOK WM B
aiis (¢ omiuei -0) BCe CUCTEMHBIE BBI30BbI, KOTOPBIE BOSHUKAIOT MPU BHITTOJTHEHUN
KOMaH/Ibl, a TAK)K€ UH(POPMAIMIO O TIOJYyYEHHBIX CUTHAJaX.

CuHrakcuc: strace <onuuu> <KOMaHJa> <apryMeHTbI>.

[TonHpIil Habop omuui, AOCTYMHBIX Ui KOMaH/bl Strace, cogepxarcs B ee
pyKoBoACTBe (man-crpanuie). UToObl MPOCMOTPETH PYKOBOJCTBO, BBEAUTE B
TEpMUHAJE KOMaHy man strace. BeiBog KOMaH/Ibl:
UMs_CHUCTEMHOTO BbI30Ba(mapameTp l,mapamerp2)= pe3yabTar COOOIIECHUE.

HMs cuCTEMHOrO BbI30Ba YKa3bIBaeT, KAKOW MMEHHO BBI30B MCIIOJIb30Bala
nporpamMma. [lepenaBaembie mapaMeTpsl MPUBOAATCS B KpYyribix ckoOkax. [locme



3HaKa PAaBEHCTBA BBIBOJUTCS PE3YNbTAT BBINOJHEHUSA. EcCIM BBI30B BBINOJIHEH
YCIICITHO, BO3BpAIIacTCsl HOJb WM TOJOXUTENbHOE uHclo. OTpHIaTeabHOe
3HAYeHHE O3HAYaeT, YTO MPOM30IUIa OmuOKa. B 3ToM ciydae BBIBOAUTCS
COOOIIEHHUE.

MopyJu sapa

Monyan siapa, 3arpyxaembie Moayiu siapa (loadable kernel module, LKM)
- TMHAMUYECKH TIOJIKITI0YaeMble 00bEKTHBIC (haiiiibl, KOTOPBIE MOYKHO 3arpyKaTh U
BBITPY’KaTh M3 sApa BO BpeMss padboTel cucTteMbl. OHU HCHOJB3YIOTCS s
N100aBJIEHUS HOBOM (DYHKIITMOHAJIBHOCTH, TAKOW KaK MOJIEP/KKA HOBBIX YCTPOMCTB
win (HalIoOBBIX CHUCTEM, a TaKXKe JUIsl PaCIIMPEHHs] BO3MOXKHOCTEH CHCTEMHBIX
BBI30BOB. Moynu siipa 00bI9HO XpaHstcs B aupektopuu /lib/modules B daitnax ¢
pacmmpenuem .Ko. [Ipu He0OX0AUMOCTH MOy T MOKET OBITh BBITPYKCH.

B Linux umeroTcss yTWIMTBI, IpeHA3HaYCHHBIE 11 pabOThl ¢ MOIYJISIMU
Aapa:
modprobe -  3arpyxkaer, BBITpy)KaeT W HACTpaWBaeT MOXIYIH sIpa €
aBTOMATUYECKOM YCTAaHOBKOM 3aBUCHUMOCTEH MOAYJS M UX 3arpy3Koi B ciyyae,
€CJI OHU He ObUIM 3arpyKeHbl paHEe;

Insmod - 3arpyskaet MOIYJIb siipa B CHCTEMY, HE MPOBEPSET 3aBUCHMOCTH MOIYJIS,
YTO MOKET MPUBECTHU K OLINOKaAM;
rmmod - BEITpYKaeT MOYJIb sIJPa U3 CUCTEMBI;
Ismod - oToOpaxaeT crUCOK 3arpy>KeHHBIX MOJYJICH AIpa;
modinfo - BeIBOAWUT WMHpOpPMAIHMIO O MOAYJE, TaKyl0 KaK WUMs, BEPCHUs, aBTOp,
OTKCaHue U 3aBUCUMOCTH;
depmod - renepupyeT ¢aiiibl 3aBUCUMOCTEH MOAYJICH IS SIAPpa, UCIOJIB3YIOLIUECS
Opu 3arpy3ke MOAYJEH W TapaHTUPYIOUIME, YTO BCE 3aBHCUMOCTH OyayT
3arpy KeHBbl.

ABTO3arpy3kKa u aBToc00pKa MoayJiei

B Linux mMoxynu spa MOTYT ObITh aBTOMaTHUECKH 3arpyKeHbl IpU CTapTe
CUCTEMbl W aBTOMAaTHYECKU cOOpaHbl Npu OOHOBIEHUM sApa. g 31oro
CYLIECTBYIOT CIIELIUAIbHBIE MEXaHU3MbI aBTO3arpy3KH U aBTOCOOPKHU MOJYJICH.

ABTO3arpy3Ka MoayJieu

B muctpulyrtuBax Linux wucmonp3yroTcs pa3iudHble METOJbl HACTPOWKH
aBTOMATHYECKOM 3arpy3KH MOJYJIEH siipa MPH 3aIyCKe CUCTEMbI, B 3aBUCUMOCTH OT
UCTIONIE3YEMOM CUCTEMBI MHUITUAIA3AIIHH.

Cucrema wHunmanusanuu Systemd, koTopas TPUCYTCTBYET BO MHOTHX
COBpEMEHHBIX aucTpuOyTHBax Linux, mojaepkuBaeT [Ba  MeEXaHU3Ma
aBTOMATHUYECKOM 3arpy3ku Mopayjei siapa. IlepBblii MexaHU3M HCHOJB3YeT (haii
/etc/modules, B koTopoM mEpEeUYHCIAIOTCS MOMAYJIM, KOTOPBIC JOJDKHBI OBITH
3arpy’XeHbl TP CTapTe€ CHUCTEMBI. DTOT MEXaHW3M paboTaeT He TOJBKO s
systemd, HO U 11 APYTUX CUCTEM MHHUIMATIM3AIMK, HapuMep, Sysvinit.

Bropoit MexaHusm - 9TO wucHoib30BaHue (HaWIoB KOHPUTYpaluu B
nupexropun /etc/modules-load.d/. B Hux nepedncieHbl MOIY/IH, KOTOPBIE TOJKHBI
OBITh 3arpy>kKeHbl MpPH CTApPTE€ CUCTEMBI, TOJBKO B CIIy4ae, €CIU HCHOJIb3YeTCs
systemd. Dtor mexanu3M siBisieTcs Oosiee THOKMM, Tak Kak MO3BOJISIET 3arpyKarthb
pa3Hble MOAYJIH B 3aBUCUMOCTH OT KOH(QUTYPALIMHA CUCTEMBI.



Hekortopsie aucTpuOyTrBhl Linux MOTYT HCTIOIB30BaTh PA3TUYHBIC CUCTEMBI
WHHUIMAIN3alKY, Takie Kak systemd, sysvinit, Upstart uaun OpenRC. Hanpumep,
B Ubuntu naumnHas ¢ Bepcuu 15.10 mo ymom4yaHUIO HCHOJB3YETCS CHUCTEMa
uHUIManu3anuu Systemd, omHaKo, Ui COBMECTUMOCTH CO CTaphIMU BEPCUSMH U
nakeTaMu, TaKkKe moaaepkuBatoTces Sysvinit u Upstart.

ABTOCOOpKA MOay e

[Ipu oOHOBIIEHUHM Si/Ipa HEKOTOPHIE €r0 MOJYJM MOTYT MEepecTaTh padoTath,

TaK KaK OHM CKOMIIMJIMPOBAHBI MOJ CTapyro Bepcuio sapa. [[ns peuieHus: 3Tou
pOOJIEMBI UCTIONB3YETCS MEXaHU3M aBTOCOOPKU MOJTyJIEH.
DKMS (Dynamic Kernel Module Support) - ¢peiiMBopk Il aBTOMAaTHYECKOM
cOOpKH U ycTaHOBKU MoAayJei siapa B Linux. DKMS ycranaBnuBaetr Moaynb siapa
B cucreMy, ucnoib3ys Makefile. Kpome Toro, DKMS mo3Bosisier aBToMaTH4ecKn
OOHOBJISITh M YAQIATh MOAYJIM SIApa, €CIIM OHHU OOJIbIIIE HE HYKHBI WM €CIU SIAPO
ObLIO OOHOBIJIEHO.

Komanas! ais padorsl ¢ DKMS

1. VYcranoska DKMS: sudo apt-get install dkms
[TpocMOTp criMicKa yCTaHOBJICHHBIX MOayJieH siupa: dkms status
3. JloGaBnenue HoBoro Moyt B DKMS:

sudo dkms add -m <module-name> -v <module-version>
4. COopka M yCTaHOBKa MOJYJIS:

sudo dkms build -m <module-name> -v <module-version>

sudo dkms install -m <module-name> -v <module-version>
5. OOHOBIIEHHE MOTYJIS:

sudo dkms upgrade -m <module-name> -v <module-version>
6. Vmamenue moxyns uz DKMS:

sudo dkms remove -m <module-name> -v <module-version> --all

bonee moapoOHas mH(popmaius o KoMmMaHax W Hcnoib3oBannn DKMS
coJiepKuTcs B opunnanbHon nokyMmeHTarun DKMS.,

IHopsinok BbINOJIHEHHS PadOThI

3ananue 1. AHAIN3 CHCTEMHBIX BbI30BOB NPH BBINOJHEHHMH KOMAHJ C
NOMOIIbIO YTHJIUTHI strace
1. Y6enutecs, uTo Strace ycTaHOBJIEHA, 3aIlyCTUB €€ ¢ mapameTpoM -V: strace -V.
Ecnu yrunmuTa oTcyTCTBYET, yeTaHoBHTE ee: Sudo apt install strace.
2. O3HaKOMBTECH CO CIIPABKOM 00 MCIOJIb30BaHUU YTUIUTHI Strace: man strace.
3. 3anyctute Strace s koMaHabl u3 Tabmunbl 1. OOpatute BHUMaHUE, YTO B
HEKOTOPBIX ClIydasix moTpedyercs 3a1ath apryMeHThl. Ha OCHOBaHWM MOJMyYEHHBIX
pe3yJIbTaTOB 3aMOJHUTE TA0IUILy 2 17151 5-7 pa3IMuHbIX CUCTEMHBIX BBHI30BOB.

Ta6nuna 1. BapuanTtel KoMaH]

N

No | Komang | Ne |Komanm | Ne | Komanga | Ne | Komang | Ne | Komanga
Bap | a Bap | a Bap Bap | a Bap

1 |ls 7 | clear 13 | hostname | 19 | head 25 | sleep

2 |echo 8 |whoami |14 |du-V 20 | tail 26 | file

3 | man 9 |uname |15 |strace 21 |id 27 | getconf
4 | pwd 10 | free 16 | lastb 22 | Iscpu 28 | getfacl




5 |file 11 | find 17 | Isattr 23 |lIslocks |29 |grep

6 |date 12 | cat 18 | nproc 24 | Isusb 30 | last

JIOKyMeHTaIusi 10 CHCTEMHBIM BBI30BaM  TpHUBEJACHA Ha CTPaHUIIC
pykoBojicTBa man syscalls(2): man 2 <syscall-NAME> .
Tabnuna 2. Pe3ynbpTathl aHanuza

Ne | Cucremnsiil | Onucanue | Bxogusie | Bpems Bosspamaemoe
BBI30B BBI30BA 1apaMeTpbl | BHITOJIHEHMS], MKC | 3HAUEHHE

4. IlepenamnpaBbTe BbIBOJ Strace B daiin log B Barieit joManiHeint AUPEKTOPHUH.
5. [Monmy4yuTe CTAaTUCTUKY BBIMOJHEHHBIX CHCTEMHBIX BHI30BOB.
6. BbImoiHUTE TPAaCCUPOBKY CHCTEMHBIX BBI3OBOB JUIsl  MPOU3BOJIHHOTO
paboTaroliero mpoiiecca, HoAKIIOYHMBIINCE K Hemy 110 PID.
3amanue 2. CucreMHbIe BbI30BBI Ballleil MPOrpaMMbl
Brinmonuute pa3dbop CHUCTEMHBIX BBI30BOB ISl HEOOJIBIIONW MpPOrpaMMBI,
HAITMCAaHHOH CaMOCTOSATEIbHO (MOXKHO B35ITh, HAllPHMEpP, MPOCTYIO MPOTPamMMmy,
NICYATAIONIYIO B 3aJJaHHBIN (hailil 5 cTPOK) W 3aIoJIHUTE TaOIuIy 2 U3 3a1aHus 1.
3apanue 3. Coopka u 3arpy3ka MoayJs B sapo Linux
1. YcraHoBuTe HEOOXOAUMBIE TAKETHI:
apt-get install gcc make linux-headers-$(uname -r)
2. Cospaiite daitn moxyms: mkdir kmod-hello_world ; cd kmod-hello_world/ ;
touch ./mhello.c ¢ cogepxumbiM:
#define MODULE
#include <linux/module.h>
#include <linux/init.n>
#include <linux/kernel.h>
MODULE_LICENSE("GPLv3");
int init_module(void){
printk(""<1> Hello,World\n");
return O;
b
void cleanup_module(void){
printk('<1> Goodbye.\n");
b
3. Cosnaiite Makefile: touch ./Makefile ¢ conepxumbim:
obj-m += mhello.o
hello-objs := mhello.c
all:
make -C /lib/modules/$(shell uname -r)/build/ M=$(PWD) modules
clean:
make -C /lib/modules/$(shell uname -r)/build/ M=$(PWD) clean
[lepen xomanmoi "make" HEOOXOAMMO HCHOJIB30BAaTh  TaOYISIIIUIO IS
CO3JIaHUsI OTCTYIIA, & HE MPOOEIIHI.
4. Cobepute MOIYJIb U YCTAHOBUTE €r0 € TIOMOIIBI0 INSMod.
make all ; insmod path/to/module.ko



B otuete no pabore npuBeANTE CHUMOK 3KpaHa BBIBOJA YCTAHOBKU MOJYJIS
B dmesg.
5. BLIprBI/ITC MOAYJIb C IIOMOIIBIO KOMAHIBI rmmod 1 BKJIIOYUTE CHUMOK 9KpaHa
BBIBO/JId B OTYCT.



