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JlTabopaTopHas pabora - Peanusauna DHCPv4

Tononorusa

Tabnuua agpecauun

LUnro3 no
YcTponcTtBo UHTepdhenc IP-appec Macka nogceTtum YMOJT4aHUI0
R1 GO0/0/0 10.0.0.1 255.255.255.252 —
G0/0/1 — —
G0/0/1.100
G0/0/1.200
G0/0/1.1000 — —
R2 GO0/0 10.0.0.2 255.255.255.252 —
GO0/0/1
S1 VLAN 200
S2 VLAN 1
PC-A NIC DHCP DHCP DHCP
PC-B NIC DHCP DHCP DHCP
Taonuua VLAN
VLAN Nmsa Ha3HayeHHbIM uHTEpchenc
1 HeTt S2: F0/18
100 KrneHTobl S1: FO/6
200 YnpasneHue S1: VLAN 200
999 Parking_Lot S1: FO/1-4, FO/7-24, GO/1-2
1000 CobcTBeEHHad —
3agaumn

YacTb 1. Co3aaHme ceTu 1 HaCTpoMKa OCHOBHbIX NapaMeTPoOB YCTPOMNCTBA
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Na6opaTtopHas paboTa - Peanusauua DHCPv4

YacTb 2. HacTpoika n npoBepka asyx cepsepoB DHCPv4 Ha R1

YacTb 3. HacTtpoiika n npoBepka DHCP-peTpaHcnsiuum Ha R2

O6wue ceBegeHuns/cueHapumn

MpoTokon guHamuyeckon koHurypaumm cetesoro yana (DHCP) — ceTeBow npoToKoM, NO3BONSAOLLMIA
ceTeBbIM agMUHUCTPATOpPaM ynpaBnsTb U aBTOMaTU3NpoBaTb HasdHaveHue |IP-agpecos. bes ncnonb3oBaHus
DHCP pgnsa IPv4 agmnHucTpatopy He06X0AMMO BpPYUHYHO Ha3Ha4vaTb 1 HacTpaumsaTth IP-agpeca,
npegnoyTtutensHble DNS-cepBepbl 1 W3kl N0 ymMon4yaHuio. 1o Mepe yBenMyeHus cetTu n nepemeLLeHnm
YCTPOWCTB M3 OOHON BHYTPEHHEN CETU B APYryl 3TO CTAHOBUTCH agMUHUCTPATUBHON Npobnemon.

B npennoxeHHOM cLeHapun pasMepbl KOMNaHUN YBENUYUITUCH, U CETEBbIE aAMUHUCTPATOPbl GonbLue He
NUMEIT BO3MOXHOCTM Ha3HavaTb |IP-agpeca ons ycTponcTB BpyyHyto. Balla 3agava 3akniovaercs B
HacTporike mMmaplupyTusaTopa R2 anga HasHaveHus IPv4-agpecoB B ABYX pa3HbIX NOACETSX.

MpumeyaHue: MapLipyTn3aTopsl, UCNOMNb3yemble B NpakTuyeckux nabopatopHeix pabotax CCNA, - ato
Cisco 4221 c Cisco I0S XE Release 16.9.4 (o6pa3 universalk9). B nabopaTopHbIx paboTax ncnonb3yTcs
kommyTaTopbl Cisco Catalyst 2960 ¢ Cisco I0S Bepcun 15.2(2) (o6pas lanbasek9). MoxxHo ucnonb3oBaTb
apyrve mapLpyTtunsaTtopsbl, kommyTaTtopbl 1 Bepcun Cisco |0S. B 3aBucumocTv 0T Mogenu yCcTponcTea u
Bepcuu Cisco |OS gocTynHble KoMmaHabl 1 pesynbTaTbl UX BbINOMHEHUS MOTYT OTAMYATLCH OT TEX, KOTOpble
nokasaHbl B nabopaTopHbix paboTax. [NpaBunbHble naeHTudukaTopbl MHTEPenca cM. B cBogHOM Tabnuue
no nHTepdencam MapLIpyTU3aTopoB B KOHUE nabopaTopHon paboTbl.

MpumeyaHue. Y6eamTech, YTO y BCEX MapLUPYTU3ATOPOB 1 KOMMYTaTOPOB Gbina yaarneHa HavanbHas
KoHGurypauusi. Ecnv Bbl He yBepeHbl B 3TOM, 06paTUTECh K MHCTPYKTOPY.

Heobxoanmble pecypchbl

o 2 mapuwpyTtusaTtopa (Cisco 4221 ¢ yHmBepcanbHbiM 06pasom Cisco I0S XE sepcun 16.9.4 nnu
aHanornyHbIM)

o 2 kommyTaTopa (Cisco 2960 c onepaumoHHon cuctemon Cisco 10S 15.2(2) (o6pas lanbasek9) vnu
aHanornyHas Mogenhb)

e 2[1K (OC Windows c nporpammoin amynsuum TepMUHarnos, Takon kak Tera Term)
e KoHconbHble kabenu ansa HacTporikmn ycTporcTs Cisco |OS Yepes KOHCOMNbHbBIE NMOPThI.

e Kabenu Ethernet, pacnonoxeHHble B COOTBETCTBUM C TOMOMOIrMen
UHCcTpyKUuum

Yactb 1. CozpaHue ceTu U HaCTpoMKa OCHOBHbIX NapaMeTpoB YCTPOUCTBA
B nepBoii yacTn nabopatopHon paboTbl BaM NpeacTouT co3aaTh TOMOMOMMI0 CETU U HAacTPOUTL 6a3oBble
napameTpsbl Ans y3nos NK n kommyTaTOpOB.
War 1. Co3aaHue cxembl agpecaumm
Mopcetb cetTn 192.168.1.0/24 B cOOTBETCTBUM CO CriegyoWwmnmMmn TpeboBaHnsMM:
a. OgpHa noacetb «[lMoacetb A», nogaepxusatorasn 58 xoctos (knueHTckas VLAN Ha R1).
Mopcetb A

3anuwwuTe nepebii IP-agpec B Tabnuue agpecauum ans R1 G0/0/1.100. 3anuwwnte BTOpown IP-agpec B
Tabnuue agpecos anst S1 VLAN 200 n BBeante COOTBETCTBYHOLLMIA LLUITHO3 MO YMOMYaHMIO.

b. OpHa nogcetb «Mopcets By, nopgaepxmBatowas 28 xoctoB (ynpasnstowasa VLAN Ha R1).
MNopceTb B:
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Na6opaTtopHas paboTa - Peanusauua DHCPv4

3anuwuTe nepsbin IP-agpec B Tabnuue agpecauun ana R1 G0/0/1.200. 3anuwwute BTOpOU IP-agpec B
Tabnuue agpecoB ana S1 VLAN 1 1 BBeante COOTBETCTBYIOLMIA LLUMKO3 NO YMONYaHWIO.

c. OgpHa nogceTb «lMoacetb Cx», nogaepxmBatowas 12 y3noB (KnMeHTckas ceTb Ha R2).
Mopcetsb C:

3anuwuTe nepebii IP-agpec B Tabnuue agpecaunn ana R2 G0/0/1.

LWar 2. Co3ganTte ceTb cornacHo Tononorum.

MoaknounTe yCTPONCTBA, Kak MoKa3aHo B TOMONOrMn, 1 NoacoeanHuTe Heobxoammele kabenu.

War 3. MponsseauTe 6a30BY0 HACTPONKY MapLUPYTU3aTOPOB.

a. HasHauybTe mMapLUpyTU3aTOPYy MMS YCTPOWCTEA.

b. Ortkntounte nouck DNS, 4ToBbLI NpegoTBPaTMTL NOMLITKU MapLIpyTn3aTopa HeBEPHO NpeobpasoBbiBaTh
BBeJEHHble KOMaHAbl Takum obpasom, kak OyaTo OHY ABMASIOTCA MMEHaMU y3O0B.

HasHaubTe class B kayecTBe 3awmnpoBaHHOro Napons npusmnernposaHHoro pexnma EXEC.
HasHaubTe Ccisco B kadecTBe naporssi KOHCOMM U BKOYMTE BXO4 B CUCTEMY NO Naporio.

HasHaubTe cisco B kayectBe napond VTY u BKNoUNTE BXO4 B CUCTEMY NO NApPOSIHO.

-~ o o 0

3awndpynte OTKpbITLIE NAPOSN.

Cospaiite GaHHep ¢ NpedynpeXxaeHnem o 3anpeTe HeCaHKUMOHMPOBaHHOIO AOCTYyNa K YyCTPOMCTBY.

s Qe

CoxpaHuTte TekyLLyto KOHdUrypaLmio B panin 3arpy3o4Hom KoHpurypaumu.

YcTaHOBUTE Yackl HA MapLUPyTU3aTope Ha CerodHsILLUHee BpeMs 1 AaTy.

MpumeyaHue. BonpocutenbHbin 3HaK (?) NO3BONSET OTKPbITb CNPaBKy C NpaBuITbHON

nocnenoBaTefibHOCTLIO MapaMeTPoB, HEOOXOANMBIX A5 BbINOSTHEHUS 3TOW KOMaHAbI.

LWar 4. HacTpownka mapwpytusauum mexay cetamu VLAN Ha mapupyTusartope R1
a. Axtusupynte nitepdenc G0/0/1 Ha mapLupyTusaTtope.

b. HactpownTte noguHTepdericol ans kaxgon VLAN B cooTBeTcTBUM C TpeboBaHuaMM Tabnuupl IP-
appecaumun. Bece cybuHTepderickl ncnonbayoT nHkancynauuo 802.1Q 1 HazHavaloTcs NepBbI
nonesHeln agpec 13 BbliuMcreHHoro nyna IP-agpecoB. Y6eautecs, 4To nogmHTepdericy anga native VLAN
He Ha3HaueH IP-agpec. Bkniounte onncaHme ansa Kaxagoro nognHrepdenca.

c. Yb6eguTecb, YTO BCoMoraTternbHble nHTepdelncsl paboTtatoT.
War 5. Hactpoute G0/1 Ha R2, 3atem G0/0/0 n cTaTU4yecKyro MapLupyTM3auumio ans oéoux
MapLUpyTU3aTopoB

a. Hactponte G0/0/1 Ha R2 ¢ nepBbim IP-agpecom nogcetn C, paccunTaHHbIM paHee.

b. Hactpovite nHtepdenc G0/0/0 gnsa kaxgoro MapLupyTmM3aTtopa Ha OCHOBE NPUBEAEHHON Bbille Tabnuubl
IP-agpecaunn.

o

HacTpowTte mapLupyT No ymonyaHuio Ha KaxaomM MapLupyTtusartope, ykasbiBaeMoMm Ha IP-agpec GO/0/0 Ha
OPYroM MapLupyTusaTtope.

d. Y6eguTech, UTO cTaTU4eCcKas MapLupyTusaums pabotaeTt ¢ nomoLllblo nuHra ao agpeca G0/0/1 R2 ot R1.
e. CoxpaHute TekyLlyo KoOHUrypaumio B chann 3arpy304HoOn KoHUrypauum.
LWar 6. HacTponTe 6a3oBble napaMeTpbl KaXXA0Oro KOMMyTaTopa.

a. [lpucsownTe kOMMyTaToOpy MMS YCTPONCTBA.
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b. Otkniounte nonck DNS, 4Tobbl NpegoTBpaTUTL NOMBITKU MapLLpyTU3aTopa HEBEPHO Npeobpa3oBbiBaTh
BBELEHHble KOMaHAbl TakuM 06pa3oM, kak ByaTo OHU SABMSAIOTCA MMEHAMU y3r0B.

HasHaubTe class B kayecTBe 3aliMdpoBaHHOIO Napons npuemnerMpoeaHHoro pexuma EXEC.
HasHaubTe CcisSCOo B ka4ecTBe Naporsist KOHCOMMW U BKIIOYMTE BXO4 B CUCTEMY MO Maporito.

HasHaubTe Ccisco B kayecTBe napons VTY u Bkntounte BXog B CMUCTEMY MO Naporso.

=~ o o 0

3awndpynte OTKpbITLIE NAPOSN.

Cospaiite GaHHep ¢ NpedynpexaeHnem o 3anpete HeCaHKLMOHMPOBAHHOMO AOCTYNa K YCTPONCTBY.

s Qe

CoxpaHunTe TekyLlyt KoHdUrypaumio B aiin 3arpy304Hon KoHurypaumm.

YcTaHoBMTE Yackl Ha MapLUpyTU3aTope Ha CErodHsILLHee BpeMs U aarty.

MpumeuyaHue. BonpocutenbHbin 3HaK (?) NO3BONSET OTKPbITb CNPaBKy C NpaBUITbHON
nocrneaoBaTenbHOCTLIO NapaMeTpoB, HEOBXOAUMbIX AN BbINONIHEHNS 3TOW KOMaHAbI.

j-  CkonupynTe TekyLLyto KoHdUrypauuio B dhann 3arpy3oqHomn KoHdurypaumm.

War 7. CospaunTte cetn VLAN Ha kommyTaTope S1.
MpumeyaHune. S2 HaCTPOEH TONbKO ¢ 6a30BbIMN HACTPOMKaMMU.

a. Cospante Heobxoanmble VLAN Ha kommyTaTope 1 1 NpUCBONTE UM UMEHA U3 NMPUBEAEHHOM BbllLe
Tabnuybl.

b. Hactpovite n aktnsupywnte uHtepdenc ynpasnenus Ha S1 (VLAN 200), ncnone3sys stopou |IP-agpec 13
NOACETUN, pacCynTaHHbIA paHee. Kpome TOro yCcTaHOBUTE LUMHO3 MO YMOMYaHuio Ha S1.

c. HactpownTte u aktuBupynte nHtepdenc ynpasnexusa Ha S2 (VLAN 1), ucnone3ys stopon IP-agpec n3
NoACeTU, paccumTaHHbIi paHee. Kpome Toro, ycTtaHOBUTE LUMHO3 MO YMOMYaHuio Ha S2

d. HasHaubTe Bce Hencnonb3yemble nopTel S1 VLAN Parking_Lot, HacTponTe nx ans ctatuyeckoro pexvma
AoCTyna u agMMHUCTPaTMBHO AeaKTuBupymnTe nx. Ha S2 agMMHUCTpaTUBHO AeakTuBUpynTe BCe
Hencnonb3yeMble NopThbl.

I'IpumeanMe. KomaHga interface range nonesHa a4 BbINOJIHEHUA 3TON 3afa4un C MUHUMASIbHbBIM
KoOnn4yecTtBOM KOMaHA.

War 8. HasHaubTe cetn VLAN cooTBeTCTBYIOWMM MHTEepchencam KOMMyTaTopa.

a. HasHaubTe ncnonb3yembie nopTel cooTBeTCcTBYOWEN VLAN (ykasaHHoi B Tabnuue VLAN Bbiwe) 1
HacTponTe uX ANs pexuma cTaTM4eckoro 4ocTyna.

b. Y6egutecb, 4to VLAN HasHayeHbl Ha NpaBuIibHblE MHTEPdENCHI.

Mouemy nHtepdenc FO/5 ykasaH B VLAN 1?

War 9. Bpy4Hyto HacTpouTe uHtepcdenc S1 F0/5 B kauectBe TpaHka 802.1Q.
a. VameHuTe pexum nopta KoMmyTaTopa, YToObl NPUHYAMTENBHO CO34aTh MarucTpanbHbIN KaHarn.
b. B pamkax koHcurypaumm TpaHka yctaHoBute ans native VLAN 3HauyeHune 1000.

c. B kadecTtBe gpyrou 4acTtu koHdurypauumn maructpanu ykaxute, 4to VLAN 100, 200 n 1000 moryT
NPOXOAMUTb NO TPaHKY.

d. CoxpaHuTe TekyLLyo KOHUrypaumo B dhann 3arpy304HOn KoHUrypauum.

e. [lpoBepbTe COCTOAHME TPaHKa.

Kakon IP-agpec 6bin 661 y MK, ecnu 661 oH 661N nogkntoyeH Kk cetu ¢ nomolsto DHCP?
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Yactb 2. HacTtponka n npoBepka aByx cepsepoB DHCPv4 Ha R1
B vactn 2 Heob6xoammo HacTpouTb 1 npoeepuTtb cepep DHCPv4 Ha R1. Cepsep DHCPv4 6yget
obcnyxusaTtb ABe noaceTtu, noacetb A 1 noacets C.

War 1. HactpouTte R1 ¢ nynamm DHCPv4 ona gByx nogaepxuBaembix noaceten. Hmxke
npuseaeH tonsko nyn DHCP ana noacetu A

a. Wcknrouute nepBble NATb UCNOJIb3yEeMbIX agpeCcOoB U3 KaXXaoro nyra agpecos.

b. Cospavite nyn DHCP (Mcnonb3ynTe yHUKansHoe UMs A58 KaXgoro nyna).

c. Ykaxute ceTb, nogaepxusatowlyto atot DHCP-cepsep.

d. B kavectBe umeHu gomeHa ykaxute CCNA-lab.com.

e. HacTtpowTte cooTBETCTBYIOLMI LWIMO3 NO YMOMNYaHuio Ansa kaxaoro nyna DHCP.

f.  Hactporite Bpema apeHabl Ha 2 gHs 12 yacoB 1 30 MUHYT.

g. 3arem HactpouTe BToporn nyn DHCPv4, ncnonbsys ums nyna R2_Client_ LAN n BblumMcnute cetb,
MapLUpyTU3aToOp NO YMOSYaHUIO, U UCTIONb3YNTE TO XXe MMS JOMEHA U BpeMS apeHbl, YTO U
npeablaywwmii nyn DHCP.

LWar 2. CoxpaHuTe KOH¢uUrypaumio.

CoxpaHuTte TeKyLyto KoHdurypauuio B doain 3arpy304HON KOHurypaumm.

War 3. NpoBepka koHcpurypaumm cepsepa DHCPv4
a. 4tobbl npocMOTpeThb cBeAeHus o nyne, BeinonHuTe komandy show ip dhep pool .

b. BeinonHute komaHgy show ip dhcp bindings ans npoBepkn ycTaHOBNEHHbIX Ha3HaYeHW agpecoB
DHCP.

c. Boinonnute komangy show ip dhcp server statistics gna nposepku coobweHnin DHCP.

War 4. NonbiTka nonyuntb IP-agpec ot DHCP Ha PC-A
a. W3 komaHgHou cTpoku komnbioTepa PC-A BbinonHuTe komaHay ipconfig /all.

b. TMocne 3aBepLueHns npouecca 06HOBNEHMS BLIMONMHUTE KOMaHAy ipconfig ons npocMoTpa HOBOM
nHdpopmaunm ob IP-agpece.

c. [lpoBepbTe NogknoyeHme ¢ NoMoLbo NuHra IP-agpeca nHtepdenca RO G0/0/1.

Yactb 3. Hactponka n nposepka DHCP-peTpaHcnsaumm Ha R2
B wactu 3 HacTpauBaeTca R2 ona petpaHcnsaumm DHCP-3anpocoB 13 nokanbHOW ceTu Ha nHtepdeince
GO0/0/1 Ha DHCP-cepBep (R1).

War 1. HacTponka R2 B ka4yectBe areHta DHCP-peTpaHcnauum ana nokanbHoun cetn Ha G0/0/1
a. Hactponte komaHgy ip helper-address Ha G0/0/1, yka3as IP-agpec G0/0/0 R1.

b. CoxpaHuTte KOHUrypaumio.
War 2. NonbiTka nonyuutsb IP-agpec or DHCP Ha PC-B
a. W3 komaHagHoW cTpoku komnbtoTepa PC-B BbinonHuTe komaHay ipconfig /all.
b. Tlocne 3aBeplieHns npouecca 0BHOBNEHNS BbINONHUTE KOMaHAy ipconfig Ans npocmMoTpa HOBOM
nHcpopmaunm o6 IP-agpece.
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c. [lpoBepbTe noaknoyeHre ¢ noMmoLLbo nuHra IP-agpeca nHtepdenca R1 G0/0/1.
d. BeinonHute show ip dhcp binding ana R1 anga nposepkn HasHaveHu agpecos B8 DHCP.

e. Bbinonnute komaHgy show ip dhcp server statistics ansa npoeepku coodweHnn DHCP.
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