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JlabopaTtopHas paboTa - BHegpeHue mappyTmsauum Mmexay
BUPTYasibHbIMM NTOKaNbHbIMU CETAMM

Tononorusa

Tabnuua agpecauun

Lnro3 no
YcTponcteo UHTepdeiic IP-appec Macka nogcetu yMOM4aHuIo
R1 G0/0/1.10 192.168.10.1 255.255.255.0 —
G0/0/1.20 192.168.20.1 255.255.255.0
G0/0/1.30 192.168.30.1 255.255.255.0
G0/0/1.1000 — —
S1 VLAN 10 192.168.10.11 255.255.255.0 192.168.10.1
S2 VLAN 10 192.168.10.12 255.255.255.0 192.168.10.1
PC-A NIC 192.168.20.3 255.255.255.0 192.168.20.1
PC-B NIC 192.168.30.3 255.255.255.0 192.168.30.1
Tao6nuua VLAN
VLAN Ha3HaueHHbIN nHTepdenc
S1: VLAN 10
10 YnpasneHue S2: VLAN 10
20 Sales S1: FO/6
30 Operations S2: F0/18
C1: F0/2-4, FO/7-24, GO/1-2
999 Parking_Lot C2: F0/2-17, F0/19-24, GO/1-2
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INa6opatopHas pa6oTa - BHegpeHe MapLIpyTU3aLUuN MeXxay BUPTyanbHbIMU NIOKanbHbIMU CETAMM

1000 CobcTBeHHas —

3apgaumn
YacTb 1. Co3aaHme ceTu 1 HaCTpoMKa OCHOBHbIX NapaMeTpoB YCTPOMNCTBA
YacTb 2. Co3paHue ceten VLAN 1 HasHauyeHMe NOPTOB KOMMyTaTopa
YacTtb 3. Hactpoika TpaHka 802.1Q mexay KommyTaTopamm.
YacTb 4. HacTpoika mapwpyTtusauum mexay cetamm VLAN

YacTb 5. MpoBepka, 4To mapwpyTtusauusa mexay VLAN paboTtaeT

OO6wue ceBegeHuns/cueHapumn

B uenax noBbilWeHMs NPON3BOAMTENBHOCTU CeTU BonbLUME LUMPOKOBELLATENbHbIE AOMEHbI 2-T0 YPOBHSI
OensiT Ha OMEeHbl MeHbLUEro pa3mepa. [ns 3Toro coBpeMeHHble KOMMYTaTOPbl MCMOMb3YOT BUPTYyaribHbIE
nokaneHble ceTn (VLAN). VLAN Takke MOXHO MCMONb30BaThb B Ka4ecTBe Mepbl 6€30NacHOCTU, OTAENAS
KOHguaeHUnanbHbIn Tpaduk gaHHbIX OT ocTtanbHon Yactn cetn. Cetn VLAN obneryatoT npouecc
NPOEKTMPOBaHNsA ceTun, obecneunBatoLLEel MOMOLLb B AOCTWXKEHUW Lienen opraHusauun. [ns cBs3n mexay
VLAN TpebyeTcs ycTponcTBO, paboTatoLiee Ha ypoBHe 3 mogenu OSI. [JobaBneHne mapLupyTM3aumm Mexay
VLAN no3BonsieT opraHv3aunm pasgensaTb U pasgensath WMPOKOBELLaTeNbHbIE JOMEHbI, O4HOBPEMEHHO
no3Bonss MM 0OMeHUBaTLCS aHHLIMU PYT C OPYFOM.

TpaHkoBble kaHanbl ceTn VLAN ucnonb3ytotes agna pacnpoctpaHeHus cetent VLAN no pasnuyHeiv
ycTporcTBaM. TpaHKOBbIE KaHarbl pa3peLlatoT nepegady Tpaduka ns mHoxectsa ceter VLAN yepes oguH
KaHan, He HaHocs Bpef naeHtTudmkaumm n cermeHtaumm cetu VLAN. Ocobbin BUA MapLupyTM3auumn Mexay
VLAN, Ha3biBaembin «Router-on-a-Stick», ucnonbsyet marnctpans 0T MapLipyT1usaTtopa kK KoMMmyTaTopy,
4106kl Bce VLAN MOrnu nepexoautb K MapLLpyTu3aTopy.

B aTton nabopatopHoii paboTe Bbl co3gaante VLAN Ha o6oux kKommyTaTtopax B Tonornoruu, HasHaunte VLAN
ONsl KOMMYyTaLumM NopToB AocTyna, ybeantech, 4to VLAN paboTatoT go/mkHbeiM 06pa3om, co3gaanTe TpaHKu
VLAN mexgy asyms kommyTtatopamu n mexay S1 n R1, n HactpoinTe mapuwpytunsaumio mexay VLAN Ha R1
ONsl pa3peLleHns CBA3N Mexay xoctamu B pa3Hbix VLAN He3aBUMCUMO OT NoaceTn, B KOTOPOW Haxo4uTcs
XOCT.

MpumeyaHue: MapLpyTn3aTopsl, UICNOMb3yeMble B NpakTuyeckux nabopatopHeix pabotax CCNA, - ato
Cisco 4221 c Cisco 10S XE Release 16.9.4 (o6pa3 universalk9). B nabopaTopHbIx paboTax ncnonb3yoTcs
kommyTaTopbl Cisco Catalyst 2960 c Cisco I0S Bepcun 15.2(2) (o6pas lanbasek9). MoxxHo ucnonb3oBaTb
apyrve mappyTtunsaTopsbl, komMmyTaTopbl 1 Bepcun Cisco |0S. B 3aBucumocTv 0T Mogenu yCTponcTea u
Bepcuu Cisco |OS gocTynHble KOMaHabl 1 pe3ynbTaTbl UX BbIMOMHEHUS MOTYT OTMYaTbCH OT TeX, KOTopble
nokasaHbl B nabopaTopHbix paboTax. [paBunbHble naeHTudUKaTopbl UHTEPenca cM. B CBOAHOW Tabnuue
no nHTepdencam MapLpyTU3aTopoB B KOHLE NTabopaTopHOM paboThl.

MNpumevaHue. Y6eamTecnh, YTO y BCEX MapLLIPYTM3aTOPOB M KOMMYTaTOPOB Gbina yaaneHa HayanbHas
koHUrypaumsi. Ecnv Bbl He yBepeHbl B 3TOM, 06paTUTeCh K MHCTPYKTOPY.

Heob6xoaumble pecypchbl

¢ 1 MapuwpyTtusatop (Cisco 4221 c yHuBepcanbHbim obpasom Cisco IOS XE Bepcum 16.9.4 unm
aHanornyHbIM)

e 2 kxommyTtatopa (Cisco 2960 c onepaumoHHon cuctemon Cisco 10S 15.2(2) (obpas lanbasek9) unu
aHanornyHasi Mogenhb)

e 2TIK(OC Windows ¢ nporpaMmmon amynsiLumM TepM1UHanoB, Takoln Kak Tera Term)
o KoHconbHble kabenu ans HacTponkn yctponcts Cisco |I0OS yepes KOHCOMbHbIE NOPThI.

o KabGenu Ethernet, pacnonoxeHHble B COOTBETCTBUM C TONONOrNEN
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UHCcTpyKUuum

YacTb 1. COS,anMe cetTum HaCTpOVIKa OCHOBHbLIX napameTpoB yCTpOﬁCTBa
B nepson yactn nabopatopHon paboTbl BamM NpeacTouT co3aatb TOMOMOrnio CeTU U HAacTpouTb 6a3oBble
napameTpbl Ans y3nos MK n kommyTaTopoB.

LWar 1. Co3ganTe ceTb cCOrnacHo TOMoJsIornu.

MoaknounTe yCTPONCTBA, Kak Noka3aHo B TOMOMNOrM1, 1 NoAcoeaMHMTe Heobxoaumble kabenu.

LWar 2. HacTponTe 6a3oBble napameTpbl ANA MapLIpyTU3aTopa.

a. [lMogkniounTech K MapLIpyTU3ATOPY C MOMOLLBIO KOHCONW U aKTUBUPYIATE NPUBUIErMPOBaHHbIV PEXUM
EXEC.

b. Bongute B pexum KOHpUrypaumu.
c. HasHaubTe mapLipyTU3aTOpy MMS YCTPOWCTBA.

d. Otknioumte nonck DNS, 4ToGbl NPpeaoTBpaTUTL MOMbLITKM MapLIpyTU3aTopa HEBEPHO NPeobpa3oBbIBaTh
BBeJEHHble KOMaHbl TakuM 06pa3om, kak ByaTo OHU ABMSAOTCA UMEHaMU Y3r10B.

e. HasHaubTe class B kayecTBe 3alndpoBaHHOIO Napons npuemunernpoBanHoro pexvma EXEC.

—h

HasHaubTe cisco B kKayecTBe napona KOHCOJIM U BKIMOYUTE BXO4 B CUCTEMY MO NMaporto.

YcTaHoBUTE CiSCO B Ka4ecTBe Napons BUPTyanbHOro TepMmnHana u akTuBUpymTe BXOA.

5 Q@

3awundpynte OTKpbITbIE NAPOMMW.

CospanTe baHHep ¢ npeaynpexaeHnemM o 3anpeTe HeCaHKLMOHMPOBAHHOIO AOCTYNa K YyCTPOWCTBY.
j-  CoxpaHuTe TekyLuyto KOHUrypaumto B hann 3arpy3o4HON KoHUrypawmu.
k. Hactpovite Ha MapLupyTU3aTope Bpemsi.

3akpotime okHO HacmpoUKuU.

LWar 3. HacTponTe 6a3oBble napaMeTpbl KaXXAoOro KOMMyTaTopa.
a. [lpucsowTe kKOMMyTaTOpy UMSA YCTPOUCTBA.

b. OrtkntounTe nouck DNS, 4ToObI NpegoTBpaTMTE NOMbLITKU MapLIpyTM3aTopa HeBEpHO NpeobpasoBbiBaTh
BBeJEHHbIe KOMaHAbl Takum obpa3om, kak OyaTo OHM SBMASIOTCA MMEHaMU y3I0B.

HasHaubTe class B kayecTBe 3awmnpoBaHHOIro Napons npusmnernposaHHoro pexnma EXEC.
HasHaubTe CcisSCo B ka4ecTBe naporsisi KOHCOMMW U BKIOYMTE BXO4 B CUCTEMY NO Maporio.

YcTaHoBUTE CiSCO B Ka4eCcTBE Napons BUPTyanbHOro TepMmnHana u akTuBUpymTe BXOA.

-~ 2 2 0

3awundpynTe OTKpbITbIE MAPOMMW.

Cosparite 6aHHep C npegynpexaeHmem o 3anpete HeCaHKUMOHMPOBAHHOIO AOCTYyNa K yCTpOVICTBy.

2 Q@

HacTpoiiTe Ha kOMMyTaTopax Bpemsi.

CoxpaHeHue TekyLlen KOHUrypaumm B Ka4ecTBe HayarnbHOMN.

War 4. HactpownTe y3nbi K.

Appeca NK MoxHO nocmoTpeTh B Tabnuue agpecaumn.
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Yactb 2. Co3paHue ceten VLAN n HasHavyeHue NopToB KOMMyTaTopa

Bo BTopon 4yactu Bbl co3gagute VLAN, kak ykaszaHo B Tabnuue Bblille, Ha 06onx KommyTaTopax. 3aTtem Bbl
HasHauute VLAN cooTBeTCTBYIOLLIEMY UHTEPDENCY N NPOBEPUTE HACTPONKN KOHUTypauun. BeinonHute
crnepyoLwmne 3agaydm Ha Kaxaom KoMMyTaTope.

War 1. CosganTte cetn VLAN Ha KommyTaTopax.

a. Cospante n HasoBuTe Heobxoammble VLAN Ha Kaxaom KOMMyTaTope 13 Tabnuubl Bbille.

b. HactpownTte nHTepdelic ynpaBneHus v W3 N0 yMOSYaHUI0 Ha KaXXKAOM KOMMyTaTope, UCMOomb3ys
nHpopmaumio 06 IP-agpece B Tabnuue agpecauuu.

c. HasHaubTe Bce Heuncnonb3yemble noptel kKoMmyTaTtopa VLAN Parking_Lot, HacTporiTe nx gns
CTaTUYECKOro pexmma JocTyna U agMUHUCTPaTUBHO AeaKTUBUPYINTE UX.

I'IpumeanMe. KomaHp,a interface range noJsie3Ha A BbINOJIHEHUA aTOoMN 3agayn ¢ MMHMMalnbHbIM
KOIMin4eCcTBOM KOMaHA.
War 2. HasHauybTe cetn VLAN cooTBeTCTBYIOLWMM UHTEepdencam KOMMyTaTopa.

a. HasHnaubTe ncnonb3yembie nopTel cooTBeTcTBYIOWEN VLAN (ykasaHHoun B Tabnuue VLAN Bbiwe) 1
HacTponTe X AN pexvuMa cTaTuYecKkoro Aoctyna.

b. Y6egutecnb, 4To VLAN HasHauyeHbl Ha NpaBUibHble MHTEPGENCHI.

Yactb 3. KoHdurypauma maructpanbHoro KkaHana craHgapra 802.1Q mexay
KOMMyTaTopamMmu

B yacTtu 3 Bbl Bpy4Hyto HacTponte uHtepdenc FO/1 kak TpaHk.

LWar 1. Bpy4Hytlo HacTpouTe maructpanbHbin uHtepcgenc FO/1 Ha kommyTaTopax S1 n S2.

a. Hactponka ctatnyeckoro TpaHkuHra Ha uHrtepdgence FO/1 ans o6omx KOMMyTaTOpOB.

b. YcrtaHosuTte native VLAN 1000 Ha o6oumx KOMMyTaTopax.
c. Ykaxwute, yto VLAN 10, 20, 30 1 1000 moryT npoxoauTb N0 TPaHKy.

d. [MposepbTe TpaHku, native VLAN n paspeweHHble VLAN yepes TpaHk.

Lar 2. Bpy4Hylo HacTpouTe maructTpanbHbin nHtepgenc FO/5 Ha kommyTaTope S1.

a. Hactponte nHtepderic S1 FO/5 ¢ Temn e napameTpamu TpaHka, 4to u FO/1. 310 TpaHk Ao
MapLupyTusaTopa.

b. CoxpaHuTte TekyLlyto KOHdUrypaumio B pann 3arpy304Hon KoHurypaumu.

c. [poBepka TpaHKUHra.

Yto npomsonget, ecnu G0/0/1 Ha R1 BygeT oTknoveH?

Yactb 4. HacTtpomnka maplpytusaumm mexay cetamu VLAN

LWar 1. HacTtponTte maplupyTusarop.

a. [lpu HeobxogumocTu akTnBmpynTe uHTepderc GO/0/1 Ha mappyTusaTope.
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b. Hactpownte noguHTepdericol ans kaxgon VLAN, kak ykazaHo B Tabnuue IP-agpecauun. Bee
noavHTepdenchl ncnonb3yloT MHKancynauuo 802.1Q. Yboeguteck, 4to noguHtepdericy ans native VLAN
He Ha3HadeH IP-agpec. Bkntounte onncaHme ansa Kaxagoro nognHrepdeinca.

c. Yb6eaguTecb, YTo BCoMoraTernbHble MHTEpdeiickl paboTatoT

YacTtb 5. poBepbTe, paboTaeT nu mapuwpyTtusauua mexay VLAN

LWar 1. BeinonHute cneaytowume tectbl ¢ PC-A. Bce 4OMKHO ObITb ycneLlHo.

MpnmeyaHue. Bo3aMOXHO, Bam npuaeTcs oTknounte 6pangmayap MK gns pabotbl ping

a. OtnpaBbTe axo-3anpoc ¢ PC-A Ha W03 Mo yMonyaHuio.

b. OTtnpaBbTe axo-3anpoc ¢ PC-A Ha PC-B.

c. OTtnpaBbTe KOMaHay ping ¢ koMnbtoTepa PC-A Ha kommyTaTop S2.

War 2. Nponaurte cnegyrowmmn tect ¢ PC-B

B okHe komaHgHOM cTpoku Ha PC-B BbinonHuTe komaHay tracert Ha agpec PC-A.

Kakne npomexyTouHble IP-agpeca oTobpaxatoTcsl B pesynbTaTax?

CBopgHas Tabnuua no nHTtepdencam MapLUpyTM3aTopoB

Mogenb MHTepdpenc UHTepdeiic MocnepoBaTtenbHbin | NMocnegoBaTenbHbIN

MapLupyTusaTopa Ethernet Ne 1 Ethernet Ne 2 mHTepcenc Neo 1 nHTepcenc Ne 2
Fast Ethernet 0/0 Fast Ethernet 0/1

1800 (FO/0) (FO/1) Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
Gigabit Gigabit

1900 Ethernet 0/0 (G0/0) | Ethernet 0/1 (G0/1) | Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
Fast Ethernet 0/0 Fast Ethernet 0/1

2801 (FO/0) (FO/1) Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1)
Fast Ethernet 0/0 Fast Ethernet 0/1

2811 (F0/0) (FO/1) Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
Gigabit Gigabit

2900 Ethernet 0/0 (G0/0) | Ethernet 0/1 (GO/1) | Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
Gigabit Ethernet Gigabit Ethernet

4221 0/0/0 (G0/0/0) 0/0/1 (G0/0/1) Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1)
Gigabit Ethernet Gigabit Ethernet

4300 0/0/0 (G0/0/0) 0/0/1 (G0/0/1) Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1)

MpumeyaHue. YTo6bLI oNnpeaenvTb KOHUIypaLMIo MapLUpyTU3aTopa, MOXHO NOCMOTPETL Ha MHTEPAENCHI U
YCTaHOBMWTb TUM MapLupyTM3aTopa 1 KONMYecTBO ero MHTepdencoB. MNepeuncnutb Bce KomonHaumm
KOHUrypaummn Ans Kaxaoro knacca MapLUpyTU3aTopoB HEBO3MOXHO. JTa Tabnuvua coaepxut
noeHTnmrkaTopbl Ansi BO3MOXHbIX KOMOUHaUMi nHTepdernicoB Ethernet n nocnegoBatenbHbIX MHTEPGENCOB
Ha ycTponcTee. [lpyrue Tunbl HTEpdENCOB B Tabnvue He NnpeacTaBneHbl, XOTS OHM MOTYT NPUCYTCTBOBATL B
OaHHOM KOHKPETHOM MapLupyTu3aTope. B kauecTBe npumepa moxHo npmeectn nHTepderic ISDN BRI.
CTtpoka B ckobkax — 3TO odouLmanbHOE COKpalleHne, KOTOpPOe MOXHO Mcnosb3oBaTh B koMaHgax Cisco 10S
ans obo3HayeHust HTepdeica.
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