[ToHaATNe be3onacHOCTU

HanpaBrneHusa obecne4vyeHus
besonacHoCTH,

TEPMUHOJIOTNA



BE3OINACHOCTDb

COCTOAHUE SALUNUEHHOCTU KU3SHEHHO
BA>XXHBIX UHTEPECOB JINYHOCTH, OBLLIECTBA U
FOCYHAPCTBA OT BHELWWHUX N BHYTPEHHUWX
YIrPOS3

(SAKOH P® «O BESOINACHOCTU»)



KOHUENTYAJIbHAA MOJENb BEE3OMNACHOCTHU

Yrposut
6e30nacHoCTH

ObbexTbl Cy6nexrb
Be3onacHocTH 6e3onacHocTH
BesonacHocTb
— 3TO rapaHTUpOBaHHasn
3aKOHOAAaTEeNbHbLIMU U NPaKTUYECKUMU
MEepaMu 3aLULLIEHHOCTbL XU3HEHHO
BaXHbIX UHTEPECOB
ObecnevyeHme BeaonacHOCTU

Cucrema GesonacHocTH
Opranbt, cunsl Llenu u 3anaum Crpy = dopmbi Hanpasnenus
M cpeacTea ' ¥ MeToabl 6esonacHocTH




obbekTamMmmn 6€30MNacHOCTU Ha Pa3NUYHbIX NEPAPXNYECKNX YPOBHAX
BbICTYNaKT. 3KOHOMUYEeCcKas cucTtemMa rocygapcrsea, oTpachb
HapO4HOro X0341UCcTBa, 3KOHOMKUKA perMoHa, doupma nnu
npeanpuaTmne nodon opraHn3aymMoHHO-NMPaBoBOW POPMbI Kak
XO3AWUCTBYIOLLUIA CYOBEKT, AOMALLUHEE XO3ANCTBO, NIMYHOCTb.

cybbLeKTbl 6€30NaCHOCTU — T€ OpraHM3aumn, rocyaapCcTBEHHbIE
NHCTUTYTbI, CNY>X0bl, OTAENbHbIE NMNYHOCTU (ONepaTUBHLIE
pPaboOTHUKN, YaCcTHble AETEKTUBLI, COTPpyaAHUKM Cb 1 T.Mn.), KOTopble
obecneuvmBaloT 6e30NacHOCTb 0O6BbEKTA HA OCHOBE MPaKTUYECKNX
OENCTBUN NMpu BBEOEHUN B AENCTBME MEXaHM3Ma obecrneyeHuns

0e3onacHOCTU




HAMNPABJIEHUA BE3OINACHOCTHU

HAIIMOHAJIbHAA BE3OIIACHOCTE POCCUU
— 9Y0 rapaHTMPOBaHHAA 3aKOHOJATEJIbHbIMM U IIPaKTUHeCKUMMU
MepaMy 3alMIEHHOCTh M 00ecreyeHHOCTh HaLMOHAJIbHbIX MHTEPEeCcoB

W/
HAIIPABJEHUHA
["eonomuriyeckue [Tonutugeckue O6opoHHbIE
KynpTyponorygeckne CoumaisibHbie Iemorpadudeckne
JKOHOMMYECKIE JKOJIOTYecKye [IponoBonbecTBEHHBIE
VIndopmaumoHHbIe [Teuxuyeckue




3akoHoaaTesnlbHoe obecneyvyeHne
be3onacHocTu P®

KoHcTUTyumna PO
3akoH P® «O be3onacHoCTU»
KoHuenuusa HaunoHanbHon 6esonacHocTn PO

CTtpaTterust HaumoHanbHou 6e3onacHoOCTuU
Poccunckon ®enepauymm (2021r.)

[‘ocygapcTBeEHHas cTpaTernst 3KOHOMUYECKOM
6esonacHocTn PO (OCH. NonoXeHus)

[okTpnHa nHdopmaunoHHON Be3onacHOCTU



OKOHOMMYecKkasa be3onacHoOCTb - 3TO

8CECMOPOHHSAA 3alluULeHHOCMb NPEOrpuUHUMamersribCKou
oessmersibHOCMuU, 0esl08biX UHMepeco8 Kaxxoo20
mMeop4YeCcKo20 Kosiriekmusa, rpeonpusmus u
npeoripuHumamersis 8 bonbwom u masomMm busHece.
Hensemcsi o06s13ameribHbIM yCrio8UeM ycriexa 8
busHece, rnosnydeHuUs npubbinu U coxpaHeHus 8
uesiocmyocmu ripeoripuHUMamesibcKou
opa2aHu3ayUuoHHoOU cmpyKkmypsbl.



MHdopmaumoHHas 6€30nacHOCTb - 3TO

CocmosiHue 3awuweHHocmu uHgbopmaluoHHOU
cpeobl obwecmesa, obecriequsarouiee ee
chopmMuposaHue, ucrosib3o8aHue u pa3sumue 8
UHmMepecax epakoaH, opaaHu3auyud,
aocyoapcme. (3akoH P® «O6 yyacmue 8
MeXXO0YHapOoOHOM UHGOopMaUUOHHOM 0bMmeHe »)



BUbl 3KOHOMNYECKOU BE3OINACHOCTH

[MPABOBAA
OUSUYHECKAA

WHOOPMALIOHHAA



NHpopmayuoHHass 6e3onacHoCcmb siesisiemcsi
yacmblo HaUUOHasIbHOU, MOMOMY, 4Ymo:

- HauuoHanbHbIE NHTEPECHI, YrPO3bl UM U 0becrnevYeHmne
3alnUTbl OT 3TUX Yrpo3 BO BceX obracTtax
HaUMOHarIbHOW 0e30MNaCcHOCTU BblpaXaroTcs U
peannisyroTca Yepes MHpopmauno 1 MUHPOPMaLIMOHHYHO
cdepy;

- YyernoBekK u ero npaea, MHpopmauma n IC n npasa Ha
HMUX — 3TO OCHOBHbIE 0OBEKTLI MHOOPMALIMOHHON
6e30onacHOCTHN, Kak 1 apyrux suaoB 6e30onacHoCTy;

- pelleHue 3agad HaunoHanbHOM 6e30nacHOCTU CBA3aHO
C cnonb3oBaHNeM MHOPMALMOHHOIo Noaxoaa Kak

OCHOBHOIO HAY4YHO-IMpPakTn4eCcKoro Metoja.



be3onacHoCcTb MHOPMALMOHHbIX
pecypcoB (MHopMaLWUn) - aTo

3aljuUWieHHocmb UHQopmMauuu 80 8peMeHU U
rnpocmpaHcmee om /iobbix 06 bLEKMUBHBbIX U
cybbeKkmueHhbIX y2po3 (ornacHocmedu),
803HUKarowWux 8 0bbI4YHbIX yYCI108USX
QQYHKUUOHUpPOB8aHUS ¢bupMbl U yCI108USX
aKcmpemarsbHbIX cumyauyud.



BEE3OIMNACHOCTb MNPOAYKUNN

KOHLENTYANbHASI MOLEINb BE30OMACHOCTH nPOoaYKUUH

- 03HaKoOMseHue

- noanenka

- HapyLeHWUe TEXHONOr1u
NPOVU3BOACTBA

- Kpaxa

- NPOM. LNUOHAX

- MOWEHHWYECTBO

- YHUMTOXEHUE

Yrro3bl

- COTPYAHVKM
- NOCpeaHuKU
- NOCTABLLNKU
- NPECTYNHUKA

MCTOYHUKA
Yreo3

- KOHKYPEHTb!

- NpoAyKuMA

- cpeAcTea NpU3sojcTea
- KOMNNeKTywLuue

- uidpopmaums

OBbBLEKTbI
YIrPO3

nPoOAYKUUA
/maTepunanbHble
ueHHocTur/

- TeppuTOpUs

OBBEKTHI
3ALLUNTEI

HAMPAB!IEH
3ALUTBI

- 3naHuA

- yexa, naboparopuu
- CKnaabl

- TPaHCNopT

~ UHXEHepHO-
TEXHUYECKan

-~ npasoBas
WA | < opraHmaaumonHas

MEPbBI
SALUTLI

- oxpaHa
- PEXUM
- KOHTPONb Ka4yecTBa

- Y4ET ¥ KOHTPONb
HaNW4UA U OBKKEeHUA




BEE3OINACHOCTb JIMYHOCTHK

- NUYHOCTL

- YneHbl CeMbU

- POACTBEHHUKA
- 3HaKoMbie
- UMYLLIECTBO

- ybuircTea

KOHLENTYAJIbHASA MO[Elb BE30MNACHOCTH NINYHOCTH

- gom, pava
- pabouui kabuHer
MECTA - ynuua
NMPEBLIBAHUA | ~ TpaHcnopT
| - obuecTBeHHbIe

OBBEKTbI
yreo3

- Hacunue
- rpabexu
- WwaHTax
- HanapeHve

YIrPO3bl

- ocxopbnexue

- Xynuramb!

- HeemeHsaembie (nesHee,| UCTOYHUKA

HapkomaHbi 1 Ap.)

- NPeCcTyNHUKA
- ybuaust

Yreo3

mecTa

METOAbI
3ALMATDI

HAMPABNEHWA
3ALUUTDI

CPEACTBA
3ALUTDI

BPEMA

- Ha XWU3Hb

- Ha agoposbe - IUMHOE

- Ha csobopay - pabouee

- Ha NuYHoe AOCTOMHCTBO - oTnycK

- Ha AOKYMEHTHI - KOMaHAMpPOBKa

- Ha AeHbiM U LIEHHOCTU

- NUYHOCTH

- kabuHera

- KBAPTUPLI

- agToMOobunNsA
- rapaxa

- camo3awura
- NUYHans oxpaHa

- opuauMeckan
- (husanyecKan
- uHdopmaumoHHan




(¥

TPEXMEPHAA MOAEJIb KOMIMNNEKCHOW BE3OIMNACHOCTU

-

TPEXMEPHASA MOAEJIb KOMIMTJIEKCHOM BE3OMNACHOCTHU

BE3OINACHOCTH
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HAIMNPABJIEHUA
OBECIMNEYEHUA
BE3O0OINACHOCTH




PA3BEPHYTASA KNACCUOUKALINA YTPO3 SKOHOMWNYECKOWM BE3OMNACHOCTM

Yrpo3si
PKOHOMMYecKOn GezonacHoCcTH
Mo oTHOWeHUIO
Mo ucTouHUKy » K YenoBe4yecKou
AeATeNnbLHOCTH
BHYTpPEHHUE o6 beKkTUBHbIE
BHELUHWE CyGbeKTUBHbIE
Mo npupope |¢ > Mo o6bexTy
BO3HUKHOBEHMs nocsraTenscTea
—» nonuTuyeckue I uHcopmaumu
| _» KpUMUHaNbHbIE | huHaHcam
|_p KOHKYPEHTHblEe |, nepcoHany
L_, KOHTpareHTCkue » AEN0BOW penyTauumn
Mo BeposATHOCTH Mo BO3MOXHOCTH
peanusauum i NPOrHO3UpPOBaHUs
peanbHble " nporHo3upyembie
noTeHyuanbHbie — HenporHoaupyembie
Mo nocneacTeuam | Mo BenuuuHe

A 4

oxuaaemoro yuep6a

| Bceobwue | kaTacTpoduyeckue

> nokanbHble » 3HauuTenbHble

L5 Bbi3bIBAOLYNE TPYAHOCTH




NupopmayuoHHass 6e3onacHocmb(UB)

— 3amo 3awWjuweHHocmsb UHoOpmMauuu U
nooddep)xusarouweli ee UHpacmpykmypbl om
cJly4YalHbIX unu rnpeoHamMepeHHbIX
eo30delicmeaul ecmecmeeHHOo20 unu
UCKyCCMeEEeHHO20 XxapaKkmepa, Komopbie Mo2ym
HaHecmu HernpuemsieMbll yuiepb cybbekmam
UH¢hopMaUUOHHbIX OMHoWweHuli(enadenbyam u
nosib3oeamersisiM UHghopmMmayuu).



3awumTta nHcpopmauumn

- 3TO KOMMNJEKC MePONPUATUN,
HanpaBrieHHbIX Ha obecnevyeHune
MHPOPMaALMOHHOU
b6e3onacHocCTH.



JoctynHocTb(availability) -
rapaHTusa Toro, YTo
aBTOpU30BaHHbLIE

nonb30BaTenu nosiyyaTt goCTyn
K AaHHbIM 3a NpuemMnemoe
BpeMmMsi.



LlenocTtHoCTb(integrity) -
rapaHTUAa aKTyallbHOCTU U
HENMPOTUBOPEUYNBOCTHU
MHopmauuu, ee 3allMLLLEeHHOCTb
OT pa3pyLUeHUsa U
HeCaHKLMOHUPOBAHHOIO
NU3MeHeHMUH.



KoHdomaeHUManbHOCTb
(confidentiality)

- 9TO 3awWuTa oT
HeCaHKLMOHUPOBAHHOIo AocTyna,
rapaHTUpyrLlas, 4YTO CeKpeTHble
AaHHble OyayT

AOCTYIMNHbI TOJIbBKO TEM
nonb3oBaTeJ1IAM, KOTOPbIM 3TOT
AO0CTyn pa3peLleH

(aBTOpPpM30BaHHbLIM NONMb30BaTESISIM).



Ya3eumocmsb - criaboe Mmecmo 8 cucmeme, ¢
UCIMoJsIb308aHUEM KOmopo20o Moxem bbimb ocyuiecmersieHa
amaka.

Puck- smo eeposimHocmHasi oueHka 8esiu4uHbl 803MOXKHO20
ywepba, kKomopbilu Mo2ym roHecmu cybbeKmal
UHQOPpMaUUOHHbLIX OMHoWeHUU 8 pe3yribmame ycrneuwHou
amaku.

Yepo3a- amo nomeHuyuasrbHasg 803MOXHOCMb
oripedesieHHbIM 0bpa3oM Hapywumbs UHGOOPMaUUOHHYIO
be3ornacHocme.

Amaka - rnorbimka peanu3auyuu yepo3sbl

Toz2o, KMo npednpuHUMaem ronbIMKy peanu3ayuu yepo3sbl,
Ha3bi8arom 3710YMbIWIIEHHUKOM, a NIomeHuuasibHo20
3/10yMbIWUIEHHUKA Ha3bi8arom UCMOYHUKOM y2PO03bli



YpoeHu obecnevyeHust
uHopmMayuoHHou 6e3zornacHocmu

1) 3akoHoOamersibHbIU YPOBEHS.
2) AOMUHUCMpPamueHbIU YPOBEHS.
3) lpouedypHbIU YPOBEHS.



NEKUMA 2

SAKOHOOATEJIbHAA N HOPMATUBHAA BA3A



Ha 3akoHogaTenbHOM YPOBHE MOXHO
BblAENNUTb ABE rpynnbl Mep:

- Mepbl OrPaHNYNTENBHOW HaNpPaBEeHHOCTH

HarnpaslieHHble Ha co3aHne U nogaep>XaHne HeratuBHOro OTHOLWEHUA K HapyLleHnAM U HapylnTenam

- Mepbl cO3naaTerlbHOM HanpaBnNeHHOCTU

crnocobcTByOLWME MOBbILEHNIO 06pa3oBaHHOCTY O6LLECTBA B OTHOLLEHMN MHGOPMAaLMOHHO 6e3onacHocTy,



3akoHogaTernbHas U HopMaTUBHAS
6a3a 3awmnTbl MHPOPMaLUN

npegcrtaBnaeT cobon: MexagyHapoaHble
KOHBeHLNWN, 3akoHbl PO (KoHcTutyumna, Kogekchl,
O6 nHdopmaummn, NHPOPMaLMOHHbIX
TEXHOJIOIMNAX N O 3aLUnUTe MHPOpMaLnW,
[TaTEeHTHbIN 3aKOH, 3aKOH O KOMMeEpPYeCKOU
TanHe, 3aKoH O nepcoHarsrbHbIX AaHHbIX, O
3awmte bl n TononorMn NHTerpanbHbIX
Mukpocxem, a Takke [OCTol (MCO, MOK) —
cogepxallme TexHn4eckme u npoueaypHoie
HOPMbI N XapaKkTePUCTUKN, HOPMATUBLI B
obnactu 3U)




KoHcTutyums

MpaxpaHCKMM Koaeke

YronoBHbIN KogeKc

3aKoH o rocyaapCTBEeHHOM
TanHe

3aKOH O nepcoHarnbHbIX
OaHHbIX

3aKOH O
NUUEH3UPOBaHUU
oTaenbHbIX BUAOB
OeATeNnbHOCTU

rapaHTUPYeT NPaBo Ha TalHy;
-onpeaensieT, NpaBo 03HaKOMIIEHUS ¢ MHopMaLmeit;
-rapaHTupyeT npaBo cBoboAHO McKaTb, Nony4yaTb, nepeaasartb,
NPOV3BOAUTL U PACMPOCTPaHATbL MHGOPMaLMIO MOOLIM 3aKOHHBIM CMOCOGOM.

onpeaensier NOHATUA BaHKOBCKOW, KOMMEPYECKOMW U CIYXeBHON TalHbl.

onpegensieT OTBETCTBEHHOCTb B cpepe HapyLleHn nHopmaLmMoHHon 6e3onacHoCTn ( 3a HernpaBOMEpPHbIN
AO0CTYN K MHpopMauuu;

3a co3gaHuve, NCnosib3oBaHWe 1 pacnpocTpaHeHne BpeLOHOCHbIX nporpamm ang OBM; 3a HapyweHue
npasun akcnnyataumm 9BM, cuctem, ceten)

locynapcTBeHHas TaiHa onpegensieTcs 3TMM 3aKOHOM Kak 3aluyiiaeMble rocyqapCcTBOM CBeAEHUS B
obnactn ero BOEHHOW, BHELUHEMNONUTUYECKOW, SKOHOMUYECKON, pa3BeabiBaTeNbHOMN,
KOHTppa3BeAbIBaTENbHOM U ONepaTUBHO-PO3bICKHON AEATENBHOCTU, PacnpOCTPaHEHNE KOTOPbLIX MOXET
HaHecTu

ywep6 6esonacHocTn Poccuiickon deaepaumn.

PErynupyoTcs OTHOLLIEHUS,
CBsI3aHHble C 06pabOoTKON NepcoHarnbHbIX AaHHbIX,

[aeT onpeaeneHnsi, CBsi3aHHbIe C

NNLEH3NPOBaHUEM.

yCTaHaBnNMBaET BUAbI AEATENbHOCTUN, TPEDYOLNE NNLEH3NPOBAHUS:
OnpepgensieT cocTaB NULEH3MPYIOLLMX OpraHoB

OcHoBHble: PCTIK n ®Cb ,PoctexHansop



JIMLUEH3UPOBAHUE

JNTnuyeHsus - cneymanbHoe pa3peleHne Ha ocylecTBJIEHNE KOHKPETHOro Bnaa AeATesIbHOCTU MNMpu
obszatenbHOM cobnoaeHnn NMMUEH3NOHHbIX TpGGOBaHMVI 7 yCﬂOBVIVI, BbldaHHOE NMMUEH3NPYHOLLMM OpraHom
rpnanyecKkomy nuuy nin nHansunayaribHomMy npearipypHnmMaTersito.

ﬂuuestpyeMblﬁ BUA AeATerIbHOCTU - B/ OEATESIbHOCTUN, Ha OCYLLeCTBJ1IEHNE KOTOPOIro Ha TeEpPUTOPUN
Poccuinckon Cbe,u,epau,wm Tpe6yeTc;| nonyvyeHne nnmueH3nm B COoTBeTCTBUN C HACTOALLUM Cbe,u,epaanblM
3aKOHOM.

”VILI,eH3VIpOBaHVIe - MeponpunAaTud, ce4A3aHHbI€ C rnpegocTtaBiieHUEM NULEH3UN, nepeocbopMHeHmeM
OOKYMEHTOB, noATrTBepXAakrwnx Halindmne NULEH3NIA, npmnoctTaHoBI1EHNEM U BO30O6HOBNEHNEM OENCTBUSA
NULUEH3NIA, adHHYynMpoBaHunem NUUEH3NIA U KOHTpOJ1ieM JIMLUEH3NPYOLWNX OPraHoB 3a cobntogeHnem
JIMueH3natamn npn ocywecTBiieHMN JNMUEH3NPyeEMbIX BUOOB AOEATESIbHOCTU COOTBETCTBYIOLLNX
JIMUEH3NOHHbIX Tpe6OBaHI/IIZ n yCJ'IOBl/IIZ.

”VILI,GH3MpYFOI.L|Me OpraHbIi- cbe/:l,epaanble OopraHbl NCNONHUTESNbHOW BNacTy, OopraHbl NUCMNOJSTHUTESIbHOM
BNnacTtun Cy6'beKTOB Poccuinckon q)e,ﬂ,epaLl,Vll/l, ocyulecTterndrowme nmueH3nposaHmne B COOTBETCTBUN C HACTOALLNM
CbeuepaanblM 3aKOHOM.

NMnuyeHsunat- ropngn4eckoe Jimlo nnnm MH,D,MBM,D,yaﬂbeIVI npegnpunHnMmatesb, nmerwne JIMUeH3N0 Ha
ocyulecTBrieHne KOHKpeTHOro snaa gedaTesibHOCTU.



OCHOBHbIE BUbl JEATENBLHOCTU, TPEDYIOLLME
NI EH3NPOBaHUSA:

-pacrnpocTpaHeHNEe N TEXHUYECKOE OOCNyXnuBaHme
LUnppoBanbHbIX(Kpuntorpadnyecknx) cpeacTs;

- NpegocTasneHue ycnyr B obnactu wundgpoBaHnsa MHGQoOpMaLUnm;

- Bbldaya cepTUdUKATOB KIYEU INEKTPOHHbLIX LNMPPOBbIX
noanuceun, okasaHume ycnyr, CBA3aHHbIX C UCMOMNb30BaHUEM
9NEKTPOHHbIX LMJPOBbLIX NOAMUCEN;

- pa3paboTka n(unu) Npon3BoACTBO CPEACTB 3aLUUTbI
KOHOUAeHUManbHOWU MHPopMaL MK, B TOM YMUCIlie TEXHUYECKOMN,
cpefcTtBa npegHasHavYeHHbIX Ans HernacHoro nosyyYyeHus
NHopmauun, n cpeacTaea Ux oOHapyXXeHust 1 ap.



CtaHgapTbl MHOPMALIMOHHOW
be3onacHoOCTH

- CraHpapT

OOKYMEHT, B KOTOPOM B Liensax A400pOBOfIbHOro MHOrOKPaTHOrO MCMONb30BaHMS
YCTaHaBNMMBAKTCA XapaKTePUCTUKM MPOaYKLUUK, NpaBuna OCyLLECTBNEHUS U
XapaKTePUCTUNKN NPOLIECCOB NPOM3BOACTBA, 3KCMnyaTaumm, XpaHeHus,
NepeBo3ku, peannsaumm n yTunmsaumm, BbiNonHeHust paboT nnu okasaHus

ycnyr,

- CraHpapTusauma

OEeATEeNbHOCTb MO YCTAHOBMEHUIO MPaBUIT N XapaKTEPUCTUK B LIENSAX NX
N0OPOBONBLHOrO MHOMOKPATHOrO MCMONb30BaHMSA, HanpaBieHHas Ha
OOCTMKEHNE YNopsA04YEeHHOCTU B cdhepax Npom3BoaCcTBa U

obpaLleHna NpoayKUNKN 1 NOBbILLEHME KOHKYPEHTOCMOCOOHOCTU NPOoaYKLNMN,
paboT nnun ycnyr.



OUEeHOYHble CTaHOapTbl N TEXHUYECKUE CI'IGLI,I/Idf)I/IKaLI,VIVI

* OueHOoYHble cTaHOapTbl HaNpPaBreHbl Ha
knaccudpukauymio NNC mn cpencTts 3ainTbl Mo
TpeboBaHNAM 6e30nacHOCTH.

* TexHn4yeckue cneundukaumn pernameHTUpyoT
pa3nnYHbIe acnekThbl peanusaunn cpeacTs
3aLLUMnTHI.



CtaHgapTbl MHOPMALIMOHHOW
b6e3onacHocTn. Nctopus

* «Kpntepum oueHKM JOBEPEHHBIX CUCTEM»
(«OpaHxeBas KHUra» ) - ctaHgapT

MuHuctepctBa O6opoHbl CLUA, 80-bie

CTeneHb JoBepusa OLLEHMBAETCA NO ABYM
KPpUTEPUSAM: MONnUTHUKa 6e30nacHOCTU 1 YPOBEHb

rapaHTUPOBAHHOCTY

LlosepeHHas ebiqucriumeribHas ba3za— 3mo CO80KYNMHOCMb
3aWumHbix mexaHu3mos UC(ekrrovas arnnapamHyoe u
rnpogpammHoe obecriedyeHue), omeeyarouux 3a rnpoeedeHue 8
XKU3Hb rnosiumuku 6esonacHocmu.




CtaHgapTbl MHOPMALIMOHHOW
b6e3onacHocTn. Nctopus

* PexomeHgauun X.800 (80-ble - H.90-bIX)

TexHunyeckas cneundunkaumsa oceelllaeT BOMNPOCHI
MHPOPMaLIMOHHON Be30MNacHOCTN pacnpeaeneHHbIX CUCTEM U

BBOOUT NMOHATUA.

- aymeHmuagbukayus

- yrnpasrieHue 0ocmyrom
KOHGbuOeHyuarbHOCMb OaHHbIX.
uesiocmyHocmse 0aHHbIX
Heomka3yemocmab

7 ornpepnendeT ceteBble MEXaHU3MbI be3onacHoCTU
wughposaHue,
a5iekKmpoHHas yugpposas noonuck(3SLII),
MexaHU3Mbl yripasrieHuss 00cmyriom;
MexaHU3Mbl KOHMPOsis UerioCmHocmu OaHHbIX;



CtaHgapTbl MHOPMALIMOHHOW
b6e3onacHocTn. Nctopus

* [[apMoOHM3NpoBaHHLIE KpUTEPUN EBPONENCKUX
ctpaH (90-ble)

B Kpumepusx nposooumcs pa3snudue Mexxoy cucmemamu
U rnpooykmamu.

CucmemMa - amo KOHKpemHasi arinapamHo-rpoepamMmmMHasi
KOHgbu2ypauyusi, MoCmMpoeHHasl C 8roJiHe
ornpeodesieHHbIMU UernsamMmu U ¢byHKUUOHUpPYowasl 8
U38ECMHOM OKPYXKEHUU.

lMpodykm- amo arnnapamHo-rpoapaMMHbIU«akemy,
KOmMopbIU MOXXHO Kyrnumb U M0 c80eEMY YCMOMPEHUIO
8cmpoums 8 my usu UHy cucmemy.



CtaHgapTbl MHOPMALIMOHHOW
b6e3onacHocTn. Nctopus

* OueHou4Hbin ctaHgapT ISO/IEC 15408
«Kputepumn oueHkn 6e3onacHOCTu

MHOPMaLMOHHBLIX TexHoorm» («Obuwmne

Kputepum» unn npocto«OK» 1999 r.)

HAensgemcsa memacmaHoapmomM, oripeoesiFiWUM UHCMPYMeHMb!
oueHku 6e3ornnacHocmu UIC u nopssOoK ux ucrosib308aHusi

besonacHocme paccmampugaemcsi He cmamu4Ho, a 8 rpuesi3ke K
XXU3HEHHOMY UUKITy 06beKma OUEeHKU U 8 KOHMeKcme cpeobl
be3onacHocmu,Komopas xapakmepusyemcs ornpeoesieHHbIMU
yCcrio8UsIMU U y2po3amul.



* BaXXHbIM pYKOBOOALWMM OOKYMEHTOM
TocTexkomuccum Poccum serisgromces
Kraccugukayus asmomamu3upo8aHHbIX
cucmemM o ypoBHK 3aWuuWeHHocmu om
HecaHKUUOHUpo8aHHO20 docmyria,
Kraccugukayusi MmexxcemeabiX 3KpaHo8 U
dpyaue.

« ®CTIK «Hapywmntenb 6e3onacHocTr
MHPOPMALIMOHHbIX CUCTEM»

CohopmuposaHa moodersib («0briuKk») Hapywumerss



[[OCTbl akTyanbHble

« TOCT P 56546-2015 3awunTta nudopmauuu.
Yassumoctn nHdpopmMaunoHHbIX cuctem. Knaccudumkaums
yaszsumocteun UC;

« TOCTP UCO/MIK 27005-2010 UHdhpopmaumMoHHanA
TEeXHOJOorus.

METOAObl N CPEOCTBA OBECINEYEHUA BE3OINACHOCTMW.
MeHea)XmMeHT pucka uHcpopmMmaLuMOHHON 6e30NaCHOCTH;

« TOCTP NCO/M3K 27002-2021 UHpopmMaumMOHHaA

TeXHOJOrIusl.
METOObl U CPEACTBA OBECINEYEHUA BE3OMNACHOCTU

Csoa HOpM M npaBun MeHeaAXXMeHTa MHpOoOPMaLMOHHOMU
Oe3onacHoOCTU



Opyrne NOCThol

FOCT P NCO/M3K 27002-2012 UHpopmaumoHHada TexHonorus. Metoapbl n cpeactea obecneveHnsa 6esonacHoctn. CBog HOPM n
npaBusi MEHeKMeHTa MHPOPMaLMOHHON 6e30MacHOCTN 3aMEHEH, HO OYEHb MOSIe3€eH

FOCT P NCO/M3K 18028-1-2008 NHdopmaumnoHHas TexHonorus. Metoabl n cpeactea obecneyveHmst 6esonacHoctn. CeteBas
6e3onacHOCTb MHGOPMALMOHHBIX TexHoNornn. Yactb 1. MeHeaXXMeHT ceTeBor 6e30MacHOCTH

FOCT P MCO/M3K 27000-2012 UHdpopmaumoHHasa TexHonorms. Metoabl n cpeactea obecneveHnsa 6esonacHoctn. Cuctemsl
MeHePKMEeHTa MHopMaunoHHon 6e3sonacHocTn. O6Lwmin 0630p N TEPMUHOSOIUS

FOCT P MCO/M3K 27003-2012 UHdpopmaumoHHasa TexHonorms. Metoabl n cpeactea obecnedeHnsa 6esonacHoctn. Cuctemsl
MEHePKMEHTa MHopMaunoHHoM 6e3onacHocTu. PykoBoACTBO MO peanu3aumm CUCTEMbl MEHEAXKMEHTA MHOPMaLMOHHON
B©e3onacHocTu

FOCT P MCO/M3K 27001-2006 UHdpopmaumoHHasa TexHonorms. Metoabl n cpeactea obecnedeHnsa 6esonacHoctn. Cuctemsl
MEeHePKMEHTa HdopMaLmoHHon 6e3onacHocTu. TpeboBaHus

FOCT P NCO/M3K 27006-2008 UHdopmaumoHHasa TexHonorus. Metoabl n cpeactsa obecneveHnsa 6esonacHoctu. TpeboBaHus K
opraHam, OCyLLECTBASAOLWNM ayauT N cepTudmnkaumio CUCTEM MEHEOKMEHTA MHGOPMALMOHHON 6e30nacHOCTM

FOCT P MCO/M3K 13335-1-2006 NHdopmaumnoHHas TexHonorus. Metoabl n cpeactesa obecneyveHmst 6esonacHoctn. Yactb 1.
KoHuenumsa n mogenn meHegxmeHTa 6€30nacHOCTM MHGPOPMALMOHHBIX U TENEKOMMYHUKALMOHHbBIX TEXHOMNOMN

FOCT P 34.31-96 UHdopmaumoHHas TexHonornda. MukponpoueccopHbie cuctemol. HTepdeinc duiovebac +. Cneuymdmkaumm
¢oM3N4ECKOro YpoBHSA

FOCT P 52919-2008 NHdopmaumnoHHas TexHonorus. MeTtoabl n cpeactsa omsmndeckon sawmtel. Knaccudgpumkaumnsa n metogbl
NCNbITAHUM HA OrHECTOMKOCTb. KOMHAaTbl M KOHTEMHEPbI aHHbIX

FTOCT P MCO/M3K TO 13335-5-2006 NHdopmaumoHHasa TexHonorus. Metoapbl n cpeactea obecnedeHuns 6esonacHoctu. Yactb 5.
PykoBoacTBO N0 MEHEOKMEHTY 6e30nacHOCTM CeTn

FOCT P MCO/M3K TO 13335-4-2007 NHdopmaumoHHas TexHonorus. Metoabl n cpeactea obecneveHnsa 6e3onacHocTu. Yactb 4.
Bbi6op 3aMTHBLIX Mep



http://vsegost.com/Catalog/54/54705.shtml
http://vsegost.com/Catalog/50/50436.shtml
http://vsegost.com/Catalog/54/54416.shtml
http://vsegost.com/Catalog/54/54546.shtml
http://vsegost.com/Catalog/57/5736.shtml
http://vsegost.com/Catalog/48/48770.shtml
http://vsegost.com/Catalog/27/271.shtml
http://vsegost.com/Catalog/18/18805.shtml
http://vsegost.com/Catalog/47/47444.shtml
http://vsegost.com/Catalog/47/47.shtml
http://vsegost.com/Catalog/84/844.shtml

[[OCT P NCO/MO3K 27005-2010 ans
ynpaBneHus puckamu

npepoTBpaLweHne pucka (risk avoidance)
KOMMYHUKauua pucka (risk communication)

Konu4yecTtBeHHas oueHKa pucka (risk
estimation)

noeHTudukauma pucka (risk identification)
CHUXXeHue pucka (risk reduction)
coxpaHeHue pucka (risk retention)
nepeHoc pucka (risk transfer)



[OCT P NCO/MOBK 27005-2010 ans
OLIEHKUN Yrpo3, YA3BUMOCTEUN, PUCKOB

* NMpunoxeHune C (cnpaBo4HOE) - NPUMeEPL
TUMNYHbIX YIrPO3

* NMpunoxeHune D (cnpaBo4HoOe)

YA3BMMOCTU U MeTOAbl OLEHKN YA3BUMOCTU ,B TOM
ynucre MeToabl OLEHKN TEXHUYECKNX
YA3BUMOCTEN

* NMpunoxeHue E (cnpaBo4Hoe)

[Toaxoabl K oueHKe pucka MHOOopMaLOHHON
besonacHoCcTH



* [OCT P MCO/MO3K 27002-2021

1.4710 Takoe nHpopmaumoHHaa 6e30nacHOCTb

2.NMoyemy HeobxoanMmMa nHcpopmMaLMoHHaA 6e30nacHOCTbL?

3. Kak onpegenutb TpedboBaHusa K UHpopMaLMOHHOM Ge30nNacHOCTHU
4. OueHKa pucKoB 6e30nacHOCTH

5. BbIOOp Mep 1 cpeacTB KOHTPONA U yrnpaBrieHUs

6. OTnpaBHasa To4yka uHopMaLMOHHON Oe30NacHOCTHU
7.BaxxHenwune cakTtopbl ycnexa

8. Pa3paboTka coOCTBEHHbIX peKoOMeHaauunm

FTOCT TAKXXE COOEPXWUT :uBeHTapusauunsa
aktuBoB, UpeHTndmukauma n ayteHtTudpumnkauums
nonb3oBaTens



MO>XHO eLlle MOCMOTPETL

* [OCT P NCO/M3K TO 13335-3-2007

METOObl U CPEACTBA OBECINEYEHUA BE3OMNACHOCTU .MACTb 3

METOObl MEHEOXMEHTA BE3OINACHOCTU UHOOPMALIMOHHBbIX
TEXHONOIMM B YACTU LLENWU, CTPATEMMU N NONTUTUKU
OBECIMNEYEHUA BE3ONMACHOCTU UT (PA3OEN 7 CTAHOAPTA)



