Buabl yrpos UC



Yrpo3bl 6@30nacHOCTHK
MHOPMaLUK

e [log yrpo3oun (BoobLie) o6bl4HHO
NOHUMAIOT NOTEHLUMANIbHO BO3MOXHOE
cobbiTne, pencreme (Bo3aencTtemne),
npoLecc uin sBneHne, Kotopoe
MO>XET NMPMUBECTU K HAHECEHWUIO
yuwepba ybuM-nnbo nHTepecam.



Yrpo3bl UC

TexHonorn4yeckume e OpraHn3aunMoHHbIE
- dusnyeckune - Bo3gencreme Ha
e HenoBek nepcoHan
e Oopc-Maxophl e dnsnyeckoe
e OTKA3 BO3AENCTBUE
060pyn0OBaHUS e [lcMxonornyeckoe
— Jlornyeckue BO3AencTene
e JlOKanbHbIM - [encreus
HapyLInTENb nepcoHana
e YaNleHHbIN e YMbILUJIEHHbIE

HapYyLWWUTEb e HeyMbILWWIEHHbIE



Knaccnopukauma yrpos
6e30nacHoOCTU

VTposH besomacHOCTH

Ectecteennte HexyceTeenmk:

[perHameperHHe

HempemnamepeHHEE




HenpeaHaMepeHHble
MCKYCCTBEHHbIE€ yrpo3bl

1) nencTemsa, NpuBoAALLME K YaCTUYHOMY UM
NOJIHOMY OTKa3y CUCTEMbI UM pa3pyLUEHUIO
annapaTHbIX, MPOrpaMMHbIX, MHPOPMALIMOHHbIX
DECYPCOB CUCTEMDI;

2) oTKAoUYeHne obopyaoBaHUSA MU U3MEHEHMNE
DEXMMOB paboTbl YCTPONCTB M NPOrpammM;

3) HeyMblILlWeHHas nopya HocuTenem nHopMauum;

4) 3anyCK TEXHONOMMYECKUX NporpamMm, CrnocobHbIX
Npu HEKOMMETEHTHOM MUCMOJSIb30BAHUU BbI3bIBaTb
notepto paboTocnocobHOCTUN CUCTEMBI;

5) HenerasbHOE BHEAPEHUE N UCMOJSIb30BaHUE
HEYUYTEHHbIX MpOrpamMmm;

6) 3apakeHmne KoMnbloTepa BUPYyCaMu;



HenpeaHaMepeHHble
MCKYCCTBEHHbIE€ yrpo3bl

/) OEeNCTBUS, NPUBOASALLME K pa3rnalleHunto
KOHpunaeHUnanbHon nHopmauunu;

8) pasrnalwleHune, nepeagada unm ytpata atpnoyTos
pa3rpaHUYeHns AoCcTyna;

9) NpoeKkTUpoBaHME apXUTEKTYpPbl CUCTEMbI, TEXHOIOMNN
06paboTkn AaHHbIX, pa3paboTKa NpuKNaaHbIX NporpammMm, C
BO3MOXHOCTAMU, NpeacTaBASOWMMMN ONACHOCTb AS1S
paboTocrnocobHOCTN cucTteMbl M 6€30NacHOCTM MHOPMaUUK;

10) urHopmnpoBaHue orpaHnyeHumn npu paborte B cucreme;
11) Bxoa B cucteMy B 06xX04 CpeacTB 3alUunThI;

12) HEKOMMeTeHTHOEe NUCMNO/1b30BaHME, HAaCTpouKa UIu
HernpaBoOMepHoOe OTKJ/1IoUYeHMe CpeacTB 3allinTbl NepCcoHaioM
cny>x6bl 6e3onacHoCTH;

13) nepecbinika AaHHbIX MO OWNO0YHOMY afpecy aboHEHTa
(ycTtpowucTBa);

14) BBOA OWMOOYHbIX AAHHbIX;
15) HeyMbIWNEHHOE NoBpeXaeHne KaHanoB CBSA3U.



OCHOBHblIe NpeaAHaMepeHHble
MCKYCCTBEHHbIE Yyrpo3bl

1) dusndeckoe paspylleHne CUCTEMbI WX BbIBOA U3 CTPOS
KOMMOHEHTOB KOMMNbIOTEPHON CUCTEMbI

2) OTK/IIOYEHME UNN BbIBOA, U3 CTPOS noacuctem obecnedyeHus
DYHKLUMOHUPOBAHUSA BbIYNCIIUTENbHbIX CUCTEM;

3) AencTBmua No AesopraHn3aumm pyHKUMOHUPOBAHUSA CUCTEMBI
4) BHEApPEHWE areHTOB B YMCNO NepcoHasia CUCTEMbI

5) BepboBKa nNepcoHana uaun oTAeNbHbIX NONIb30BATENEN, UMEOLLMNX
onpeaeneHHble NMoJIHOMOYNS;

6) NnpUMeHeHne noACyLWwmnBarLWnNX YCTPOUCTB, ANCTAaHUMOHHAA dOTOo-
N BUAeoCbeMKa " T.M.;

7) nepexsBaT No60YHbIX 3NEKTPOMArHUTHbIX, aKyCTUYECKNX U APYTrnX
N3NYYEHUN YCTPOMNCTB U JIMHUN CBA3MU;

8) nepexBaT AaHHbIX, NepeAaBaeMbIX N0 KaHasiaM CBSA3U, U X aHanu3
C LieNbl0 BbISICHEHUS MPOTOKO/IOB OOMEHA;

9) XuweHne Hocutenem nHpopMmauum;
10) HeCaHKUMOHMPOBAHHOE KOMMPOBaHUe HocuTenem nHpopmaumu;



OCHOBHblIe NpeaAHaMepeHHble
MCKYCCTBEHHbIE Yyrpo3bl

11) XxnweHne npon3BoACTBEHHbIX OTX040B;

12) uTeHne oCTaTo4HOM MHMOPMALINKN N3 ONepaTUBHOM NMaMATU
N C BHELIHMX 3anOMUHAKOWKNUX YCTPOUCTB;

13) uteHne nHdpopmaumm n3 obnacrtem ornepaTMBHON NaAMATH;

14) He3aKOoHHOeEe nosly4yeHne naponen n apyrux peKsmsnTons
pasrpaHnyeHna AocTtyna;

15) HeCaHKUMOHNPOBAHHOE NCMNOJ1b30BaHNE TEPMUHASIOB
Nnosib30BaTesNien, UMELWMX YHUKaTbHble (dU3nyeckue
XapaKTepUCTUKUN, TaKne Kak HoMmep pabouyen ctaHuunn B
ceTn, dU3nYeckKknm aapec, aapec B CUCTEME CBS3MN,
annapaTHbIN 6JI0K KOAUPOBAHUA U T.M.;

16) BCKpbITUE WNPHPOB KPUNTO3aWMTbl MUHPOpMaALUK;

17) BHeApeHMe annapaTHbIX CreuBA0XEHNA, NPOrpaMMHbIX
'3aKks1anok" m "BupycoB";

18) He3aKoHHOE MoAKNYEHNE K IMHUSAM CBSA3U



Moaenb Hapywutena B AC

[lpn pa3zpaboTke MoAenn HapywuTens

onpenenstoTCcs

NpPeAnoOJIOKEHNA O KaTeropmudax anmy, K
KOTOPbIM MOXET NMpUHAANIEXAaTb HAPYLWUNTESb,

NnpeanoIoXeHnsa 0 MOTUBaxX AENCTBUN
HapywuTensa (npecneayemblX HapywuntTenem
Lensax);

npeanosioXXeHnsa o Keanudpukaumnm
HapyLwnTensa n ero TeXxHN4Yeckon oCHalleHHOCTHU
(06 ncnonb3yembiX A1 COBEPLUEHNSA HAPYLUEHUS
MeToaaX U cpeacTtBax);

OrpaHUYeHnst 1 MPeanooXeHNs O )
XapaKTepe BO3MOXHbIX AENCTBUIM HapyLUUTENEN.



Hapywurtenb

BHewHnn

KJIMEHTDI (I'I PEACTABUTEN
opraHm3sauunu, rpa>K,£|,aHe);

nocetTntenun (NpuUrnaweHHble
No KakoMy-1mbo nosoay);

npeacTaBUTENN opraHmsauunn,
B3aMMOAENCTBYOLWMX NO
BonpocaM obecrnevyeHus
XU3HeaeaTeNnbHOCTH
opraHusauumn (3Hepro-, Boao-
, TeN/10CHabXxeHnsa n T.1.);

npeacraBmTenmn
KOHKYpPUPYHOLWNX
opraHmsaymm (MHOCTPaHHbIX
crieycnyx6) nnn nmua,
AencTeyrowmne no ux
3a1aHNI0;

nuua, cnyvyamHo unu
YMbILW/IEHHO HapyLwuBLLIKE
NPONYCKHOMN pexunm (6e3 uenm
HapywmnTb 6e3onacHocTb AC);

nobble nmua 3a npegenamm

KOHTPOJIMPYEMON TEPPUTOPUMN.

BHYyTpeHHUI

— nonb3oBaTenn (onepaTopbl)
CUCTEMbI;

— nepcoHan, obcnyxmearowmnm
TeEXHUYEeCcKmne cpeacraa
(MHXeHepbl, TEXHUKN);

— COTPYAHWKWU OTAENOB
pa3paboTkn n
conpoBoxaeHusa MO
(NpuknagHbie N CUCTEMHblE
NpOrpamMMuCTbI);

— TEeXHW4YeCKMIn nepcoHan,
obcnyXxuBatoLwmimn 30aHunS
(ybopLnKN, aNeKTpuKkH,
CaHTEXHUKU N apyrue
COTPYAHUKN, NMeLmne
AOCTYyN B 34aHUS U
noMeLleHuns, rae
pPacrosnioXeHbl KOMMOHEHTHI
AC);

— COTPYAHUKWU CNyX6bl
6e3zonacHocTn AC;

~ PYKOBOAWTENN Pa3NYHbIX
YPOBHEN [0/IXHOCTHOWM
nepapxum.



V'V V V V V

JIoKanbHbIN U yAaNEeHHbIU
HapyLwuTenb

Icnonb3yeT BpeaAOHOCHbIEe
NMPOrpaMmbli:

Jlornyeckmne 60mMbbI
TPOSHCKNUN KOHb
Bupyc

YepBb

3axBaTuyMK naposneun
nT.0.



