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[lomallHee 3aaHune #38

KpuTtepun oueHku

® ( 6annoB - BbINOAHEHO MeHee 60% MyHKTOB 3ajaHus.
® 2 6anna - BbiNoaAHeHo oT 60% A0 69% NyHKTOB 3ajaHuns, OTYET COOTBETCTBYET TPeOOBaHUAM.
® 4 6anna - BbinoaHeHo ot 70% po 89% nyHKTOB 3ajaHuns, OTHET COOTBETCTBYET TPEOOBaHUAM.

® 6 6ann0B - BbiNoAHeHO 60nee 90% NyHKTOB 3ajaHuA.

OdopmneHne otyeta

OTueT Jo/IKEH BKIOYaTh B cebs dain MOJlyYEHHbIV B pe3ybTaTe BbINMOJHEHNS KOMaHAbI:
$ script typescript.txt

KomaHay Bbille HeO6X0AMMO 3anyCTUTb Nepes BbIMOJAHEHWEM JOMaLUHero 3ajaHusa. [ns 3aBepLueHus
3anmncuK A0CTaTOYHO BbINMOAHUTL KOMaHAY . Mpw BbINONHEHNW KOMaHZAbI NCTOPUA KOMaHS,

Bash He coxpaHseTcs.

lpumeyaHue. HexoTopble yTUANTbI TPeOYOT YCTaHOBKM C MOMOLLbHO KOMaHZb!

ba3oBble KOMaHAbI

1. MpoBepbTe goctynHocTb DNS cepBepa Google:
ping 8.8.8.8

2. OcyLecTBmTE TPACCMPOBKY MapLupyTa Ao xocta 8.8.4.4:
traceroute 8.8.4.4

3. OnpepenuTte ceTeBOW afpec BUPTyasbHOW MalLWHbI:
ip a

4. Onpepennte MX-3anuncb gomeHa google.com
nslookup - =MX google.com

5. Mpockannpyiite noptbl 22,80, 443 BUPTyasibHOWN MalLVHbI:
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nmap -p22,80,443 localhost

6. 3anpocute nHPopmaumo o gomeHe Google.com y DNS cepsepa 8.8.8.8:
dig @8.8.8.8 google.com

7. CoxpaHuTte gamn Tpaduka B daiin

sudo tcpdump > tcp.dump

Hactpovka SSH

1. MpoBepbTe, BKAOUEHA An ciyxxba SSH:
sudo systemctl is-active ssh

2. Ans akTmBaumm cnyxbbl SSH HEOOXOANMO BbIMOAHUTL CAEAYIOLLYH KOMaHAY:
sudo systemctl --now ssh

3. OTKpoWiTe BTOPOE OKHO KOMaHAHOM cTpokun Windows v BbINOJHUTE KOMaHAY A5 CO34aHNS KrOUen
SSH:

ssh-keygen

4. Mocne yKkaxxuTe NOJHbIV NyTb, rae 6yAyT XpaHUTbCA Napa Kao4yeil: ,
roe MMA Noab3oBaTeNs

5. [lanee Heobx0AMMO BBECTU MapOb A4 3alMTbl KAtoYel. MNocae nepBoro BBOAA yTUANTA MOMPOCUTD
BBECTM NapoJib MOBTOPHO A8 NOATBEPXKAEHMS.

6. Mepennte B BUPTYyaNbHYHO MaLLNHY M B KOHCOIN aBTOPU3YIMTECh NOZ NOb30BaTeNEM

7. NepengnTe B AMPEKTOPUIO n cosparite Ga C UMEHEM

8. Ckonupynte cogepxxunmoe dainna n3 xocta Windows B ¢aiin

BMPTYyaZbHOW MaLLMNHBI.
9. Cozpavite H63kan danna
10. icnonb3ys npaBa agMUHUCTPATOPa N3MEHWUTE 3HAYEHUA CeyoLWMUX NapaMeTpoB

KOHPUrypaLmoHHoro danna . Mepea n3meHeHnem napametpa Heobxoanmo ybpatb

CMMBOJ
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LoginGraceTime 10s
MaxAuthTries 2

MaxSessions 2
PermitEmptyPasswords no
HostbasedAuthentication no
PasswordAuthentication no
PubkeyAuthentication yes
PermitRootLogin no

11. BoiBeguTe cogep>kmmoe daiina B TEpPMUHane:

cat /etc/ssh/sshd_config

12. Janee nepesanyckaem cepsuc SSH:

sudo systemctl restart ssh

13. OcyLLI,ECTBVITe BbIXO/J 13 BMpTyaanoﬁ MalWHbl B KOMaHAHYH CTPOKY Windows ¢ NMOMOLLIbHO KOMaHAbl

14. MonpobyiTe NOAKAOUNTLCA K BUPTYasIbHOW MalLMHe Nog nosib3oBaTenem “3 TepMuHana

Windows:

ssh -p 2222 -i C:\Users\username\.ssh\my rsa ubuntu@l127.0.0.1
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