ucumnnnmHas.
OnTnyeckne cetu U KBaHTOBbLbIE
KOMMYHUKaUUmn
Tema 3aHATUA. N3ydyeHne TeXHNYEeCKUX
cpeacTB 3aWnTbl MHPOPMALIMMN B ONTUYECKOU
CeTu

JTabopaTopHO-NpaKTMYecKoe 3aHATUE



Ha3Ha4vyeHue 3Ton paboTbl — CMCTEMHbIE 3HAHUA DyAYLLINX
crneymnanncTos

Lenb  paboTbl:  M3y4uTb  BO3MOXHble  CNocobbl  pu3MYeckon u
KpunTorpadpmnyeckom 3awmTbl ONTUYECKUX COEAMHEHMUN (3awmTa KaHana wu
3allMTa CUrHasa) B TPAHCMOPTHbIX CETAX W CeTAX AO0CTyna Ha OCHOBE
BO/IOKOHHO-OMTUYECKOM CBA3M, NOMbITATbCA MOHATb Ha3HAaYeHME KBAHTOBbIX
KOMMYHMKaumin!

[MopAAOK BbINO/MIHEHMA: M3Y4YUTb BO3MOXKHOCTM W o0bOpyaoBaHWe AOnA
dn3nMYecKkon 3almUTbl BOJOKOHHO-ONTUYECKUX JIMHUMA CBA3U WU CUCTEM
nepenayn, OTBETUTb HaA KOHTPOJ/IbHbIE BOMPOCbI M pPEeWUTb 3adadyy no
BAPMaHTY; U3Yy4UTb NPUHLUUNbI KpUNTOrpadmn4eckom 3awmTbl MHPopmaLumn B
ONTUYECKUX KaHanax CBA3U, OTBETUTb HA KOHTPO/IbHble BOMPOCHl U PELINTb
3a4a4y NO BapMaHTy.

Copep»aHve paboTbl: BbIMNOJHEHWE ABYX pa3fenoB C  U3YyYEeHUEM
npeAcTaBNeHHbIX MaTepmnanoB, OTBETbl Ha KOHTPO/IbHbIE BOMPOChI, peLleHne
[IBYX 3a4au.



CopeprkaHue oTyeTa

1. Ha3BaHue paboTbl. ®.N.0. ncnonHUTENA C NOANUCHIO.
PykoBoautenb 3aHATUA. [laTa BbINONHEHUA.

2. Llenb 3aHATUA.

3. CoaeprkaHme 3aHATUA C NepeyHeM U3yyaemMbix pa3aenos.

4. KpaTKue oTBeTbl Ha KOHTPO/IbHbIE BOMPOCHI.

5. PeweHue 33434 1 BbIBOAbI MO pe3ynbTaTtam BbINOAHEHUA PaboThl.



PekomeHayemas nintepatypa Ana CAaMOCTOATE/IbHOMO U3y4YeHun

1. Wy6wuH B.B. NHdopmaunoHHasa 6e30nacHOCTb BOSTIOKOHHO-OMTUYECKMX CUCTEM : MoHorpadusa / LLy6un B.B.. —
Capos : Poccuimncknin dpegepanbHbin sgepHbin ueHTp — BHUNO®, 2015. — 257 ¢. — ISBN 978-5-9515-0242-1.
— TekcT : anekTpoHHbIM /[ IPR SMART : [canT]. — URL: https://www.iprbookshop.ru/89874.html . — Pexum
AocTyna: A aBTopM30BaHHbIX Nofb3oBareremn

2.Betpos KO.B. Kpuntorpadguyeckne metoabl 3aimtbl MHOPpMALUN B TENEKOMMYHUKALMOHHBIX cuctemax: yqeb.
nocobve / KO.B. BetpoB, C.b. Makapos. — CI16.: W3g-Bo [lonutexH. yH-Ta, 2011. — 174 c.
https://elib.spbstu.ru/dl/2889.pdf/download/2889.pdf

3. Kosybos A.B., lNangaw A.A., KeiHes C.M., Eropos B.U., MBaHoBa A.E., Menm, A.B.,MupowHuyenko I.I1.
OcCHOBbI KBAHTOBOM KOMMYHMKauun: Yactb 1. — CI16: YHusepcutetr UTMO, 2019. — 85 c.

4. PymsaHueB K.E. KBaHTOBble TEXHONMOMMM B TENEKOMMYHWKALUMOHHbLIX cuctemax: y4yebHuk/K.E. PymsaHues;
FOXHbIN  beaepanbHbIi yHMBepcuTeT. PocTtoB-Ha [oHy; TaraHpor: WspatenbctBo HOxHoro denepansHOro
yHuBepcuteTa, 2021.-346¢. https://elibrary.ru/gmwhwz (goctyn us 6ubnuotekmn CunblyYTW)

5. MPEOBAPUTENBHBLIN HALMOHANBHbLIV CTAHOAPT POCCUNCKOW SEOEPALINN
MHCT 799-2022 NHpopmaumoHHble TexHonorum KPUMTOMPAGNHECKAA SALLNTA NHOOPMALWMN. TepMuHbl
n onpepeneHus. Information technology. Cryptographic data security. Terms and definitions OKC 35.040 Cpok
pencteua ¢ 2023-01-01 go 2026-01-01

6. TOCTP 3 4.1 3 — 2015 NHdopmaumoHHasa TexHonorms. KPUMNTOMPAOUHECKAA SALLNTA MHOOPMALINW.
Pexnmbl paboTbl 6no4HbIX Wwndgpos.- M.: CtaHgapTtuHdgopm. 2016.- 30c.



Knaccudpurkaymsa cnocoboB 3awmTbl MHGOPMaLMN B BOJIOKOHHO-
ONTUYECKUX INHUAX U CUCTEMaX Nepeaadu

Cnocobbl 3aWMTEl HHOPMaLKK
B BONOKOHHO-ONTHYECKMX NUHWUAX

F g~

3awmMTa curHana 3awmTa onTHYECKoro
KaHana (BonokHa)




O Knaccudpumkaumm cnocoboB TEXHUYECKOM 3aWUTbl MHOOPMaLUK

B ONTUYECKNX CUCTEMAX Nepeaayu

3awuTa MH(I)OpMaLI,MM npun nepegadye B ONTUYECKON CUCTEME WU CETU MOIKET
OoCyLecCTB/IATbCA Pa3/IM4YHbIMU CI'IOCO6aMM, KaH(ﬂ,bIVI U3 KOTOPbIX UMEET CBOU
npenmyuiecrBsa U He4O0CTAaTKHW.

Bce cnocobbl 3awmtbl MHPOPMALMM OT YTEYKM MO OMNTUYECKOMY KaHany
(BONOKHY) AenATca Ha ABe rpynnbl. cNocobbl 3alWuTbl CUFHANOB U CNOCOo6bI
3aWmTbl KaHanoB. Cnocobbl 3alWWUTbl CUFHANOB He 3alMWaoT  KaHan
(BONIOKHO) OT HECAaHKLMOHMPOBAHHbIX NMOAKAOYEHUIN, CbEMa M BBOAA-BbIBOAA
CUrHANOB WAM MHbIX BO3AEUCTBUIA; OHW TO/IbKO 3aTpyaHAlT (B npeaene
Aenatot HEBO3MOXHO) 06paboTKy nepexsavyeHHbIX CUIHaNOB:
CTPYKTYPUpPOBaHME U paclindpoBKY.

Cnocobbl 3aWmMTbl KaHana (BO/MIOKHA) Tak¥e He B COCTOSSHUW MPeaoTBPaTUTb
NOAKNIOYEHUE K KaHa/y 3a npeaenamu KOHTPOJIMPYyemMoM 30Hbl KabenbHom
JIMHUN, HO MNO3BONAKT 3aTPYAHWUTb A0CTYyn, MBO OOHAPYKUTb MOMbITKY
HECAaHKUMOHUPOBAHHOIO MNOAKJAOYEHMA U MNpepBaTb WAU  MNEPEKNYUYUTD
nepegayy curHanoB. Tem cambiM Kpome 3aliuTbl KaHana (BOJIOKHA)
3allMLaeTca U nepenayva CUrHana.



Yactb 1

SALLUTA ONTUYHECKOIO KAHAJIA
(BONNOKHA). PUSUYECKAA 3ALLUUTA



TexHn4ecKkue cpeactsa pmU3n4ecKkom 3almTbl MUHGOPMaALUM

MoctpoeHune TexHuueckmx Cpeacts Pusmyeckon 3awmtbl UHPopmaumu
(TC®3U) ot nepexsat B BOCI ocHOBaHO Ha aHa/M3e BO3MOXKHOCTEWM
Hapywmntena wn  PU3NKO-TEXHUYECKMX  OCODEHHOCTAX  BOJIOKOHHO-
ONTUYECKUX KaHA/I0B CBA3MU.

npenmyuectsa onTn4eCKOro BOJIOKHa u Kabena Kak TpaHCﬂOpTHOVI cpenbl
ANA MH(I)OpN\aLI,MM CBA3aHbl C BO3SMOXHOCTbIO NMOCTPOEHUA TpaHCI'IOpTHOﬁ
cpeabl U3 NO/THOCTbO ANINEKTPUYHECKUX MATEPUANOB,

BbICOKOM CKOPOCTbIO nepefayn WMHGOPMALMU MPU HU3KOM YPOBHE
LLIYMOB,

OrpaHNYEHHOCTbIO ANCTAHUMNOHHbBIX MeTOA40B CbeMaA MH(I)OpN\aLI,MM;
BO3MOXHOCTbHO KOHBEPITreHUNUN TPAHCMNOPTHbLIX N USMEPUTE/IbHDbIX CeTEI‘/JI;
BbICOKaA yAa/1EHHOCTb APYr OT APpYyra aKTUBHbLIX CETEBbLIX 3/1IEMEHTOB.



TCP3W. OTan nogxoaa K onTU4eCcKomy Kabento n BOSIOKHY

OnTnyeckmin Kabenb MOXKeT ObiTb UCMOMB30BAH Kak cpeaa AN1a nepeaaym
NHPopMaunM ONTUYECKUMWU CUTHANAMKM U KaK cpeda ANS U3MeEPEHUMn
BO34EMNCTBUIA U NOJIEN ONTUYECKUM 30HAMPYIOWMM U3TYYEHNEM.

- cCOoBMelleHMe AByX JAaHHbIX (YHKUMA B OAHOM Kabene nossonaet
peann3oBaTb GYHKLUMIO 3aWMTbl OT NepexsaTa c/eayoWmmmn cnocobamm:

1. KOHTpONb HaMepeHUN HapyLIMTeNa No ero aencrtenam B6an3n Kabens

2. KoHTponb cocToAHMA 3aWMUTHbIX MNOKPbITUIi/obonouek Kabena Ha
npeaMeT npeJHaMepPeHHOro paspyLleHun

3. 3awwmTa Kabena ot paspyLlleHns 3alUTHbIX NOKPbITUIN/0bonoyek Kabensa

4. 3alnTa BONOKHA OT HECAaHKLUMOHUPOBAHHbIX M3MEPEHUIM NyTEM OTBOAA
ONTUYECKUX U3TYYEHUMN,



OxpaHa nepumeTpa Kabena. KOHTPO/Ib HAMEPEHUM HAPYLLIUTENS
no ero aemcrsmam s6113n Kabensn

e [leACTBMSA HApPYLUUTENS COMPOBOXKAAIOTCA BUOPO-aKYyCTUYECKMMMU
CUrHaNaMM, BO3AENCTBYOWMMM HA BOJIOKHO ONTUYECKOro Kabens n
BbI3bIBAOWMMM B HEM NAPaA3UTHbIE MOAY/ALMN NAPAaMETPOB ONTUYECKOrO
N3Ny4YeHus;

- Ha AaHHbIX CBOMCTBAX ONTUYECKOTO Kabens PyHKLUNOHMPYIOT
pacnpeaeneHHble BONOKOHHO-ONTUYECKME CUCTEMbI OXPaHbl MEPUMETPA
0ObEeKTOB;

- MPOMbILLUNEHHO BbINYCKAaeTCA MHOIo NOAOOHbIX CMCTEM, B TOM YUCNE B
Poccuu:

1. BonokoHHO-oNTMYeCKasa nepumeTpanbHan cuctema oxpaHbl «<BOPOHTM»
000 «MpuKknagHaa pagnodpursmnKka» wWww.neurophotonica.ru

2. BonokoHHO-onT1Yeckas cnucrema oxpaHbl «COBA» MHHOBALMOHHbIN LLEHTP
«OnTnka» www.centroptic.ru

3. ONTOBO/IOKOHHAA pacnpeaeneHHasa cuctema BUBPOMOHUTOPUHTA U OXPaHbI
nepumeTtpa 000 «OnTonekc» Www.optolex.ru

4. KorepeHTHbi pednektomeTp «dyHan» 000 «T8» www.18.ru




OxpaHa nepumeTpa Kabena. KOHTPO/Ib HAMEPEHUM HAPYLLIUTENS
no ero aemcrsmam s6113n Kabensn

e [lpnHunnbl GYHKUMOHMPOBAHNA BOJIOKOHHO-OMTUYECKUX CUCTEM OXPaHbl
nepumetpa (BOCOI1) ocHOBaHbl Ha perucTpaunm BUOPOAKYCTUYECKUX
KonebaHu oKpyrKatoLlen cpeabl MeToAaMMU.

e 1. perncrpaymm mexkmoaosomn nHTepdpepeHuUnmn
e 2. pernuctpaumm Cnekn-CTpyKTypbl

e 3. ABYyX ly4eBOM NHTepPepeHUmU

e 4. paTyMKamun Ha BP3IrrOBCKUX peLLeTKax

e 5. KorepeHTHOU pedaeKkTomeTpum

* Yto ecTb cpeacTBo pMKCaALMMN HAPYLUEHMA B CUCTEME 3aLLUTbI MEPUMETPA:.

°* NepuMMeTPOM SIBASETCA ONTUYECKUM Kabenb C YyBCTBUTE/IbHbIM BOJIOKHOM
WAN  BOJIOKHO TENEeKOMMYHUKALUMOHHOrO Kabena (BblaeneHHoe wau
ncrnonblyemoe A4na nepenayum Tpadpuka)



CneumanbHasn 3alMTa Kabens

B CTpYKTYypy OnTUYecKoro Kabena BBOAATCA 3/1EMEHTbI, NPEenATCcTByloWme
PaspyleHno U MNPOHUKHOBEHUIO BHYTPb Kabena pans nocneayrollero
NoslyYeHUs AOCTYNa K BOJIOKHY.

ycuneHHoe 6poHupoBaHue,

3alLMTHOE MOKpbITMe/oboNoYKka C Ccamo  paspylialoWUmmnca  npu
BO3EMNCTBMMN CBOUCTBAMMU,;

BO3aencTeme Ha Kabenb perncrtpupyerca TC3M He BOJIOKOHHO-ONTUYECKMMMU
METOAaMMN, Hanpumep, NoABOAHbIN Kabenb Noa BbICOKMM HANPAXKEHMEM

- 3alMTHble 000/M0YKM Kabens MMEOT MPOYHYID MEXAaHUYECKYID 3aLLUUTY,
coepKallyto MeTann4eckyro 060104Ky;

- B Kabene ana  noaBoaHONo MOHTAXa MeTaa/InM4yecKad 060/104Ka
ncnosib3yetca AnAa 3NeKTPpU4eCroro nUTaHnAa ONTUYEeCKUX YCVIﬂMTeIIEI‘/JI, Ha
KOTOPYIO NOAQETCA BbICOKOE HanpAXeHune,

- B 3aBMCMMOCTU OT AJINHbI NOABOAHOW YacTU HaNpsAXKeHue AaocTuraet
HeckonbKknx 10 kKBonbT.



CneunanbHO 3aWULLEHHbIE BOJIOKHA

CneunanbHble BONOKHa C 3allUTON OT HeCaHKUUOHUPOBAHHLIX U3MEpPEeHUIA

NpUMeHeHUe ONTOBOJ/IOKHA CO C/IOXHbIM pacnpegeneHmem nokasaTess NnpeioMAeHUA:
d — BONOKHO C TPaguULUMOHHbIM CTyneH4yaTbiM npoduaem nokasatend npenomneHus; 6 —
BOJIOKHO C AWNPeccupoBaHHOM OBONOYKOW; 8 — BOJIOKHO C YMEHbLUEHHOW CEpALEBMHOW W,
COOTBETCTBEHHO, YMEHbLUEHHbIM AWaMeTPOM MOZLOBOro Mojs; 2 — BOJNOKHO C YMeHbLUeHHbIM
NoKasaTenem npenomneHMa o060104KM; O — BOJIOKHO, C KO/IbLEBOW «TPaHLUEEW» B
obono4yKe; e — MMKPOCTPYKTYpMpoBaHHoe BonokHO HAF (Holed Assisted Fiber) c ymeHbLeHHbIMMA

noTepAMUM Ha narmubax
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CneunanbHO 3aULLEHHOE BOZIOKHO

CneynansHoe BOMOKHO € 3aUMTON OT HEeCaHKLMOHUPOBAHHOMD WaMepeHusa

CTYNeH4YaToe BO/IOKHO CO CABOEHHbIMW KOHLEHTPWUYECKMMMW CepALeBMHamM
AnA sawmwaemoro Tpaduka (1) M ¢ 3aWMTHBIM WYMOBLIM M3yYeHnem (2)
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cneuManbHble BONOKHa € 3alMToil oT HCU
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BbiBOAbI MO OXpaHe nepnumeTpa Kabensa

1. OxpaHa nepmMmeTpa ONTUYECKOMN CUCTEMbI Nepeaavym UAN CETU NPUMEHMMa ANA
3alWMTbl IOKa/IbHbIX CETEM, TaK KaK OXPaHAEMbI NEPUMETP OrpaHUYeH Aa/IbHOCTbIO
NENCTBUA CUCTEMDI;

2. lpyrne metoabl pM3MYECKOM 3aLLUUTbI MPUMEHUMbI KaK B TeIEKOMMYHUKaLUAX,
TaK W JIOKaNbHOM CBA3WU, HO 3PPEKTUBHOCTb 3aWUTbl CBA3bIBAETCA TOJIbKO CO
CNOXHOCTbIO BbIMOJNHEHNA PABOT NO HAPYLUEHUIO 3aWUTHbIX CBONCTB;

3. Ona 3awutbl BONIOKHA OT PU3MYECKOro A0CTyna MOryT ObiTb MCMO/b30BaHbI
cneumanbHble ONTUYECKMe Kabenun € BCTPOEHHbIMM CpeacTBaMM 3alUMTbI, KOrga
BO3MOMHbl ABa Hanpas/ieHMA 3aWwnTbl NPu BCKpbITUM OK:

BO3ENCTBME Ha HapylwuTens C Uenbld HaHeceHusa Bpeda ero 370PO0Bblo
(aneKkTpuueckoe, xummyeckoe);

BO34ENCTBME Ha BOJIOKHO C LENblo ero obpbiBa ANA MPeEKpalleHua nepenayu
CUTHaNOB.

4. NopobHble cucTeMbl 3aWUTbl ABASAIOTCA HEOTbEM/IEMOM YaCTbl0 MOHTUPYEMOM
KabenbHoM cmctembl U NepBbIM pybexom 3aLmTbl MHPOPMALIMOHHOTO TPadUKa.



MOHUTOPUHI COCTOSIHNA ONTUYECKOTo TPaKTa. ITan paboTbl C
ONTUYECKUM KaHaNOM ANA 3alUTbl METOAO0M MOHUTOPUHIA

[lencTBMA HapywuTena no nepexsaTty TpaduKa HanpaB/ieHbl HAa MNOJyYEHUA
NOCTYyNa K oNTUYECKMM MHOOPMALMOHHBIM CUTHaaM U CONPOBOXKAAIOLWNX UX
NHPOPMATUBHbLIM CUTHANAM.

B pe3ysbraT€ AadHHbIX ,£I,€l‘;1CTBl/Il‘/’1 UIMEHAIKOTCA MapaMeTpbl CETNU, UTO MOMKET
BbIABNAATbLCA Cheayrowmnmn metoaamun.

1. PedbnektomeTpmer ONTUYECKUX BOJIOKOH Ha NpeaMEeT BO3MOMXKHbIX
M3MeHeHu B cet (Ha anctaHumm ao 200 Km);

2. KOHTpONb BPEMEHHbIX NaPaMETPOB MPOXOXKAEHUA CUTHANA;
3. KoHTpob onTuyeckoro broaxKeTta B ONTUYECKOM KaHane,
4. KOHTPO/Ib ONTUYECKMX NAaPaMETPOB CUIHaNa.



MOHUTOPUHI COCTOSAHUA ONTUYECKOTO TPAKTA.
PednektomeTpua oNTUYECKUX BOJIOKOH B COCTaBE KOMIM/IEKCOB
3aLLUTDI

Optical Time Domain Reflectometer, OTDR - ontuuyeckuit pedpnektomeTp B
cucrteme moHutopuHra BOJIC:

1. MporpammHo-annapatHbiii Komnaeke "Candup™ (HEJIK, Mocksa).

2. Cuctema MOHUTOPMHra onTuyeckmx BonokoH FIBERTEST (MWAT,
Benapychb).

3. Cuctema moHutopuHra BOJIC (KBEMM-UB, Mocksa).

4. NpepnoxeHne no 3aWmTe BONOKOHHO-OMTUYECKMUX KOMMYHUKALUUN C
nomouwblo Remote Fiber Test System (RFTS), Optical Network
Management System (ONMS) ot Agilent Technologies - HP
(AccessFiber); Wavetek Wandel&Goltermann (Atlas); GN Nettest
(Orion); JDSU (ONMS); EXFO (FiberVisor) n apyrue



MOHUTOPUHT COCTOSAHMA ONTUYECKoro TpaKkTta. ObHapyKeHue

«3aKNag0K» B ONTUYECKOM BOJIOKHE METOA0M pedNeKTOMETPUM

MoaKknlouYeHUne TeXHUYEeCKUX Ccpeacts AnAa OTBoAa W perucrpauuu
ONTUYECKUX CUTHaNOB («3aKNaZOK») MOMHO  OCYLLECTBUTb  ABYMS
cnocobamu: ¢ pas3spbIiBOM BOJIOKHA C MOMOLLbIO Pa3beMHOro ONTUYECKOro
coeMHNTENA UKW OTBOAOB C OMTUYECKMM coeaguHuTenem, 6e3 paspbiBa
BOJIOKHA C TMOMOLLbIO JIOKa/IbHOTO M3rmba BOMIOKHA WAN  NYTEM
TYHHENUPOBAHUA Ha MPOTAXKEHHOM Y4YacTKe BOJIOKHA.

Nioboe nogrknaro4yeHne K BOJIOKHY I'IpMéN\HMKa nepexsata € MnomMouwbro
ONTUYECKUX COe,EIIMHMTeJ'IEI‘/JI HensbexxHo npmneoanUT K NMOABJIEHUKO B TOYKE
noarknr4vyeHnAa Bo34yLWHOIro 3a3opa, T.e. Ha pecbneKTorpaN\N\e K NMoABAEHUIO
OTpPpaXeHHOIro CnrHanna. Ecnn Takon curHan noasnsaeTcs 3a npeaesiamm 30Hbl
KOHTPO1A TUHUUN, TO 3TO BeprIl;'I NMPU3HAK «BaKfIa,EI,KM»!!!

MogKntoveHMe K BOJIOKHY NPUEMHMKA NepexBaTa C NOMOLLbIO n3rnba (mnm
Apyroro cnocoba) 6e3 paspbiBa BO/IOKHA NPUBOAUT K TOMY, YTO NOABAAETCA
NIOKaNIbHbIN AedeKT, HO TONbLKO C NpAMbIMM noTepamn 6e3 oTparkeHus,
[lnana3soH BHECEHHbIX MOTEpPb TaKMx crnocoboB MOXKeT coBnagatb C
AnanasoHoOM NpsAMbIX NoTepb B cBapHbix coeanHeHusx (ot 0,001 go 0,146),
NOSTOMY AN1A OTAENEHUS «3aKNagKuU» OT CBApPHbIX coegnHEHUN TpebyloTcs
Apyrne npu3Haku, KOTopble onpeaenArnTca U3 cpaBHEHUA pedieKTorpamm
C AABYX CTOPOH U3MEPEHUS U Ha pasHbIx annHax BoaH (1310Hm n 1550Hm).
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MOHWUTOPUHT COCTOSIHMA ONTUYECKOoro TpakTa. ObHapyKeHune
«3aKNagoK» B ONTUYECKOM BOJIOKHE MeToAoM ped/ieKTOMEeTpUU

CnekTpasibHaA 3aBUCMMOCTb (3aBUCMMOCTb OT [AJIMHbl BOJIHbI U3MeEpPeHUn)
BbIBOAMMOIO M3/y4eHMnA 4vepe3 HGOKOBYHO MOBEPXHOCTb 6e3 pa3pbiBa BOIOKHA
MOMKET YKa3blBaTb Ha HEOAHOPOAHOCTb (HaKNaAKy), T.K. Ha pedaeKTorpamme s
ABYX BOJIH MOTEPU HA CBAPHOM COEAMHEHWUM PA3/IMYHbI B NPSAMOM U 0bpaTHOM
HanNpPaBAEHUAX U3MEPEHUA U B PACYET NPUHATO BpaTb cpeaHee 3HAYEHME, HO
NP 3TOM Ha Pa3HbiX BO/IHAX MOTEPM B OAHOM HaNpPaB/lEHMU COMOCTABMMbI, a
notepn OT M3rmba MAM HAKNAAKU ANA ABYX BOAH B MNPAMOM M 0bpaTHOM
HanpaBAE€HUN OAMHAKOBbI Ha KaXKAaoWM 13 BOJIH, HO cywecTBeHHO (npumepHo B 10
pa3) pasanunbi!!l Yto nossonsetr maeHTMPUUMPOBATL HEOAHOPOAHOCTb KakK
«3aknagky». MNpumepbl pediekTorpamm Ha ABYX A/MHAX BONMH ana usrmba OB
npuBedeHbl ganee.
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PednekTorpammbl BONOKHa Ha ABYX AJIMHAX BOH. [TpaAmoe
HanpaBaeHue
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PeduieKTorpaMMbl BOIOKHA HA ABYX JUTHHAX BOJIH



PedneKTorpammbl BOJIOKHA C MPOTUBOMNO/IOXKHbIX HanpaBaeHni

Pethnexrorpamma wn3amMepeHHas
CO CTOPOHbI BONOKHa A.

Pednexkrorpamma WamepeHHas
CO CTOpOHBL! BONOKHA b.

ab Bl

:

1. MNonycymma pechnexkTorpamMm noxkassisaer
naMmeHeHWe KoahuureHTa pacceaHns

2. MonypasHocTs pednekTorpamMm NoKasuiBaeT
U3MEeHeHWe BeNuinHbI NoTepb

KM



AHanns3 NonbITOK Cbéma CUrHana

AHanun3 NonbITOK CbEMa C NOMOLLbIO PA3INYHbIX CNOCOHOB NO3BONAET Pa3feNnUTb BCe
CUTrHabl Ha TPU KaTeropumn: bbiCTPbIN BbIBOA, N1aBHbIN BbIBOA, CTYMEeHYaTbl BbIBOA.

CurHanbl Cb€ma pasnMyatoTca No amMnauTyae, AJAUTENbHOCTU BPEMEHWU BbIBOAA W
dopme.

Mpn ncnonb3oBaHUWM YCTPOMCTB BbIBOAA W cbopa MU3Ay4eHUA Tuna OTBETBUTE/b-
NPULLENKa OcCyWecTBaseTca ObICTPbIA BbIBOA, KOrAa Y4YUTbIBAETCS MNEPEXOAHbIN
npouecc annapaTypbl perncrtpauum okono 1lc. Takonm CcbEmM npecnegyetr uUenb
3apeructpmpoBatb (Mam nepeaatb) CcuUrHan ¢ HesawumwéHHon BOCM wam ¢
3awmwénHHon BOCII, HO TO/IbKO 33 BPEMA PErnMcTPaLUM CUCTEMbI 3aLLUTI,

MpM NNaBHOM BbIBOAE UENbI0 HAPyWUTeNs ABASETCA COKPbITUE MOAKAOYEHUA,
BHECEHME MMUHMMA/bHbLIX MNOTEPb W perucTpauua nepexsayeHHOro CcurHasna
anutenbHoe Bpems! 3To cnocob npeacraBaseT HaMbOobLLYIO ONacHOCTb!

CTyneHuyaTtbi BbIBOA, npeciesyeT Uenb HenTpaausaumm CUCTEMbl  3aLLMUTHI,
obHapyuMBalLWelh NaaBHbIN BbIBOA, MYTEM MHOFOKPaTHOro NepuoauyYeckoro BbiBoAa
MOLLHOCTU CUFHaNa Ha BEIMYMHY HMXKe Nopora obHapy*KeHUsa KOHTPoAepa 3aLLuTbl.



AnnapaTHble cpeactsa 3awmnTtbl B BOCTI

AnnapatHble  cpegcTBa  3alynThl  MHQOpMauMM B BOJIOKOHHO-OMTUYECKUX
KOMMYHMKaUMAX

KommyTaums MHW

PexxuM AuHaMU4eckoro xaoca

Kogosoe 3aluymnerHme

TexHonorus ontudeckori CDMA

[lpMeHeHue pa3Ho-3HaKOoBbIX KOMIMEHCATOPOB AnCrepcuu
MyrnbTurniekcupoBaHme Wyma 1 CUrHana Ha pasHbiX f/IMHax BOJH
KoHTponk ypoBHSA 6UTOBbIX OLLIMOOK

AnnapaTHble cpefcTBa 3alWMThi MHMOPMALMOHHBIX CHCTEM — cpeacTsBa 3aWmTel WMHbOPMaUMK M
WHDOPMALMOHHBIX CUCTEM, Peanu3oBaHHbLIX Ha annapaTHOM YpOBHE.



AnnapaTHble cpeactBa 3awmtbl B8 BOCI. KommyTtauma nMHum
(BO/IOKOH)

A rriapartHeie CpeACTBa 3alHTEl HUH ¢JUPMEHHH B BOJIOKOHHO-OMNTUYECKHUX
KOMMYHHUKaUHUAxX

KoMMyTaums IMHMN

KoMmyTaTopbl Ha 6aze MEMS



AnnapaTHble cpeacTtsa 3awmnTbl B BOCII. Pexxum guHammyeckoro
Xaoca

AnnapartHble cpegcTBa 3alnTbl MHpopMaymm
B BO/IOKOHHO-OMNTUYECKUX KOMMYHUKALINAX

Pexxum AUHaMUYecKkoro xaoca

Mepega™WK M NpUEMHUK BKNOYalOT B ceba Takue
e HeNWHeWHble W  NIMHEWHble CUCTEMBI, Kak
MCTOYHKUK. [lonoNHWTENbHO B NepeaaTyuk BKIKOYEH
CyMMaTop, @ B MNPWEMHUK - Bbl4UTaTENb. B
CyMMaTope NPOM3BOAUTCA C/IOXKEHWE XaoTUYECKOro
CMrHana MCTOYHWKa U MH(OPMaUMOHHOrO CUrHana,
a BbluMTaTeNb MpPUEMHWKa nNpeaHa3HadYeH Aans
BblAeneHua uHdopMaumoHHoro curHana. CurHan B
KaHane xaoconofobHbli U He COAEPXWUT BUAWMMbIX
NpU3HakoB nepefasaemMon  MHMOpPMaUMK, YTO
MO3BONAET  nepeaaBaTb
uHpopmaumio. CurHanel B Toukax Awm A, Bu B’
nonapHO paeHbl. [103TOMY NpWU HanW4yMKM BXOAHOMO
MHAOPMAUMOHHOrO CUrHana S Ha Bxode cyMMaTopa
nepedaTyMKa TaKoW Xe curHan Oyaer BblAenAaTbLCA
Ha BbIXOAE BblYMTATENA NPUEMHMKA.
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AnnapaTHble cpeacTtsa 3awmTbl B BOCI. KogoBoe 3awymneHumne

AnnapaTtHble CpescTsa 3allnTel UHGOPMaL B BOTOKOHHO-OMTUYECKNX KOMMYHUKaLUMSIX
KofgoBoe 3aluymaeHmne (MeToq ciay4arHoro KogmpoBaHus)

ﬁ‘ﬂ‘ﬂfp @ K cefazn @ ﬂfh'ﬂﬂfp

KOH NEJRXERT

mpascusep MPAHCHBED

OaMH W3 anropuTMUYECKMX METOAOB, COCTOAWMIA B NpUMeHeHuW cneumansHo nogobpaHHbix npeobpasosaHuii
nepegasaeMod MHPOPMaLKUKM, KOTOpbIE rapaHTUPYIOT YMeHblUeHWe BEepOATHOCTW MpaBuibHOro npuema coobuweHui
ApY ONTUMaNLHOM AEKOAMPOBaHWM CUrHaNoB, NoMy4YaeMelx U3 KaHana yTeduku uHdopMalmu,

3awmra uHdopMauun obecneunBasTCs He 3a CYeT BO3ASHCTBMA Ha NapaMeTphl KAHANOB YTEuKM, @ 33 CYeT BePOATHOCTHOMo NpeobpaszosaHuA
WHbOopMaLMK Nepen Nepefaqveil No KaHany CBA3W. HeBOZMOMHOCTL BOCCTAHOBMNEHWMA WMHMOPMALMKM 2NOYMBILLINEHHWMKOM OCHOBaHa Ha ToM
CBOWCTBE, YTO KaHan yTeYkn WMMEeT MeHbUYIo NPOMYCKHYI0 cnocobHOCTL, YeM WTaTHLI KaHan nonb3csartens. Cnocob KoaMpoBaHMA
BbiOMpaeTcA Tak, 4Tobbl B KaHane yTeYkW KONMYECTBO BOSHMKAIOWMX owwnbok cuneHo Bozpactano, obecneywsas adbexT 3aWyMNeHUs
NepeaasaeMoro CUrHana, B TO BPEMA KaK B OCHOBHOM KaHane obecrnieunsanace HagewHasa cBAsb.



AnnapaTtHble cpeactsa 3awmTtbl B BOCII. NpnumeHeHue
npeanCKaxKeHna CUrHana

AnnapatHele  CPEACTBa  3alyuTel  MH@GoOpMaumy B BOJ/IOKOHHO-OMTUYECKMX
KOMMYHUKALINAX

nﬂHMEHEHME Pad3HO-3HaKOBbIX KOMIMNeHCarTopoB JHUcriepcii
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AnnapaTtHble cpeactsa 3awmTbl B BOCI. NMpumenenne OCDMA

AHHEPE.-‘THHS CpeACTBa 3alljHTbl MHQbOpMBL{MM B BOJ/IOKOHHO-OMNTUYECKHUX KOMMYHUKalNAaxX

= 3awmta Tpaguka Ha ocHoBe TexHosormn Optical Code Division Multiple Access
(OCDMA)

TexHonorvs cBA3W MHOXECTBEHHOrO AOCTYMNa C KOAOBLIM pasAeneHueM, Npy KOTOPOoi KaHanbl nepeaadn uMeloT obuyto
MOMOCYy YacToT, HO pasHyl KoZosyw Mmoaynsauumio. B otnnume ot apyrux metomosB goctyna aboHeHTOB K ceTw, rae
SHEeprus CurHana KoHueHTpupyeTrca Ha BbiOpaHHbix 4YacTtoTax (Frequency Division Multiple Access, FDMA) unu
BpeMeHHbix uHTepBanax (Time Division Multiple Access, TDMA), curHansi CDMA pacnpeneneHbl B HemnpepbiBHOM
4acTOTHO-BpPeMeHHOM MpocTpaHcTee. PakTuyecku MeTog MaHWUMYIMPYET M YacTOTOM, U BPEMEHEM, W SHEPrUeu.

NMpenmMmyllecTBa

Bbicokaa cnekTpanbHasa addexkTuBHocTb. KogoBoe pasgeneHue nossonser obcnyxusath bonble aboHeHToB Ha ToM
Xe Monoce 4acToT, 4YeM apyrve suabl pasaeneHus (TDMA, FDMA).

bkoe pacnpegeneHne pecypcoB. [lpu KOQOBOM pasfAeneHUMM HET CTPOroro orpaHuWYeHuss Ha 4ucnio kaHanoB. C
yBenuyeHneMm uncna aboHeHTOB nocTeneHHO BO3pacTaeT BepoATHOCTb owWbOK AeKoAupOBaHWS, 4YTOo BeAET K
CHIXKEHUIO Ka4yecTBa KaHana, Ho He K oTkasy obcnyxusaHus.

bonee Bbicokas 3alMUjEHHOCTE KaHanoB. Bbigenuts HyXHbIU kaHan 0Oe3 3HaHua ero koja BecbMa
TpyAHO. Bcsa nonoca 4YacTtoT paBHOMEPHO 3ano/IHeHa WyMonogobHbIM CUrHaIoOM.

TexHonorms akTMBHO NMPpUMeHAETCA B BOEHHOM PaanoCBA3H, B MoBUABHBIX cUCTeMax cBA3M.



AnnapaTtHble cpeactsa 3awmTbl B BOCI. NMpumenenne OCDMA
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3awmta Tpajgmka Ha OcHoBe

TeXHO/10rumn Optical Code
Division Multiple Access
(OCDMA)

CTpPYKTYpHble CXeMbl
CMCTEM Nnepepaum AaHHbIX C
MCNOJIb30BaHUEM
TEXHOJIOMMMN:

a) — WDM;

6) — CDMA



OcHoOBHble nosioXeHuna no 3awmte BOCIHT

Cuctema 3awmTbl B BOCI, KoTopasa obecneynBaet 6€30nacHOCTb MHGOPMALMK OrpaHUYEeHHOoro AoCTyna npu
nepegaye 3a npegenamm KOHTPOAMPYEMOM 30HbI, A0KHA BA3MPOBaATLCA HA CNeayHOLWLMX NOOKEHUAX:

BOCIl gonxHa nmeTb B CBOEM COCTaBe cneaylolive OCHOBHble CpeAcTBa 3alUMTbl: KOHTPOAEP 3aluUThl,
N3MEpPUTENb MOLLHOCTM, onTuveckun pednektometp, MIBM co cneuranmsmpoBaHHbIM MNPOrPAaMMHbIM
obecneyeHnem. KoHTponnep moxeT BxoauTb B coctaB BOCI anbo 6biTb BHewHuM. ORNTUYECKUI
pebnektometrp wn M3BM ponxHbl obecneumBaTb UW3MepeHWEe, 3anucb, 06paboTKy, XpaHeHue
pednektorpamm. Takke B COCTaBe CPeACTB 3alMTbl MOTyT ObiTb ONpeaeneHbl 4ONOHUTE/IbHbIE YCTPOMCTBA
CUrHaAM3aummn  (3BYKOBble W CBETOBblE YCTPOWCTBA OMOBELLEHUSA), YyNpaBAeHUA YPOBHEM MOLLHOCTU
(aTTeHtoaTopsbl) 1 Ap.

KoHTponnep 3awmTbl AOMKEH HEMNPEpPbIBHO OCYLLECTB/AATb MOHUTOPUHI YPOBHEW MNepenayn B CUCTEME
Mexay nepesaTtiMkom M MPUEMHMKOM OMTUYECKUX CUTHaNoB. [pU M3MEHEHUU YPOBHA MOLLHOCTU WM
HapYLWEHUN KayecTBa nepeaayrn no KodIdpPUUMEHTY OLIMOOK, KOHTPOANEP AO/KEH NepekaouYuTb Wau
OTK/IIOYUTb Nepegadvyy CUMrHana no AnHuu. Mpu 3TOM AO0NXKHA NpeaycMaTpMBaTbCA 3alMTa OT JIOMKHbIX
OTKNOHEHWI NOoKasaTenen KOHTPOAA NYTEM YCTAHOB/IEHWUS MOPOroBbIX 3HAYEHWUI SKCNAyaTaumMn (BpeMeHHble
MHTEpPBasbl, KO3OMLMEHTbI OLWMBOK 1 ap.).

KoHTponnep 610KMpyeT BKAKOYEHNE CUCTEMbI Nepedaydn B paboTy, ecan HapyleHa nam HepabotocnocobHa
CUCTEMA 3aLUUTHI.

Mepen, KaxAabim BKAOYEHMEM 3awnwéHHon BOCI pomkHbl ObiTb CHATbI M 3anucaHbl B [M9BM
pednekTorpammbl UCNONb3YEMbIX BOJIOKOH Ha pabouyeirt AnnHe BOJHbLI. [onydyeHHble pedneKTorpammbl C
MOMOLLBIO crneunporpammHoro obecneyeHna CPaBHMBAKOTCA C M3MEPEHHbIMWU paHee. B cayvae
obHapyXeHnA NoKaNbHbIX AePEKTOB, KOTOPbIX HEe OBbINO Ha nNpeablayLmnx pedaekTorpammax AoAKHbl ObiTb
onpeaeneHbl NPUUYUHbI UX NOABNEHNA N NPUHATLI Mepbl No nx yctpaHeHuto. M TOJ/IbKO TOTAA BK/TIOYAETCAH
B PABOTY 3ALLMLLEHHAA BOCH.

Mepen, nepBbiMm BKAOYeHMe BOCI aonKHbl BbiTb CHATbI U 3anMcaHbl Bce pedneKkTorpaMmmbl C ABYX CTOPOH
CUCTEMBbI M Ha Pa3HbIX AJIMHAX BOJH C Le/Iblo OOHapYKEHUA «3aKTa[0K».



MporpammHO-TEXHUYECKMNE CpeacTBa 3awmTbl MHPopmauunm (MTC3N)
BblCOKOCKOpOCTHbIX BOCIM (o1 100 M6uTt/c n ao 100 rémt/c) - FOBOS

HasHaueHue: YHuBepcanbHble KoHTpoanepsbl 3awmTtbl FOBOS-10GS, FOBOS-100GL, FOBOS-100GE (Fiber
Optic Block Organizer Security) asnstotca MTC3U oT yTeUYKM MO ONTUYECKOMY KaHaNy C Y4aCTKOB BOJIOKOHHO-
ONTUYECKUX MNHKUI nepeaaum (BOJIM), pacnonoKeHHbIX 3a Npeaenamm KOHTPoIMpyemo 30HbI (K3)

6e3 ncnonb3oBaHuA Kpuntorpadpun.

MpenHasHaveHbl ANA cO34aHUA 3awmiLeHHbIX BOCMN nHpopmaumm orpaHnMyeHHoro aoctyna (4o BTopol
KaTeropum BKAOYMTENbHO). BOCI 06beAMHAIOT 10Ka/IbHbIE BbIYUC/IUTE/IbHBIE CUCTEMbI B €4MHYIO CETb NO
BOJIM co ckopoctamu nepegaun ot 100 M6éut/c go 100 rémut/c n 6onee (texHonoruum FE, GE, 10GE, 40GE,
100GE, STM 1 - STM 256, FC, WDM, CWDM, DWDM, HDWDM). OanbHocTb nepeaaun go 100 km.

OcCHOBHbIe (I)YHKLI,VIM KOHTpPON/1€epPOB 33l UTbI.

MoppepKka nepeaayun undposoit MHGopmaummn no BOJIMN B peanbHOM MacluTabe BpemMeHM € NPOnyCKHOM
cnocobHOCTbIO KaHana, 3aaaHHoM nepeaatTynkom BOCH

ABTOMaTMYECKaA HAaCTPOMKa Ha Ntobyo ANMHY ONTUYECKUX IMHUN B YCTaHOB/IEHHbIX Npeaenax

AKTUBHaA 3aWMTa OT HECAaHKLUMOHNPOBAHHOW N HeENpeaHaMEePEHHOM PEKOHPUTypaL MM CETU 3a Npeaenamm
K3 1 nonbITKam AOCTyNa K cpeacTBam 3aLUTbl

MOCTOAHHbIN KOHTPONb KOadPULIMEHTa Nepeaaym UCMoNb3yEMbIX ONTUYECKMX BOJIOKOH C OTKIHOYEHUEM
nepenavym oNnTUYECKUX CUTHANOB Npu nossaeHnn gononHutenbHbix notepb 0,010 o6 n 6onee. Mpu aTom
BEPOATHOCTb OTKAOUYEHUs cocTaBuUT He meHee 0,99999, a cpeaHee Bpema HapabOTKU Ha TIOXKHYIO TPEBOTY -
He meHee 10000 yacos. Bpems peaKkuum KOHTPOANEPOB Ha HapyLlleHua — meHee 0,2 ¢

YcTaHOBKaA 3a41aHHOM MOLLHOCTU MHPOPMALLMOHHOIO ONTUYECKOTo CUrHana Ha BXxoagHoOM nostoce BOJIM
CBeToOBaA M 3ByKOBAaA UHAMKALMNA COCTOAHMUA.




TunoBasa cxema BKAtoYeHnA FOBOS n TexHMYecKmne xapakTepuCcTUKu

LAN1
FOBOS-100GL
'['} T XFF
@ 1 o
R R SFP+
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Kpva2 LAN 2
FOBOS-100:GL
T (: T XFP
1l o :
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OCHOBHbIe TeXHU4Yeckue XapPaKTepPUCTUKN KOHTPOIJIepoB 3allUTbl:

Tnn oNTUYECKOro BOIOKHA KoagpduuneHT nepegaum MaKcumanbHasa 4anbHOCTb Nepeaaun
Tun KOHTPOA/EePa 3aLUTDI Pa6ouas a4n1MHa BOJIHbI, MKM
(pekomeHpaumsn) BOJIN, pb (6e3 ycunenwms), km

FE-2
FOBOS-10GS MMF 1,27 -1,37 0-10 GE -0,55
(G.651.1) 10GE -0,3
40GE, 100GE - 0,1
FE — 100
FOBOS-100GL SMF 1,47 - 1,57 0-25 GE — 100
(G.652) 10GE -70
40GE, 100GE - 10
FE - 100
FOBOS-100GE-S SMF 1,507 - 1,513 0-30 GE — 100
FOBOS-100GE-C (G.653 - G.656) 1,547 - 1,553 10GE -70
FOBOS-100GE-L 1,607 - 1,613

40GE, 100GE - 10




YacTtb 2

SALLUTA ONTUYHECKOIO CUTHANA.
KPUNTONPA®UYECKUE PELLUEHUA



YTo sBnAeTca npeaMmeToM U3y4eHUA 3TOM YacTn?
- KpunTtorpadua B TeeKOMMYHUKaLUAX

NMpobnema TarMHOM nepenayn CoobLIEHUN CYLEeCTBYEeT CTOJ/IbKO BPEMEHMU, CKOJIbKO
CyLLecTBYeT NMUCbMEHHOCTb, bonee Toro, NepBoHa4YasibHO MUCbMEHHOCTb cama no
cebe bHblna meToAoOM TaMHOM nepegaun MHGOPMaLMKM, MOCKOJbKY Oblia A0CTynHa
Wb U36PaHHbIM.

Onsa peanusauum TaHOM nepegadnm coobleHus OT OAHOro agpecata K Apyromy
CYLLLECTBYET ABa HaMNpaB/IEHUA: BO-NMEPBbIX, MOXHO MOMbITaTbCA CKPbITb CaM ¢aKT
nepeaauyn cooblieHnsa, Hanpumep, MeTogamm TanHOMWUCKU, BO-BTOPbIX, MOXKHO TaK
npeobpasoBatb coobuleHne, 4YTOObl MOCTOPOHHEMY Auuy ©Oblia HeaocTynHa
nHbopmauma, 3aKN0YeHHas B coobLweHun.

MepBbiM HanpaB/eHMEM 3aHMMAETCS cmea2aHo2pagus, BTOPbIM — Kpurnmozpagus.

Mpn un3ydyeHnn byayt paccmaTpuBaTbCsa Kpuntorpaduueckme metoabl 3aWUTDI
uHopmaumn, nepenaBaemMov NO TEJNEKOMMYHUKAUMOHHbIM cuctemam. [ns
3aWnUTbl  MHPOPMaUUM  UCMONb3yeTcsa, npexae Bcero, wudposaHme. [lpu
WndpoBaHMM npoucxoamT npeobpasoBaHME [AaHHbIX B BWUA, HEAOCTYMNHbIA ANA
yTeHus 6e3 cooTBeTcTBYtOWe MHGopmaumn (Kntoda wudposBaHUa). 3a4a4a COCTOUT
B TOM, 4TObObl obecneyntb KOHPUAEHUMANbHOCTb, CKPbIB MHPOPMALUIO OT uu,
KOTOPbIM OHa He npeAHa3Ha4yeHa, AaXKe eCM OHM UMEIOT A0CTYN K 3alnPPOBaHHbIM
AaHHbIM. Kpome 3Toro, MCNosb3ylTca Kpuntorpaduyeckme MeToabl KOHTPOAS
LEeNOCTHOCTM  nepegaHHOW  MHPopmauum U Kpuntorpapuyeckme  meTtoabl
ayTeHTMdUKaumum aboHeHTa, no3Bonatowmne ybeamtbca, YTo MHPoOpMaLUA NepeaaHa
MMEHHO AaHHOMY abOHEHTY.



TepmMuHbI, Heobxoanmble AnA PAaCCMOTPEHUA METO,0B UCMOIb30BaHMUS
Kpuntorpadum B TeN€KOMMYHUKALLMOHHbIX CUCTEMAX

* Cucmema Kpunmozpagu4yeckasa (Kpunmocucmema) — cucTema obecneyeHma 6€30NacHOCTM CUCTEMbI
CBSI3W, WCMNOb3YOWAnA Kpuntorpaduyeckme cpeactsa. B KayecTBe NOACUCTEM MOMKET BKAOYaATb
cUCTeMbI WWMPPOBAHUA, ayTEHTUPUKALUU, UMUTALMOHHOM 3aLLNTbI, LMPPOBOIM NOANUCH.

e Cucmema wugposaHua — cuctema obecneyeHUA KOHPUAEHUMANBHOCTU, NpeaHa3Ha4YeHHaa Ans
3aWnTbl NHOOPMALIMM OT 03HAKOM/IEHUA C €e COAEPIKaHMEM /INL, HE MMEIOLLMX NpaBa AOCTyna K Heu,
nytem wndposaHua nHpopmaumm. MatemaTnyeckas MoaeNib CUCTEMbI BK/IlOYaeT cnocob KoanpoBaHma
NCXOAHOM U BbIXOAHOM MHOPMALUK, LWLNDP U KNKOUYEBYHO CUCTEMY.

e Cucmema Knw4eeaa — onpegenser MNOPALOK MCMNOMb30BAHUA KpUNTOrpadpuyeckor CcuUctembl U
BK/1HOYAET CUCTEMbI YCTAaHOBKM U YNPaBAEHMA KNOYaMM.

 CummempuyHble KpunmozpdaguyecKue cucmemol (cummempuyHoe wugposaHue, cummempu4Hbie
wiughpsl, KpunmozpadguyecKue cucmemMbl C CEKPEMHbIM KAYOM) — cnocob WndpoBaHUs, B KOTOPOM
AnA wnudpoBaHMA U AewnPpmpoBaHNA NPUMEHAETCA OAUH U TOT e ceKpemHbll Kpuntorpadmnyeckum
KNOY, KOTOPbIN HUKOTAa He nepenaeTca No OT-KPbITOMY KaHany CBA3MW.

*  Kpunmozpacpuyeckaa cucmema ¢ OMKPbIMbIM KAOYOM (Us7U acummempu4yHoe wugposaHue) —
cMCTeMa NpPU KOTOPOM MCNONb3YyeTCA Mapa K/AKYen, NPUYEM OMKpbIMbili KAd nepenaeTca no
OTKpbITOMY (T. €. He3aWMLWEHHOMY, AOCTYNHOMY ANns HabnwoaeHwsa) KaHany, a Kpunrtorpaduyeckasn
CTOMKOCTb 0becnevymnmBaeTca HaIMYMEM 3AKPbIMO20 KNtoYa.

e Cucmema aymeHmugukayuu — Kpuntorpapuyeckaa cuctema, BbiNoAHALWAA  PYHKUMIO
naeHTUPUKaLMM CTOPOH B npouecce MHPOPMALMOHHOIO B3ammoaenctena. MatemaTuyeckaa Mozaesib
CUCTEMbI BK/IKOYAET MPOTOKON ayTEHTUDUKALMN.

e Cucmema umumayuoHHol  3awjumel  (obecneyeHusn LenocTHoctTM)  nHdopmauunm —
KpunTorpapumyeckana cCUCTeEMa, BbINOAHAOWAA QYHKLUMIO ayTEHTUDUKALMKN COAEPKAHUA COODLLEHMA N
AOKYMEHTA M NpeaHa3HavyeHHaa AnA 3aWmnTbl OT HECAHKLLMOHUPOBAHHOIO M3MeHeHUA MHGOpPMaLLUK

e Cucmema uyugposoli nodnucu — Kpuntorpaduyeckaa cucTema, BbINOAHALOWAA PYHKLUMUIO
ayTEHTUDUKALMN NCTOYHMKA COOOLLLEEHMA NNU JOKYMEHTA.

*  KpunmoezpaduyecKuli NPpomMoKosa - KOMMYHUKALMOHHbIA NPOTOKOA, Peasin30BaHHbIA C MPUMEHEHUEM
Kpuntorpapuyeckmux anropuMtmoB ANA pPelleHua 3a4ad 3almuTbl MHPOPMAUMKU, B PaMKax KOTOPOro
CTOPOHbl  MHPOPMALMOHHOIO B3aMMOAENCTBMA NOCNEeA0BATE/IbHO  BbIMO/HAOT  OnpeaeneHHble
nencTemsa u obmeHmBatoTcs coobeHnaMmm



LLindposaHue 1 gewndppoBaHue B KaHasle nepesadm

LUndpoBaHme n gewmndpoBaHme coobLWEHMN NPOUCXOAUT HA BXOAE WM BbIXOAE KaHasa
nepeaaym AaHHbIX. HeCaHKUMOHMPOBAHHbLIA MNO/b30BaTe/lb aHaAU3UpyeT npouecc
nepeaayn MHGopmauum No KaHany CBA3U U MMEET BO3MOMKHOCTb GOPMMUPOBATbL CBOU
cobcTBEeHHble coobLIeHNA N UCKaXKaTb NepbenaBaemvio MHbobmauuio.

HecaHKIHOHHPOBAHHELIT
MOIBE30BATE I

Kmrou Kmog
IH(POBAHHA nemHGpOBaHHA
7, gy [IIndpopanne Kanan nepe- JemndpupopaHne A GOHEHT B
— . | A% JAHHEIX ) >
(OTTIpaBHTETE ) E K D K (nmonyuarens)

PasnnyaloT ABa TMNa anropuTtmMoB WKMPPOBAHMA: CUMMETPUYHbIE (C 3aKPbITbIM UK
CEKPETHbIM KJHOYOM) M aCMMMETPUYHbIE (C OTKPbLITbIM KAOYOM). B nepBom cnyyae Kiatou
WMPpPOBaAHNA COBNAAAET C KAOYOM AelnPpupoBaHmsa. B aCMMMETPUYHBIX anropuUTmax
Ana wudpoBaHMa M aAewndpUpoBaHNA UCNONb3YIOTCA Pas3INYHbIE KAKYK, MNPUYem
3HaHMe OAHOr0 U3 HUX He AaeT NPAKTUYECKON BO3MOXKHOCTU ONpeaennTb Apyron.



Mpumep cxembl WNPpoBaHUA-AeIMdPOBAHNA ANA KaHaNa CBA3U C
MCNONb30BaHMEM CUMMETPUYHOrO KatoYa. LLndpyemoe cnoso npeacrasneHo B
AsonyHom popmarte byks. LUndpposaHme n gewndpoBaHne Nnpon3BoamTCA
CUMMETPUYHO C UCNOIb30BAaHNEM ABOUYHOIO K/OYa onepaumemn CNoXKeHUaA no
MOAYANto ABa
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OcHoBHaA naes Kpuntorpapmum — HaaAnUme Kntova WnudppoBaHmA
N ero CEKPETHOCTb

Knaccuyeckas kpuntorpadusa
Kpuntorpaguueckana cuctema ¢ ogHUM Kaw4om (0bwmm ana wudpoBaHua 1

B

pacwmndpoBaHma)
NCTOYHUK ' (x,2)
=1 ’ -1
MCXOAHOro Y
A 2 E<> LndposaHme :|I> f (f(x',z))
TeKcTa
ﬁ 7 F | i |
MUCTOYHUK KEUpEREN
' Z X nepepava
KAKo4a
KAKo4a
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Lexoga.




[MoACHEHME K NPUHLMNY CUMMETPUYHOIO WNUPPOBAHUA

[NMpHUMN PaboTbl CAMMETPUYHOIO LUNMPOBAHUA:

ANropuTM

OTEpPLITLIR TEKCT windpoaatne

L A

M

C = E (M)

EQWMHCTBEHHBIA
Kniod kK

il

lif———— pnewmdpoBaHnA &

LUndpoanHtii

. " ANropuTmM
M M =D,(C)

OTI'IpaBMTE'J'II:- U nonyyatersb
OOJIKHE! 3aPaHee JO0roBOPUTBECH

1. O CEKpPETHOM KIHOYe

2. 00 anropntme

3. 0 BEKTOpe MHUUManusayum
4. 0 pexnme BblYUCIIEHUIA

9. O 3aMONHEeHUN NYCThIX
No3nL i

CyllecTByeT 2 TUna CUMMETPUYHBIX anropuTMOB:
brnouvHble Wndpsl (3a 1 npoxod anroputma obpabaTkiBaroT ONoK 6anT

pasmepom 64 unu 128 ouT)

[ToToKOBBLIE WKWAGPLI! (38 1 Npoxod anroputMma obpabdaTeiBaroT 1 BaUT Unu ouT)



AcummeTpuyHoe wudposaHmne n ero npotokon RSA (no numeHam
cosgartenent: Rivest, Shamir, Adleman)

AcummeTpuyHoe WndppoBaHME OCHOBAHO HA UCNONAb30BaHUM TOro $pakTa, 4YTo
3a/a4a Pas/fiokeHuAa 6ONbLIOro YMc/la Ha MPOCTble COMHOXMUTENN SIBNSAETCH

TPYAHOMW.
Takas kpuntocuctema b6asmpyeTtca Ha crneayrowmx Asyx ¢akTax U3 Teopuu
yucen:

1. 3apava NnpoBepKUN YNC/1a HA NPOCTOTY ABNAETCA CPaBHUTE/IbHO JIETKOMN;

2. 3apgava pasnoxeHua ymcen suga N = pgd ( p M Q — nNpocTble Yncna) Ha
MHOXUTEIN ABNAETCA OYEHb TPYAHOM, €CNM Mbl 3HAEM TONbKO N, a p U Q —
6onbline yncna (3To TaKk HasbiBaemas 3agadva pakTopmsaumn).

O6bmeH coobuweHnamm no npotokony RSA nponcxogut cneayowmm obpasom:

1. AboHeHT-nony4YaTenb WNdPOBaHHbIX COObLEHNI B reHepupyeT OTKPbITbIN
N 3aKPbITbIA KAHOYU.

2. OTKpbITbIA KAto4 nony4vatenb b paccblnaer Bcem oTnpaButensam (B Tom
ymcne A).

3. OtnpasuTtensd (A) wndppyeT coobuleHMe OTKPbITbIM KAKOYOM noayyaTtensa b u
OTNPABAAET ero noayyaTento.

4. Nonyyatens b pacwimdppoBbiBaeT COOOLLEHNE CBOMM 3aKPbITbIM K/THOYOM.,



Kak ob6e3onacutb KatoY wWnppoBaHnA?

Posnb NHCTPYKLU MM Ans wndpoBaHUA 7 newndpoBKu
urpaeT wWUpPoBanbHbLIM KAKOY. Yem [A/MHHee K4y, TeEM C/OXKHee
«B3N1OM» WKdpa, a ecan AaAMHa KA4a CconmocTaBMmMa € A/IMHOM
3alMdPOBAHHOIO TEKCTa, TO ero AelwndpoBKa 6e3 3HaHUA KatoYa MOXKET
6bITb NPOCTO HEBO3MOKHOW.

OfOHAKO ecnn KA4Y nonafieT B YyXKue PYKW, WndpoBaHUe CTaHOBUTCS
6eccmbicneHHbIM. YTObbl 0becneunTb He3onacHyto nepeaady Katoda, ero
MOXHO OTNPaBUTb C AOBEPEHHbLIM KYPbepoM WM MO KAaKOMYy-TO KaHany,
3aBe/IOMO 3alMLLEHHOMY OT NPOCAYLINBAHUA.

Ho Korga wwudpyetca ensa An He BcA MHPOpMaLMA B CETU, CO34aBaTb
cneumanbHble KaHanbl AN  KAoyel HeuenecoobpasHo. OcobeHHOo
YUMUTbIBAs, 4YTO KAOUM ANA WKNEHPOBAHMA HYXMKHO MOCTOSSHHO MEHSATb.
[MosToMy U WndPOBasbHbIE KAOYN, N cCaMK 3aliMdpPOBaHHbIe COObLLLEeHUA
nepenatoTca No OAHUM U TEM XKe KaHa/laMm.



MeTtoabl wndppoBaHma. Knaccndpmkauma ana TeneKoOMMYHUKaL U

[lIndpoBanue ¢ cekpet-
HBIM KTHT0M

MeTtoam:
midpoBanng

[IIndposanne ¢ oTKpHI-
TBIM KIHUO0M
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(mudpel-ipon3BeIeHIA)




BnouHble wndpbl n anropntm wndposaHmna AES

BnoyHble WwWndpbl HAWAAN WUPOKOE NPUMEHEHMNE B TEIEKOMMYHUKALMOHHbIX cucTtemax (B
TPAHCMOPTHbIX KaHafaXx M B ONTMYECKUX ceTAX aoctyna). OHM CTPOATCA HA OCHOBE
MHOFOKPaTHOTO NPUMEHEHUA OTHOCUTENbHO NPOCTbIX Kpuntorpapuyeckmx
npeobpa3oBaHM, K KOTOPbIM OTHOCATCA NOACTaHOBKU U NEPECTAaHOBKMN.

BnoyHble wndpbl NpeacTaBnAT cobon cemencTBo obpaTumbix npeobpasoBaHnin 610OKOB
(yacTer PUKCUMPOBAHHOM ANIMHBLI) UCXOAHOro TeKcTa. B  npouecce wndpoBaHUS
nHbopmauma AeNnTcA Ha NOpPUUM BE/IMMMHOM OT OAHOro A0 COTeH BUT. BaoyHble wudpsbl
Hanbonee pacnpocTpaHeHbl Ha MpakTMKe. [puMepom TaKOW CTPYKTYpbl ABASETCA
KOHCTpYKUMA Penctensa, Kotopasa nexkuTt B ocHose 6104HbIX wndpos DES, TOCT 28147-89,
AES 1 ap. c ncnonb3oBaHMeM Pa3NNYHOro Yncna payHaos wndposaHuna. syma Hanbonee
LWNMPOKO MCMOSIb3yemMbiMKU CTaHAapTamu wudposaHunsa asnatotca Advanced Encryption
Standard (AES) u Data Encryption Standard (DES). O6a stn cTaHaapTta wudpoBaHUA
ABNAIOTCA NpMMepammn 6/104HbIX WKMPPOB, YTO O3HAYaeT, YTO OHU WUPPYIOT AaHHblEe
6n10Kamu GUKCMPOBAHHOIO pa3mepa.

B/IOYHbIA LWNDP B TeneKoMMmyHMKaumax pasnuuyHoro yposHa: AES, wam Advanced
Encryption Standard, - 3To anroput™ WKNPpPOBaHMA C CUMMETPUYHBIM KIHOYOM, KOTOPbIM
MOXeT bbiTb chopmmpoBaH no anroputmy Aunddu-XennmaHa. 3ITO0 OAHO M3 CAMbIX
YHUBEPCA/IbHbIX U Hanbosnee NOOMMbIX TEXHUYECKUX pelleHun B chepe Kpuntorpadpun.
AES peanunsyet 60blLLOE KONMYECTBO PayHA0B WnNdpPOBaAHUA.,

B ocHoBe AES nexxut 6/104HbIN Wndp, KOTopbii ncnonb3yeT 128-6uTHbINM pa3mep 610Ka U
128, 192 unn 256-6utHble Kntounm ana wudpoBaHmsa AaHHbIX. AES 256 - 310 Bepcus
cTaHgapTa ¢ 256-6uTHbiMKn Kntodamu (14 payHaoB wndpoBaHMs). ITOT CTaHAAPT LWMPOKO
CYMTAETCA cambiM 6e30MacHbIM CTaHAAPTOM LUPPOBOMN KpUnTorpadpummn, KOTOpbIN 0ObIYHO
Ncnoab3yeTca Ana Hanbosee HaJeKHOM CKBO3HOM WNPPOBAHHOM CBA3U, B TOM YUCNE ANA
OMNTMYECKUX KaHANOoB Ha BbICOKMX ckopocTax (10/100 réwmt/c).



NpuHumn anroputma AES

Anroputm AES 6bin paspaboTtaH aByms 6enbrmmckumun Kpuntorpadamm, [rKoaHom
JemeHom M BuHceHTOM PuarKmeHom, u 6bin NPUHAT B KayectBe OPULMANbHOrO
ctaHgapTa B 2001 roay HaumoHanbHbIM MHCTUTYTOM CTaHAAPTOB U TexHonormni CLUA.
Takoe [A0CTUXeHMEe CBUAETENbCTBYET O LWMPOKOM MNPU3HAHWUU, KOTOPOE MOAYUYUN
cTaHgapT. Yxe 6onee 20 net AES 256 n wmndposaHue AES B uenom ABnseTcs oaHMUM
N3 Hanbosee NpPeANOYTUTENbHbIX PELUEHUI ANS PAa3pPabOTYMKOB, KeNatoLmMx co3aaTb
CUCTEMY, B KOTOPOM KOMMYHUKALMM XOPOLIO 3alUuLLEHbl OT MOCTOPOHHEro Wau
BHELLUHEero BANAHUA U yTeveK. BoT ynpolweHHasa cxema Toro, Kak ato paboTaer.

Anroputm wmndpoBanmsa AES ocHoBaH Ha NpMHUMNE NOACTAHOBOK U NepecTaHOBOK U
NMEET apXUTEKTYPY AN KOTOPOM XapaKTepHoO:

npeacTasneHune wmndpyemoro 6710Ka B BUAE ABYMEPHOro 6antoBoro Maccumea,
lWndpoBaHMe 3a 0OgMH payHA Bcero 610Ka AaHHbIX;

BbINO/IHEHWE KpunTorpapuyecknx npeobpasoBaHUN, KaK HaA OTAE/IbHbIMK BanTamm
MacCuBa, TaK U Haj, ero CTpokamu u ctonbuamm. 310 obecneumBaet «anddy3nto»
AAHHbIX OAHOBPEMEHHO B ABYX HanpaB/IEHMAX — NO CTPOKAM M No cTonbuam.

Peanusauus.

Anroputm  AES sBnsietcs A0BOAIbHO HeTpeboBaTe/lbHbIM K pecypcam U MOXKeT
yCnewHo TMPUMEHATbCA B MWKPOKOHTPOMNEPHbIX cucTtemax, obnajarowmx
HEOONbLLION MOLWHOCTbIO N0 06paboTKke MHPOPMaL UK.

AES xopowo paboTaeT gaxke Ha 8-OUTHbIX KOHTpPOANEpPax C MUHUMAIbHbIM 06BEMOM
NnamsaTu 1 nossonseT WndposBaTb U pPaciMPpPOBbLIBATL KaK AaHHble B NaMATU CaMUX
MUKPOKOHTPOI/IEPOB, TakK Mpu nepegavye 3TUX [AaHHbIX NO MNPOBOAHbLIM U
6ecnpoBOAHbIM CETAM CBA3MN.



Ob6uias cxema anroputma wndposaHuna AES

Anroputm wngppoBaHua AES

Bnok cooblyeHus
(128 6uT)

Koy wudporauHma
A 3anonHuTe nycroe Mecto cooblueHns
BblOpaHHbIMW 3HAYEHWAMMW TaK
BxogHoe : P
sl 4TOBbI OHO 3aHAMO LENoe YUCHO g;l;gam:“ Peyraon
128-6ut Brokoe NepeTacoBKM AaHHBIX 1:1,

MNOOCTAHOBKW 3HAYEHWIH JaHHLIX,

MNepemeHHan onvHa onepaunin XOR

—>

128 But

[{128- 192- unm
256-6ut) J

128 Bur
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¢ *KonuyecTBO
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\ \ ,  3aBMCWT OT pasmepa Krio4a:
DyHKLMS GyHKUMA DyHKUMSA 128-6ut: 10 payHpoB
wucpposarmn | wudposarma [T T T T T T T T T wicpposaHus 192-6ut: 12 payHpoB
# ¢ # 256-6uT: 14 payHaoBs
128 6wt 128 Bur 128 Bur BhixquHoe cooﬁme““e




Mpouecc wudposaHua AES (https://skine.ru/articles/91790/)

OCHOBHaA KoHUEeNUMA WKUPPOBaHMSA 3aK/IH0YAETCA B TOM, YTO WMPP 3aMEHAET Karkayto
eauHnUy unHboOpMauMuM  Apyrom, B 3aBUCMMOCTM OT Kawoda 6He3onacHocTw.
Hanpumep, AES-256 3aBepwaetr 14 payHaoB wudpoBaHMA, 4YTO JAenaet ero
HEeBepPOATHO He30MnacHbIM.

LLarn BKAto4vatoT B cebAa pasgenieHMe AaHHbIX Ha O6/710KM, 3ameHy pasHbix 6anToB,
CMeLleHune CTPOK 7 cCMelwmnBaHue cToN6U0B, 4yTOObI
NONHOCTbIO CKpembauposams WHPopmaumto. K KOHUY npouecca pesynbraTtom
ABNAETCA COBEPLUEHHO C/y4alHbIM HAboOp CMMBONOB, KOTOpPbIM He OyaeTr MmeTb
CMbIC/1Aa HW ANA KOTO, €C/IN Y HUX HET K/to4Ya paclindpoBKMU.

Anroputm wndposaHua AES cocTtouT 3 nATM OCHOBHbIX 3TaNOB:

PacwumpeHune Knw4va - npousBoaHOE CEeKPeTHOro K/kw4a, Ha3biBaemoe KA4dYamu

payHAa, NonyyaeTcs M3 Kayua WndpoBaHUA C UCMONb30BaHMEM PACNUCAHUSA KItOYen
AES.

[o06aBUTb KAOY payHAa - Kaxkablt 6aNT maTpuLbl KOMBMHMpPYeTCcs ¢ BaUToOM Katoya
payHAa C MOMOLLb0 MOBUTOBOrO XOI (MCKAtOYatoLWee KUIn»).

3amewaowme 6aiMTbl - WaAr 3amelleHna, Ha KOTOPOM KaXAabin 6anT 3ameHsieTcs
APYrMM B COOTBETCTBMM C Tabaumuen nouncka.

Shift Rows - war TpaHCNOHUPOBaHUA, NPU KOTOPOM NMocaeaHMUe TPU CTPOKU COCTOSIHUA
LIMKNMYECKU CABUTAtOTCA Ha onpeaeieHHOe KOIMYeCcTBO LLaros.

CmewmnBaHue cTonbuyoB - onepauma cMmelunBaHuA, KoTopaa paboTtaet co ctonbuamm
MaTpULUbl, 06beanHAsa yeTbipe 6anTa B Kaxkaom ctonbue.



Mpouecc wudposaHua AES

KaKoi cmbiCn KaXXa0ro n3 sTux waros?

MHoOroe npouncxoauT, KOoraa Hawu AaHHble 3alnPpPoBaHbl, U BaXKHO MOHATb, NoYemy
KNOY pacliMpeHue ABAAETCA KPUTMYECKUMM Liar, NOTOMY 4YTO OH AaeT HamM Haliu
KNOYM ANA Nocneaylowmx payHaos. B npoTMBHOM cnydae oguH M TOT Ke KAty byaer
nob6aBnATbCA B KaXAom payHae, 4to obnerunt B3nom AES. B nepsom payHae
no6aBnseTcs HavYanbHbIM KAOY, YTOObI HaYaTb M3MEHEHWE NPOCTOro TEKCTA.

War 3amew,eHmna 6anTa, rae Karkaaa M3 TOYEK AaHHbIX U3MEHAETCA B COOTBETCTBUM C
3apaHee onpeaesieHHON Tabanuen, TaK¥Ke BbIMOIHAET BaXKHYIO POJib. DTO U3MeHAEeT
OAHHble HennHenHbIM cnocobom, 4ToObI BBECTM B 3abayxKaeHue HHOOPMaUULO.
MyTaHMUA@ — 3TO NPOLECC, KOTOPbIN NOMOraeT CKPbITb CBA3b MeXAy 3alWndpoBaHHbIMA
AAHHbIMU N UCXOAHbIM COOOLLLEHMEM,

COBUr CTPOK TaKXKe MMmeeT peluatouiee 3HauyeHue, BbINOJIHASA TO, YTO M3BECTHO KakK
anodody3una. B kpuntorpadpum anddysma no cywectsy 03HAYaET TPAHCMOHMPOBAHUE
AaHHbIX AnAa  aobasneHus  ycioxKHeHuA. [lpu  CcMeleHUM CTPOK  AaHHble
NnepemeLLarTca M3 WUCXOAHOro MONOXEeHWUA, 4YTo euwe 6osble MOMOraeT CKpbITb
nx. Cmewamrte cronbubl AencTBYEeT aHa/NIOTMYHbIM 0OpPa3oOM, M3MeEHAA [AaHHble Mo
BEPTUKANMN, @ HE NO FOPU30HTA/MN.

B KOHUe payHaa aobaBnAeTcA HOBbIM KAOY pPayHAa, MOJIYYEHHbIA M3 Ha4ya/IbHOro
K/toya. 9To aobasnsaeT 60NbLYIO NYTaHULY K AAaHHbIM.,



Mpouecc wudposaHua AES

Mouemy Tak MHOToO payHA,0B?

Mpoueccbl pobaBneHne KpyrabiXx KAKYEeW, MNOACTAaHOBKA 6aMToB, cmellueHue
CTPOK N CMeCUTE/IbHble KOIOHHbI U3MEHAET AaHHble, HO BCE eLle MOXET ObiTb B3/1I0MaH
KPUNTOAHA/IM30M, KOTOPbIM ABAAeTca cnocobom wm3yvyeHmA Kpuntorpaduyeckoro
anroputma, 4tobbl ciomaTb ero.

YCKOpEeHHble aTaKu ABNAIOTCA OAHUM U3 KAKOYEBble Yrpo3bl. 9TO aTaku, KOTopble MoryT
B3/1OMaTb WMPPOBaAHME C MEHbLLMMU ycunmamu, Yyem nepebop. Korga paspabartbiBanca
AES, 6blnn obHapyKeHbl bbICTpble aTakM Ha CPOK A0 LWecTU payHaoB npouecca. U3-3a
3Toro 6611 fobaBieHbl AONONHUTE/NbHBIE YETbIpe payHAa AN MUHUMYMaA 128-6UTHbIN
AES Kak 3anac npouyHoctu. Monyyatowmeca 10 payHaos patoT metoay wWndpoBaHUA
AOCTAaTOYHO MeCTa A/8 nNpeaoTBpalleHMA KOPOTKUX aTak B COOTBETCTBUM C
COBPEMEHHbIMUN TEXHO/IOTUAMM U TEXHONOTUAMMN..

Mouemy 6b1 Ham He ao6aBuTb 60sbLUE payHAOB, UTO6bI NOBLICUTL 6e30NacHOCTb?

C 60/1blWIMHCTBOM Bellen B 6e30NacHOCTU, A0/IKHO ObITb KOMNPOMMUCC MeXKAY YNCTOM
3alWMTHON CUNOU, yao6CTBOM MCNONL30OBaHUA U MPOU3IBOAUTENbHOCTbIO. Ecin Bbl
YCTaHOBMUTE AECATb CTa/IbHbIX ABEPEN C 3aCOBaMM B KaXKAOM TOYKE BXOAAQ B Ball AOM,
3TO, HECOMHEHHO, caenaet ero 6onee besonacHbiM. TakXKe noTpebyeTcs HeonpaBaaHHO
MHOIO BPEMEHMU, YTOObl BOUTU U BbINTM, MOITOMY Mbl HUKOFAA HE BUAUM, YTODObI KTO-TO
Aenan aTo.

To e camoe OTHOCUTCA U K wWwudpoBaHmto. Mbl moram 6bl caenatb ero bonee
6e3onacHbIM, Ao6aBMB bHonblle payHAOB, HO 3TO TaKxKe 6bl10 Obl MeaneHHee W
HamHoro meHee a¢dpektmBHo. 10, 12 n 14 payHpos AES 6bian yctaHOBAEHbI, NOTOMY
YTO OHM obecneumBalOT XOPOLWMIA KOMMPOMMUCC MENKAY ISTUMU KOHKYPUPYHOLLMMMU
acrneKkTamu, No KpanHen mepe, B HbIHELLHEM TEXHO/IOTMYECKOM NlaHawadTe.
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Pasmep Kato4va WndpoBaHUA N €ro BO3MOKHbIE KOMBbUHaLUMK

Bo3moXKHble
KombuHauum

Pasmep Knroua

N

1 6urt

SN

[N
(o))

AES-256, umetownin ganHy Knoua 256 éur,
256 noAfepsKMBaeT camblil 60bLLION pa3mep
H6MTOB M NPAKTUYECKN HE MOKET ObITb B3/1IOMaH

8 6uTbl

16 6utbl 65536 o o
rpybon cunon B COOTBETCTBUU C TEKYLLUMMU
32 6uThI 4.9 % 10° CTaHAAPTaMM BbIYUCAUTENBHOM MOLLLHOCTH,
YTO AeNnaeT ero Ha CerofHALHMUM AeHb CaMbiM
56 6uT (DES) 7.2x10% HaZEeXHbIM CTaHAAPTOM WKPOBAHUA.

64 6UTDbI 1.8 x 101°

128 6ut (AES) 3.4x 1038
192 6ut (AES) 6.2 x 1057

256 6uT (AES) 1.1x 1077



Anroputm Anddpu-Xennmana (Diffie-Hellman, DH) dopmMmupoBaHmaA 1
pacnpeaeneHnm CEKPETHOro Ka14a € NCnoJib3oBaHNEM
He3aLMNLEHHOro KaHana
Anroputm Anddun-XennmaHa He npumeHaetca Ana wudpoBaHUA COOOWEHUN MU

bOpPMUPOBAHUA INEKTPOHHOM noanncu. Ero HasHauyeHne — B pacnpeaeneHnun Karyen.

OH no3BondAeTr ABYyMm uan bonee nonb3oBatenam obmeHATbcA 6€3 nocpeaHWUKOB
KNOYOM, KOTOpbIM MOKeT OblTb  WCNO0Ab30BaH 3aTemM  AA8  CUMMMETPUYHOTrO
wnppoBaHnA. ITo Oblna NepBas KPUNTOCUCTEMA, KOTOpPAs MNO3BO/MAMA 3aWMLLATH
nHbopmaumio 6e3 KUCNONb30BAHUA CEKPETHbIX KAYEN, nepeaaBaembiXx MO
3aWMLLEHHbIM KaHanam.

ANropuTm noctpoeH Ha npoctoit popmyne: A= Gamod P

B npusBegeHHOM panee pacyete, moguduKauuma o3HayaeT onepauuio no moaynio. Mo
CYTW, 3TO pacyeTbl, YTOOb! BbIACHUTb OCTAaTOK MNocC/e AeNeHUs NeBOM YaCTu Ha NpaBsyio.

B kauecTBe npumepa:. 15mod 4 =3

OcCTaTOK OT Ae/ieHUA NO MOAYNI0 O3HA4YaeT caeayollee. Mbl 4e/IMM O4HO YNC0
Ha Apyroe c octaTKoM. Llenyto yacTb BbIKMAbIBaeM, a OCTaTOK — 3TO TO, YTO Ham
HYy»XHo. O6o3Ha4vaeTca Takoe AgeneHne csiosom mod.

Hanpumep, 12 mod 5 = 2, notomy uto 12 = 2x5 + 2

13mod 4 =1, notomyuto 13=4x3+1

10 mod 2 =0, notomy uto 10 =2x5+0

B KpunTtorpadpum geneHme no moaynto NpUMeHseTca 4acTo, NOTOMY YTO 3Has ABa

MCXOOHbIX YNCNa HaUTU OCTAaTOK OYEHb Nerko, a Bbl4nUC/INTb nepsoe YNCno, 3Had BTopoe
M OCTAaTOK — HEBO3MOMKHO.

Echm X mod 5 =1, To X moskeT bbITb paBeH 6, 11, 16, 21 n Tak Aanee — ocTaToK
OT Ae/1IeHUA KaXKA0ro U3 aTUX Ymcesn no moaynato 5 paseH ogHomy. [MosTomy nepecbinaTb
OCTaTOK OT AeNeHnsA No MOAYH0 MOXKHO, a NepBoe YUC/I0 — HET.



Anroputm [indodu-XennmaHa nepegaym CEKPETHOro Kato4a no
He3aluLeHHoMyY KaHany (obmeH mexxay A u b)

Wrak, nycts Anuca u bo0 pemnan odMeHHBaTHCS MIU()POBAHHBIMH COO0-
[ICHUAMH, HO B UX PACMNOPSAKECHUH HMEETCA TOJIBKO HE3AIMILIEHHBIH OTKPBITBIN
KaHaJI CBSI3H, IIPH 9TOM HUKAKHX BO3MOKHOCTEH BCTPETHTELCS HIIH NEPeaaTh CEK-
PETHBII KJIH0Y Yepe3 KOro-HuOyIb APYroro y HUX HeT. B COOTBETCTBUH € aJIr0-
purtmoM Judpu—Xennmana a1 yenemHoro pemenust 3agaud Anuca u bod
AOJIKHBI BBITOJIHUTH CICAYIOIIME JCHCTBUS.

[Tpeskae BCEro OHM OTKPBITO JOTOBAPHUBAKOTCS O TOM, YTO OYIyT MCIIOJIb30-
BaTh 0AHOCTOPOoHHIOKW (yHkuHi0 Y = D* mod P. 3arem oHu norosapusaroTcs o
sHaueHugX napametpoB D u P. IlycTs, HanpuMep, OHH IOTOBOPHINCE, uT0 D=7 1
P =13, 10 ects (pynkuus umeer Bua Y = 7° mod 13. Eme pa3 noguepkuem, uto B
cootBercTBHH ¢ anroputmom udppu—Xennamana Bes 3ta uapopmanus He siBIsI-
€TCs CEKPETHOI, U JaKe €CITH MEePeroBopsl OYAyT noacaymanel EBoii, 3T0 He macT
¢l BO3MOJKHOCTH MPOYHTATE co00meHuss Anncel u booa.



KaHa/la CBA3U

Mpumep ncnonb3loBaHua anropntma Anddpun-Xennmana ans
dbopmMmnpoBaHMA Kntoya wndpoBaHUA 6e3 NCNONb30BaHUA 3aKPbITOMO

AnHca CEKPETHBIM ITycts, bob Takike ceKpeTHO [Tycts,
oOGpasoM BeIOHpaeT HanpuMep, | BeIOHpaeT Npou3Boib- | Hanpumep,
NpoH3BONEHOE YHeao | A =2 Hoe yncno B (zakpei- | B=4

A (3aKpBITHIH KITHOY Thii K104 booda)

Anucen)

Anmca BEIMHCTACT a= bob Tarsxe BeramcnseT | b=
3HaueHwe a oqHocto- | 7 mod 13 | smauenme b oznocto- | 7' mod 13
pounneii pynxkumn Y, | =10 poHHel (pyHKIHH Y, = 2401
MCMOMB3YS B Kaue- MCMOAb3ys B KauecTse | mod 13 =
CTBE ApryMeHTa CBOE aAPryMeHTa CBOE CEK- 9
CEKPETHOE uncao A peTHOE uncao B:

TO €CTh b=D" mod P

a=D"mod P (OTKpBITHII K104 bo-

(OTKPBITHIH KITHOH 0a)

ATHCHI)

Anuca nocelnaer 10 bo0 noceuiaer Anuce | 9

boby cBoii OTKpBITEII CBOH OTKPBITBIH KJIKOY

KITFOH a b

Anmnca, noayqus ot K= bob, noayuus ot K=16"
boba ancno b, BeI- 9% mod 13 = | Anucel uncio a. BBI- mod 13 =
gucaser no hopmyae | 81 mod 13 | uucaser nmo dopmyne 10000 mod
K=b" mod P (pazze- | =3 K =a" mod P (pazze- | 13 =3
NAEMBIH CEKPETHHII IAEMBIH CEKPETHBIH

KITHOM ) KTHOY )




Y10 Takoe anropntm wmndposaHua AES 256 GCM?

AES 256 GCM — 310 anroputm wmndpoBaHUA, KOTOPbIKA UCMONb3yeT
6nouHbii wudpp Advanced Encryption Standard (AES) ¢ aauHowm
K/to4ya B 256 BUT 1 peXXnmMmom raMmmMmmnpoBaHuA ¢ o6paTHOM CBA3bIO NO
wunepotekcty Galois/Counter Mode (GCM).

GCM — 3710 ayTeHTUPUUMPOBAHHOE LWNPPOBAHME, KOTOpPOE
obecneynBaet KOHOUAEHUMANBHOCTb JAaHHbIX (WKndpoBaHME) WU
LLeNOCTHOCTb AaHHbIX (ayTEHTUPUKALMA) C NCMONb30BAHMEM OAHOrO
M Toro e Kawoda. OH TaKkxKe obecneuymBaeT ayTeHTUDUKALMUIO
MCTOYHMKA AAHHbIX, YTO O3HA4YaeT, YTO NoayyaTenb MoOXKeT ybeauTtbea
B TOM, YTO ZlaHHble OblAn co3aaHbl TEM, KEM OHWU A0NXKHbI ObITb U
HUKTO APYron He Mor UX USMEHUTb AU NoaaenaThb.



KoHTposbHbie Bonpoch! 1

1. Kakne cnocobbl 3awmtbl HPopMaumm npeagycmoTpeHbl B BOJIC 1 cuctemax nepeaaymn u 4to npu sTom
Knaccnouumpyetca?

2. Kakummn cnocobamum MOXKHO 3aLLUTUTb ONTUYECKME KaHa bl U BOJIOKHA?

3. Kaknmu cnocobamm MOXKHO 3aUTUTb CUTHA/bI, NepeiaBaemMble B ONTUYECKMX BOJIOKHAX ONTUYECKOrO
Kabena?

4. Kaknmm cnocobamm MOKHO 3aLLUTUTL OT NepexsaTta UHPopmaLmio B ONTUYECKOM Kabene?

5. Kak MO*XHO NPOKOHTPONNPOBATb HAMEPEHUA HAPYLLUMTENA BO3/1€ ONTUYECKOro Kabena?

6. Yem dUKcMpyeTca HapyLLeHMe 3aMTHOro NepMmeTpa oNTUYecKoro Kabena?

7. 4YTO MOXKeT nomellaTb HapyLUTeNto B ONTUYECKOM Kabene Ana AocTyna K BOJIOKHaM?

8. Kak MOKHO BbIABUTb AENCTBUA HAPYLUUTENA NO NepexsBaTy TpaduKa B oNTUYECKOM cucteme nepeaaun?
9. Yto TaKkoe onTuyeckas pedpaektomeTpmua?

10. Y1o no3BonseT BbIABUTb pedekTomeTpuna?

11. KaK MOKHO 0BHapYKNUTb «3aKNaaKM» meTogammn pediektomeTpmumn?

12. Yem xapaKTepu3yroTCA «3aKNagkn» Ha pedpaektorpamme?

13. Yem oTamnyatoTca 6bICTPbIN BbIBOA, NAaBHbIN BbIBOA, U CTYNEHYaTblN BbiIBOA,?

14. Y1o nokasbiBatoT pedieKTorpaMmbl C 0AHOIO U ABYX HaNpPaBAEHUM U3MEPEHUIN U HA PA3HbIX AJIMHAX
BOJIH?

15. Nepeuncnnte annapaTtHble cpeacTsa 3awwmTsbl B BOCM?

16. YTo AAET C TOUKM 3peHUA 3aLNTbI MHPOPMALMKN MPUMEHEHME PAa3HO3HAKOBbIX KOMMNEHCATOPOB
ancnepcmn?

17.49710 Takoe OCDMA 1 Kakoe OTHOLLIEHME 3TO MMEET K 3aluTe HPopmaumnmn?
18. Ana yero npeaHasHayeHbl U Kakue GYHKUMK 3aWMTbl BbINOAHAOT KOHTpoanepbl FOBOS?



KoHTpo/bHble BONPOCHI 2

19. Y7o Takoe Kpuntocmucrema?

20. OnAa yero HyXHO WKdpoBaHne MHGOPMALMOHHOro TpaduKa?

21. Yto npeacraBnaeT coboit CUMMETPUYHOE M aCUMMETPUYHOE WndpoBaHme?
22. Y10 TaKkoe ayTeHTUPUKaLUa?

23. Y70 ecTb KpunTorpadpmyecKkmin NPoToKon?

24. YTO TaKoe «CNoXeHMe N0 Moaynto ABa»?

25. B 4ém cmbicn wndpoBaHmMa no npoTokony RSA?

26. YTo TaKoe Katou wnppoBaHms?

27. Kak obesonacutb ka4 wnppoBaHmns?

28. Kakne metoab! WndpoBaHUa MHGOPMaLUM NPUMEHAIOTCA B TEIEKOMMYHUKALMOHHbIX
cucrtemax?

29. Yto npeactaBnsaet coboit 6n104HbIN Wndp?

30. Y7o Takoe AES?

31. B uém coctout npuHumnn aencrema AES?

32. Yto npeacrtasnaet coboi payHa wmdppoBaHUa?

33. CKONbKO BO3MOKHbIX KOMBUHaumin y kKntova AES2567
34. Ona yero npumeHaeTcsa anroputm Audpoun-XennmaHa?
35. Yto 0603HauaeT AES256 GCM?



3aa4a

Ncnonb3ya anroputm Ouddu-XennmaHa BblUMCAUTE PA3LAENAEMbIA CEKPETHLIA KAtOY
WndpoBaHUA NO BapMaHTy U NpeacTaBbTe €ro B ABOMYHOM MNOAXOAALMM NO pa3pAay
Koae. na peleHua 3a4a4ym Ucnosib3ymte NnpMmepbl, NPpMBEAEHHbBIE BbILIE.

Moppo6bHO NpeacTaBbTe BCe 3Tanbl BbluucaeHmaA!

BapuaHT, 1 2 3 4 5 7
nocnepHAn
undpa crya.
6unera nnmn
HoMmepa napons
2 3 4 5 6 7 6 5 4 3

CeKkpeTH X
oe uncno
CTOPOHBbI
A
Hecekpe D 4 5 4 6 7 3 2 3 5 8
ulal=fE P 6 6 7 8 5 6 12 2 4 7
yucna
CeKkpeTH X 3 4 5 6 7 6 5 4 3 2
oe uncno
CTOPOHbI
b
Hecekpe D 4 5 4 6 7 3 2 3 5 8
Trible P 6 6 7 8 5 6 12 2 4 7
ynucna




