KoHTponbHbIe Bonpockl K ak3ameHy OC u KK
no pasgenam KOHCNeKTa nekuum
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1. UTo BXOJIUT B MOHSTUE COBPEMEHHBIX ONITUYECKUX CETEU CBSI3U?

2. B 4éM cocTOST 33a1a41 COBPEMEHHBIX ONTHYECKUX CETEU CBSI3U?

3. UeM olieHMBaeTCs Ka4eCTBO Mepeaayr HHHOpMAaLUK B ONTUYECKUX CETAX?

4. Tloyemy HE0OXOIMMO 3alIUINATh WH(OPMALIUIO, TIEPEIABAEMYIO B ONTHYECKUX
CEeTAX

5. Otkyna npoucxoaut yrpo3a 6ezonacHocta TK cetu?

6. UTo Takoe KBAaHTOBbIE KOMMYHHKAIINU?

7. 1711 uero HyKHa KBaHTOBasi KpunTorpadusi?

8. 17151 4ero Hy>KHbl KBAHTOBBIE CETH CBA3U?

9. Uto siBNsieTCS OCHOBOW KBAHTOBOW CETH?

10. Yto Takoe KBAHTOBBIE TEXHOJOTMM M KAK OHU CBSA3aHBI C KBAHTOBBIMH
KOMMYHUKALUSIMHA?

11. JIoms KakuX NMPOTOKOJBHBIX YPOBHEW CEMHYPOBHEBOM MOJENH NPEAHA3HAYECHBI
CTaHJApTU3HPOBAHHBIE CPEJCTBA 3aIUTHl MHPOPMALMK B TPAHCIOPTHOM CETH H
CETH J10CTyma?

12. Kakoit nogaxon k 6e3onacHoctu TK cetu camblit mpocToi?

13. Yem oOycnoBneHa 3¢ (HEKTUBHOCTh KPUIITO3AIUTE HHPOPMALIMK HA YPOBHSX
L1/L2 B TeNeKOMMYHUKAITUOHHOW CETH?

14. Yto ecth nepexsat Tpaguka B BOJOKOHHO-ONTUYECKUX COCTUHEHUAX ?

15. Uto obo3nauarotr crangaptusupoBanubie cokpamenus: HCIl, HCU, TCP,
TKYN?

16. Uto Takoe ciieHapuid yrpo3bl HHGpopMauu?

17. Kakue Buasl yrpo3 paccmarpuBatotcs B TK?

18. I'me mosxet npousoiitu yreuka unpopmaruu B TK cetn?

19. T'ne BeIsBISIIOTCS YTpo3bl yreuku uHpopmannu B TK cetn?

20. Kakumu MeToamMu MOXKHO CHTh HHGopmManuio B ontudeckoit TK cucteme?
21. Kak MOHO MOJKIIOUYUTHCA K BOJIOKOHHO-ONTHUYECKOMY KaHaITy?

22. B xakux 4acTsX BOJIOKOHHO-ONTUYECKON cucTteMbl Hanbosee Bepositen HCJI?
23. Kak MOXHO BO3JEHCTBOBaTh HAa W3MEHEHHE MAapaMETPOB BOJOKOHHO-
ONTUYECKOTro Kabes?

24. Kak MOXHO 3aperucTpupoBaTb yTEUYKy HHQPOpPMAlUA B BOJOKOHHO-
ONTHUYECKON CUCTEME?

25. I'me moxHO miepexBaTuTh Tpaduk B BOCII?

26. Kakue TexHMUYECKHE CpeIcTBa MOXKHO MPUMEHHTH JJIA TiepexBara Tpaduka B
BOCII?

27. Kak MOKHO OTBECTH YaCTh ONTUYECKOTO U3ITyUYEHHUSI U3 ONITHYECKOrO BOJOKHA?
28. YTo Takoe ONTUYECKOE TYHHEINPOBAHUE?

29. KakuMy MTAaTHBIMM ONTHYECKUMHU HPUOOpAMU MOXKHO OOECHEUHTh YTEUKY
uHdopmaru uz BOCII?



30. Tne B o6GopymnoBanuun BOCII MOXHO MOAKIIOUUTH YCTPOHCTBO YTEUKH
uHpopmaruu?

31. Yrto npexncranisieT co00il ONTOBOJIOKOHHAS BCTaBKA?

32. Kak MOKHO TOJIKJIFOUUTHCS K ONITHYECKOMY BOJIOKHY 0e3 pa3pbiBa’?

33. Yto MokeT nokazath pediekrorpaMmma npu NpoBepKe BOJIOKOHHO-ONTUYECKON
JVMHUA?

34. Kakue u3 onpeneneHuid B pazaene «l.3 TepMuHONOTHsA...» HE OTHOCATCA K
KBAHTOBBIM KOMMYHUKAITUSIM?

35. B uém cocToAT 3aa4i MPOEKTOB KBAHTOBBIX CETEH CBSI3U?

36. Kakoil mpoTOkoJ pacmpeicsieHUsI KBAHTOBBIX KIIOYEeH Obul pa3zpaboTaH
NEPBBIM U Korja?

37. YeM oTiMyarOTCs APYr OT Apyra (PyHKUUMU KOAUPOBaHUs, MMU(PPOBaHUS U
XEIMpPOBaHusA?

38. Jliist 9yero Hy>KeH KBaHTOBO-KpUNTOrpaguieckuit mmdparop?

39. Uto takoe KyOuT?

40. Yo Takoe KBaHTOBas 3allyTaHHOCTbH?
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1. Kakue npotokossHbIe ypoBHH 7-ypoBHeBo# Moaenu 1SO/OSI nopnepxuBaror
GyHKIMY 3alUTHI KIIMEHTCKON nHbopmaruu mudpoBanuem?

2. B xakux TpaHCIOPTHBIX TEXHOJOTHIX MOAAEPKUBAIOTCS (PYHKIINU THPPOBAHUS
KJIMEHTCKOTO Tpaduka?

3. JInst 9ero Hy>KHBI POTOKOJIBI SSL/TLS?

4. Kakue BHUIBI 3alIUTHl COSAMHEHUN TPETYCMOTPEHBI B TPAHCIOPTHBIX CETAX U
CeTAX JocTymna?

5. Yto o6o3nauaet IP sec?

6. Kakue mpotokosbHbIe perieHus BXxoast B IP sec?

7. Ayist uero HyxHbI TpoToKoasl AH, ESP?

8. Uem orimnuarorcs mpoTokoisibl IP SeC s TpaHCIOPTHOTO M TYHHEJIBHOTO
pPEKUMOB?

9. st wero HyxeH npoTtokon |KEv2?

10. Yto takoe MOBIKE?

11. Jlns gero nyxken oomen Juddu-Xemmana?

12. 1ns uero nyxeH nporokoi MAC sec?

13. Kakoii anroput™m mumdposanus ucnoiaszyercs B MAC sec?

14. JIns yero npennaznauen crangapt IEEE802.1AE?

15. Yto BxoauT B cTpykTypy kaapa MAC sec?

16. B uém cocrosiT orpanndeHus npotokona IP Sec u npeumyiectBo npoTokosa
MAC sec?

17. Kakue mpoGieMbl CyImIeCTBYIOT B IM(poBaHMH Ha ypoBHsx L2/L3 mis
TPAHCIIOPTHBIX CETE?

18. Kaxkwue cereBble TpaHcOpTHBIE PyHKITMHU moaaepkuBaeT cxema BCM853447
19. Kaxoe Ha3zHaueHue y anmaparHo-mporpammuaoro komiiekca ViPNet L2-10G?
20. I'me moxetr npumensteest ViPNet L2-10G?

21. Kakwue ceteBble kKoH(puUTypanuu nomnep:xkusaet ViPNet L2-10G?



22. B xakoMm 000pyIOBaHMM TPAHCIIOPTHOW OMTHYECKON CETH YCTaHABIMBAIOTCS
AJIEMEHTHI KpUTITOTPaQUIeCKOM 3aIiThI?

23. B uém cocroar mpeuMyliecTBa MudpoBaHus (KPUITO3AIIUTHI) JTaHHBIX B
KaHajax ontuyeckoi tpancnoptaoit cetu OTN/OTH?

24. T'me Bwime 5(QPEKTUBHOCTH IMpomnmycka Tpaduka Tmpu IMUGPOBAHUH B
OTN/OTH? B MAC sec? B IP sec?

25. Yro npeaycmoTpeno pekomenaarmeit ITU-T Sup.76?

26. Jlnst yero HyxHbI |KEV2?

27. Kakas wacte kampa OTUK mommexur mmppoBaHUIO € IIENBIO 3aIIUATHI
KIIMEHTCKOTO Tpaduka?

28. Jlns wero nyxubl oyt TAG, Encrypted OPU, ADD, IV B kpuntomakere?

29. Uto BxoauT B kpunromakeT L17?

30. Kaxkoit Bua mmdpoanus peanusyercs B cxeme PM5990 DIGI-G4?

31. Ha kakux ydyacTKax ONTHYECKON TPaHCIIOPTHOM CETH Hambojee aKTyallbHO
npuUMeHEeHue MUPPOBAHUS?

32. Jlns yero npenHasHadeHbl Moayiu «KBazap»?

33. I'ne nomKHbI IpUMEHATbCS MOy «KBazap»?

34. Kakue KIHEHTCKHE TMPOTOKOIBI U CKOPOCTHBIE pEXHUMBI Iepeaadn
noasepxxuBaroT Moayiu «Ksazap»?

35. Kakoii Bua mudpoBaHus UCIONb3yeTcst B Moaysix «KBazap»?

36. Uto oTHOCHTCA K MuHEIKe Moaynei «KBazap»?

37. C xakuM 0OOpYJOBaHHEM TPAHCIOPTHBIX CETEH COBMECTHMBI MOIYIHU
«KBazap»?

38. B uém ocobennocth moayneir CK3U «KBazap-CKP»?

39. Uto ob6o3nauaer GCM-AES-256?

40. Kakas rocymapcTBeHHass CTpykTypa P® obOecrneunBaeT cepTHUKAIIIO
3aIUThl HHPOPMAIIMK B TEIEKOMMYHUKAITUSIX ?
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1. Yto cnenyeT NOHUMATH 11OJ KBAHTOBBIMA KOMMYHUKAIUSAMU?

2. 1t uero HyxHa cetb KPK?

3. Uto o603nauaer QKD?

4. Kakne ypoBHU xapakTepu3ytoT ceTh QKD c noBepeHHBIMU MPOMEKYTOUHBIMU
y3inamu?

5. B uéMm cocTout riaBHas uzaes KBAaHTOBOM Kpunrorpadun?

6. Kakue KBaHTOBO-MEXaHMYECKHE MPUHIUIBI MOJIOKEHBI B OCHOBY KBAHTOBOM
kpunrorpadun?

7. Kakue kaHasibl HEOOXOMMBI 1JIs1 peain3allii KBaHTOBOM Kpunrorpadun?

8. Kakue nporuemypsl npeaycMOTpEeHbI 711 GOPMUPOBAHUS KBAHTOBOTO KiTro4ya?

9. Ilo kakuM HampaBJICHUSIM Pa3BUBAIOTCS AJITOPUTMBI KBAHTOBOM Kpunrorpapuu?

10. Yem oTnuMYaroTCs HAmpaBiCHHs Pa3BUTHUS  aJTOPUTMOB  KBAHTOBOM
kpunrorpadpun?

11. Kakue mnpoTokossl (HOPMUPOBAHHUS U PACHPECICHHUS KBAHTOBBIX KIIOUEH
SBJIAIOTCS] 0A30BBIMH I10 IBYM HampaBieHUSIM?



12. Kakuwe otampl (HopMUpOBaHHS KBAHTOBOTO KJIIOYa MPEAYCMOTPEHBI B
anropurme BB84?

13. Uem oTnuyaeTcst «ChIpOi» KBAHTOBBIN KIIOU OT «IIPOCESTHHOT0» KJltoua?

14. B pe3ynbpTaTe Kakux ornepaiuii GopMHUpyeTCsi KBAHTOBBIN KITIOY?

15. Uto cnemyeT NOHUMATh MOJT «3ayTaHHBIMY COCTOSIHUEM (POTOHOB?

16. B ué™m coctout Meros npotokoja E917?

17. CkoAbKO COCTOSIHUN MOJISIpU3AIIMU UCIOJIb3YIOT (POTOHBI B poToKoie B92?

18. ;11 yero HeoOX0AUM MIPOBAKIEP KBAHTOBOM ceTr?

19. Yrto Bxoaut B ypoBeHb yrpasienus QKDN?

20. B xakux TpaHCHOPTHBIX ceTsax npuMeHuM QKD?

21. B uém coctosT nmpoOaemMbl KBAHTOBBIX KOMMYHUKAIIHA?

22. Kak MOXHO MOTBITAaThCS PEIIUTH MPOOJIEMbI KBAHTOBBIX KOMMYHHKAITH?

23. UYro mpemycmoTpeno TiaHamMu PXKJ[ 1o  pa3BUTHIO  KBaHTOBBIX
KOMMYHUKAIUI?

24. B yém HeoO0XO0IMMOCTh MTPUMEHEHUS TOCTKBAHTOBOM Kpuntorpaduu?

25. Kakast oco6enHocTh oT™Meuaercs y Moyt Ksazap CKP?

26. Kakoit ypoBeHb ONTHYECKOW TPAHCIOPTHOM CETH MOACPKUBAIOT MOIYIH

Kgsazap CKP?

27. Kakue Bo3MOkHOCTH peann3yroT moayiu Keazap CKP kpome kpunro3amuTsi?

28. B uém cocrosat Henocratku moxayiei Ksazap CKP?

29. Kakue CcKOpOCTH Ml KIMEHTCKUX HHTEP(ECOB MOAAEPKUBAIOT MOMYIH

KBazap CKP?

30. Jlst wero npeanaszHadena cuctema ViPNet Quandor?

31. Kakas komnanus paspadorana cuctemy ViPNet Quandor?

32. Yro o6o3uauaer ViPNet L2Q-10G?

33. Urto rakoe KKC BPK?

34. C kakoii ckopocThIO BeIpabaThiBatoTcs Kiroun B cucteme ViPNet Quandor?

35. Yro otHOCHTCs K 00opynoBanuto ViPNet Quandor?

36. Uro HeoOxomumo I yAaI€HHOro B3amMmomehcTBus ycrpoiicts ViPNet

Quandor?

37. Ckoabko coemuHeHnii Tpedyerces s npumenenns ViPNet Quandor?

38. Kakwue pexxumbl paboTsl ipeaycmorpensl s ViPNet Quandor?

39. Kak mpoucxoauT 3arpy3ka KBaHTOBBIX Kiroued mudpoBanus B ViPNet

Quandor?

40. Kak vacTo 3amyckaercst BBIpadOTKa KBAaHTOBOTO Kilto4a?

41. Yto oTHOCHUTCA K JInHElKke o0opynoBanus MudoTekc?

42. Yrto oTHOCHUTCS K TeXHUYecKUM xapakrepuctukam ViPNet Quandor?

43. Kak MOXHO CKOMIIPOMEHTUpOBaTh cuctemy mudposanus ViPNet Quandor?

44. T'ne pa3MelaroTcs T0BEpEeHHbIE MPOMEXKYTOUHbIE y3ibl ceTu KPK?

45. Yrto mpencrapiser coboi pazpaborka «Cmapre-KBantrenexom» mist KP KbU?

46. B uém mpeumymectBo pazpabotku KP KbY?

47. Kakoil mpOoTOKOJI HCTIOJIB3YETCS JIJIsl TE€HEpalli KBAHTOBBIX KIIFOUEH B CUCTEME

«Cmaptc-KBantrenekom»?

48. Kakue mpornenypbl (GOpMUPOBAHUS KiIOYa IMUGPOBAHUSA BBITOIHAIOTCS MPU

peanuzamuu KP KbY?



49. C xakoi CKOpOCTbIO reHepHupyeTcst KBaHTOBbIN Kirou KbY?

50. Kakue knuenTckue unrepdeice moaaepxusaet ooopynosanue MII-TP-KPK?
51. Kakue ¢pynkuun nognepxubaet KKC BPK?

52. Kakue ceteBble penieHus: Bo3MOxHBI B peanuzanuu KKC BPK?

53. Kakoe mudpoBanue nmpuMeHeHo B kpunrocucteme Cerberis?

54. Yto MeHsieTCsl Ha pbIHKE 000PYy/1I0BaHUS KBAHTOBBIX KOMMYHUKAITUI?

55. J1i1 4yero HyeH MpoBaiiep KBAHTOBBIX KIIOYEH?

. Uro npencrasisieT codoit [{O/1?
. dns wero npeanaznavensl [OIp1?
. Kakue tunel LO/] paznuyarot B kiaccudukanum?
. Uem ornuuarorcs tunsl LIO/1?
. UTo oTHOCHUTCSA K KpYTYy HHXKEeHEepHOU uHPpacTpykTypsl LIO?
. Uto otHOCHTCS K PyHKIIMOHABHBIM dnieMenTam [1O/1?
. Kakoe naznauenune umeetr CKC B LIO/1?
. Uro Bxoaut B nmoacuctembl CKC LHOJI?
. UeM otnnuarotcs paznuunbie Tonojoruu [O?

10. Kakue nojicucteMbl OTHOCATCS K kabenbHoU uHppactpykrype LIO?

11. Yto otHOCUTCS K (hyHKIIMOHATBHBIM y3iam [{O/]?

12. Yro o603HauaroT cokpaienus B o06o3HaueHusx crpykrtyp CKC LHO/: MDA,
HAD, EDA?

13. B uém ocobennocts coeaunenus mexay MDA u HDA?

14. Kakue crangaptel onpeaensitor CKC LHO?

15. Yro obo3nauaer Tier Standard?

16. Kakue ontuueckue kabenu npeaycMOTpeHsb! it ucrnoib3oBanus B LIO?

17. Yto ocoberHoro y ontudeckoro kadems OMS s npumenenus B LIO/]?

18. Uem oTinnuarorcest ontuueckue kadenn OM1, OM2, OM3, OM4, OM5?

19. B uém npeumymiecTBO UCIOJIb30BaHUS OJTHOMOJIOBOTO OMTHYECKOTO KaOess B
aoAa?

20. Kakme mnpeumymiectBa W HENOCTATKUM  HCMOJB30BAHUS  ONTHYECKHUX
coequauteneirt MPO B CKC LIO1?

21. Kakue BapuaHThl OJHOMOJIOBBIX ONTHYECKUX UHTEP(DECOB IPETyCMOTPEHHI B
ooaA?

22. Kakue Buabpl akTUBHOTO 0OOpynoBaHusi coeAuHsitoTcs ¢ momoitisio CKC B
ooaA?

23. Kakue kiaccel (KaTeropuu) 3IeKTpuueckux kaodenen npumensitores B LIO1?

24. B 4éM cocTosIT 0COOEHHOCTH KOHCTPYKIIMI U XapaKTEPUCTUK MEIHBIX Kabenen
Kkareropuu 6,7,8?

25. Kakue cymecTByIOT NPEANOYTeHUS [0 UCTIoIb3oBaHuIo kadeneit B LIO/]?

26.Yem otnmuarorcs Tomonoruu kabenbHoi nHdpactpykrypsl [O: ToR, MoR,
EoR, Centralized?

27. Kakas wu3 Tomoyoruii kabempHOU wuHpacTpykrypsl [[OJ] wHambomee
BOCTpeOOBaHa U Moyemy?
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28. Yro mpenacTtaBisitoT co00il mpeTepMUHUPOBAHHbIC KaOeIbHbIE pEIICHUs s
aoAa?

29. Kakue omnTuyeckre MOAYIH MOTYT HMPUMEHSTHCA B COCTaBe OOOpPYAOBaHUS
O/ s moanep KK BHICOKOCKOPOCTHOM Mepeiau TaHHbIX ?

30. Yem mnomuepxkuBarorcs coequHeHus Mexnay [lOJlamum Ha KOpOTKHX U
MPOTSHKEHHBIX TUCTAHIUAX ?

31. Kakme xommannu BAM wu3BecTHbI, Kak HauOojiee NPOJABUHYTHIC 10
oprannzanuu 11O/l B Poccun?

32. Kakue cucteMbl 6e30nacHOCTH npeaycmoTpenst aist [OJ?

33. UeM oTiMUarOTCs CUCTEMbI MH(POPMAITMOHHOW W (PU3NUECKON OE30MacHOCTH
aoAa?

34. B uém coctout Ge3omacHOCTh kKoMmmyTanuii B [OJ]?
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1. Kakasi ocHOBHas 11esib BHJIa MPO(ECCUOHATBLHON JEATEIbHOCTH JJIA CIEeluaInucTa
npodceranmapra 06.050?
2. Korja u keM yTBepsKJIeHbI ¥ BBeJIeHBI B JiericTBre npodcranaaptsl 06.050 u 06.0547
3. Kakue ko710BbI€ IPYIIIIBI CIEIUATUCTOB MpeaycMOoTpeHbI podcTtanaaprom 06.0507?
4. YUem otnuyaroTcsi TpeOOBaHUS YpOBHs KBajdu(UKaIMU B KOAOBBIX rpymmnax A, B, C,
D, E?
5. K kakum konmoBbiM rpynnam npodcerangapra 06.050 OTHOCATCS BBITYCKHUKH
OakanaBpuarta 11.03.02?
6. Kakue 3HaHHMS NOJKHBI MMETH CIHEHUAINUCTBI KOAOBOM Tpymnmbl E s 3aHsATHS
COOTBETCTBYIOIIEH JTOJIKHOCTH?
7. dns gero pazpabotan npodcrangapt 06.054?
8. C Kako# JesTeIbHOCTbIO CBSI3aHbI OOSI3aHHOCTH CHEHAINCTa KOJAOBOM rpymmbl D
npodcranmapra 06.054?
9. B kakux xomoBbIX rpymmax npodcrangapta 06.054 tpebyercs oOpa3oBaHUE YPOBHS
CrieIMaInuTeTa 1/ MarucTpaTypbi?
10. B uéMm nomkHa 3aKiaroyaTcs JEATENbHOCTh CHElHanucTa KoaoBod rpynmnbl G
npodcranmapra 06.054?



