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1. BBenenue. Heo6X0auMoCTh MOCTPOEHNSI 3AIIUINEHHBIX ONITUYECKUX ceTell H
POJIb KBAHTOBBIX T€XHOJIOIHIA.

TepMuHOJIOTMA  JJI  ONTHYECKUX CETEH M KBAHTOBBIX KOMMYHHKAILIUH.
Crangaprrsanns ONTUYECKUX TPAHCIOPTHBIX CETEN U ONTUYECKUX CETEN N0CTyma.

Ha nyT¥ kK uHpopmMaLMOHHOMY 06LLEeCcCTBY NATOro NOKONEHUA

4 aTan

e e

CpepcrtBa CBA3U

EmvneT, Me

=

BBEJAEHHUE

[IpobOnema, cBsizaHHas C 3alIUTON MEepCOHAIBbHOU MH(OpMaIHH, MepelaBaeMoi Mo
TEeJIEKOMMYHUKAIIMOHHBIM KaHallaM CeTeil 00I1ero Mmojib30BaHus, HA CErOIHSIIITHUN JEHb
npejacTaBisieT 00ablIoN UHTEpec. BO3MOKHOCTH BBICOKOCKOPOCTHBIX KOMIIBIOTEPOB U
KBAaHTOBBIX  KOMIIBIOTEPOB, HMHTEHCHMBHO  pPa3BUBAIOIIMXCS  TOCJIEIHEE  BpeMs,
3HAQUMUTENIbHO YOPOCTWIM Tpoliecc pacmudpoku wuHbopmanuu. K mnpumepy, ¢
pacmugpoBkoit 1024-6utHoro koga RSA mporeccop Pentium 4 ympasuiicst 4yTh OoJiee
gyeM 3a 104 yaca. BHe 3aBHCHMMOCTH OT KOHKPETHOW pealH3alliH, Oe30IacCHOCTH
nHpoOpMalMK CEerofHsI O0ECIEeYMBAEeTCS 3a CUET MPEBBIIICHUS CPEIHEr0 BPEMEHU
pacuiupoBKU HaJl BpEMEHEM aKTyalbHOCTU JaHHbIX. JlaHHas mpoOiieMa MOXET ObITh
pelieHa ¢ IoMoIIbIo crienuanbHoro mudpa, paspadorannoro K. llleHHOHOM, KOTOPBIiA
MPUHATO CYUTATh «a0CONIOTHBIM». OJHAKO B 3TOM cllydae Iepej MOJb30BaTeIeM
BCTAHET 3ajJlaua 0OMEHUBAThCA YHUKAIbHBIMU KITIOYAMHU MEePe]l KaXkKIbIM CEaHCOM CBSI3H,
YTO YBEJIIMYMBAET PUCK MX IMepexBaTa M MOCIEAYIOIIEH KOMIPOMETAUU JTaHHBIX.
A Temnepb MpeacTaBbTe ceOe TaKylo JMHUIO CBA3U, KOTOPYIO HEBO3MOXKHO MPOCITYIIATh
HUKaKHUMHU CIOCO0aMU, MOCKOJIbKY 3TO MPOTUBOPEUYUT 3aKoHaAM (Gu3uku. UTo Obl HU
NBITAICS MNPEANPUHATH 3JIOYMBIIIJICHHUK, Y HEro HE TMOJYYUTCS NEpPEeXBaTUTh
nepenaBaemyro  uMHpopmanuio. Takue  ycTpoilcTBa g TepeAadyd  JIaHHBIX,
UCIIONB3YIOIIME  MPUHIMUIIBI  KBAHTOBOM  Kpunrorpaguu, CO3AAIOTCS  PSAOM
MNPEANPUITANA TI0 3aKa3aM pas3JIMYHbIX I0JIb30BaTENEl KaHaloB CBs3U. [Ipumepamu



takux komnanuii B Poccum sBistorcss: OOO «KBaHTOBbIE KOMMYHHMKAIIMUA» — MajiOM
WHHOBAIIMOHHOM Tmpennpusitiu npu yHuBepcutere UTMO (C-110); mpemnpusTre
«KBazap»; nentp kBaHTOBbIX TexHoyoruid (LIKT) MI'Y umm. M.B. JlomoHOCOBa;
komnanus «Mupotekce», Kazanckuit kBanToBwiid 1eHTp («<KAM-KBAHT») Ka3zanckoro
HUTY wum. A.H. TynoneBa u apyrue. B pa3sBUTHM KBAHTOBBIX KOMMYHUKAIUN
MPOSIBUIIA OOJIBIIYI0 3aMHTEPUCOBAHHOCTh U BKJIIOUUIIUCH B COTPYIHUUECTBO KPYIIHbBIE
rocy1apcTBeHHbIE U akimoHepHbie npeanpuarusa: [IAO «Pocremekom», OAO «PXK][»,
I'K «Pocatom», TI'K «Poctex», IIAO «Mukpon», AO «I'aznpoMOaHK», ITAO
«Coepbank». MOTU u Lentrp xomnerenumnit HTU «KBanTOBBIE KOMMYHUKAIAK»
HUTY «MUCuC» peanuzyioT mnporpaMmy «YmpaBieHUE TMpoeKTamMu B cdepe
KBAaHTOBBIX KOMMYyHUKalMii». [I[puMeHeHrne KBAHTOBBIX KOMMYHMKAIIMNA HALEJICHO Ha
3amUTy MHGOPMAIMOHHBIX COOOIICHUH, MepelaBaeMbIX B ONTHYECKUX KaHallax
ONTUYCCKUX TPAHCIIOPTHBIX CeTeH pa3myHOro macmrada (MECTHBIX, PErHOHAIBHBIX,
MarucTpalibHbIX), B YaCTHOCTH MEXIy IeHTpamu 00paboTku mganHbiX (I1O/]), koTophie
CO3/Ial0T W TMOJJICPKUBAIOT BBIINIE MEPEYUCICHHbIE mpeanpustusa. Kpome Toro,
npaBuTenbCTBO Poccum moaroroBuno nqokymeHT «Pacmopsbkenue IlpaBurtensctBa PO
ot 11 utons 2023 r. Ne 1856-p O6 yrBepxkaeHnn KoHmenmuu peryaupoBaHusl OTPaCIH
KBaHTOBBIX KOMM YHUKAITUI B PO bi (o) 2030 r.»
(https://www.garant.ru/products/ipo/prime/doc/407297268/?ysclid=Imiqse24rb159880381).

[lepBrie cTaHmapThl B OOJACTHM KBAHTOBBIX KOMMYHHMKAIIMA U KBAaHTOBOTO
MHTEpPHETA BEIllel, KOTOPhIE OTKPHIBAIOT CEPUI0 HAIIMOHAIBHBIX CTAHJapTOB B 00J1aCTH
KBAaHTOBBIX TEXHOJIOTHH, yTBepaunau B Poccuun. B paMkax JgOpOXKHOW KapThl
"KBaHTOBBIE KOMMYHHUKAIIUU' pa3pabOTaHbl 6 HAITMOHAIBHBIX CTAHAAPTOB, 4 W3 HUX
yxe yTBepxkaeHbl Poccranmaprom. Takum o0Opa3oMm, MOXHO TOBOPUTH O TOM, 4YTO
copMupoBaHbl eIWHBIE TpeOOBaHUS K O0OpPYAOBaHWIO, YTO, B CBOI OYEpe/b,
o0ecreyuT KOHKYPEHTOCHOCOOHOCTh U Ka4eCTBO MPOAYKIUH, a TaKKe MOBBICUT
SKOHOMUYECKYIO 3()(PEKTUBHOCTD BHEPEHUS TEXHOIOTH

1.1. Onrtuueckue ceTu. OnpenejeHue, Ha3HAYeHH e, TEXHOJIOTUHU

YTO npeacTaBiISIOT COOOM ONTHYECKHE CETH CBS3H B COBPEMEHHOM IOJIOKCHUH ?

Onrudeckue CeTH MPEACTABISIIOT CO00M KOMMYHHUKAIIMOHHBIE CETH BBICOKOW U
cBepxBbicokoi (oT agecartkoB ['Out/c, corern ToOumr/c m mo IIomT/c) TpOMyCKHOM
CrocoOHOCTH, Oa3UPYIOIIUECS HAa BOJOKOHHO-ONTHYECKUX TEXHOJOTUAX U BJIEMEHTaX,
MPEANOIaraloliuX MaplipyTU3alUI0 W KOMMYTAIUIO ONTUYECKUX COCAMHEHUH,
dbopMHupOBaHUS U  BOCCTAaHOBJICHHS ypOBHEW MOIIHOCTH ONTHYECKHUX  BOJIH,
MepeHoCcAMX HHPOpMaIlMOHHYI0 Harpy3ky. OCHOBHas 3ajada ONTHYECKUX CeTeH
CBSI3U COCTOMT B TPAHCHOPTUPOBKE JIOOOTO BUJa MHPOPMAIMOHHON HArpy3Kud Ha
JIFOOBIE JUCTAHIIMH C 3aJaHHBIM BRICOKHM KaueCTBOM.

Onruyeckue CeTH HMMEIOT JeTajlbHOE KJIacCHU(UKAIMOHHOE JCJICHHE Ha
JIOKAJIbHBIC, CETH JOCTYIa, TEXHOJOTHYECKHE CETH, BEJOMCTBEHHBIC CETH, CETH
ropoioB (MM METPO-CETH), CETH PErMOHAJIbHBIC UM CETH MarucrpaibHbie. [Ipu 3TOM
MH(POPMALIMOHHBIE BUIBI HArPY3KH B ONTHYECKUX CETAX MOTYT OBITH IPEICTaBICHBI
aHaJIOTOBBIMU U MIU(DPOBLIMU CUTHAJIAMH.


https://www.garant.ru/products/ipo/prime/doc/407297268/?ysclid=lmiqse24rb159880381

[MudpoBbie cHTHANBI M3-32 WX BBICOKOW IMOMEXOYCTOWYMBOCTH  SIBIISIOTCS
peo0IaTaroIMMU B COBPEMEHHBIX KOMMYHUKAIMSIX U MPEJCTABISAIOT COO0H TOTOKH C
mukangeckor  (TDM, Time Division Multiplexing - MynbTHIUIEKCHpOBaHHE ¢
paszeieHHeM BO BpeMeHH) M makeTHou opranusanueir (PDM, Packet Division
Multiplexing - MyJIbTHIUIEKCUPOBaHUE C pa3JeICHUEM aKETOB), EPEHOCSIINE JTFO00H
BH/T uHbOpMaIu (peueBbie COOOIICHMS, JTOKYMEHTAIIbHBIC JaHHBIC,
BUJICON300paKCHHSI, MYyJIbTHCEPBUCHYIO Harpy3Ky W T.JI.) B ONTHYECKUX KaHAIaX.

AHaJOTOBBIC pEIICHWS B ONTHYECKHMX CETAX C TOYKH 3pPEHUS KadecTBa
oneHuBaroTcs otHomreHneM curHa/myMm (SNR, signal noise ratio), B onTuueckux
KaHajgax ontwueckuM ortHomeHueMm curHan/myMm (OSNR, optical signal noise ratio).
[{udpoBbie perieHUs B ONTHYECKUX CETAX C TOYKH 3PEHUS KadyecTBa OICHUBAIOTCS
koadurmenTom 6utoBbIx omubok (BER, bit error rate). B xananax ontuueckux ceTei
s mudpopoit nepeaaun mokasarean OSNR u BER uMeroT npsimMyro B3aMMOCBS3b, T.€.
nepeuaHO BenmmanHa OSNR omnpenensiercst nomyctumoii BenmnunHoit BER.

JIxo60if BuA MH(POPMAIMOHHBIX CUTHAJIOB B COBPEMEHHOM OOIIECTBE BO MHOTHX
CIIy4astX HYXJaeTcsl HE TOJbKO B BBICOKOM KadecTBE Tepenadyd OT HCTOYHHKA K
MOJIy4aTelto, HO M B 3aIIUTE OT HECAHKIIMOHWPOBAHHOTO OCTYIAa CTOPOHHUX JUIl U
opranuzanui. Jng 3amutsel mHGOpMaLMK, TPAHCTIIOPTUPYEMOM B ONTHUYECKHUX CETAX,
MPUMEHSIOTCS Pa3IUYHbIC CPEJICTBA W TEXHOJOTHH 3aCEKPEUYMBAHUS W OTPAHUYCHUS
noctyna. K TeXHOIOTHSAM 3aCeKpeUrBaHUSI OTHOCSTCS KpHUNTOTpadudecKue peneHus 1
pelIeHrs] O KBAHTOBBIM KOMMYHHUKAIUsM. Cpeaud CpencTB 3alluThl ONTHYECKHUX
COCIMHCHU YaIlle BCEro MPUMEHSIOTCS TEXHUYECKUE PEIICHUS Ha OCHOBE ONTHYECKOMN
pedaeKTOMETpHH, 3alTyMJICHUE JIMHANA CBSI3H, IPEANCKAXKEHUS CUTHAIIOB U JIP.

Bcé BhIlIe mepeuucieHHoe SBISETCS MPEAMETOM HW3Y4YeHHS B JHUCIMIUIAHE, T.C.
CpEIICTBAa 3alUTHI ONTHYECKUX CEeTeH, KpunrorpaduuecKue pelieHuss W KBAHTOBBIC
KOMMYHUKAIIHH.

1.2. KBaHTOBbIe KOMMYHHUKAIIMH

Yrto nmpencTaBiIsiOT cO00M KBAHTOBBIE KOMMYHHKAITUH ?

OO6uiee onpeneneHne KBAaHTOBBIM KOMMYHUKAIUAM MpuBoauTcst B HanmonanbHoM
cragmapre PO T'OCT P 58568-2019 "OIITUKA M ®OTOHUKA. ®OTOHUKA.
TEPMUHBI U OITPEAEJIEHUSA" B pa3aene, NOCBAMEHHOM ONTUYECKOU CBS3H.

Onruyeckasi cBsA3b: crioco0 nepenayn HHPOpMAIK, UCTIONB3YIOIINI B KaueCTBE
HOCHUTENS MHPOPMALIMOHHOTO CUTHAJA 3JIEKTPOMArHUTHOE U3JIy4eHUE ONTHYECKOTO
Jrana3oHa.

KBaHTOBbIE KOMMYHUKALMM: DAa3Jel ONTHYECKOW CBS3M, CBS3aHHBIA C
W3YUYEHHEM U TMPAKTUYECKUM NPUMEHEHHUEM METOJIOB Mepenadyd HuHbOpMaluu
(dboToHaAMH, HAXOSAIIUMHUCS B HEKJIACCUIECKUX (KBAHTOBBIX) COCTOSIHUSX.

Harmmmonamerpiii  ctagmapt [THCT 829—2023 «KBaHTOBBIE KOMMYHHKAITUU.
OO6mre MmoNOKEeHUsI U1 TEPMUHOJIOTUS» YCTAHOBUT €IMHBbIE TPEOOBAaHUS K apXUTEKTYype
KBAHTOBOM CETHM U TEPMHUHOJIOTHH, a TaK¥K€ TUIOBbIE MPUMEPHI MPUMEHEHHS JTaHHBIX
texHomoruii. Bmeaén B gmeiictBue ¢ 1.09.2023. OmpeneneHne KBaHTOBBIX
koMMmyHuKanwit o ctaggapty [THCT 829—2023:



Keanmoevie kommynukayuu — smo nepedaua ungopmayuu nocpeocmeom npsamoll
nepeoavyu KEAHMOGbIX COCMOAHUL UIU HOCPEOCMEOM KEAHMOBOU 3aANYMAaHHOCMU.
OcHosHbIM  HOcumeneM UHpOpMayuu 6 KEAHMOBLIX KOMMYHUKAYUAX SAGIAIOMCA
K6AHMOBble — CUCTeMbl, COCMOSHUS ~ KOMOpulx  Kooupyromes — (usmensiomcs) 8
coomeemcmeuu ¢ nepeoasaemou ungpopmayuei. CuecHan, Onucbl8aemulil KEAHMOBbIM
COCMOAHUEM, ABAAENCA KEAHMOBLIM CUCHATIOM.

CBs3aHHOE C 3TUM OIPEJICIICHUEM €IIE OAHO MOHATHE B CTAHAAPTU3ALUH

KkBaHTOBasi kpunrorpagus (puc.l.1): cuctema 3amMTH NIEpeIaBaEMON 1O CETH
ONTUYECKOM CBS3UM HHQPOpPMAIIUU, B KOTOPOM HCHOJB3YIOTCS KBAHTOBBIE CBOWMCTBA
YaCTUIl, HAXOASIINXCS B HEKJIACCUYECKUX COCTOSHUSIX.

KeaHToBan kKpuntorpadua — peweHune 3agay Kpuntorpadpuueckoit 3aumThl
uHboOpMaLMK C UCNONL30BAHMEM KBAHTOBLIX CBOMCTB OTAENbHbIX GOTOHOB
(HocuTenei MHGOpMaLUMK B KBAHTOBOM KpunTorpadum)

KBAHTOBBIE TEXHOJIOTHH 3ALLIUTBI MHOOPMAILIUN
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Puc.1.1. KBanToBas kpuntorpadus 1 KBAHTOBbIE TEXHOJIOTUU

OnTuyeckass nakeTHass KOMMYyTauusi. TeXHOJIOTHS ONTHYECKOW TMepenadyu
UHPOpPMAIIUU IMyTeM JEJCHUS €€ Ha YacTh HeOONbImIoro pasMepa (Tak Ha3bIBaEMBIC
IaKeThl), KOTOPHIE MEPeIaroTCsi B CETH HE3aBUCHMO IpYr OT Jpyra M cojaepKar
3aroJIOBKH, B COOTBETCTBUU C KOTOPHIMH PACHOJIOKEHHBIC B y3JIaX CETH KOMMYTATOPHI
NEPEHANPAaBIIAIOT MAaKeThl JUOO0 Ha KIMEHTCKOE OO0OpyAOBaHHE, JUOO Ha JApYrou
IIPOMEKYTOYHBIN y3€Il.

KBanToBO-onTHYEeCKHEe cHCTeMbl: (YHKIMOHAIBHBIE CHCTEMBI, B KOTOPBIX
MCTIOJIB3YIOTCS] KBAHTOBBIE CBOICTBA CBETA.

OnTHKO0-3/JIEKTPOHHbIE CHCTEMbI. CHCTEMBI, B KOTOpPHIX HH(popMamus 00
UCCIIETyeMOM WJIM HAOII0JaeMOM O0BEKTE MEPEHOCUTCS ONTHUECKUM H3ITYyUCHHEM WIIH
COZEPKUTCSA B ONTHYECKOM CHUTHAle, a €€ MepBUYHas 0OpaboTKa COIpPOBOXKIAETCA
peoOpa3oBaHUEM PHEPTUN U3ITYUEHUS B DJIEKTPUUECKYIO SHEPTHIO.

KBanToBasi ceTb — 3TO KOMMYHUKAIIMOHHAsI CETh, KOTOpas IMpeIHa3HayeHa s
OpeIoXpaHeHus  MepenaBaeMoil  WHpOpMAIMM  TMOCPEACTBOM  MPHUMEHEHHS
OCHOBOIIOJIATAIONINX 3aKOHOB KBAHTOBOW MEXaHHUKHU.




KBaHToBas ceTh OyJeT BBINOJIHEHA HA OCHOBE CHCTEM KBAHTOBOW KpUNTOTrpaduwu,
MpeaHa3HAYeHHBIX Uil ucnonb3oBaHuss B BOJIC, Kk KOTOpBIM MNpeabsSBISIOTCA
cleayroIre TpeOoBaHus

—BBICOKas CKOPOCTh PACCHUIKH KITIOUEH;

—(hyHKIIMOHUPOBAHKE B CTAaHAAPTHBIX BOJIOKHAX;

—YCTOMYHUBOCTh K BHEIIHUM YCJIOBHSIM Ha KaHaJ CBSI3H, COOTBETCTBYIOIIUM HOP-
MaJIbHOMY PEXHUMY SKCITyaTallud BOJIOKOHHO-ONTUYECKUX JIMHUM;

—CTa0MIBHOCTh ONTUYECKUX CXEM BHYTPU OJIOKOB OTIPABUTEIIS U MOJTydaTeNs,

—BO3MOKHOCTh CUHXPOHU3AIMU TPUEMHOIO U MEPEAAIOIIET0 YCTPOUCTB ONTHYE-
CKHMU METOJIaMHU.

Wtor: KkBaHTOBbIE KOMMYHUKAIIMM YacTh HAIMpaBJICHUS Pa3BUTHUS (POTOHHBIX
TEXHOJIOTHH WJIM KBaHTOBBIX TexHoyorui (puc.1l.2). KBaHToBas TeXHOJIOTHS — 00JIaCTh
(¢u3uKH, B KOTOPOM HCMOJB3YIOTCA CHEeUU(PUUYECKHE OCOOCHHOCTH KBaHTOBOMU
MexaHuku. [lpeamer BHUMaHUS AUCHUIUIMHBI «ONTHYECKHE CETH W KBAHTOBbBIC
KOMMYHHUKAIIMU» B OOIIEM 0030pe KBAaHTOBBIX TEXHOJOTUH — TOJIbKO KBAaHTOBBIE
KOMMYHUKAIIMH J1JISI IPOBOJHBIX ONTUYECKUX CETEH.

KBaHTOBbIE TEXHONOFMMH

KBaHTOBbIE CEHCOPbI

&S

KBaHTOBbIE BbIMKMCNEHWA
. Y

‘8

KeaHToBbIE HOMM YHHHALLHM

[na nepegavun wHbopmaLmMm Ana 3awmTel MHQoOpMaLKK
(TenenopTauma, CEEPXNIOTHOE KOAWPOBaHKE) (kBaHTOBaA KpunTorpadua, Wndpoean NoANMCh)
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Puc.1.2. KBaHTOBBIC TEXHOJOTHUH IO HATIPABJICHUSIM Pa3BUTHUS

Bcero npegycMOTpeHO Tpy BapuaHTa peain3alii KBAHTOBOM KOMMYHHKAIIUU :

M0 ONTOBOJIOKOHHOMY KaOeli0 — CEepBEpPhl CBSI3aHbl MO YK€ CYIIECTBYIOIIUM
KaHajaM KOMMYHUKAIUHU; 10 OTKPHITOMY IIPOCTPAHCTBY — IO 0OOPYAOBAHUIO U CETSAM
COTOBBIX OIIEPATOPOB; Yepe3 CIIyTHUKOBYIO CBS3b — OOMEH KBAHTOBBIM KJIIOUOM
mudpoBaHUs C HA3EMHOM CTaHIIMEW U OPOUTATBHBIM CITyTHUKOM.

Hampasnenus pa3BuTHs KBaHTOBBIX KOMMYHUKaruil B Poccun mo 2025 roma


http://telecomtimes.ru/2018/10/cosmicheskiy-internet-oneweb/

HAMPABJIEHUE COCTOAHUE LENEBOV PE3YIbTAT MPOrHO3UPYEMbBIE | NMPOrHO3UPYEMbIE
PA3BUTHUA HA 2019 TOQ HA 2024100 BIO[DKETHBIE BHEBIO[DKETHBIE MOTEHLUMANbHbBIE YYACTHUKM
PACXO[bI PACXO[bI PEANU3ALIUM OIK
eDUCTUK Mnpa. pybnei Mnpa. pybnei

1. 2-kyBUTHBIN NpoLeccop 1. 30-50-KyOGUTHBI KOMMblOTEP LIKT M"Y, MUCuC, NOTT PAH,
2. 10-kyOUTHBI cUMynsTop 2. 100-1000-ky6UTHBI cUMYNSTOp BHUWA vm. H.J1. lyxosa, PKL,
1. KBaHToBbIE 3. HayuHbIi 3agen no KBaHTOBbIM 3. PaspaboraHo 5-10 kBaHTOBbIX 128 24 M®TW, Ckontex, CoepbaHk, I'TIb,
BblUNCIEHNSA anroputMam anropuTMoB. ? ? P>, Cubyp, I'MH, Aapodrnor,
4. CospaHa nnartcpopma ¢ 10 000 Mwutaykn, MuHkomesiau, Pocatom n
3anyckamu B rof Ansi pelleHnst 3ajaq ap.

1. Peluenue Touka-Touka ans 1. MpoayKToBblE peLleHNs TouKa-Touka Ha LIK HTU «KBaHTOBbIE KOMMYHMKALMNY»
OMTOBOMOKOHHbIX NHWIA Ao 100 km | paccTosHus Gonee 200 kM 1 ckopocTbio 1- MWCuC, PKL, LIKT MI'Y, UTMO, KKLI,
n ckopocTamu o 10 kbut/cek 10M6uT/c Ha 25 KM MMy, ®CB, MuHucTepcTBo
2. KsaHTOBbIE 2. [labopatopHble AEMOHCTpaLun 2. MexayropogHue KBaHTOBbIE CETU 1 78 34 O6opoHbl, PCTIK, KyPaiir,
KOMMYHUKaLUUW | ANS OTKPbITOTO MPOCTPaHCTBa Ha pa3BuTbIE TOPOACKUE ceTu obLuei ? ? WHdborteke, IMB, CbepbaHk,
[ECATKN METPOB npoTskeHHocTbio 6onee 10 000 km PocTtenekom, C-Teppa, T8, Ko
3. MpoToTunbl ceTeit Ao 4x y3nos 3. PelueHus Touka-MHorotouka - bonee 6esonacHocTu, KBaHT Tenekom,
128 nonb3osarenen Pocatom u ap.

Henv Oucuunaunvl cocmoum 6 hopmupoeanuu 3HaHuil 011 o0becneueHus
UHGOPMAYUOHHOU 0E30NACHOCIMU ORMUYECKUX MEIeKOMMYHUKAUUOHHBIX CUCHEM
U cemeil NOCPeOCHEOM PA3IUYHBIX MEXHUYECKUX NPUTLOHCEHUIl, KDUNRMO3AUW{UMbL U
6HeOpeHUsL K6AHMOBHIX MEXHON02UN (KOMMYHUKAUUIL) 6 PA3IUYHbIE CEMU CEAA3U.

Onuoit U3 mpobiemM «kiaccuyecko» cdepbl MHPOPMAIMOHHON 0€30MacHOCTH
SBJISICTCSI HEYMEHHE MHOTHX MPO(ECCHOHATIOB Pa3roBapHUBaTh HA TMOHATHOM SI3BIKE C
MOJIB30BATEIIIMU M TMOTPEOUTENSIMU YCIIYT 3amuThl WHGoOpMarmu. BMecTto Takoro,
MOHATHOTO, S3bIKa — AQHTIUIIM3MBI BKYIIE C «ITHYBUM SI3BIKOMY», TJC IMapa TEPMUHOB
MOXXET COJIepPKaTh CMBICIBI, OOBSICHEHNE KOTOPHIX OOBIYHBIM SI3BIKOM TPEOYeT Ienoi
CTPaHHUIIBI WJIM OYCHb TOYHOHW SPKOH aHaymoruu. M3yunTe BHUMATEIHHO MpETaraeMbIi
Jajiee TEPMUHOJIOTHIECKUH CIIOBApPh MOJTHOCTHIO MJIM YaCTUYHO YCTOSBITUXCS TTOHATHH,
HA3BAHUU, OINPEICICHUM.

1.3. TepMI/lHO.]]OI‘I/ISI AJIA OIITHICCKUX ceTeil 1 KBAHTOBBIX KOMMyHI/IKaHI/Iﬁ

A
AyTeHTH(UKANUsA — OIpeaelieHHe CyObeKkTa Mnepefayd HHPOpMalHuH 110
NPUHIMIY «CBOM — uyxoii». Knaccuueckas ayTeHTH(QUKALHS C OTKPBITBIM KIOYOM

MO/IBEp’KeHA aTakaM C KBAaHTOBBIM KOMIBIOTEpOM. KBaHTOBBIC KIIFOUM 00ECIICUHMBAIOT
3alUTy OT aTakK C JIFDOOW BBIUMCIUTEIHHOW MOIIHOCTHIO. PeanbHOE 3HAHWE Mapoys U
€CTh ayTeHTU(UKaIMs, OCHOBHAs 3ajadya KOTOpOM — yOeauTh coOeceqHUKa B
COOCTBEHHOM JIMYHOCTH.

b

BJioKYeiin (amra. blockchain, wusmauamsno block chain— nens u3 0OmoxoB) —
BBICTPOCHHAS M0 OMPEACIEHHBIM MpPaBUIaM HEMpepbhIBHAS MOCIE0BaTENbHAS IEMOYKa
OJ0KOB (CBSI3HBIN _CIIMCOK), cojepxamux uHpopMarmio. CBsi3b MeXAy OJIOKaMu
o0OecrnieunBaeTCs HE TOJBKO HyMEpaluei, HO U TeM, UYTO KaXblil OJI0K COJAEPKUT CBOIO
COOCTBEHHYIO XEII-CYMMY U X€II-CYMMY TMpeasiayiero Onoka. M3menenue mro0oi
uH(popMaIu B 0JIOKE U3BMEHUT €0 XELI-CyMMY.

BiokueiiH, KBaHTOBO-3alIUINEHHBIN — HENpPEpbIBHAS  IIEMOYKa OJIOKOB
UHGOPMAITUH, HWCIIONB3YIOIIas KBAaHTOBYIO HJIM TOCTKBAHTOBYIO KpHUNTOrpaduo (Miu
KOMOWHHpYIIas uX). Takod BUI OJIOKYCHHA MMO3BOJISICT ClIeaTh IMOAIMKUCH U KOHCEHCYC
YCTOMYMBBIMU K B3JIOMY CO CTOPOHBI KBAaHTOBOTO KoMmmbloTepa. IlepBbiMH B Mupe



https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%A1%D0%B2%D1%8F%D0%B7%D0%BD%D1%8B%D0%B9_%D1%81%D0%BF%D0%B8%D1%81%D0%BE%D0%BA
https://ru.wikipedia.org/wiki/%D0%A5%D0%B5%D1%88-%D1%81%D1%83%D0%BC%D0%BC%D0%B0

KBAaHTOBO-3aIlIUILCHHBIA OJIOKUEWH pa3paboTanu yueHbie u3 Poccuilckoro KBaHTOBOTO
nentpa u QRate.

Bao4Hbli_mmpp — Pa3HOBUIHOCTh CHMMETPHUYHOIO IMHdpa, ONESPHUPYIOIIETO
rpynmnamMu OuUT (UKCUPOBAHHOW NJIMHBI — OJIOKAMHU, XapaKTepHbIA pa3sMep KOTOPBIX
MeHsieTcs B npeaenax 64—256 out. Ecinu ncxoaupiii TeKCT (MIIM €ro 0CTaTOK) MEHBIIE
pa3Mmepa Osioka, nepes; mubppoBaHUEM €ro TOMOIHAIT. DakTUYecKu, OJOYHBINA MU
MpeACTaBIsAeT COOOM MOJCTAaHOBKY Ha angaBUTe OJIOKOB, KOTOpas, Kak CJIEICTBUE,
MOXET OBbITh MOHO- WM mojauaidaBuTHON. brounbli mMdp SABISIETCS BaKHOU
KOMIIOHEHTOM MHOTHUX KpUNTOrpadUueCKuX MPOTOKOJIOB U IIUPOKO MCIOJIB3YETCS IS
3amuThl... biiounsrit mudp «Ky3neuuk» (Bxoaut B ctanmapt [OCT P 34.12-2015) —
CUMMETPHUYHBIN alTOpuTM OJIOYHOTO MHdpoBaHUs C¢ pa3Mmepom Onoka 128 Out u
JUTMHOM KiTtoya 256 OWT M MCTONB3YIOIMMNA TSl TEHEPAIMN PAayHAOBBIX KITIOYEH CETh
deiicrens.

B

BoJsiokoHHO-ONTHYECKAS] JTUHUSA CBSI3M — 3TO BUJI CUCTEMBI NIEpPeaun JaHHBIX,
Ipu KOTOpoi uHOpMaIus MepeaeTcsl M0 ONTHYECKOMY BOJIOKHY. ONTOBOJIOKOHHAS
CBSI3b MMEET PsJl MPEUMYLIECTB IO CPaBHEHUIO C APYTUMH CIOcO0aMU Mepenaydu
uHpopMalMK: OHA MO3BOJSET IMEpelaBaTh JlaHHbIE Ha OOJIbIIME PAacCTOSAHUS Oe€3
UCIIOJIB30BaHUsl YCWINTENEH, a CKOPOCTh Mepejayu HACTOJIbKO BBICOKA, YTO OCTAETCS
HEJIOCTHKUMOM  Jyiss  Jpyrux  cucrem  cBs3u.  lllupoko  ucnonb3yercs B
TEIEKOMMYHUKAIIMOHHBIX CETAX Pa3HbIX YpPOBHEHW, a TakkKe B MPOMBIIUICHHOCTH,
SHEPreTHKEe, MEIUIIMHE, CUCTeMaX O€30MaCHOCTH U IPYTHX 00JIaCTsIX.

r

I'enepaTop ciy4yailHbIX 4YHcCes, KBAHTOBbIA — OJWH U3 OCHOBHBIX KOMIIOHEHTOB
CUCTEMBbl KBAHTOBOTO PpACHpEIEICHHs KIKOYEH, KOTOPbIA HCIONB3YETCS IS
dbopmupoBaHusa Kpuntorpadguueckoro kirouya. B oTinuume OT MareMaTH4ecKoro u
arrmapaTHOTO TEHEPATOPOB CIYyYaWHBIX YKCEJ, KBAHTOBBI — KMCTUHHO CIy4acH, a
3HAQYUT, YCTOMYMB K arakaM KBaHTOBOIO KoMmbloTepa. [loMHMMO KBaHTOBOTrO
pacupenesieHuss  KJIIO4YeH, KBAHTOBBIM TIE€HEPATOp  CIYyYaWHBIX UYMCEII  MOXKET
UCIIOJIb30BaThCSl B MHXKCHEPHBIX pacueTaXx M (UHAHCOBOM MOJCIUPOBAHHU (METO.
Momnre-Kapiio), a3apTHBIX HTpax, a TAKKe I YCKOPSHHSI MAITUHHOTO 00YYCHHS.

Metoaslt MonTe-Kapiio — rpymnma 4YHCIEHHBIX METOAOB ISl U3Y4YCHUS
Clay4dallHbIX mponeccoB. IIpomecc B 3TOM METOJE OMNKCHIBAETCS MAaTEMAaTHYECKOMN
MOJIENIBIO C HUCTOJIb30BAHUEM T€HEpATOpa CIyYalHBIX BEJIIMYHMH, MOJEIb MHOTOKPATHO
00CUUTHIBAECTCS, @ HAa OCHOBE IMOJYYECHHBIX JAHHBIX BBIUYUCISIOTCS BEPOSTHOCTHBIC
XapaKTEpUCTUKHA paCCMAaTPUBAEMOIO MpOLIECCa.

A

Jlopo:kHasi KapTa N0 KBAaHTOBBIM KOMMYHHKAIUSIM —  JOKYMEHT,
yTBepxkIeHHbIN [IpaBuTenbcTBEHHON Komuccueld mno IudpoBoMy paszButuio PO B
ceaTs0pe 2020 roga, OH ONTUCHIBACT MOIIATOBOE Pa3BUTHE KBAHTOBBIX KOMMYHHKAITUH B
ctpane mo 2024 roma. B pamkax MOpOKHOW KapThl TUTAHUPYETCS CO3JaHUE WHTEPHETA
Belllell Ha 0a3e KBAHTOBBIX BBIYUCIICHUA W GHEOPEHUE MAZUCHPATNbHBIX KEAHHI08bIX


https://nplus1.ru/news/2017/05/26/quantum-blockchain
https://kartaslov.ru/%D0%BA%D0%B0%D1%80%D1%82%D0%B0-%D0%B7%D0%BD%D0%B0%D0%BD%D0%B8%D0%B9/%D0%91%D0%BB%D0%BE%D1%87%D0%BD%D1%8B%D0%B9+%D1%88%D0%B8%D1%84%D1%80
https://kartaslov.ru/%D0%BA%D0%B0%D1%80%D1%82%D0%B0-%D0%B7%D0%BD%D0%B0%D0%BD%D0%B8%D0%B9/%D0%9A%D1%83%D0%B7%D0%BD%D0%B5%D1%87%D0%B8%D0%BA+%28%D1%88%D0%B8%D1%84%D1%80%29

cemeil 0na 0e30nacHoil nepedayu OAHHbIX. TEXHOJOTHS MPEANOJAraeT KBAHTOBOE
pacripefiefieHue Kiro4yedl mudpoBaHUS TpPU NEepefade JaHHBIX [0 BOJIOKOHHO-
onTu4eckor cBs3u. OAHUM U3 TEPBBIX MIJIOTHBIX MPOEKTOB CTAJIO CTPOUTEIHCTBO
MarucTpaibHON KBaHTOBOUM ceTu «MockBa — CankT-IleTepOypr» HpOTSKEHHOCTHIO
okosio 800 kM. 3a peanuzanuio gopoxHOH KapThl oTBeuyaeT OAO «PXKJI» coBMecTHO ¢
BEIYIIMMHU SKCIIEPTaMU U HAYYHBIMU OpTaHU3alASIMHU.

JlekorepeHTHOCTh. Bo3jeiicTBiEe BHEIIHEW Cpeinl paspymaeT KBaHTHI (3(¢exT
HOCHT Ha3BaHUE JICKOTEPEHTHOCTH). OTOT 3(hdeKT Takke SBISICTCS NPUIUHON
CJIO’KHOCTH JTUTEIBHOTO YACPKAHUS «3aIMyTAHHOT0» COCTOSIHUSI KBAHTOBBIX YaCTHII.

E

E91 — mpoTokon KBAaHTOBOTO pACTIPEICIICHUS KIIOYEH C MOMOIIBI0 KBAHTOBOU
3amyTaHHOCTH. beun mpemnmoxker Aptypom Dkeptom B 1991 romy. Urpaer Gosbinoe
3HAUCHWE TP JI0KA3aTEIICTBE CEKPETHOCTH KBAHTOBBIX KOMMYHHKaIui. [IporoTun
CUCTEMBbl KBAHTOBOW KpunTorpaduu Ha OCHOBE 3TOr0 MPOTOKOJA ObLI ClellaH B
CuHramypckoMm meHTpe KBaHToBbIX TexHonorui CQT.

K

Kunb bpaccap — kananckuii pu3nk-TeopeTuk, Kotopsiii B 1984 rogy coBMecTHO
¢ Yapnas3zom X. bennerrom pazpaboTan NepBbIi B MHUpPE MNPOTOKOJ KBAHTOBOTO
pacmpejeneHuss KJIOYel, Ha3BaHHBIM B WX uecTh, Bennett-Brassard 1984 (BB84).
[Tomumo storo, Kunbs bpaccap — aBTop 00JbIIOr0 KOIUYECTBA pabOT MO KBAaHTOBOM
TeJenopTaluy, KBAHTOBOM 3allyTAHHOCTH U KBAaHTOBOM kpunrtorpaduu. Ceifyac TOIbKO
3TOT IPOTOKOJ B Moaudukanuu Decoy-state BB84 umeer moaHoe q0Ka3aTeIbCTBO OT
HauOoJiee OOIIKX aTaK, HE TOJIbKO UHAUBUAYAIbHBIX, HO U KOJUICKTUBHBIX.

3

3aKpBITHI _KJKWY — COXpPaHSIEMbld B TallHE KOMIIOHEHT KIIIOUYEBOM THaphl,
MIPUMEHSIIOIIEHCS B aCHMMETPUYHBIX MU(ppax, TO €CTh TakKuX mudpax, B KOTOPHIX JIs
MPSIMOTO W OOPaTHOTO MPeoOpPa30BAHUI UCIOIL3YIOTCS pa3Hble KIoud. B oTinune ot
3aKpBITOrO KJIOYa, JPYrod KOMIIOHEHT KJIIOYEBOM MHapbl — OTKPBITHIM KIIIOY, KakK
MpaBUJIO, HE XPAHUTCS B TaliHE, a 3alUIIAETCS OT MOAJICIIKN U MyOIUuKyeTCsl.

«3Be31a» — TOMOJIOTUSI CETH KBAHTOBOTO paclpeiesieHusl KItouei, OepeT UCTOKU
B c(hepe OONBIINX FNEKTPOHHO-BBIUMCIUTENIBHBIX MAIIWH, T/I€ TOJOBHOM KOMIBIOTED,
BBITIOJTHSIOMNN (PYHKIIMKM cepBepa, MOJaydaeT U 00padaThiBaeT BCIO HH(POPMAIUIO C
nepudepuifHpix ycTpoiicTB. [lo cpaBHEHHMIO € JAPYrMMHU TOIOJOTUAMH, «3Be3da»
ABJIsIeTCA HamOousiee JenieBoi BO BHeApeHUU. OHAKO €CTh M HENOCTAaTKH, Hampumep,
HapyllleHUE CBSI3U MPHU BBIXOJIE U3 CTPOS CEPBEpa.

Tomnosorus «3Be3ma».

3a1auyu NPOEKTOB KBAHTOBBIX CeTeIi:

—pa3paboTKa CUCTEM KBAaHTOBOM KpUNTOrpaduu, NpeIHaA3HAYCHHBIX JIJIS1 UCIOJIb-
30BaHUs B CETEBOM PEXUME B IMHUIX CBSI3U TEIEKOMMYHHUKAIIMOHHOTO CTaHIapTa,

—pa3paboTka TPOTOKOJIOB CETEBOTO B3aMMOJECHCTBUS CHUCTEM KBAaHTOBOMU
Kpunrorpaduu s CeTel pa3IMYHON TOMOJIOTHUU C TMHAMUYECKON MapuIpyTH3aluei;



https://www.bfm.ru/news/473972
https://kartaslov.ru/%D0%BA%D0%B0%D1%80%D1%82%D0%B0-%D0%B7%D0%BD%D0%B0%D0%BD%D0%B8%D0%B9/%D0%97%D0%B0%D0%BA%D1%80%D1%8B%D1%82%D1%8B%D0%B9+%D0%BA%D0%BB%D1%8E%D1%87

—pa3paboTKa U IpOrpaMMHas pean3aIis METOI0OB U aITOPUTMOB THHAMHYECKOM
MapmpyTu3anud (KOMMyTallii) B MHOTOY3JIOBBIX (MHOTOKaHAJIbHBIX) KBAaHTOBBIX
CETHX;

—MUCCIe0BaHuE, 000CHOBaHME U BHIOOP METOAOB OOECIEUECHUs KayecTBa
CETEeBOro 00CTyKHBaHUSI AOOHEHTOB KBAaHTOBO-KPUIITOIPAPUUECKUX CETEH;

—pa3paboTka 71a00PaTOPHOTO MPOTOTUIA YCTPOUCTBA TUHAMHYECKOIO YIpPaB-
JICHUSI MapIIpyTaMu B KBAHTOBOH CETH,

—CoO3/1aHue AKCIIEPUMEHTAIIBHOIO MaKeTa KBAaHTOBOW CETU C AUHAMHUYECKOU
MapUIpyTHU3aALHUEH;

—pa3paboTka METOJOB Tepeladd ONTHYECKONW KBAHTOBOW HH(POPMAIMA B BO3-
TYIITHOM TIPOCTPAHCTBE Ha TAJIbHUE PACCTOSIHUS,

—pa3paboTka TOIXOIAMECH TEXHOJOTUH pPean3aIlii ONTHYSCKONW KBAHTOBOU
MaMATA 1T KBAaHTOBOTO TTOBTOPUTENS, pPalOOTAIOMIETO HAa HECKOJbKUX HECYIIUX
4acToTax;

—TIOCTPOCHHE dJIEMEHTa KBAaHTOBOW CETH, OCHOBAHHOTO Ha MCIOJb30BAaHUU MHO-
rOYaCTOTHBIX KBAHTOBBIX MIOBTOPUTEIICH:

—OKCIEPUMEHTAIbHASL JeMOHCTparus dS()PEKTUBHOW WHTETpAMi KBAHTOBOU
MaMATH Y BEIYUCIUTENICH pa3IMuHbIX MTOJIH30BaTENICH B €IMHYIO KBAHTOBYIO CETh.

n

HNHTepHEeT, KBAHTOBBIN — CETh, COCAUHSIONIAS KBAHTOBBIE KOMIBIOTEPHI U
IpPYTHE YCTPOWCTBA, WCIIOIB3YIOIINE KBAHTOBBIE TEXHOJOrMUA. B oTiamume ot
TPAJALIMOHHOTO HWHTEPHETA, KBAHTOBBIM MCIIOJB3YyET JIaHHBIE, 3aKOJHPOBAHHBIC B
KyouTax. OHU K€ CIIOCOOHBI YACPKUBATH JIBA COCTOSIHUSI OJTHOBPEMEHHO, 3a CUET Yero
JIOCTUTAETCS MaKCUMaJIbHas 3alluTa MOJb30BaTeIbCKON HHMDOPMAITUH.

NuaycTpuu, B KOTOPHIX KBAHTOBbIE KOMMYHUKAUMHM OyAyT NPUMEHUMbI B
Oamakaiiiee BpeMst

. ®uHaHChl. baHKK — nepBbIE aJIENIThl HOBBIX TEXHOJIOTHM.

. I'occexkTop. 31eCh KOMMYHUKAllMM CBS3aHBI C JAHHBIMHU IIOJb30BATEIIEH,
roCyJapCTBEHHBIMU CUCTEMAMH, BEIOOpAMH, TO €CTh BCEMH chepaMu, B KOTOPHIX BaXKEH
BBICOKH YPOBEHbB 3aIUTHI.

. TenexommyHnunkamuu. CEpBHCH yIAJICHHOTO XpaHeHUs WHopmamuu (AM
TaK)Ke Ba)KHA XOpollas 3aiiuTa). JlaHHBIE I XpaHECHUS MOT'YT OBITh 3aIln(pOBaHbBI
KBAHTOBBIM CIIOCOOOM.

. Meauuuna. B Mupe coOupaior Bce OOdbIIe TEHETHYECKHX JTaHHBIX,
KOTOpPBIE OIPEIEIAIOT BCIO )KU3Hb YeJIOBEKa U €€ 0COOCHHOCTU. B psje cTpaH yxe uaet
MPOLIECC MO HAJEICHUIO IOPUINYECKON CUJIOM YaCTH NEHETHUYECKUX JaHHBIX YEJIOBEKa,
NpUpaBHUBAsE MX K IMACIHOPTHBIM JaHHBbIM. VX Takke BaXHO 3allUINaTh OT aTak M
MaHUMYJISHAM.

. JHepreTuka. BaxkxHo 3amumniate ynpaBieHUE KPYMHOU HUHPPACTPYKTYpPOH,
CHCTEMBI aBTOMATHU3AIMH, MEPEIAUYN YHEPTrUM. YK€ CEeHYac BO MHOTHX TOYKAX TaKUX
CHCTEM HCIIOJIb3yeTCsl KpUunTorpadus.

. Tpancnopr. JKene3Homop 0KHbIM, aBUAIIMOHHBIH, MOPCKOH,
TpyOOIIPOBOAHBIN, aBTOMOOUIILHBIN, pEUHOM.



Umuroscraska (MAC, amrn. message authentication code —  kox
ayTeHTU(PHUKAIMK COOOMICHUSI) — CPEACTBO OOECICUYCHUS HWMHUTO3AIIUTHI B
MPOTOKOJIaX ayTeHTU(PUKAIIMU COOOIIEHUM C JOBEPSIOMIUMHU APYT APYTY YHACTHUKAMHU
— cCHenuanbHbIi HA0Op CHUMBOJOB, KOTOpPBIM J00aBISIETCS K COOOLIEHUIO U
MpeAHa3HauYeH MJi1 OOECIEeUEHHUs] €ro LETOCTHOCTH U ayTEeHTU(DHUKAIMU UCTOYHHKA
TAHHBIX.

K

KBanToBblii 0uT (J-0MT) (KYyOMT) — OCHOBHOW OOBEKT, OTBETCTBEHHBIH 3a
nepenady naHHbix. [lo ¢du3nueckuM XapakTepUCTHKaM OH TIPEACTaBiIseT CcOOOoit
MOJISIPU30BaHHBIM  (POTOH, COCTOSHHE KOTOPOTO HEBO3MOXKHO IPOUUTATH JBAXKIBI.
[locne Toro, kak OH MEPEMECTUIICA MO KaHAIy ONTUYECKON CBSI3U, €r0 COCTOSIHHE
MEHSIETCSl, U IOBTOPHAS MOMBITKA MPOYTEHHUS BBIIACT COBCEM APYroil pe3ybTar.

KBanTtoBass 3amytanuHocThb (quantum entanglement) —  cBoiicTBO
MUKPOYACTHUI] HAXOJUTHCS B 0OCOOOM COCTOSIHUHU, B KOTOPOM OHU 00pa3yroT CBSI3aHHbBIC
Mnapbl. U3MEHEHUE XapaKTEPUCTUK OJIHOM YaCTHUIBI MPU 3TOM MTHOBEHHO MPUBOJUT
K U3MEHEHUIO XAapaKTEPUCTUK Jpyrou. HM3mepeHue CcOCTOSIHUSA OJHOW W3 YaCTULLl
MOATOMY aBTOMATUYECKHU MO3BOJISIET Y3HATh O COCTOSIHUU JApyroi. YacTuipl npu 3ToM
HEe 00513aTeIbHO HAXOASATCS OJIM3KO APYT K APYry — KaK COCEIHHE aTOMbI B KpHUCTAIIE
WK aTOMBI B MOJIeKyJie. PaccrossHue MekIy HUMH KBAaHTOBas MeXaHUKa (B TEOpPHH)
HE OTPAaHMYMBAET. 3alyTaHHOCTb — OJHA M3 CaMbIX CTPAaHHBIX Ha CETOJHA
Y HEUHTYUTHUBHBIX XapaKTEPUCTUK KBAHTOBBIX CHUCTEM. 3allyTaHHbIC YACTUIIBl BEAYT
ce0sl KaKk OJHO LIeJoe; 4To emé 0oJjiee CTPaHHO, U3MEHEHHUS! B UX COCTOSHUSX MOTYT
nepeaBaThCcsi MTHOBEHHO.

KBanTOBBIIl 0J10KYeilH - O0OJIbIIIOE BHUMAHHE TOCJIEIHHE TOJbl YIENsIOCh
TEXHOJIOTUU OJIOKYEHHOB — TEXHOJIOTHI NIl YIPABICHUS pacIpeeieHHbIMU 0a3aMu
JAHHBIX. BJIOKYEHHBI CITONB3YIOT IBA BAXKHBIX KpUnTorpadhuueckux HHCTpymeHTa. Bo-
MEPBBIX, AIEKTPOHHBIE MOJMUCH JJIsl TIOJATBEPKICHUSI aBTOPCTBA TPAH3AKIUH, KOTOpPbHIE
MBIl XOTHUM HamnpaBUTh B OJOKU. BO-BTOpBIX, pazHOooOpa3Hbie METOIbI JOCTHUKEHUS
KOHCeHcyca. Hanpumep, oJiuH U3 METOI0B — J0Ka3aTelbCTBO paboThl (Ha aHri. proof-
of-work — «Xaiitek») — 0a3upyercst Ha KpunTorpaGuIecKux XdII-() yHKIUAX.

KBanToBasi ceTb — 3TO KOMMYHUKAIIMOHHAS CE€Th, KOTOpas MpeHa3HayeHa s
MpeJoXpaHeHHUs]  TepeaBaeMoit uHpopMalu  MOCPEJACTBOM  IPUMEHEHUS
OCHOBOTOJIAraronX 3aKOHOB KBAaHTOBOM MexaHuku. KBaHTOBasi ceTb OyJET BHITIOJTHEHA
Ha OCHOBE CHCTEM KBAaHTOBOW KPUINITOTpaduu, MpeTHa3HAYEHHBIX JJIS UCIIOJIH30BAHUS B
BOJIC, k KOTOpbIM IPEABSABIAIOTCA CIEAYIONE TPEOOBAHNUS

—BBICOKasi CKOPOCTh PACCHUIKH KITIOUEH;

—(hyHKIIMOHUPOBAHKE B CTAHJAAPTHBIX BOJIOKHAX;

—YCTOMYHUBOCTh K BHEIIHUM YCJIOBHSIM Ha KaHaJ CBSI3HM, COOTBETCTBYIOIUM HOP-
MaJIbHOMY pexxumy skcruyataunu BOJIC;

—CTa0MIBHOCTh ONTUYECKUX CXEM BHYTPU OJIOKOB OTIPABUTEIIS U MOTy4aTeNs,

—BO3MOKHOCTh CUHXPOHU3AIMU MTPUEMHOIO U MEPEAAIOIIET0 YCTPOUCTB ONTHYE-
CKHMU METOJIaMHU.

KoMmyHukanmust — HaOOp TEXHOJIOTUH 1S Tiepegayu HHGOpMaIUU.
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B KBaHTOBBIX KOMMYHUKALMAX, B OTJIMYUE OT TPAJAUIMOHHBIX, B KadyeCTBE
HOCUTENSl BBICTYNAIOT HE OOBIYHBIE CBETOBBIE HMMYJIbCHl JOCTATOUYHO OOJIBIION
MOIITHOCTH, a KBAHTOBBIE CHUTHAJIbI, TO €CTh T€, KOTOpPbIE 00JIalal0T CYIIECTBEHHOU
KBaHTOBOW  MPUpOAOW.  MeToasl  KBAaHTOBBIX  KOMMYHHKAIuii  (KBaHTOBOW
KpunTorpadun) IMO3BOJISIIOT OE30MacHO paclpeeiaTh KPUNTOrpapUUecKHe KIFOUH
MEXKy KJIMEHTaMH MO HE3aIUIIEHHOW BOJIOKOHHO-ONITUYECKON CeTH WIu aTMOchepHOn
TUHUAU CBsi3U. [Ipym STOM TOMBITKA NEPEXBATUTh KIOY MOXKET TrapaHTUPOBAHHO
0OHapyKUBATHCSI.

KBaHnToBasi KOMMYHHKAIIMOHHAasi ceThb (Jajieec — KBAaHTOBasi CeTh) —
TEXHOJIOTHYECKasi CUCTEMA, BKIIIOYAIOIIasi CPE/ICTBA U JIMHUU CBSI3U, IPEIHA3HAUCHHBIC
Uil mepeAadur kBaHToBoM wuH(popmanuu. KBaHToBas ceTb oOpa3oBaHa U3 Y3JIOB,
KOTOpbIE MOT'YT TepeaBaTh, MPUHUMATh WM PaclpeAesisiTh KBAHTOBYIO HH(OpMAIIHIO.
VY351bl KBAaHTOBOM CE€TH COEAMHEHBI MEXAY COOOM KBAHTOBBIMU KaHAJIAMH W
KJIACCUYECKUMM KaHaJlaMU CBSI3M sl oOMeHa ciiy:keOHoM umH(opMaimeit, BKIouas
HHpOpMALIMIO O TPUHUMAEMbIX U TEPEJaBAEMbIX KBAHTOBBIX CUTHAIAX, a TAKXKE JJIS
CUHXPOHM3AIUH KBAHTOBOTO 000PYI0BAHMUSI.

Kpunrocucrema — »5To 3aBepmi€éHHas KOMIUIEKCHAs MOJENIb, CIOCOOHas
MPOU3BOJIUTH JBYCTOPOHHUE KPUINTONPEOOpa3oBaHUsl HaJ JAaHHBIMU MPOU3BOJIBHOTO
00béMa W TOATBEPKIATh BpPeMsl OTMPABKU COOOIICHHS, OOJagaromas MEXaHH3MOM
npeoOpa3oBaHus MaposieH, KIoUYe U CUCTEMON TPAHCIIOPTHOTO KOJUPOBAHUS.

Kpunronaker — KOHKpeTHas MPOrpaMMHasi peain3alusi KpUMTOCUCTEMBI.

Kpunrorpadbuueckuii __nporokou (aurn.  Cryptographic protocol) — »ar1o0
a0CTPaKTHBINA WM KOHKPETHBIA MPOTOKOJ, BKIIOYAIOMIUK HAOOp KpuUnTorpaduueckux
anroputMoB. B ocHOBe mpoTOKoONa JIEKUT HAOOpP MpaBWi, perIaMEeHTUPYIOIINX
UCIOJB30BaHUE  KpunTorpad@uueckux  MpeoOpa3oBaHWil U aNrOpuTMOB B
MH()OPMAIIMOHHBIX MPOIIECCAX.

Kpunrorpagmusi, kBaHTOBasi — METO/]] 3alIUThl KOMMYHHKAIIU, OCHOBAHHBIA Ha
MPUHIMIIAX KBAaHTOBOW (u3uku. B oTiauume OT TpaaMIIMOHHON Kpunrorpaduu,
UCIIOJB3YIONIEH MaTeMaTHUYE€CKUE METOJIbl, 3/1eCh JaHHBIE MEPEHOCSTCS C MOMOIIbIO
KyouToB. Ee peanusyror npu noMmouu (HOTOHOB B ONTOBOJOKOHHBIX JIMHUSX WM TO
BO3AYLIHOMY mpocTpaHcTBY. KBanTOBast kpunrorpadus, win, 0ojsee TOUHO, KBAHTOBOE
pacripeiefieHue KIo4eil. 9T0 COBOKYMHOCTh METOJIOB, HAIMPaBICHHBIX Ha BBIPAOOTKY
MEXJy VAAJICHHBIMU [OJb30BATEISIMU OOIEr0 CEKPETHOrO KII04a, KOTOPBIM B
JanbHENIIEM UCTIONb3yeTCs A1 U POBAHHUS.

Kpunrtorpaguyeckasi cHcTeMa ¢ OTKPBITBIM _KJK4Y0M _ (Pa3HOBWIHOCTh
ACHMMETPHYHOr0 _ 1mudpoBaHus, acHMMeTpPHYHOro mmdpa) — cucremMa
mdpoBanus w/wiu 3neKkTpoHHOM moamucu (DI1), mpu KOTOPOH OTKPBITHIN KITFOY
nepenaéTcs 1Mo OTKPHITOMY (TO €CTh HE3alUIIEHHOMY, JOCTYITHOMY JIUIsi HaOJI0ICHUS)
KaHaly W ucnojb3yercs s npoBepku Il u mans mmdpoBanus coobmieHus. s
reHepaiuu Ol u s pacmmppoBKU COOOIIEHUS MCHOJB3YETCS 3aKPBITBIMA KITIOY.
Kpunrorpaduueckue CUCTEMBI C OTKPBITHIM KJIIOUOM B HACTOSAIIEE BpPEMs IIHPOKO
MPUMEHSIIOTCS B Pa3JIUYHBIX CETEBBIX...

Kiwu — 5310 cekpetHas wuHpoOpMalus, HUCHOIb3yeMas KpunTorpadguueckum
aITOpUTMOM TpH  3amu@poBaHuu/pacin@poBaHUA  COOOIICHUM, TOCTAaHOBKE U
npoBepke NU(POBOW MOANMKMCH, BBIYUCICHUU KojoB ayTreHTHuHOCTH (MAC). Ilpm
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MCIIOJIb30BaHUU OJHOTO M TOTO € alrOpuTMa pe3yiabTaT MHUGPOBaHUS 3aBUCUT OT
Kiova. Jlas COBpeMEHHBIX alrOpUTMOB CHIIBHOW Kpuntorpaduu yTpaTa KiIloua
MPUBOJUT K MPAKTUYECKOU HEBO3MOKHOCTH pacinpoBats HHGOPMALIUIO.

Kpunrorpagpunuyeckne xem-GpyHKIUM — 3TO BBIACICHHBIN Kiacc Xeu-(QyHKIUH,
KOTOPBIA HMEET OMNpEICIICHHbIE CBOWCTBA, JAENAOIUE €ro NPUTOAHBIM IS
UCIIO0Ib30BaHus B Kpunrorpaduu.

Kpunrtorpaduyeckass CTOHKOCTB (MJIM KPUIITOCTOHKOCTh) — CIIOCOOHOCTH
Kpuntorpauueckoro ajJropurma npoTUBOCTOSATh KpUnToaHanuzy. CTOMKUM CUUTAETCS
aJIrOpUTM, aTaka Ha KOTOPBIM TpeOyeT OT aTakyloUero HaJu4us CTOJb 3HAUUTEIbHBIX
BBIYUCIIUTEIBHBIX PECYPCOB WIIM OTPOMHBIX 3aTpaT BpPEMEHU Ha pacliuppoBKY
MEepPEeXBAYCHHBIX COOOIIEHUM, YTO K MOMEHTY HX paclid@poBKU 3anuii¢HHAs
uHpopMalMs TMOTEPSET CBOK AaKTyalbHOCTh. B OONbIIOM KOJIMYECTBE CIy4yacB
KPUIITOCTOMKOCTh HE MOXKET ObITh MAaTEMAaTHUYECKU JOKa3aHa; MOXHO TOJBKO JI0KA3aTh
YSA3BUMOCTb...

JI

JIuHusi KBAHTOBOW CBSI3M — O3TO COBOKYITHOCTh METOIOB JUIS TIEpeaadu
nH(OpPMAITMK B KBAaHTOBBIX COCTOSIHHMSIX M3 OJHOW TOYKH B Apyryo. B 2016 roxy B
Poccun mpoBenu TepByrO B CTpaHe TOPOJACKYIO JIMHHIO KBAaHTOBOW CBS3U
MPOTSHKEHHOCTRIO 0K0J10 30 KM, KOTOpas coeauHuia nBa otaenenus «[ aznmpombanka» B
Mockse. Ilozxe, merom 2021 ropga, 3amycTHiachk BTOpasl JIMHHS KBAHTOBOW CBSI3U
Mexay MockBoit u Cankr-lIletepOyprom mnpotskeHHocThio 700 kM, cTaB camoit
kpynHoii B EBporie u BTopoit mo Benuwumae B Mupe. K 2030 roay kBaHTOBBIC JTHMHUHU
PXK]I npeBbICAT NPOTSHKEHHOCTH 15 ThIC. KM.

OopoxHan kapra OAO PX[I no
Caveroropys] Pa3BUTHUIO KBAHTOBbLIX KOMMYHHKaLWUWN

* CTPOMTENLCTBO MarucTpanbHbIX
ceten ¢ KPK — no 7000 km

» Peann3oBaHHbIW y4acToK
Cankr-lNetepbypr — Mocksa

* BOCTOYHLIA BEKTOpP ~ reseeeees
* HOXHbIi BEKTOP

» BHyTpuropoackue cetn KPK
8 [1K He BKNO4EHL!

M

MapumipyTuszanus B KBAaHTOBOM ceTH. CO3/1aHHBIE B MUPE IKCHEPUMEHTAIbHbBIC
KBAaHTOBBIE CETH XapaKTEPU3YIOTCSA KECTKO 3aJaHHOW MapupyTtuszanuein. B 1o xe
BpeMsl, BO3MOXHOCTh YIPABICHUS MapHIpyTaMH B KBAaHTOBOW CETU HMMEET OOJIbIIOE
3HAYEHHE MO CIECAYIOIUM TPUUNHAM:
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1.Ilpu co3naHum pa3BETBIEHHBIX KBAHTOBBIX CeTEl C OOJIBIIMM KOJIMYECTBOM
y3J10B AUHAMUYECKUA MOHUTOPHUHI COCTOSIHUSA JIMHUWA M BBIOOP ONTHUMAJIBHOTO Maplil-
pyTa Ha €ro OCHOBE MO3BOJIUT YBEIUYUTH JAaJbHOCTh H CKOPOCTh PACCHUIKU KIIOUEH.

2.0} deKTHBHOE YMpaBlIeHUE MApIIPYyTaMU TO3BOJUT TMPU HEOOXOJAMMOCTH
pacnpenensaTh MPOIYCKHYI0 CIIOCOOHOCTh KBAHTOBOI'O KaHAJIA: MEPEKIII0YATHCS MEXIY
peXMMaMU IT'eHepalri «TOYKA-TOUYKa» U MHOIOMOJIb30BaTEIbCKHUM.

3.¥YcrpoiictBo QKD He mO3BONIET OCYHIECTBISITh PACCBUIKY IO KaHaly, OJ10-
KHPOBAaHHOMY HEJETMTUMHBIM MOJb30BaTreaeM. B 3Tom cioydae JIuMHaMHyecKas
MapIIpyTH3alus B CETH 00ECIEYUT NOAEPKAHUE CBS3H C IOMOLIBIO EPEKIIIOUECHHS Ha
pE3€pBHBIE JINHUU WU AIbTEPHATUBHBIE MAPILIPYTHI.

MuHHATIOPpU3AIUA — COBPEMEHHBIM TpPEeHJ, 3aKIIOYAIOIUNCS B CO3JAaHUU
YCTPOMCTB YMEHBIIIEHHOTO pa3Mmepa U Macchl. OHa MpUMEHMMA BO BCEX HAIPABICHUSIX
KBAHTOBBIX TEXHOJOTHM. B 4aCTHOCTH, yMEHBIIUTh pa3Mep KBAaHTOBOTO KOMIBIOTEpA
MO3BOJIUT HOBAsi TEXHOJIOTHSl JJIEKTPOHHOTO OXJIaXJCHUS, KOTOpas 3aMEHUT CMECH
KPUOTEHHBIX KUAKOCTEN. B KOMMYHUKAIUSIX YMEHBIICHUE YCTPOUCTBA JJIsl KBAHTOBOTO
pacmnpeneneHus KItouel MO3BOJIUT COKPATUTh CTOMMOCThH ycTpoiictBa B 10-15 pas.

H

HenokaabHOCTh — BO3MOXXHOCTh MTHOBEHHOHW KOppensaiuu  (B3aUMOCBSI3H)
OJIHOW CHUCTEMBbI WJIM YACTHUIIBI K JIPYTOM CO CKOPOCTBHIO, MPEBOCXOJAIIECH CKOPOCTH
ceera. Ha ocHOBaHMM JAaHHOTO SBJEHUS BO3MOXXHO pEaIn30BaTh KBAHTOBYIO
TeJeNnopTaIuIo, KOrja rnepenada AByX OUT UH(POpPMAIIUU MOXKET OY€Hb TOYHO MEpe/aTh
KyOuT, TpeOYIOIIUi AJisi CBOETO OMUCAHUS TOPa3io 00Jibllle UHPOPMAIUK.

Q)

OnTtuyeckuii CUrHAJ — ONTHUYECKOE M3Iy4YeHHE, OJWH WM  HECKOJIbKO
napaMeTpoB KOTOPOTO U3MEHSIOTCSI B COOTBETCTBUU C MepeaBaeMoil nHpopManuei.

O0Opaszenr KBAaHTOBOM CeTM Ha OCHOBE MEXaHHM3Ma  IPOrPaMMHO-
koHpurypupyembix ceteit (SDN) u memooa keanmosou kpunmozpagpuu na 60xo6vIx
yacmomax mooyaupoeannozo usayuenus (SCW QKD). HoBuszHa BKIIOYACT psij
aCIEKTOB!

1. BnepBble OyaeT co3/jaH SKCIIEPUMEHTAIIbHBIN MaKeT KBAHTOBOM CETH C JUHAMHU-
YECKOW MApIIPYTU3ALHUEN.

2. BmepBble s TIOCTpOCHHS KBAHTOBOHW CETH OyAyT HCIOJIb30BaHBI
cuctembl SCW QKD, mnpegnaznauennbie 1 BOJIC  TenekoMMYyHHKAITMOHHOTO
CTaHJapTa.

3. BrepBrie Oymer pa3paboTaH OPUTHHAIBHBIA MAaKeT CETH, JEMOHCTPUPYOIIHMA
BO3MOKHOCTh YCTOWUYMBOM Nepeiaun (POTOHHBIX KyOUTOB B TypOylIeHTHOM aTMochepe.

4. B nenomM no mpoekty OyaeT pa3paboTaH U MPOJAEMOHCTPUPOBAH MAKET KBaH-
TOBOM CETU C KBAHTOBBIMH PEIUTEPAMHU.

OTkpoITHII_TeKeT (anria. plain text) — B kpunrorpaguu UCXOMHBIA TEKCT,
noUIeKamuii  mu@poBaHuto, W00 MOJYUYUBIIMHCA B pe3yJibTaTe paciuiu@poBKH.
MoskeT OBITh MPOYUTAH O3 JOMOHUTEIbHON 00padoTku (0e3 pacimudpoBKy).

Otiauuusa: KOAUPOBaAHHUC, HII/I(l)pOBaHI/Ie H XCIIUPOBAHHUC
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KoOuposaHnue UCToJIb3yeTCs, YTOOBI MepeiaTh COOOIIEHUE U €ro CMOTIIU
MPOYUTATh HA PA3HBIX YCTPOUCTBAX;

wiugpoeanue NCNonb3yeTcs, UYTOObI Ballle COOOIIEHNE HE CMOT MTPOYUTATH HUKTO
MMOCTOPOHHUM;

Xeuwuposanue VUCToJIb3yeTcs, YTOObl HUKTO HE CMOT HE3aMETHO U3MEHUThH Ballle
cOoOOIIeHHE.
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I[poTokoJ KBAHTOBBIX KOMMYHHMKAIIMH — CBOJ TMpPaBWI, IO KOTOPBIM
OCYIIECTBIISETCS PUTOTOBJICHNE U U3MEPEHUE KBAHTOBBIX COCTOSIHU cBeTa. [lepBbIii B
MHUpPE MPOTOKOJI KBAaHTOBOW KpumTorpaduu paspaboranu ydenbie Yapiap3 BeHHETT u
Kuns bpaccap B 1984 rony.

KsanToBsbIii mpoTokon BB84

Mporokoan Jupdu — Xemamana (anrn. Diffie-Hellman, DH) —
KpUNTOrpaUIECKUi TPOTOKOJI, TO3BOJISIONUN JABYM H 0oJiee CTOPOHAM IOJYYHTh
OOIIMIA CEKPETHBIN KITIOY, HCITOJIb3YSI HE3aIUIIICHHBIN OT MPOCITYIIMBAHKS KaHal CBSI3H.
[TonmydeHHBIH KITI0Y UCIIOIB3YeTCs IS IMU(POBaHHS JATbHEHUIIET0o 0OMeHa ¢ IIOMOIIBIO
JITOPUTMOB CHUMMETPHYHOTO MTU(POBAHUS.

IMocTkBanTOBasi KpunTorpadusi: pa3aes KpUnrTorpapuu, CBI3aHHBIA C ONEHKON
CIIOCOOHOCTH KpUNTOrpadUIeCKUX CHCTEM MPOTUBOCTOSTH aTakaM C MPUMECHEHHEM
KBAaHTOBBIX KOMIIBIOTEPOB, a TakKXKe CHHTE30M KPHUITOrpapUUeCKHX CHCTEM,
YCTOHYMBBIX K TAKUM aTaKaM.

IMocTkBanTOBasi Kpuntorpadgusi — wujaes CO3AaHHUS HOBBIX ACHMMETPHYHBIX
KpUNITOTpahUUECKUX aJITOPUTMOB, TTOCTPOCHHBIX HE Ha 3aJadax pas3JIOKEHUS YHCeN Ha
MPOCTBhIC MHOXHUTEIH, a HA IPYTHX CIOKHBIX MAaTEMAaTHYCCKUX 3a/Jadax, PH PEeIICHUU
KOTOPBIX KBAHTOBBI KOMITBIOTEp HE OyJIeT UMeTh MpeumyiiecTB. Hampumep, mowck
KOJUTU3UH XelI-()yHKITHH.

P

Pacnpenenenne kiaodeii, kBantoBoe (QKD)— wmerom mepemayum Kiroda, B
OCHOBE KOTOPOTO JIEXKHUT MPOIIECC KOMMYHHMKAIIMM JABYX CTOpoH. OH OCHOBaH Ha
CO3JJaHUU OOIIEero CIy4aHOro KJIIoYa, KOTOPBIM HM3BECTEH TOJBKO JIBYyM CTOpPOHAaM,
COCJIMHEHHBIM MO OTKPBITOMY KaHaly cBsi3u. OTnpaBuTtenb MUGPYET JaHHbIE, KOAUPYS
UX B COCTOAHHUS ()OTOHOB — KYyOHUTBI, U TEpelaeT MOIydaTesto, KOTOPHI, B CBOIO
ouepelib, AeKOAUPYET NMoTyyeHHY0 uHpopmanuio. KBaHToBOE pacnpeneneHue Kirouen
MO3BOJIET JIETKO OOHAPYKUTh, OBUIN JIM MepelaBaeMble JaHHbIE CKOMIPOMETHPOBAHbI
WJIU MMeJia JJU MECTO MOMBITKA B3jIoMa nepeaaBaeMoil HHGOpMaIuu.

PayHaoM (WiH ITUKIOM) B KpUIITOTpauK HA3bIBAIOT OJUH M3 MOCIICIOBATEIBHBIX
maroB 00pa0OTKM JaHHBIX B aroputMe 0siouHoro mudpoBanus. B mmdpax Delicrens
(TTOCTPOCHHBIX B COOTBETCTBUHU C apXHUTEKTypor cetm DeiicTens) M OIM3KUX €My II0
apxutekType mudpax — oaAuH mar MmuGpoBaHUA, B XOJ€ KOTOPOTO OJIHA WU
HECKOJIbKO YacTed mudpyeMoro 0yioka JaHHBIX MOABEPraeTcss MOAU(UKAIUU MyTEM
MIPUMEHEHHUS KPYTOBOMl () yHKIIUH.

C
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Cerb_®eiicTens, win xoncTpykims Peiicrens (amrm. Feistel network, Feistel
cipher), — oauH U3 METOAO0B MOCTPOCHHS OJI0YHBIX MUPPOB. CeTh COCTOUT M3 SUCEK,
Ha3biBacMbIX siuerikamu Dencrens. Ha BXox kaxIoW sS'YEUMKM TMOCTYNAKOT JAHHBIE U
Kio4. Ha BbIXOJe KaXJIOM sMEMKHU MOJIy4aroT U3MEHEHHbIC JaHHBIE U U3MEHEHHBIN
K04, Bce s4Yeliku OJHOTUNHBI, M TOBOPST, YTO CETh MPEICTABISIET COOOM
OIpeIeAEHHYI0O MHOTOKPATHO IMMOBTOPSIONIYIOCS (MHTETPUPOBAHHYIO) CTPYKTYpY. Kitrou
BBIOMPAETCS B 3aBUCUMOCTH OT aJropuT™Ma mudpoBaHus/paciindpoBaHusl 1 MEHIETCS.

CHMMeTPHYHBIE __ KPUIITOCHCTEMBI (TAKKE  CHMMETpHYHOE  mIH(pPOBAHIE,
cumMmeTpuuHble mdper) (anra. symmetric-key algorithm) — cmoco6 mudposanus, B
KOTOpOM il IHGpoBaHUS U paciIu@pPOBBHIBAHUS TPUMEHSAETCS OJWH U TOT XK€
kpunrorpadpuueckuit kiatod. Jlo M300peTeHuss CXemMbl aCUMMETPUYHOrO MU(poBaHUs
€MHCTBEHHBIM CYIIIECTBOBABIIUM CIIOCOOOM SBIISIOCH CUMMETPUYHOE MIU(POBaHUE.
Kitou anroputma A0JMXKEH COXPAHITHCA B TallHe 00EMMHU CTOPOHAMH, OCYIIECTBISATHCA
MepHbI 10 3al[UTe JOCTYIA K KaHally, Ha BCEM MYTH CJICIOBAHUS KPUIITOTPAMMBI.

CkopocTh TreHepaluM KJIKWYAa — KOJMYECTBO OUT CEKPETHOro KJIoua,
reHepupyemas 3a OJIHy CEKyHIy. DTO OCHOBHOM MapaMeTp KBAaHTOBOT'O pacIpeeicHus
kiroueit. CKOpoCTh BIMSIET Ha KOJIUYECTBO T€HEPUPYEMBIX KIIFOUYEH U HA TO, HACKOJIBKO
3 PeKTUBHO KIIIOYU HCHOJB3YI0TCS. B uieane koamdyecTBO OUT KItoua JOJKHO OBITh
PaBHO KOJMYECTBY OUT COOOIIEHUS — OJHOPA30BbINA OJIOKHOT. HO Tak kak CKOpOCTH
reHepaluu KI4Yell — JeciaTKUu OUT B CEKYH]y, TO HCIOJIb3yeTCS KOMIIPOMHCCHAs
cXeMa, HampuMep, OJIWH 256-OMTHBIA KII0Y Ha HECKOIBKO THrabauT wHOOpMAIiu.
Poccuiickue cuCTEMBbl KBAaHTOBOTO PACHPEACIICHUS KIIOYEH HaXOASTCA B TPOMKE
MHUPOBBIX JUJICPOB IO CKOPOCTH TeHepaluu kitodeit. Ha mepBom mecte Toshiba — 300
kOut/c, Ha BropoM — QuantumCtek ¢ 80 kOutT/c M Ha TpeTbeM — OTCYCCTBCHHAS
kommanus QRate ¢ 50 xout/c. Janee uger idQuantique co ckopocThio 3 KOUT/C.

Cxema Dap-I'amans (Elgamal) — xpunrocucrtema ¢ OTKPBITBIM KJIFOYOM,
OCHOBaHHAas Ha TPYJAHOCTHU BBIUUCICHUS JTUCKPETHBIX JIOrapu(MOB B KOHEUHOM MOJIE.
Kpunrocuctema BkItO4aeT B ceOs anropuT™M MU(pPOBaHUS U aNTOPUTM IUPPOBOH
noanucu. Cxema Dnb-I'amanisi J€XKUT B OCHOBE OBIBIIMX CTaHIAPTOB AJIEKTPOHHOU
mudposoit moamucu B CIIA (DSA) u Poccun (TOCT P 34.10-94).

T

Tenenmopramusi, KBAaHTOBasi — 3TO IIepeJavya KBAHTOBOI'O COCTOSHHS Ha KaKoe-
00 paCCTOSIHUE MPU MOMOIIM JIBYX COCTAaBJISIIONIMX: Pa3/IeICHHOW B MPOCTPAHCTBE
3alyTaHHOM Maphl ¥ KJIACCUYECKOTro KaHalia cBa3u. KBaHTOBOE COCTOSIHUE pa3pylIaeTcs
B TOYKE OTIIPABIICHHS IPHU IPOBEACHUHN HU3MEPEHHUS M BOCCO3JACTCSA OOpaTHO B TOYKE
npuema. [Ipu s3Tom uaopmalus He nepenaeTcs ObICTPEE CKOPOCTH CBETA, TaK KaK HAJI0
nepeaTh Ha CTOPOHY MOJydaTelist [Ba OuTa uHPOpMAIUU O pe3yJibTaTe U3MEPEHUs, HO
Py 3TOM MOKHO TepeaaTh KBAaHTOBOE COCTOSHHE, JUIi TOYHOTO OIMUCAHUS KOTOPOTO
norpeboBasicss OBl 3HAYUTEIBHO OodblmMii 00beM uHGOpMamuu. FEme oxHuMm
IIPUMEUYATCIbHBIM CBONCTBOM SIBIIIETCS TO, YTO IPH TEICMOPTAllMH CaMO KBaHTOBOE
COCTOSIHHE OCTACTCS HEM3BECTHBIM JIJISI TOT'O, KTO IIPOBOJIUT IMPOTOKOJI TEICIIOPTAIIHH.

Tect nHepaBencTBa beasa — B 1964 rony ¢wusuk /[>xon bemn mpemmoxun
MaTEeMaTHYECKYI TEOpeMy, KOTopas TO03BoJuja Obl MPOBEPUTH KBAHTOBYIO
MEXaHUKYy Ha COOTBETCTBHE JIOKAJbHOMY pealu3My. bemr mpeioXun mpoBeCTH
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CIIy4ailHO€ M3MEpPEHUE ABYX 3allyTaHHBIX YaCTHUI] OJHOBPEMEHHO WM MPOBEPUTH €0 Ha
COOTBETCTBHE HepaBeHCTBY. W3 paboret bemra cregoBanu B OJHO3HAYHO
pacrno3HaBaeMble CUTyallMd MPU CTATUCTUYECKUX U3MEPEHUSAX COCTOSHUMN 3aIlyTaHHBIX
yacTull. Eciu COCTOSIHUS BYX 3allyTaHHBIX YACTUIL OMPEICICHBI B MOMEHT pa3/IeJICHUs,
TO JIOJ>KHO BBITIOJHATHCS OAHO HepaBeHCTBO bemna. Ecnu cocTostHus ABYX 3amyTaHHBIX
YaCTHUL] HE ONPEAETEHbl 10 HM3MEPEHUS COCTOSIHUS OAHOM W3 HUX, TO JOJKHO
BBITOJIHATHCA IPYTrO€ HEPABEHCTBO.

Yy

¥Y3jbl 10BepeHHOro npueMa-nepenaum. /(s kBaHTOBeIX ceTedr O0onee 100 km
HEOOXOJMMO CTPOUTH MPOMEKYTOUHBIE JOBEPEHHBIE Y3JIbl MpHeMa-niepenaun. B atux
y37ax MPOU3BBOIATCA U3MepeHUsi (POTOHOB, TMOJYYEHUE KBAHTOBOTO KIOYa W
JalibHEWINass €ro Inepejada C MOMOIIbKD KBAaHTOBOTI'O KIIKOYA, CTCHEPHPOBAHHOTO Ha
CIEAYIOLIEM MpoJieTe ceTH. Tak Kak y3esl MPUHUMAET KBAHTOBBIE KIIFOUHM, OH JOJKEH
OBITH 3alUIIEH OT JEUCTBUM 30yMbluieHHUKa. Hampumep, B Kutae moctpoeHa ceThb
«Ilexkun — Illanxaii», cozepkamias 32 MOPOMEXKYTOYHBIX JOBEPECHHBIX y37a. B
MEPCIIEKTUBE BO3MOXKHO CHAENATh Y3JIbl TOJHOCTbIO KBAHTOBBIMH, HE TPEOYIOITUMHU
JIOBEpUsi, HO Il 3TOro TMOTpeOyeTcsi KBAaHTOBBIM IMOBTOPUTEINb, YCTPOMUCTBO
KOMOMHUPYIOIIee KBAaHTOBYIO TEJICTIOPTAIMIO0 U KBAaHTOBYIO MaMsTh, UTOOBI COXPaHSAThH
YCIICIIHBIE MOMBITKU TEIEMOPTALHH OT y37a K Y3Iy.

()]

@®oTOH — 3TO YaCTHUIA CBETA, caMasi PaclpOCTPaHCHHAS JIEMCHTapHAs YacTHIIA
Bo Bcenennoit. @OTOHBI MOXXHO MPEICTAaBUTh KaK BO3AYIIHBIC IIAPhI, HAMOJHEHHBIX
BOJIOM. BoOMHBI Ha MOBEPXHOCTH BOJBI HECYT HH(MOPMANMIO, a TMOJYYUTh 3Ty
UHGOPMAITUIO MOYKHO, JIMIIL TMPOJBIPSBUB INap, T.e. YHUYTOXHB (oroH. Ecim Ha
CIMHUYHBIN (DOTOH 3amucath OUT WHPOPMALIUU U OTHPABUTH €r0 MOIYYaTesio, 1Mo MyTH
HUKTO HE CMOXKET €r0 He3aMETHO MPOYHUTATh — ITO TAPAHTHPYETCS 3aKOHAMHU (DU3HKH.

dvyvuknus _¢opmupoBanus kiawua (anri. key derivation function, KDF) —
GbyHKIMSA, (GOopMUpYIONIAas OJUH WJIA HECKOJBKO CEKPETHBIX KIFOYEed Ha OCHOBE
CCKPETHOTO 3HaueHUs (TJIAaBHBIM KJIIOY, MapoJib WM MapojbHas (pasa) ¢ MOMOIIbIO
nceBAOCTyYaHON QyHKIMH. OYHKIHS GOPMUPOBAHUS KITFOUYA MOYKET HCITOJIB30BAThCS
JUTSL CO3JIaHUs KITIoua HeoOXO0IMMOM JUTHHBI WM 3aJaHHOTO opmara. [Ipumepom sToro
MOXET CIIYXHTh MpeoOpa3oBaHUE CEKPETHOTO KIII0Ya, MOJTYYCHHOTO KaK pe3yJbTaT

nporokona Jlubdum — XemiMmana, B CHMMETPUYHBIN KIIOY JJIS HCIIOJIb30BaHUS B
anroputme AES-256.

X

XpaHeHHe JaHHBIX, pacnpeaejeHHOe — YpPOBEHb 3aluThl uHopManuu. Eciu
BbI pa3fieuTe UHPOPMAITUIO MEXAY MATHIO Y3JIaMH, U KTO-TO MOJIYYUT JOCTYI MEHBIIIE,
YeM K IIOJIOBUHE, HAIIpUMED, K ABYM y3J1aM, TO OH HE CMOXKET HUYErO BOCCTAHOBUTH U3
Bamied nHpopmanuu. Ho ecam y Bac Oyner mocTtynm K TpEM y3liam, TO BBl CMOXETE
BOCCTAHOBUTH MOJIHYIO UH(GOPMAIIHIO, TaKE €CIIM JIBA IPYTUX OKAXKYTCS YHUUYTOXKEHBI,
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HaIpUMep, CropsaT B moxape. Takum 00pa3oM, ¢ TIOMOIIBIO KBAHTOBBIX KOMMYyHHUKAIIH
MOJKHO PEIINTh 33J1a49¥ HE TOJBKO 3aIIHUTHI IIepeauu, HO U 3alUThl XPAaHCHUS.

XemmpoBanue (MHOTAA «X3IIHPOBaHHe», aHTJ. hashing) — mpeoGpazoBanwme
10 JCTCPMUHUPOBAHHOMY QJITOPUTMY BXOJHOTO MAacCHBa JAHHBIX IPOU3BOJILHON
JUTMHBI B BBIXOJIHYIO OUTOBYIO CTPOKY (PHKCUPOBAHHOM JUTHMHBI. Takue nmpeodpa3oBaHHs
TaK)Ke HA3BIBAIOTCS XCM-PYHKIUAMU WM (DYHKIHSIMH CBEPTKH, & HMX PE3YyJIbTaThl
HA3bIBAIOT XCIIEM, XCII-KOJIOM WIIH CBepTKOM coobmienus (anrit. message digest). Ecnu
y JBYX CTPOK XCII-KOJIbl pa3Hbie, CTPOKH TaPAaHTHUPOBAHHO pa3IUYAIOTCS, €CIIU
OJIMHAKOBBIC — CTPOKH, BEPOSTHO, cOBNajaroT. XemmpoBanwe (amri. hashing -
«IpeBpamaTh B (apur», «MenraHnHa») — MpeoOdpa3oBaHNEe MacCHBA BXOJHBIX JaHHBIX
MPOU3BOJIBHOW JUIMHBI B (BBIXOJHYI0) OWTOBYIO CTPOKY YCTAHOBJICHHOHW JJIMHBI,
BBITIOJTHSIEMOE OMPEICIEHHBIM aIropuT™MOM. (DYHKIIHS, BOILIOMIAIONIAS AJITOPUTM H
BBITIOJTHSIIONIAST MIPEe0Opa3oBaHKe, HA3bIBACTCA «XeHI-QYHKIUEH» Ui «(yHKIUEH
cBEPTKM». VcXomHbIC IaHHBIC HA3BIBAIOTCS BXOJIHBIM MACCHBOM, <KIIFOUOM» WIIH
«coobmieHnemM». Pesynbrar mnpeoOpa3oBaHus (BBIXOJIHBIC JIaHHBIC) HAa3bIBACTCS
«XCIIEM», «XeII-KOJIOM», «XEII-CYMMOW», CBOJKOW COOOIICHUS».

Xem-Tafunma — 310 CTPYKTypa JaHHBIX, peajqusyromas uHTepderc
aCCOIMATUBHOTO MAcCHBA, a UMEHHO, OHA TI03BOJISICT XPAHUTh Haphl (KITI0Y, 3HAUCHUE)
Y BBITOJIHSITH TPU OTIEPAIMK: ONepaliiio J00aBICHHsI HOBOH Maphl, ONEPAIHIO TIOUCKa U
OIepaIMIO YAAJICHUS Taphl 110 KII0TY.
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Haiisinarep, AHTOH — aBCTpuiicKuil QU3NK, U3BECTHBIM paboTamMu B 00JIacTU
KBAaHTOBOM MH(OpPMAIIUK U BHOEPBBIE OCYIIECTBUBIIMN KBAaHTOBYIO TEJIEHOPTALMIO C
ucnosibzoBanueM (potoHoB. B 2010 roxy [atimuarep coBmectHo ¢ JlxoHom Kiayszepom
nu AneHom Acne cranu Jaypeatamu npemuun Bonbdpa 1o ¢dusumke «3a
(yHIaMEHTaNbHBIM KOHUENTYAJbHBIA M OSKCIEPUMEHTAIbHBIA BKJIAJ B OCHOBBI
KBAHTOBOM (DM3MKH, B YACTHOCTU 34 CEPUIO0 BO3PACTAIONIUX IO CIOKHOCTH MPOBEPOK
HepaBeHCTB beiia ¢ ncnoiap30BaHMEM 3alyTaHHBIX KBAHTOBBIX COCTOSIHUM.

|

Yacrora ¢oroHa — ero crnekTpaibHas XapakTepuctuka. OueHb BaxHa MpU
OMpeNIeNICHUH, Yepe3 KaKyl cpeay OTHpaBiATh (OTOH M KaK €ro JIeTeKTUpoBaThb. B
Clly4ae OITOBOJIOKHA Hawmiydinas 4actora sBisiercs mpumepHo 190 tepal'epr, dro
cooTBeTcTBYeT jmuHe BoidHBI B 1 550 mM. [lns nerextupoBanmsi Takoro (oToHa
UCIIOIB3YIOTCSL JCTEKTOPhl HAa OCHOBE apceHuja ramwmms. Jns atMmocdepbl 0OBIYHO
UCIIOIB3YIOT BJBOE€ MEHBIIIYIO YACTOTY, TaK KaK, IOMUMO OKHA MPO3PAYHOCTH, JJI 3TOU
4acTOThI MOAXOAT Oosiee 3 (PEKTUBHBIE KPEMHHUEBBIE AETEKTOPHI.

11

IlIndpoBanne — obpatuMoe NpeodpasoBaHre HHPOPMALUK B LETAX COKPBITUS
OT HEaBTOPHU30BAHHBIX JIUII, C MPEJOCTAaBICHUEM, B ATO K€ BPEMSs, aBTOPU30BAHHBIM
MOJIB30BATENAM JOCTyMa K HeW. ['maBHbIM oOpa3oM, mu(poBaHUE CIYXKHUT 3aaadei
coOmoieHUsT  KOH(PUICHIUAIBHOCTU  mepenaBaeMod  uHpopmanuu.  BaxHoii
OCOOCHHOCTBIO JIFOOOTO anroput™Ma MUGPOBAHUS SIBISETCS HCIOJb30BAHHE KIIHOYA,
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KOTOPBIM  yTBEPKIA€T BHIOOP KOHKPETHOTO MpeoOpa3oBaHUsl U3 COBOKYIHOCTH
BO3MOKHBIX JJIs1 TAHHOTO aJITOPUTMA.

HIudgparop, KBAHTOBO-KPUNTOrpauUecKHil OCYIIECTBIAET JEUCTBHUS IO
BBICOKOCKOPOCTHOMY IM(pPOBaHMIO, Tepeaade u mnpuemMy uHopManuu, a Takke
MOAACPKUBACT (DYHKIMIO TMOJYYEHUS KBAHTOBBIX KIIIOUEW OT CHUCTEMBbI KBAaHTOBOTO
pacrpeneieHus KIFYe.

)

JHTPONUA — ONPEAEIACT YPOBEHb Xa0Ca, a TAKXKE SBISIETCS MEPOW KOJIUYECTBA
nHpopmanuu. B Teopun mHpopmaniu BBOAUTCS TaKkKe MOHSATHE B3aUMHON SHTPONHUHU
MEXIYy JBYMs YYAaCTHHUKAMH KOMMYHHKAIIMW, KOTOpas MCIOJB3YETCS A pacyera
SHTPOIMU  B3aMMOCBSI3aHHBIX  CHCTeM  (PHTPOIHMHM  COBMECTHOTO  IOSBJICHHS
CTaTUCTUYECKH 3aBUCUMBIX COOOIICHHI). [ToOHATHE SHTPONHUH IIUPOKO HCIIOJIB3YeTCs
MU aHAJIN3€ TIepeayuy TaHHbBIX, B TOM YHCJIE JOKA3aTEIbCTBE CEKPETHOCTH KBAHTOBOTO
pacupeesieHus KITIo4uei.

IO

FOcTUpoOBKa ONTHMKU — MPOLIECC HACTPOMKH ONTHUYECKOW CXeMbl. BakHenmmii
rmapaMeTp J00ro ONTHYECKOro Mpubopa, OCOOCHHO KBAHTOBOM KpHUIITOrpaduwu,
KOTOpasi OYeHb YYBCTBUTENbHA K HACTPOIIKe HHTEPHEPOMETPOB U/UITU MOJSIPUZALIMOHHO
3aBUCHUMBIX HJIEMEHTOB.

A

SIpkocTh HMCTOYHMKA OJMHOYHBLIX (POTOHOB — BEPOSTHOCTH TOTO, UTO
TPUTTEPHBIA UMITYJILC, TOChUIAEMbIM Ha UCTOYHUK OJIMHOYHBIX (DOTOHOB, MPUBENET K
MOSIBICHUIO OJIMHOYHOTO (oToHA. CKOPOCTh T'€HEpalli OJUHOYHBIX (POTOHOB MOKHO
OMPENIeNUTh KaK MPOU3BEJCHUE SIPKOCTU HA YACTOTY CIEOBAHUS UMITYJILCOB HAKAUKHU.

1.4. CranpapTuzanusi ONTHYECKHX TPAHCIOPTHBIX ceTell U ONTHYECKUX
ceTeil 10CTyNna ¢ NpUMEeHEHHeM 3a1IUThI HHpopMATUT

B Poccun uaer pabora mo co3gaHUIO HAIlMOHAIBHON KBaHTOBOW ceTu. M3BecTHa
nHpopMals 0 JBYX MPOEKTaX, KOTOPHIE JIATYT B OCHOBY TJI00QJIBHOTO MOCTPOCHUS
HAallMOHAJIBHOM KBAHTOBOW CETH, COCTaBHOW 4acTh «EBpa3suiicKOro KBaHTOBOI'O MyTH» H
TOJDKHEI OBITH peann3oBanbl 10 2030 roma.

IIpoext «Co3gaHue aBTONOPOXKHBIX TEJIEKOMMYHUKAIMOHHBIX ceTei». OH
npeaycMaTpuBaeT MPOKIAAKY MaruCTPaJIbHBIX BOJOKOHHO-ONTHYECKUX JIMHUN CBSI3U
(BOJIC) B 000uMHY aBTOMOOHMJIBHBIX JOPOT MPOTSKEHHOCTHIO MpUOIU3uTebHO 150
THIC. KM Ha TeppuTopuu 85 cyobekToB PO.

[Ipoext «Co3manue CHUCTEMBI YIpaBICHHS TeorpauyecKu pacrpeaeIeHHbBIMU
neHTpamMu  o0pabotku naHHbIX (L[OJ])». OH o0ecneuuT KOHTPOIL JOCTyHa K
MH()OPMAIIMOHHBIM KaHaJlaM, YTO MOBBICUT YPOBEHb HHPOPMAIIMOHHOIN 0€301aCHOCTH U
PEIIUT 33a/1a4i UMIIOPTO3aAMEIICHUS.



JIist peanuzanuy 3TUX U JIPYTUX MPOEKTOB KBAHTOBBIX CETEH BaXKHEUIIYIO pOIb
UTPAOT PEIICHUS MO CTaHAApPTU3alMU ONTHYECKUX TEXHOJOTMiM i HUHTepQeicoB
TPAHCIIOPTHBIX CETEH U ceTell JocTyIa.

3a OCHOBY CTaHIApPTU3AIMU TPAHCIOPTHBIX CETeM M CEeTel mocTyna MPUHATO
CUMTATh  CEMHUYPOBHEBYIO  MOJEIb  B3aUMOACHCTBHS  OTKPBITHIX  CHCTEM
MexaynaponHo#t opranm3arnuu 1o crangapruzanuu 1SO/OSI (International Standards
Organization/ Open System Interconnection) (puc.1.3), rAc ONpeaCcIICHEI
(yHKIIMOHANIBHBIE YPOBHU C MOjJpa3jeliecHueM Ha (opMmaThl peanusanuu: pusznueckas
pea3anys IepBOro U BTOPOTo yYpoBHEW (YCIIOBHO Ha3biBaeMasi YPOBHEM <OKeJIe3a») U
porpaMMHasi peajn3anusi BTOPOro-cebMOIro ypoBHEH M MpPEACTaBICHUEM IaHHBIX B
BUJIC TIAKETOB Pa3IMYHBIX cTaHmapTHbIX (GopmaroB (IP, MPLS, TP-MPLS, Ethernet,
FlexEthernet u mp.).
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Ha ypOBHE
Puc.1.3. Cereas mouens |SO-0OSI

Bcé, uro kacaercd cranmgapTU3alydd TPAHCHOPTHBIX ONTHYECKUX CETEW U CETEr
noctyna cootrBerctByer 1,2 m 3 ypoBHsMm wmomenu ISO-OSI u 310 OoTpakeHO B
CTaHIAPTHBIX  pemeHusAX MexayHapogHoro Coro3a  DIEKTPOCBSI3M  CEKTOpa
tenekommyHukanui (MCO-T, ITU-T, International Telecommunications Union —
Telecommunications services sector) B Buae pekoMeHparnmii cepuit: G.xxX, K.xXX,
M. XXX, X. XXX, Y.XXX U B BUJie cTaHAapTOB MHCTUTYTa UHKEHEPOB ANEKTPOTEXHUKH U
anekrponukn (IEEE, Institute of Electrical and Electronics Engineers) cepuwn
IEEE802.3, MexyHapoHoi AIEKTPOTEXHUYECKOU KOMUCCHUU IEC
(International Electrotechnical Commission).

CranpapTuzanus 3aluThl nepeaaBaeMord HHOOPMAILMK TaKXKe CTaHIapTU3UPYETCS
C OMOpOM Ha CTaHJAPTHBIE TPAHCIOPTHBIE PEUIEHUS U PaCHpeieseTcs MO YPOBHSIM



cemuypoBHeBoi Monenu (puc. 1.4). 3ammura mHGOpPMAIUU KIMEHTOB TPAaHCIOPTHOM
CeTH BO3JIaraeTcsl Ha TPW HWXHHUX ypoBHS monenu (Layer 1, 2, 3), rme peanusyercs
¢dusnyeckas nepenada gaHHbIX L1 B Buae mukimdeckux crpykryp (6moxoB OTUK B
ONTHYECKOW TpaHCIOPTHOUW wuepapxuu, kaapoB STM-N cunxponHO# 1HdpoBOI
WepapXuu), MaKeTHBIX HaHHBIX L 2, 3 B BUJE KaJPOB WIH MAKETOB (PHKCUPOBAHHOM
WIH TICPEMEHHOW EMKOCTH CO CTaTHCTUYCCKUM MYJIBTHILICKCUPOBAHUEM (KaaphI
Ethernet, MPLS, TP-MPLS, IP, FlexE). TunoBsie 0003HaueHUsT PYHKIMNA 3aIATHI JIJIS
ypoBHs L1 Encryption/Optical Encryption, ans yposneit L2,3 MACsec, IPsec.
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Puc.1.4. TlpuBsizka cTaHIapTOB 3alllUThl MHGOpPMALlUM K CETEBOM MOJenu
TEJIICKOMMYHUKaIAN

1.4.1. OnTuuyeckue TPAHCHOPTHBIC CETH B CTaHAAPTU3AIUA 3aIIIUTHI

[TocTpoeHre ONTUYECKONM TPAHCHOPTHOM CETH HA OCHOBE IPU3HAHHBIX
crangapToB, Hampumep, G.709, G.707, IEEE802.3, mpencraBisercs TEXHOJIOTHIMH
DWDM/CWDM (G.694), OTN/OTH, Ethernet, SDH u npenmosaraet mpoTOKOJBbHYIO U
¢dusnyeckyro coBmectuMocTh (puc.1.5). B 1mudpoBomM ¢opmaTe NaHHBIX KIUCHTOB
TPAHCTIOPTHOM CETH pa3MEMAIOTCs B IMUKJIMYECKUE IMUMPOBBIC Kaaphl TPAHCIOPTHOU
cetu (OPUK-ODUkK-OTUK ¢dukcupoBaHHOM EMKOCTH) M IEPEHOCATCS B ONTHUYECCKOM
KaHale ¢ (PMKCUPOBAHHOU Wi yrpaBiseMmoi mosocoit yactot (100 I'T'w, 50 I'T', flex
6,25%xn I'T) Ha NOIXOIAMIMX ONTHYECKUX YACTOTaX C MOAXOIANIMM (GopmMaToM
monyssiiua (NRZ, QPSK, DP-QPSK wu np.). KomudectBo 00pa3yeMbIX ONTHYCCKUX
KaHAJIOB B CAMOU MOMYJISIPHOM IO MCIIOJIB30BAHUIO TI0JI0CE BOJH ONTHYECKOTO BOJIOKHA
C (1530-1565nm) 3aBucut ot kaHampHOoro wuHTepBana (0,8am; 0,4um; 0,2HM).
[MpeqmeToM CTaHmapTH3AIMK 3allUThl KJIMEHTCKOW HArpy3KH sBiseTcs mose Payload,
MpeTHa3HAYCHHOE ISl TPAHCIIOPTUPOBKH HATPY3KH KIIMCHTA.
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Puc.1.5. CtTpykTypa ONTHYECKOW TpPAHCIOPTHOM CETH HAa OCHOBE ONTHYECKOTO
MYJIbTUIUIEKCUPOBAHHUS BOJIH

B onTuueckoil TpaHCIOPTHON CETH KIMEHTCKOE COEAMHEHHWE Ha OCHOBE ONTHYECKOIO
KaHajia MOXET UMETh Pa3IMyHYI0 MPOTSHKEHHOCTh C MEPEKIIOUEHHEM B CETAX OJHOTO
WIH HECKOJbKHX omeparopoB (puc.1.6), rae Bcerma CyIIeCTBYIOT  PHCKH ChEMa

uHpopMaIuu.
. OTHN Client

OTN somrerTRL

5DH, Ethernet, TP,

OTN coeIHHEHHS (ONTHISCKHHA KaHAT)

Optical Subnetworks Optical Subnetworks Optical Subnetworks

| Core | WMetro
- Optical Transport Network (OTN) -

Puc.1.6. HOCTpOGHI/Ie OIITHYCCKOI'O KaHalla JJId IMOAACPIKKHU KINCHTCKOIro COCAMHCHUA

JIist 3a1uThl KHPOPMAIIMU B TaKUX CIOXKHBIX coeauHeHussx MCO-T npemioxui
coBMecTUMYIO cTpyKTypy Osoka OTUK ¢ mmdpoBaHrueM KIMSHTCKOW YacTH ITUPPOBBIX
nanabix (OPUK, ODUK) mo pexomenmarmu G-series Recommendations — Supplement
76 (12/2021)- Optical transport network security (puc.1.7). Ilpu 3TOM a1 OMO3HAHUS
3alUINEHHOTO COCJMHEHUS BBOJATCS crienuaibHble MeTku (fag) ayTeHTH(HKAIMH.
[Mudpyemas gacth 1udpoBoro Oyioka obo3HauvaeTcss Encryption Boundary (rpanura
mudpoBaHusa). DTa Pa3HOBUIHOCTH 3aIUTHl KIMEHTCKOTO Tpaduka Ha (Gu3uIecKoM
ypoBHe obo3HauaeTcs Encryption/Optical Encryption (puc.1.4).
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Puc.1.7. Tlpumep ctpykrypsl kaapa OTUK onTuueckoit TpaHCHIOPTHOH ceTH

texHoorur OTN-OTH ¢ 3anmuménasiM 6510k0oM KimeHTcko# Harpy3ku ODUK Payload
Area

CkBO3Hasi 3alMTa KIUEHTCKOTO COCIMHEHUSI B TPAHCHOPTHBIX CETAX TaKXKe
npeaycMaTpuBaeT BO3ZMOXKHOCTU MO MEPEKOAUPOBKE 3aIUTHI HAa OTIEIbHBIX y4acTKaxX
ontuiyeckoro kanama (puc.1.8.). Takxke mpemycMaTpuBacTCsl CKBO3HAs —3allWTa
KIUCHTCKUX  JaHHBIX  (KJIMEHT-KIMEHT) MEXAy KIHMCHTCKHUM  O00O0pYyIOBaHHEM,

MNOJKII0YaeMOMY K CeTsM jAocTyma. /Jlias 3Toro, Kak MpaBWIO, HCIOIB3YIOTCS
npotokosl IPsec n/mmn MACsec (puc.1.4).

CTHKOBER KTHEHTCKOTO
ofopyIoBaHHA ¢ oG0Py I0BAHHEM
ONTHYECEDH TPAHCTOPTHON CeTH

a
ODUsec 1 HHCTARINEA @fymlm: 2 HHCTARIHA @ 3amuTa coeHHeHRA OTN

@ FAmHTA HA YPOBHE KAHeTcKoro obopyaosanud MACsec

Puc.1.8. Ilpumep craHgapTU3UPOBAHHON CTPYKTYPHI KIIMEHTCKOTO ONTUYECKOTO KaHaja
B TPAHCIIOPTHBIX CETAX Pa3IMYHBIX ONEPATOPOB C U3MEHEHUEM (DYHKIIHI 3aIIUTHI

IPsec (cokpamenue ot IP Security) npeacrasiser co6oii HaOOp MPOTOKOJIOB IS
oOecrieyeHusl 3allUThl JaHHBIX, EPEAABAEMBIX 10 MEKCEeTeBOMYy IpoTokony IP, 4uTto



HEOOXOMUMO IS TIOATBEPXKICHUS TOJIWHHOCTH TIEpeNadd Wi ayTeHTU(UKAIIH,
MPOBEPKY LieocTHOCTU u/min mudpoBanue |IP makeros. Taxxe IPSec Bkitouaer B ceOs
MPOTOKOMNBI ISl 3aIUIIEHHOTO OOMeHa KitouamMu B cetu HMHTepHeT. OCHOBHOE
Ha3HAUEHUWE — JUI1 OpraHu3allii COEIUMHEHUU BHPTyalbHbIX 4acTHbIX cered VPN
(Virtual Private Network). IPsec mpexncraBneno cepueii crangaproe RFC (RFC2401-
RFC2412, Request for Comments —3ampoc Ha HW3MEHEHHE) , Pa3pabOTaHHBIX COBETOM
no apxurekrype Wurtepnera IAB (Internet Architecture Board). ITpotokomsr IPsec
MOTYT (GYHKIMOHUPOBATH B JBYX pEKUMax. TPAaHCIOPTHOM H TYHHEIHHOM. B
TpaHCHOPTHOM MUGPYIOTCs (3alIUINarTCs) TOIbKO AaHHbIe |P- makera, a MCXOMHBIN
3aroJIOBOK COXpaHsAeTCA. T[paHCHIOPTHBIM PEXUM, KaK TPaBWIO, HCTOIB3YeTCS IS
YCTAaHOBIICHHUSI COCIUHEHUS MEXIy XOCTaMH, T.€. OKOHEYHBIMHU YyCTPONCTBaMHU,
MPEIOCTABISIONIUMHA YCIIYTH THIIA KKIHEHT-cepBep». OH MOKET TaKKe HCTIOIb30BaThCS
MEXAy TUTF03aMH U1 3allUThl TYHHEJEW, OPraHW30BAHHBIX KaKUM-HUOYIL APYTUM
crioco0oM, HanpuMep POTOKoJIoM ceancoBoro ypoBHs (L5) L2TP (Layer 2 Tunnelling
Protocol).

T.o.,, L2 TP/IPsec — »st10 Tum mporokona VPN, xoTopwlii coderaeT B cebe
NPOTOKOJ TyHHeupoBaHus ypoBHs 2 (L2TP) um mpoTokon 0e30MacHOCTH HWHTEPHET-
npotokoja (IPSec) mis co3manus 6e30macHOro ¥ 3amm(poOBaHHOTO COSAMHEHUS MEXKTY
JIBYMsI yCTpocTBaMu 4epe3 MHTepHeT.

B TyHHenbHOM pexume wmudpyeTcs Bech HCXOAHBbINM |P-makeT: naHHbIe,
3aroJIOBOK, MapiipyTHas HHPOpMaIns, a 3aTeM 3amnu(pPOBaHHBIN MMaKeT BCTABISICTCS B
MoJjie¢ JIAaHHBIX HOBOTO TakeTa (MHKAICYJAUs). TYHHEIBHBIH pEXHM MOXET
WCITOJIB30BATHCS JIJIS TIOAKITIOUEHUS YAATEHHBIX KOMITBIOTEPOB K BUPTYAIBHON YaCTHOM
CeTH WJIW JJIsi OpraHW3aluy Oe30MacHOW mepenavyr JAaHHBIX Yepe3 OTKPBHIThIC KaHAJbI
CBSI3U MEXKTY IILTI03aMHU.

IIporokon ceancoBoro ypoBuHs SSL (Secure Sockets Layer, ypoBeHb
3alUINEHHBIX COKETOB, T.e. KOHEYHBIX TOYEK COCIUHEHHS) M €ro Hauboee
coBpemennass Bepcus TLS (Transport Layer Security) mpencraBisier coOoi
Kpunrorpadpuueckuil MpOTOKOJ, KOTOPHIA MoApa3zymMeBaeT Oojiee 0€30MacHYI0 CBS3b
(puc.1.4). B mpoTokoie TPEIyCMOTPEHO  HCIIOJB30BAaHWE  ACUMMETPUYHOU
kpunrorpaduu s ayTeHTU(DUKAIMK KIoYeld OOMEHa, CUMMETPUYHOE IMHU(PPOBAHUE
JUISE  COXpaHCHHsI KOH(PUIEHIUATHHOCTH, KOJIBI ayTCHTH(PUKAINUUA COOOIEHUN IS
IIEJTOCTHOCTH coo0MeHni. [IpOTOKO MHUPOKO UCTIONB3YETCS ISl TIepeIadrl TOIOCOBBIX
coobmennii VoIP.

[Tporokon MACsec omuceBaetcs ctanmaprom IEEE802.1AE wu cuyxut mis
mupoBaHUS IMAKETOB MEXIY JBYMS COBMECTUMBIMH ycTpoiictBamu (puc.l.4).
[IudpyeTcs Bech MOTOK MaHHBIX, CKPHIT OTHPABUTENb WM TOJIydaTelh, MOPTHl HX
MPUJIOKEHWM, a TakK e BCsA caykeOHas wuHboOpMamusa. 31ech NPEeaycMOTpeHa
BO3MOXXHOCTh Imu(ppoBaHus ¢ wucnoip3oBanuem kimoya MKA (MACsec Key
Agreement), kak wmexay kommyratopamu (Switch-to-Switch), Tak u wmexmy
KOMMYTAaTOpOM U KOHEYHbIMH ycTpoiictBamu (Switch-to-Client). Dto obecreuut
mudpoBanne Tpaduka Ha L2 ypoBHe nipu oMoy anroputma AES-128 nmn AES-256.
Bonpmioi miroc 3TOro penieHusi B TOM, 9TO KpUNTOTrpadusi IPOUCXOIUT HA alTapaTHOM
YPOBHE, M PECYpPCHI MPOIECCOPOB CHIBLHO 3KoHOMsATCsS. Anroputm AES (Advanced
Encryption Standard) oawH W3 caMbIX YHHBEpPCAIBHBIX WM TOIYJISIPHBIX AJITOPUTMOB



muGpoOBaHUs C CHMMETPUYHBIM KIFouoM B cdepe kpunrorpaduu. B ocroBe AES
JSKHUT OMOYHBIA MUGpP, KOTOPHIA HCTONMB3yeT 128-0uTHbIN pa3smep Omoka u 128, 192
i 256-6utHbie Krroun s mmdpoBanus qaHHBIX. AES256 - 3TO Bepcus cranmapTa ¢
256-OMTHBIMH KITFOUaMH. ODTOT CTAHAAPT IIUPOKO CUYUTAETCS CaMbIM O€30MMacHBIM
CTaHJIapTOM HU(PPOBOM KpunTorpaduu, KOTOPLIM 0OBIYHO UCIIONB3YyETCS ISl Hanbosee
HaJIe)KHOM CKBO3HOM IMM(POBAHHOM CBS3M, B TOM YHCJE JJISI BBICOKOCKOPOCTHBIX
ONTUYECKUX KAHAJIOB.

1.4.2. OnTnyecKkue CeTH J0CTYNA B CTAHAAPTU3ANNHU 3aIIIUThI

CeTtu gocTyna M ONTUYECKHUE CETH JOCTYNa B PAJE TOKYMEHTOB OINPEACIISIIOTCS
KaK MPOAOKCHUE TPAHCIIOPTHOM cpeabl (CETH) M0 TepMHMHAIa I0JIb30BATENII M HMX
TaK)K€ Ha3bIBAIOT «IIOCIACAHEH MUJICH», M ONTHUKOM 10 KiaMeHTa. ONTHYeCKUe CeTH
JIOCTYTa CTPOATCSI HAa OCHOBE pAa3JIMUHBIX AaKTHUBHBIX M TIACCUBHBIX TEXHOJOTHUH,
obo3HauyaeMbIx B obOmem ciaydae FTTX (puc.1.9.). [laccuBHBIE ceTH J0CTyma B CBOCH
OCHOBE MMEIOT BOJIOKOHHO-ONTUYECKUE JIMHUM U PAa3BETBUTEIU MEXIY CTAHIMOHHBIM
o0opy/loBaHMEM W TEPMHUHAIIAMHU TOJIb30BaTeNel. AKTHBHBIE ONTHUYECKHE CETHU
MPEANOJIaraloT BO3MOXKHOCTh HUCIIOJIb30BAaHUE AJEKTPOHHOTO OO0OpYIOBAaHUS Ha
Pa3IMYHBIX YYacTKax JIOCTyIa U 00Jiblliee KOJIMUYECTBO U pa3HOOOpa3he TPAHCUBEPOB.
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Puc.1.9. AkTuBHas ¥ MacCUBHAs OMTHYECKas CETh JOCTYyIa

Yro Takoe FTTX?

FTTN. BoyiokHO MPOTSHYTO 70 ceTeBOoro y3ia (ropona, paiioHa, CTaHIIUHU CBSI3H).
FTTC. Kabenb npoTsHyT 10 MOACTAHIIUU (OOBIYHO 3TO TOPOJACKON MUKPOPAKOH,
COCTOSIIIAN U3 HECKOJIBKHMX JCCITKOB MHOTO3TaXKHBIX JJOMOB).

FTTB. BoiokHO POJIOAKEHO 70 3[JaHUsI: MHOTOATaXHOT'O JOMa, TOPTOBOTO
IIEHTPA, MPEANPUSITHSI, TJE PACIIOIOKEH onTudeckuii cereBor TepmuHar ONT.
FTTH. KabGenb 1o kBapTupsl win aoma. [lonygaercs, npoBoa HAIpsIMyIO
nojkioueH K poyrepy ONT: co3maercs qomamuss ceth Wi-fi. (Puc.1.10)
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Puc.1.10. BapuanTsl onTrudeckux cerer qoctyma FTTX

BapuaHThl mOCTpOEHUS ONTHYECKUX CETEW JOCTyNa MMEIOT CTaHAApTU3AlMI0 Ha
ypoBHe pexomenmanmii ITU-T, IEC u IEEE. B cranmapTax orpaxeHbl (HU3UUYECKUE
napaMeTpbl (THITBI BOJIOKOHHBIX CBETOBOJIOB, XapaKTEPUCTUKH HMHTEP(PEHCOB, U T.1I.) U
MIPOTOKOJIHHBIC PEIICHUSI BTOPOTO YpOBHS L2 miis opraHm3anuu repefadd JTaHHBIX Ha
ocaoBe ATM, Ethernet, SDH, npoTokoisl ynpaBieHus nepeaadeld 1 TUHAMHYESCKOTO
yIpaBJeHus] CKOpocThio win mosiocor yactotr DBA (Dynamic Bandwidth Allocation),
NPUMEHEHUS CIeKTpaibHOTO MyabTHILIekcupoBanuss DWDM/CWDM u TexHOJIOTHIMU
(TpoTOKOJIAMH) 3aIUTH HH(POPMAIIMOHHBIX COOOIIEHUH (ITUpPOBAHUEM).

JIis  TIpeoCcTaBiIeHUsT yCIYyTH KOPIOPATUBHBIM KJIHEHTaM, O00OpYyIOBaHHE
J0CTyna A0HKHO MOAIepKUBaTh TexHoaoruu 2-ro yposusa QIinQ, VPLS (Virtual Private
LAN Service), E-Line u E-LAN B cootBeTcTBHE co crenmpukanusivmu MEF (Metro
Ethernet Forum).

Jlist 3amuThl TpaduKa ONTUYECKUX CETEH MOCTyMa WCIONb3yeTcs mudpoBaHue
OTKPBITHIMH Kiro4amu, Hampumep, PON — 310 TexHomorus ¢ oOmiel cpemoi
nepegayv, TO HeOOXOIUMO MHU(PPOBAHUE BCEX MOTOKOB JAHHBIX Ha BCEX CKOPOCTAX
nepenaun (ot 1 I'our/c no 100 T'our/c) (puc.1.11). B texnomorun GPON mpoBoauTcst
mmdpoBarare AES ¢ 256-paspsgHbiME  KITIOYaMH  TOJBKO HHUCXOJSAIIETO IOTOKA
MACsec. OnmnHako wmcmonb3oBaHue cTaHaapta AES cHmkaeT mpou3BOAUTEIBHOCTH
CeTd, T.K. mOpu mUdpPOBaHUM HEOOXoJAMMa Tepeaada CYIIECTBEHHOro oObeMa
cay)keOHoW wuHGOpMAIMM BMECTE€ C KaXXIbIM TIakeToM. Takxke TpahuKk MOXKET
mugppoBatbess u  IPsec. CpaBHutenbHas oneHka 3S()QPEKTUBHOCTH MPUMEHEHUS
Pa3TUYHBIX TEXHONOTHI mudpoBanus npuBeaeHa Ha puc.1.12.
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Puc.1.11. Pa3BuTHe TEXHOJIOTUI MACCUBHBIX ONTUYECKUX CETEN B CTaHIAPTU3AIUU
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Puc.1.12. D¢ dexTuBHOCTD TPUMEHEHUS MIUPPOBAHUSI B TEXHOJIOTUAX CETEH JOCTYIa



1.5. ®dusnueckas 3alluTa B BOJOKOHHO-ONITHYCCKHX CHCTEMaX IICpeaadud H
OIITHYCCKHX CETHX

1.5.1. IlepexBaT Tpaduka B BOJOKOHHO-ONTHYECKUX COeAUHEHUsIX. OCHOBHBIE
MIOHSTHUS

Ilepexeam mpaghuxa unu unghopmayuu - nenpagomeproe noayienue uHpopmayuu
C UCIOJIb30BAHUEM TEXHUYECKHX CPEACTB, OCYIIECTBIISIONIETO OOHApYKEHUE, TPUEM U
00paboTKy MHPOPMATUBHBIX CUTHAJIOB, T.€. CUTHAJIOB, M0 MapaMeTpaM KOTOPHIX MOXKET
OBITH OIpeJesieHa 3alnilaeMas nHpopmaIus.

Ontuueckuit kabenb sBaseTcsa >(PGEKTUBHON pacnpeAeieHHON H3MEPUTEIbHON
CUCTEMOM, KOTOPBIN MO3BOISET MPOBOAUTH U3MEPEHUE PAZIUYHBIX (PU3HMUECKUX TOJICH.

duszuyeckas 3aluTa ONTUYECKOro Kabels — caMblii MPOCTOM MOAXOJ K 3aIuTe
KOH(PUIACHIMANbHBIX AaHHBIX. Ho Takyro 3amurty ObIBaeT CI0XKHO peain30Bath. JlJis
MpPEJOTBPAIICHUSI  HENPABOMEPHOTO  HCMOJIb30BaHUS  MH(OpMalMKM  3aKOHHBIMU
MOJIL30BATENIAIMU CETH, a Tak)Ke BHEIIHUMHM XaKepaMu HEOOX0AUMO 00ecredyuTh
0€30MacHOCTh CETeBOM HMH(PACTPYKTYphl, YNPaBISIEMbId JOCTYIl K CETH U CPEACTBa
KOHTPOJISI JOCTYIA MPUBWIETUPOBAHHBIX MOIH30BATEIICH.

st mepexBata TpaduKa BO3MOXKEH cOOp cheuualibHOW uHGOpPMALUU 10
BO3JICMCTBUIO Ha ONTHUYECKOE BOJIOKHO: AaKyCTUYECKHE TIOJisf; paclpeiesieHHue
TEMIEPATYP; ANEKTPOMATHUTHBIE TOJISI; PAAUAlMOHHBIE U3TYYEHUS; IPYTHE MOJIS.

HC/I (HecaHKIMOHMPOBAHHBIN JOCTYN) - TOCTYI K WHGOPMAIIUU WU JEHCTBUS
¢ wmH(popManuer, OCYIIECTBISIEMbIE C HApYIICHWEM YCTAaHOBJICHHBIX MpaB W (WIJIH)
MpaBWJ JOCTyNa K HMHQOpMAIMU WIM JEUCTBUH C HEMl C MPUMEHEHUEM IITaTHBIX
CpeACTB MH(DPOPMAIMOHHON CHUCTEMBbl WM CPEJICTB, AHAJIOTUYHBIX UM 10 CBOUM
(YHKIIMOHAIBHOMY MPETHa3HAYEHUIO U TEXHUYECKUM XapaKTEPUCTUKAM.

HCHU (HecaHKIMOHHPOBAHHBLIH cheM HWHPpOpPMANWH) WIH TepexBaT
(uadopmamun) - HENPaBOMEPHOE IMOJNyYeHHE HWHGOPMANMKA C HCIOJIb30BaHUEM
TEXHUYECKOTO CpEJICTBA, OCYIIECTBISIONIEr0 OOHAapyXeHue, NpueM U 00paboTKy
MH()OPMATUBHBIX CUTHAJIOB.

TCP (TexHHYecKHe CpeJCTBAa pPa3BedKH) - COBOKYITHOCTH pPa3BeIbIBATEIIHBHON
anmnapaTtypbl, NpeJHAa3HAYEHHON i OOHapy>XEHHUsI JAEMACKUPYIOIIUX MNPU3HAKOB,
MpeABapUTEIbHON 00pabOTKH, perucTpalud NepexBayeHHONW uHPOpManuu U €€
nepeayn 4yepe3 KaHaiubl nepeaaur MHPOpMAlMU B IEHTPHl cOopa U 00paboTKu
uHpopmaruu.(ITogpodHo cmotpets: http://www.fstec.ru)

IMox TexHuyeckuMm KaHajdoM yreukun wuHpopmanuu (TKYH) mnonumaror
COBOKYITHOCTh OOBEKTa pa3BeIKH, TeXHHWYeckoro cpenacrBa passenku (TCP), ¢
MOMOIIBIO0 KOTOPOTo J00bIBaeTcs nHMopmMalius 00 3ToM 00beKTe, U (GU3NUECKON CPEeIbl,
B KOTOpOH pacmpoctpansiercs uHpopmanuoHHbli curHaid. [lo cyru, mom TKVYU
MOHUMAIOT croco0 moiydeHus ¢ momoribio TCP pasBeasiBatensHON nHPOpMAIU 00
0OBEKTeE.

NudopMaTuBHBbI CUTHAJ - DJIEKTPUYECKUE CUTHAJbBI, AaKyCTHYECKHE,
ANEKTPOMArHUTHBIE U JIpyrue GU3N4ecKue moiisl, Mo mapamerpaM KOTOPBIX MOXKET ObITh
packpeITa KOH(UAEHIUAIbHAS uHpopManus (mepconanbHBIE JTaHHBIE),

oOpabaTtbiBaeMasi B UHPOPMAIMOHHOM CUCTEME EPCOHAIBHBIX JAHHBIX.



Curnan yreuku uHPpopManuu — HUHPOPMATUBHBIN CUTHAT B TEXHUYECKOM
KaHaJie yTeuKu HH(OpMaIIHH.

Moaeab yrpo3 uH(popMamuu (TEXHHYSCKHUMH CPEJICTBAMHU) — (GOpMaTH30BAHHOE
OMMCaHWE TEXHUYECKUX KAHAJIOB YTEUKH, CBEACHUS O METOJAaXx U CpeACTBax
OCYIIECTBJICHUS] YTPO3 UHPOPMAIIUH.

Cuenapuii  yrpo3sl uHpOpMaANUUM —  T[OCIEIOBATEIBHOCTh  JACHUCTBUMU
HapyIIWTENs,  HampaBlICeHHass  Ha  MOJY4YeHHE,  HCKaXEHUE,  YHHUTOXKEHUE
KOHQUACHIMAILHOW (3aIIumaeMoii) WHQOpPMAIMK ¢ TPUMEHECHHUEM CICIUATBHBIX
TEXHUYECKUX CPEJICTB.

Oranbl iepexBara UHPOPMaIUU.

[lepexBar nHPOpMAIIMKM B ONTUYECKOW CHUCTEME NEpeAadyd — CIOXKHBIA MPOIECC,
TpeOyIOIUN NOCIIeI0BAaTEILHOTO BHIMIOJIHEHUS Psifia OMepaluii, KOTOpble MOTYT ObITh
00BbEIMHEHBI B CJICTYIOIINE TAIlbI:

[Touck mecra nepexBara UHPOpPMAIINY;

JlocTym K onTHYECKOMY KaOelto U BOJIOKHY;

OO6Hapy:xeHue ONTUYECKOro CUTHAJIA;

CrnekTpalbHbIM aHAJIN3 ONTUYECKOTO CUTHAJIA,

CTpyKTypupOBaHUE 3apETUCTPUPOBAHHOTO CUTHATA,;

PacudpoBka cTpyKTYpUpOBAaHHOTO CUTHAJIA.

Ha puc.1.13-1.17 wumocTpupyroTcsl yrpo3bl HECAHKIIMOHUPOBAHHOTO JTOCTYyMa K
nepemaBaemoit  mH(popmarmu. Ha puc.1.18 mnpencraBnmena Hambonee moTHAS
KJIacCU(UKaIs crocodoB (METOI0B) cOOpa WK ChEMa ONTUICCKUX CUTHAJIOB, KOTOPasI
HE00X0uMa JIJIsl MIOHUMAHUS PEabHBIX YIPO3 YTEUKH UH(OpPMAIIUH.

OBbekT MHdopMaTU3auni ¢ BONOKOHHO-
ONTUYECKMMKU KOMMYHUKaLUAMK (COeaUHEHUAMM)

A — BONOKOHHO-ONTHUYECKKE
KOMMYHWKaL KWK,

B - KOHTpONMpYeEMana 30Ha obbekTa C
BhlfeneHHkIM NoMalleHeM,

I — yrposa TpacduKy NoKanbHol ceTh

II — yrposa KoHdKAeHUWANEHOK
WHOopMauuK (Neperosopam)

Puc.1.13. Yrpo3sl nepexBata HHGOPMAIIMHA B ONITUYECKON CETH



BreisBienne yrpo3 wHpoOpManmuu. OTall  BBIABICHHS  TOIMOJOTHH  (CTPYKTYPHI)
ONTUYECKOM ceTu U e€ ocobenHocTel. OnpeneraeHne MecTa rnepexnara.

MepexBat BHyTpeHHero/BHelWHero Tpahmka = yTeuka  MHDOpPMaLK,

LMPKYNMPYIOWEei B KOMMBIOTEPHOW UM MHOW ONTUYECKoH ceTh 06beKTa MHQOopMaTH3aLmMK,

3a npefenbl KOHTPONUPYEMOWM 30HbI, OCYLLECTBNAEMas BHYTPEHHWM HapylwuTenem nyTem
HCA / eHewHuM HapywuTenem nyTem HCW, cOOTBETCTBEHHO,

ObobweHHan cTpykTypa nepexeaTa

(1) ncTourukn-aboHeHTsl, (2) WTaTHBIM NpueMonepenaTymK, (3) KaHan cBA3M AnWHHOM Ly+L,,
(4) nomexu, (5) npueMmHuk TCP, (6) 3N0YyMbILLNEHHHUK.

Puc.1.14. IlepexBat BHYTPEHHETO U BHEUIHETO Tpapuka

TKYMW Yepes BONOKOHHO-ONTMYECKWE KOMMYHMKaLMKW — YyTeuka WHpopMaliy,
UMpKynupylowen Ha obbekte WHpOpPMaTU3IaLMKM, MYTEM MWCNONL30BAHMA BOMOKOHHO-
ONTUYECKHUX KOMMYHWKaUWA obbeKkTa ANA CKPLITHOrO MNONyYyeHMA AOCTYNa K Hel ¢
nomMowsto TCP M  MCNOAb30BaHWSA W3MEPWMTENbHbIX BO3MOMHOCTEW BOMOKOHHO-
ONTUYECKUX KOMMYHUKALIWA.

ObobuwenHan crpykTypa TKYW:

(1) ucToYHWKM,

(2) HewTaTHbIW NpeobpazosaTens,
(3) kaHan yTeuku onuHHOM L,

(4) nomexm, (5) npuemHuk TCP,
(6) 2NOYMBILUNEHHMK.

Puc.1.15. Texuuueckuit kKaHain yTeUKH



MpUHUMNWanbHLle YCNoBHLIE CXeMbl nepexeaTta Tpadwka (I) W noacnywWBaHWa
KOH(MAEHUMaNLHLIX neperosopos (II) BHe KOHTponNMpyeMoW 30Hbl (B) BHELWHUM
HapywuTenem X, nNyTeM HeCaHKUWOHWPOBAHHOro cbheMma wHdbopMauun (HCKH) c
BONOKOHHO-0NTHYECKUX KOMMYHUKaUuMK (A) Ha ocHoBe TexHonorum PON.

B

b ,

.‘ nl
’El/ )

Puc.1.16.  IlepexBar  Tpadpuka B  BOJOKOHHO-ONTHYECKHX  COCIUHEHUSX.
Cxema nepexsara u noaciymuBasus 1

P

MpuHUKNUaneHsle YCNOBHBIE CXeMel nepexeata Tpaduka (1) v noacnywweaHus
KoHduaeHUManbHbX neperosopog (II) B KOHTponupyeMmol 3oHe (B) BHYTPeHHWM
HapywuTeneMm X, nyTeM HecaHKUWoHWpoBaHHoro foctyna (HC[) K BOMOKOHHO-
ONTUYECKMM KOMMYHMKauuamM (A) Ha ocHoBe TexHonoruu PON.

B

L

p = YA

Puc.1.17.  TlepexBar  Tpajduka B  BOJIOKOHHO-ONTHUYECKUX  COEIUHEHHUSX.
Cxema nepexBara U HOJCIYIINBAHUS 2
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Puc.1.18. Kmaccudukamuss cmocoboB moctyma K UWHGOpPMAUUA B BOJOKOHHO-
ONTUYECKUX CUCTEMAaX U CETSIX

BosokoHHO-onTHYECKast JIMHUA CBSI3H. [oCTyIl K ONTHYECKOMY KaOelto U BOJIOKHY.

» KaGenp BHemHeH npokiaaku (MeX1y 00beKTaMU HHPOPMATH3AIUH):
B KOHCTPYKIMHU TPUCYTCTBYIOT METAUNIMYECKUE YCWIMBAIOIIKME U 3alllMUINAIONINe
AJIEMEHTHI,
CHEUANIbHBIA KaOeIb MOXKET ObITh MOTHOCTHIO TUAIEKTPUUECKUM;
MPOKJIaJKa — MOA3EMHasl, OABECHAs U TOIBOJIHAS,
BO3MOKHO HCTIOJIB30BAHUE TOPOJCKUX U MEXKIYTOPOTHBIX KOMMYHUKAIUH;
JUISL  COCMHEHMS] UCIOIB3YIOTCSl COEJUHUTENbHbIE MY(ThI, pereHepatopsl U
YCUJTUTEINH.

» KalGenb BHYTpEeHHEH NPOKIAJKH (BHYTPH 00beKTa HH()OPMATHU3ALINHN):
B KOHCTPYKIIUU MIPUCYTCTBHE METAINIMUYECKUX JIIEMEHTOB HE 0053aTENIbHO;
Ka0eJlb MOJTHOCTBIO TUAJIEKTPUUECKUN;
NpOKJIaJKa — BHYTPU 37aHUSI BEPTUKAJIbHBIC KOJIOJAILI U TOPU3OHTAIbHBIE KOPOOa,
JIOTKHU U T.J.,
MPOKJIagKa — MEXAY 3JaHUSAMHU I[OJ3€MHBIE, MOJBECHbIC, B KOMMYHHUKAIIUOHHbBIC
KOJIO/IIBI;
JUIsl pacrpeseseHrus aOOHEHTaM HCHOJb3YIOTCS KOMMYTAllMOHHbIE MIKadbl, OOKCHI U
T.1.




BeisiBiienue yrpo3 wH(pOpManmuu W dTan HECAaHKIMOHUPOBAHHOTO MOJIKIIOYCHUS K
BOJIOKOHHO-ONITUYECKOMY KaHally (BOJIOKHY) WILTFOCTPUPYIOT prc.1.19-1.22.

CueHapuu nepexsara Tpadmka U3 BONOKOHHO-
ONTHYECKMX KOMMYHHUKaLMIA (1) HapywuTenem (2) ;

1

KOHTAKTHBIE METOAbI :

A — KOHTAKTHBIA NepexeaT C Pa3pLIBOM ONTOBOMNOKHA
W BCTEBKOW;

L

B — KOHTAKTHbI NEPEXBAT C NPAMBIM JOCTYTIOM K
BOMOKHY;

AHCTAHLUHOHRHLE METOAbI:

C — AMCTaHUMOHHBIW NepexsaT Ha OCHOBE
NapaMeTPHYECHHY METOOOE;

D — AMCTaHUMOHHLIA NepexeaT © perucTpauyai
NOGOYHER MEMYYEH WA,

o

Puc.1.19. Cuenapuu nepexsata Tpaduka B ONTHUECKOMN JINHUU

KoHTakTHbIA cnocob © paspeIBOM ONTOBOMNOKHA W NOAKNHOYEHWEM ONTOBONOKOHHOW BCTaBKM

ONTOBONOKOHHAR BCTaBKa - 7‘3.!”.':'|'FH.'.II.-k"1|1.._|'F',-':i| OTBOAa ONTUYeCKora  W3nyyeHnAa K3
oONTOBONOKHa C MUHWMMANbHBIMK BOZBPATHBIMK W MNMPAMBIMKA NOTEPAMK, BKNHYaeMoe B

WTaTHYH ONTUYEeCKYD NMHWD NyTeM ero pd3pkiga WM ZaMblKdHWA ONTHYeCKOrN e KdHdlla
Yyepes BCTaBKy.

wWrarHeii kabens

ONTOBO/IOKOHHAaA WTarHbi kabenp

BCTaBKa

CHIrHan \L yredykm
Puc.1.20. KonTakTHBIN c11oco0 ¢ pa3pbIBOM BOJIOKHA




Hauwbonee onacHele Ana nepexsata no Tuny A U B y4yacTKu CTpyKTYpPUpOBaHHOM
kabenbHoOW CUCTEeMb:

1 — 3aliMTHble onTuyeckue MydThl ANA cBapHbIX coefWHeHWM, 2,3 — KOMMyTaLWoHHO-
pacnpegenuTentHble YCTPOCTBa (ONTUYeCKWe Kpocc-NaHenn, CTONKK).

Puc.1.21. Haubonee omacHbIe CIOCOOBI TTepexBaTa B BOJIOKHE

OuncraHuMoHHBIN cnocob ckéma UHopMaLyuK:
XapakTepHble HeoAHOPOAHOCTH ONTUYECKOW CTPYKTYPHUPOBaHHOW KabenbHoW cCHCTEeMBbI, MecTa
COEAMHEHMA M KOMMYTAaLMK - ONTUYECKUE KPOoCChl M My dThI

MecTa coeIMHEHUA C aKTUBHLIM oBopyaoBaHWeM, ckpyTka kabens

——— , I e

Puc.1.22. JluctaHimoHHbI crnoco0 chéMa HHGOpPMALKMK B PA3NUYHBIX IMACCHBHBIX
YCTpPOMCTBAX



Cuenapuu nepexsata Tpaduka Ha OCHOBE MEPONPUSATUHN 110 MOBBIIICHUIO

s dexTrBHOCTH TIepexBaTa Tpaduka. [[j1s 3TOro Hy*KHO U3MEHEHUE MapaMeTPOB
ONTUYECKOIr0 Kabessi BHEIIHUM BO3/I€HCTBUEM:

U3ruo, CKpyTKa, METIs, NEPEKUM Kades;

BO3/ICHICTBUE HA KaOeJlb BHEITHETO (PU3MUYECKOTO 1MOJIs (HampuMep, HICTOYHUK palualiu
BOJIM3H KaOessl yBETMYHBACT JIOKAIbHBIC IOTEPH, aHAIOTMYHO UCTOYHHUK TEIUIA, BOJIA);
MOBpEXACHUE 000JI0UKH Ka0Oels UCIOJIb30BAHUE HE JIEKIapUPYEMbIX U HE BBISIBICHHBIX

CBOMCTB ONTHYECKOI'0 Ka0ed,
HE cepTU(UIIMPOBAHHBIN Ha CIIEIMAIbHBIC CBOMCTBA U BO3/ICUCTBUS KaOEIb,
JUIMHHBIE CKPYYEHHBIE <KXBOCTBI>> Ka0es;

IpyToe.
Bcé 310 MOXeET OBITH HCIIOJIB30BAaHO B KaOEIBHBIX KOJOALAX KaHaJW3allluy, B

MOJIBECHBIX My(Tax Ha pasnudHbix omopax (JIDII, konrakTHas ceth JKJ| m ropona,
OTJCIIbHBIC OTIOPHI, ITOIBOAHAS MPOKJIATKA U T.1I.).

Kak MOXHO 3aperucTpupoBaTh yTeuky WHGOpPMAIMU B ONTHYECKON TuHUU? BapuaHT
mpecTaBiieH Ha puc. 1.23 mist npuéMHOTO ONITHYECKOTO MOTYJIS.

PervcTpauws cMrHana yTeuku MHopMauuy U nepexsat Tpaduka

DcobeHHOCTH NPWEMHOINS MoayNsA
¥ ONTUYECKWIA M30NATOD OTCEKaeT NpuemHbIA oNTHYECKWIt

- MoaynNk
[ T
WYMbl PErMCTRPUPYIOLWLEN annapaTypbl BbiXog
KaHaNa yTeukH,
¥ OMTUYECKHIA YCUNHTENL MO3BONAET
CHW3IWTE OTBOAWMYID MOLHOCTE A0 Onruseckmii

MHUHHMaNLHD lhj'f VOHTHTE TR

¥ annapaTypa perMcTpauli no
NapaMeTpoM He XyoHe LWTATHOro TPaHCUEBEPa;
¥ OCHOBHBIE WYMBI NPW BBIBOAE
OMTHYECKOro W3MyYeHWA M3 WTaTHOrD
KaHana CBA3M B KaHan yTeukw;

¥ ONTOBONOKOHHAaA BCTAEKA Ha 3ddexTe
ONTWYECKOro TYHHENWPOBAHMA JaeT
MHUHAMANEHBIA LWYM

E KAHAT YTe4YkH

ONTHYECKMA WIONATOP
(np¥ HeoGXOOMMOCTH)

OnTwyeckan
pozerka

Puc.1.23. Hapymenue ypoBHs ipuéMa ONITHYECKOTO CUTHAIA B MOJTYJIC

[loakntoueHne B JIOKaJbHOM CETH WM B TOMENICHUSX MOXKET OCYIIECTBISIThCA
HETNoCpeICTBeHHO K obopymoBanuio (puc.1.24). Kpome TOoro BO3MOXKEH CIICHApUit
CKPBITOH Tiepenauu Tpaduka 3a nmpeaensl KonTpoaupyemoit 30Hb1 uepe3 CKC u PON.
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Puc.1.24. Cuenapuii mepexBara Tpapuka MyTEM HECAHKIIMOHHUPOBAHHOTO JOCTyMa K
abonentckum nuHusIM CKC, PON 1 o6opynoBanuio

BbBIBO/Ibl: BO0JIOKOHHO-ONITHYECKHE TEJCKOMMYHHUKAIMHU, JIOKAJbHBIE CeTH,
CHCTEeMbI IepeJayd JAaHHBIX MOIYT ObITh I[OABEpPKEHbI YIPo3e IepexsBaTa
nepeaaBaeMoil MHPOPMALNUM; TEXHOJOIHsl 3alIMTHI Tpaduka TpedyeT aHAJIU3A
TeXHHYECKHX BO3MOXKHOCTEeHd IOMCKA M IMOACOeJMHEHHS] K BOJOKOHHO-
ONITHYECKOMY KaHaJdy; 3amMra Tpajpuka 3aBUCHUT OT TEXHHYECKHUX H
OPraHU3ANUOHHBIX BO3MOKHOCTE HAPYLLIUTEJIS.

Uto HE0O0XOAMMO 3HATh M YMETh CIEIUAIUCTy MO NPEAOTBPAIICHUIO YTECUKU
uHbopMarm?
Hano 3HaTh BO3MOXXHBIE TEXHUYECKHE CPEACTBA IEpEeXBaTa, K KOTOPHIM OTHOCSTCS
MHOTHE PEIICHUS, pacCCMAaTPUBAEMble TEXHUUECKUMHU CPEICTBAMH PA3BEIKHU: IITATHBIC
CpeJCTBa MOHTa)ka, HaJaJKU M SKCIUTyaTallid BOJIOKOHHO-ONTHUYECKUX M CHUCTEM
nepeaayu nHGopMaIui.
Hano 3Hath - TeXHUYECKUE CPEACTBA Pa3BEIKH AJisl IepexBaTa:
* TEXHHUKA MOUCKA ONTHYECKOTO Kabes;
* TEXHHMKA OTBOJA ONTHYECKOrO U3TyUCHHUS;
* TEXHHMKA PErucCTpalyu MapaMeTpOB MPOXOSIIETO M0 ONTUYECKOMY BOJIOKHY
U3ITYyYECHUSI.
I''TABHASA OIIACHOCTDB nytu ¢opmMupoBaHus CHTHAlla YTEUYKH
uH(popMaLK:
* OTBOJ YaCTH ONTUYECKOTO U3TYyUYCHHUS;
* perucrpanus TMOOOYHBIX ONTHUYECKUX M3IYYEHHUH, COMNPOBOXKIAIOIINX
MH()OPMALIMOHHBIN CUTHANI U UX WHULIMATIA3ALINS,
* peructpanus MOOOYHBIX HEONTUYECKUX H3IYyUYECHHH, COMPOBOKIAAIOIINX
MH()OPMALIMOHHBIM CUTHANI U UX WHULIMAJIA3ALIUS,



¢ perucrpanvsa BbI3bIBACMbIX I/IH(i)OpMaI_II/IOHHBIM CUTHAJIOM HW3MCHCHUM
mapaMeTpOB OIITUYICCKOI'O BOJIOKHA U UX MHUIUATIN3 AN,

OTBOA 4YacTH ONTHYECKOI0 M3JIYYEHHs] METOAOM HAapYIIEHHUS IIOJHOTO
BHYTPEHHETO OTPAKEHMS IIPU BHEIIHEM BO3JICUCTBUH, T.C. U3MEHEHHE yIJla NaJCHUS
npeacTaBieHo Ha puc.l.25. mpu BHEIIHEM BO3JCHCTBHU: PaJUallMOHHBIM H3ITyYEHHEM,
ANEKTPUYECKUM U MarHUTHBIM IIOJIEM , HATPEBOM M aKyCTHYECKUM BO3ACHCTBUEM

Mcnone3oBaHwe BHelWHero BOE‘;,HE‘HCFBHH ANnA yMeHbLUeHWA yriia nageHd Ao senM4H4HbI
MeHbLUEW 3HAYEeHWs @p = ¥rNa NoONHOro oTpaxeHA

4
| i
Cnocobbl M3AMEHEHWA YINa NageHua :
MexaHn4yeckoe Bo3geAcTBHE: .
| Y
1
I

KMarb BonokHa:
Kpy4yeHWe BOMNOKHa;

pacTAXeHne BONOKHA.

Boapnewctene huanyeckoro nona:
dKyCTUYECKOro,
INeKTpoOMarHUTHOro,
pagnaunoHHoro;

Tennoeoro.

Puc.1.25. OtBox 4dacTH ONTHYECKOTO W3IIYUYEHUS HAPYIIEHHEM IMOJHOTO
BHYTPEHHETO OTPAXKEHHUS

Haubonee mnpocTeiM cnoco0 OTBOJA YacTH ONTHYECKOTO H3JIYYEHHS] MOKHO
cuuTath U3rub Bonokua (puc.1.26).

Marvb onTMyeckoro BonokHa
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Puc.1.26. OTBOM 9acTH ONTUYECKOTO U3TYICHHS H3THOOM BOJIOKHA



VY4uThIBasl, 4YTO YaCTh ONTHYECKOTO HU3IIYUYEHHUS PACIpOCTpaHSAETCAd U B 000JOUKE
OIITHYECKOTO BOJIOKHA, BOBMOXKHO OTBEJIEHUE METOIOM TyHHennpoBaHus (puc.1.27).

MeToa ONTUYECKOrD TYHHENWPOBAHWA
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38 npefensl CepaueBuMHbl  OCHOBHOMO 4
CBETOBOAA, BCTIOMOTaTENbHBIM /
CBETOBOAOM c Gonee BbICOKNUM @,
NoKa3ateneM npenomMmneHus

CRennaIss  CEE TSI

Puc.1.27. TynnenupoBaHue 4YacTH U3NYYEHHUS B HAKJIAAbIBAEMOE BOJIOKHO

TaMm rje BO3MOXKHO MOAKIIOUEHHE K aKTUBHOMY WJIM MAaCCUBHOMY 00OPYAOBaHUIO
BOCII BO3MOXHO OTBOJWUTH YacCThb ONTHYECKOTO M3IYYCHUS METOAOM JIECIICHUS

(puc.1.28).

MeToa geneHnA oNTMYECKOro NoToka

CBerofenuTens :

penedue ONTUYECKOIA MOLHOCTM Ha gBa wn bonee noTtoka B Tp@.ﬁ"y’EMOM COOTHOLWWEeHWA
MHUKpO-ONTHYEeCKMMKM, BONOKOHHO-ONTHUYECKMMKA U MHTEM PaNbBHO-ONTUYECKMM METOaMK

MUKPO-ONTUHECKHME BONOKOHHbIE Ha rpajaHax

Puc.1.28. Meton aeneHnst ONTHIECKOTO MOTOKA B PA3IMIHBIX YCTPONCTBAX

Takumu ycTpoiicTBaMH MOTYT OBITH CIUTUTTEPHl PAa3MMYHBIX KOHCTPYKIIHMA
(puc.1.29) nns pa3nUUHBIX KOAPUIMESHTOB JIEICHUSI.



» CnAWTTEepPs ! BLINONHEHHLIE NO cninasHoW TexHonormn Fused Biconic Tapered (FEBT)

\*——-"’/

BONOKHE CKPY4YMBAIOTCA W CBApPUBAaKOTCA M

» CRAXTTEPHI ! BbINOMHEHHbIE NO NNaHapHoW TexHonoruu Planar Lightwave Circuit (PLC)

HIrOTaBNMBaITCA MO =
TONCTONNEHOYHON TEXHONOMMK —_—
Ha KPEMHHEEGﬁ- noanoxKe

Puc.1.29. KoHCTpYyKIINH CITTUTTEPOB 1O TEXHOJIOTHUAM cBapuBanus U PLC

Merton paccessHHST ONTHYECKOTO IIOTOKAa Ha HEOJHOPOAHOCTSAX ONTHYECKOIO
BOJIOKHA TaK)Xe TMOJXOMMT JIs chéMa dacTtu mHpopmanuoHHoro curHama (puc.l1.30),
KOTOPBIA peanu3yercsl MyTéM BO3JEHCTBHUS HA ONTHUYECKOE BOJIOKHA 0€3 pa3pyllieHus
€ro LEJOCTHOCTU TEIUIOBBIM MOJIEM, PAIHAIMOHHBIM MOJIEM U JP.

MeTon paccenHWa onNTUHeCKoro NoToka

PaccesgHie cBeTa

OTENOHEHWE DaCNPOCTPAHAKWErOCA B Cpefe CEETOBONS My4vka BO BCEBOAMOMHBIX HanpaBneHWAX Ha
HE0AHOPOAHOCTAX Cpelbl, Ha 4YacTvlax W Monekynax, npM 3TOM MEHAETCA NpoOCTPaHCTBEHHOE
patnpegenseHHie WHTEHCHBHOCTI, YACTOTHLIA CNEKTR, NONAPW3alUMA CBETA.

PacceAHWe CRETA 33BWCHT OT YSCTOTHl CBETA, PAa3MEPS PACCEMBIIOLLMY YacTHL.
YeuneHue sdibekTa pacceiHWA BHELWLHMM BOZASHCTEMENM

¥ TENNOBOrD NONA CHIHAT YTEqKH

¥ pagWalWoHHOTD NonA *

¥ ApYTHe Nons

4

oﬁpa.rm:r PECECHHHBIH CEET TPEMO PI!I'.‘EEHI'IH:EIﬁ CBET

Puc.1.30 MeTop paccessHusl OITUYECKOTO MOTOKA

Ecin cpaBHATH PACCMOTPEHHBIE METO/BI, TO MOYKHO CKa3aTh CIEAYIOLIEE.
OCo0OEHHOCTH CHUTHala yTeYKU MH(POpMALUU NPU ONTUYECKOM TYHHEIUPOBAHWH:
OTCYTCTBUE OOpPATHOI'O PACCESIHHOTO M OTPAKEHHOI'O0 HM3JYYEHHUW; BO3MOYKHOCTh
PEryJIMpOBaHUs MOIIHOCTH YT€UKH; Haubosiee 3(p(HEKTUBEH MPU MPOMBIILICHHOM
U3FOTOBJICHUH.

OcoO€HHOCTH CcUTHaNa yTeYKH MH(GOpPMAIMM HAa MakKpous3rude U OTBETBUTEIE:
IPOCTOTa W HAACKHOCTb pEAJM3allMM; JCLIEBOE WCIIOJIHEHUE, BO3MOXKHA



peanuszanusi KyCTapHBIM CIOCOOOM; MPUCYTCTBUE 3HAUUTEIBHOIO PACCESIHHOIO U
OTPaKEHHOT'O U3JIy4YCHUH.

JIJIss TUCTAHIIMOHHOTO PEIICHUs MO JOCTYNMY K HH(POPMAIMOHHBIM CUTHAJaM B
OIITUYECKOM BOJIOKHE IIOJIXOIUT HCIIOJIB30BaHUE pacrpeaesIEHHOM
HeoHOpotHOCTH (prc.1.31).

CHrHAN YTeYkW ¢ oNTOBOMNOKHA ¢ pacnpefen&HHol HeoqHOPOOHOC TR

THINYECKME OCHOBLI YTEYKW WHOPMaLUMK W3 BONOKOHHO-ONMTHYECKOrD Kadana CBR3W
BCNEACTBME pacnpefeneHHblX NoBouHbIX UINyUeHHI.

L — ANWHA BONOKOHHO-ONTHYECKOrD KaHana cBAsm, R — paguyc onTosonokHa, Py F,—
MOLWHOCTE HHPOPMALMOHHOrD CUMrHaNa Ha BXOAE W Ha Beixoae kanana, [, —
MHTEHCHEHOCTE CUTHANA YTeYKW, F—PacCTOAHWE OT BONOKHA A0 TOUKK HabmoaeHus.

{1
[ \ MakcHManeHeI YPOBEHE CMrHaNa yTeqKK
/ l aL [ab]
ap i, " OT MHOPMAaLMOHHORO cUrHana,
I3 ! } !
P Il ) _‘:I et _'11 — ; rae a [abfkm] =
, * noTepM Ha eauHWLY ANWHEI BONOKHE
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Puc.1.31. BonokHo ¢ pacnpenenéHHoi HEOJHOPOAHOCTHIO M yTEUKa CUTHAIA
[MPMBOPHBIE INOAKJ/IFOYEHUA C PA3PBIBOM U BE3 PA3PbIBA BOJIOKHA
[lonknroyeHne K BOJIOKHY C pa3pblBOM MPEANOJIaraeT, Kak MpaBUJIO, KpaTKUW

BPEMEHHOM OTPE30K pPaspblBa € MOAKIIYCHUEM CIUIATTEPOB C OKOHLEBAHHEM
pazbpémamu (pric.1.32) wiu BBapuBaHKE BOJIOKOH P MOHTAXKE ONITUYECKUX BOJIOKOH.

KoHTakTHBIH cnocob nogknioyeHHs ¢ paspeiBOM ONTOBONOKHA

ONTOBONOKOHHAS BCTABKa Ha OCHOBE CTAHAAPTHLIX BONOKOHHO-ONTUYECKMY OTBETEMTENEN

TMNa Y ¥ HECUMMETPUUHLIM JeneHnem MolHocTy Hanpumep: 95% - 5%, 90% - 10%

CnnuTTep OKOHUOBaHHbIH 1x2 CnnuTTep HEOKOHLOBaHHLIN 1x2

\L

Puc.1.32. KonTakTHOE MOIKIIOYEHHE TSI OTBOJIA YaCTH ONTUYECKOTO M3NTYUICHUS



[lonkmroueHne K BOJIOKHY O€3 pa3pblBa CTaHIAPTHBIMU NpHOOpamMH, HampuMmep
NPUIICTIKAMH WA H3MEPUTEISIMU onTrdeckoi MomrHocTH (puc.1.33, 1.34).

KoHTakTHeIl cnocob Ges paapbiBa ONTOBOMNOKHE

OTteeTemTent-npuwenka FOD-3503 obecneyuwsasT [ByHANPaBNEHHOE NOAKMIOYEHME K
OfIHOMOLOBOMY BOMOKHY B 250-MMKPOHHOM NOKPLITHK D3 NoBpPEXOeHWA BONOKHE.

BONOEHD BE0Rk HaNpas-
FSNLLETE MIZEAHNIEA W
He nogimosaTe || FORIATEC L, STO BONDING

YETRORCTEO & ITOMY II". D_\.O_rﬁ P AP0 B

MoginioyeHwe BonNoKKa / MpTaHNTE AErypaTHn

KOHLY Mnoro BanokHE -

| ¥ e .
H — JHIBE NPECNE
L
Pepsy pewpeice
WCTROACTED |
MNeperuaopHoe
yerpoicted 2 CrBOaHEIE noTepH weHee T 0B
COopatHoe oTpakesue weHes 60 gb
MoTepd kaHana yTeuks Mexee 20 06
YENoEHA SKENNYATALMK
Hanpasnenme
BapuaHT NpUMEHEHHR: s e Teurieparypa -10 +40 Mpaa C
NeperoBopHoe yeTpoRcTBo SATIYBEHOM BRAHHOCTE T5%

chneana

Puc.1.33. KonTakTHOE MPpUOOPHOE TOIKITFOYCHHIE K OITOBOJIOKHY

KoHTakTHeli cnocob Gea paspeiBa oNTOBONOKHA
OTBeTBNEHUE Ha makpouarube

dopMupoBaHMe KaHana yTeuyku MyTeM oTBO4a ONTHUYEeCKOro M3MYy4YeHWs M3 WTaTHOoro
BOMOKHa B CNEUMansHoe BONOKHO Ha Makpousrube (WTaTHLIe yCTpoWcTea)

onmuyeckuill kned !

- KaHana ymeuku [ = I
—

wmamHoe onmosomoOKHO

Puc.1.34. KonTtakTHOE prOOPHOE MOAKIIOUEHUE K OITOBOJIOKHY Ha MaKpOU3Tuoe

Taxxke  KoHTakTHOoe 0€3  pa3pblBa  IOAKIIOUYEHHE C  BO3MOXHOCTBIO
TYHHEJIMPOBaHUS peain30BaHO B MPUOOPHBIX ycTpoiicTBax (puc.1.35, 1.36, 1.37).



KoHTakTHBIA cnocob Ge3 paspLiea onToBONOKHA
ONTHYECKOE TYHHENWMPOBAHWE

MHTENDATEHO ONTHYSCKIHI OTBETEHTENL HA OCHOBE ONTHYECKOND TYHREAWDPOEIHWR

X

Puc.1.35. KonTtakTHOE mogkiTtoueHrne 0€3 pa3pbiBa BOJOKHA

KoHTakTHBIi cnocob bes paspbiBa ONTOBONOKHA — ONTUYECKOE TYHHENUpOBaHWe

mDpMHpDBaHHE CHMrHana ytedkd nyTeMm onTH4eCcKoro TyHHenypoBaHMA Many4YeHWMAa 13
BONOKHA B CNeuWankHoe BONOKHD MeXaHWYecku cuenneHHsle BoKoBeIMK NOBEPXHOCTAMK

Ocuosnbie vieventnl Fibrlok™ 11 2539
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ANTOMTINAE 7
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Puc.1.36. IlpubGop s  KOHTAaKTHOTO  TOJKIIOYEHHS K  BOJOKHY C
TYHHEJIMPOBAHUEM YaCTH ONITHYECKOTO CUTHAJIA

KoHTakTHbIi cnocof Ges paspeiBa onToBONOKHa

ONTHUYECKOE TYHHEeNMpoBaHWe
QopMUpOBAHWE CUrHANE YTEYKM NyTeM ONTUYECKOrD TYHHENWPOBAHWS WMINYYEHWS U3
BOMOKHa B OXBATLIBAIOLLYIO WUAKYIO Cpedy C NokasaTteneM NpenoMneHns Bbilue BONOKHA
W OTEOGALYIO Er0 HA PErMCTPHPYHOLWWIA 3NeMEHT

Puc.1.37. OnTrdeckoe TYHHETUPOBAHUE B KHUIKYIO CPEIY



Bpliie paccMOTpeHHBIE TEXHHUYECKHE PEIICHHUS MPEAIoiararoT J0CTyH K cpejie ¢
OJTHUM WM MHOXXECTBOM CIIEKTPAJbHBIX KaHAJIOB Tepefaun HHpopmaruu. s
JOCTyITa K ONTHYECKON Cpele ¢ OJHMM KaHaJIOM TaKXe BO3MOXKHBI BapHUaHTHI
peaM3anuy  yCTPOWCTB ChEMAa CHTHANA C INTaTHBIMH TpuOopamu (MIPHEMHBIMU
ONITUYCCKUMH MOIYJISIMH) C pa3pbIBOM | Oe3 pa3pbiBa BosiokHa (prc.1.38).

KOHTAKTHLIA cnocob ¢ pa3peiBoM ONTOBONOKHA W NOOKNIOYEHWEM ONTOBONOKOHHOW BCTABKK

DHTDED."IDHGHHEH BCTAdBED - ':."'.'_.Tplf'.lﬁ{TBD QTEOOa ONTHYeCKOro W3NY4YEHWRA K3
ONTOBOMNOKHG C MUHAMaNbHBIMK BOZBPETHEIMK W NPAMBIMKM NOTERPAMK, BLIKDYaeMDE B
WTATHYH ONTHYECKYID NAHWK MYTEM €ro paspbiBa W 3aMbiKaHWA ONTHYECKOrD KaHana
Yepes BCTaBKYy.

Bcraexa OB

WwTaTHbii OK wraTHoiiA OK

coegMHeHne coBgUHEHHE

CHrHan ‘.f YTeuku
KoHTakTHLIA cnocob ¢ pa3pLiBOM ONTOBONOKHA W NOAKNIYEHWEM ONTOBONOKOHHOW BCTABKM

YCTaHOBKA ONTOBONOKOHHOW BCTaBKM NpoOMCXOOUT NyTeM pa3pblBa ONTOBOMOKHa W
FdaMblKaHWe OnNTHU4YeCcKoro KadHana Hepez ONTOBONOHKOHHYHKY BCTaBKy CoejuheHkneM

BOMOKOH.
| — ]
coeduHeHue OB
TexHonoruM coeUHeHWA BONOKOH BpemMsa onepaymm®* TUMWYHBLIE NOTEPK
npsMele obpaTHble
CeapHoe coefiuHeHue okano 100 cek ot 0.02 po 0.15 a6 -60 Ab
Kneegoe coeguHeHWe okono 30 cek or 0.1 po 0.3 o6 -50 b
MexaHuueckoe coefuHeHuse oxono 30 cek or 0.1 po 0.3 nb6 -50 nb

*Bpems onepauum Ge3 yyeTa BpeMeHW NOArOTOBKKW BONOKOH

Puc.1.38. KoHTakTHBIN ChEM ONTUYECKOTO CUTHANIA C Pa3phIBOM

I[J'IH YCTaHOBKHA YCTpOﬁCTBa B BHUAC BCTABKH IMPHUIOJHBbI IITATHBIC KOHHCKTOPBI

(puc.1.39).



YeTaHoBKa ONTOBONOKOHHOA BCTABKW B NMHWIO CO WTATHBIM PAFbEMHEIM CO8QUHEHWEM

YCTaHOBEKa OnNTOBONOKOH HOW BCTaBKW NPOUCXOOWT nNyTeM pPazMblKaHWA  WTaTHOrO
coegUHeHMA ONTOBONOKHa W 2aMblKaHWe OonNTU4YeCKoro KdaHana 4Jepe3d onToBONOKOHHYH
BCTaBKY Co2fHHEHWEM BOMNOKOH Yepes WTaTHele paaéle:.l.
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Puc.1.39. BeraBku co mITaTHBIME pa3béMaMu

BcTtaBku pa3pblBoM  ONTOBOJOKHA B 00OpyAoBaHMM U 0€3 pa3pbiBa C
MOJKIIOYCHUEM K CTOpPOHE IMepeaaTdynka BO3MOXKHEI B KPOCCOBOM OOOpYAOBaHUHU
(puc.1.40).

YCTaHOBKa ONTOBOMNOKOHHOW BCTABKK B NUHKMEID CO LWTATHLIM pasbeMHLIM coequHEeHWaM

Puc.1.40. MecTa ycTaHOBKH BCTaBOK C pa3pbIBOM U 0€3 pa3pbiBa TUHUH

KpaTko BBIBOABI 10 NOJAKIOYEHHUSIM.

[lepexBaT Tpauka BO3MOKEH C BHYTPEHHHUX M BHEIIHUX BOJOKOHHO-ONTHUYECKUX
KOMMYHUKaIWiA (kalOesst 1 000pyI0BaHUs) C HCIIOIB30BAaHHEM INTATHBIX TEXHUIECKUX
YCTPOMCTB; BO3MOKHOCTH HapYyLIUTENS ONPEIEISIIOTCA JOCTYIIOM K BOJIOKOHHO-
ONTHUYECKUM KOMMYHUKAILIMSIM U €r0 YpPOBHEM TEXHUYECKOM MOATOTOBKH; Hambojee
OMACHBIM SIBJIIETCA MOACOECIMHEHUE K ONTHYECKOMY KAaHAIy M OTBOJA H3IIy4YEHUS
METO/IOM ONTHYECKOr0 TYHHEJIMPOBAaHUSA, B TOM YHCJIE IITATHBIMU CpEIACTBAMHU.
®u3nyeckre NPUHLMIBI HE MCKIIOYAIOT BO3MOXXHOCTU JIMUCTAHLIMOHHOTO IepexBaTa
Tpaduka.




Kak 00HapyXHUTh TEXHHUYECKHUE CPEJICTBA NepexBaTa WH()OPMAIIMOHHBIX CUTHAIIOB
B onTryeckux kaHaigax BOCII?

Haubonee TouHO M peanbHO OOHAPYXKUTH MEpEeXBaT METOJAMU ONTHYECKOMN
pediekTomMeTpun (https://lenlasers.ru/novosti-i-stati/reflektometriya-opticheskikh-
volokon/):

umnyiscHas pepaexkromerpus (optical time domain reflectometer, OTDR);

yactoTHas peduiekromerpus (optical frequency domain reflectometer, OFDR);

opwutiosHoBckas pediaexkromerpus (Brillouion optical time domain reflectometer,
BOTDR);

korepeHTHas peduexkromerpus (coherent optical time domain reflectometer, C-
OTDR);

nojspu3anonHas  pediekromerpus  (polarization  optical time  domain
reflectometer, P-OTDR).

AnHanu3 pedaeKkTorpaMMbl ONTHYECKOTO Kabess IMO03BOJsSeT OOHAPYXUTh W
M3MEPUTH BCE OCHOBHBbIE MIApaMeTPhbI U COObITUS B KaleJie, B TOM YHUCJIE!

OIIPEICTUTh JUTHHY ONTHYECKOro Kademns (Hayao U KOHEI[ JIMHUN);

OTIPE/ICTUTh MECTOHAXOXJICHUE M KAa4eCTBO CBApPHBIX COCTUHEHHH (IpeneiTbHO
JOIYCTUMBIC 3HAUYCHUS TTOTEPh HA CBapKE 3aBUCAT OT THIA CETH, s ropojackux BOJIC
00b1uno0 He 00gee 0,2 1b);

ONpPEAECIUTh MECTOHAXOXJICHHE M  KA4eCTBO  ONTHYECKHMX KOHHEKTOPOB
(mpenenbHbIC 3HAYCHUS] JOMYCTUMBIX BEIMYUH OTPAXKEHUSI U MOTEPb 3aBUCAT OT TUIA
CETH, TUIAa KOHHEKTOpa U MOJUPOBKU (Pepylibl; OOBIYHO OTpakeHus: He Oonee — 45 b,
notepu He 6oiaee 0,2 ab);

OMpEeNIeNIUTh HAIMYKE U MECTOIOJI0KEHUE TPEIIUH, MaKPOU3THOOB, OOPHIBOB;

U3MEPUTH MOTEPHU U OTPAKEHUSI HA OCHOBHBIX COOBITHSIX;

M3MEpPUTh CYMMApHbIE NOTEPHU HA JINHUM;

U IpYyrue coObITHS.

NOYTNU BCE coBpeMeHHbIe NPOrpaMMHO-ANIAPATHbIE KOMILICKCHI
MOHUTOPHHIA BOJOKOHHO-ONITHYECKUX JIUHUI MCIOJb3YIOT pedpieKToMeTpuio!

KOHTpOHLHbIe BOIIPOCBHI

1. YTo BXOJHT B MOHATHE COBPEMEHHBIX ONITHYECKUX CETCH CBS3U?

2. B uéM cocTosT 3aa4M COBPEMEHHBIX ONITHYECKUX CETCH CBS3HU?

3. UeM oreHHMBaCTCS Ka4eCTBO Nepeaadyr HHGOPMAIIUHA B ONITHYECKUX CETAX ?

4, TloueMy HE0OXOAMMO 3amMINATh UHGOPMAIIUIO, TIEpelaBaeMyI0 B ONTHYECKHX
ceTax

5. Otkyna npoucxonut yrpo3a 6e3onacHoctu TK cetn?

6. UTo Takoe KBaHTOBBIC KOMMYHHUKAITUN?

7. Jlis 9ero HyXKHa KBaHTOBasi Kpurnrtorpadus?

8. [lyst 9ero HyKHBI KBAHTOBBIC CETU CBSI3U?

9. Yo siBNIsIETCSI OCHOBOM KBAaHTOBOM CETH?

10. Yro Takoe KBAHTOBBIE TEXHOJOIMM W KaK OHHM CBS3aHBl C KBAaHTOBBIMU
KOMMYHHKAIASIMU ?



11. JInst KakuX MPOTOKOJBHBIX YPOBHEW CEMUYPOBHEBOW MOJENH TpEIHA3HAYCHBI
CTaHAAPTU3UPOBAHHEIC CPEACTBA 3aIIUTHl HHPOPMAIUHA B TPAHCIIOPTHONH CETH U CETH
nocrymna’?

12. Kakoit moaxox k 6e3omacHoctr TK cetn cambiii mpocToii?

13. YUem oOycnoBneHa 3¢ (HEeKTUBHOCTh KPUNTO3AMMUTH WH()OPMAITUK HA YPOBHSIX
L1/L2 B TeleKOMMYHUKAIIHOHHON CETH?

14. Yto ecth mepexBat Tpaduka B BOJIOKOHHO-ONITUYECKUX COCTHHCHHMSIX ?

15. Yto oOo3HauaroT cTaHmaptusupoBaHHble cokpamienus. HCJI, HCH, TCP,
TKYN?

16. Uto Takoe crieHapwii yrpo3bl HHGOpMAITIN?

17. Kakue Buabl yrpo3 paccMarpuBaroTest B TK?

18. T'ne moxkeT npounsoiitu yreuka uHpopmanmu B TK ceTn?

19. T'ne BeIsIBISIFOTCST yTpo3bl yTeuku uHpopmarmu B TK cetn?

20. Kakumu MeTo1aMu MOKHO CHATHh nH(opMaruio B ontudeckoit TK cucreme?

21. Kak MOXHO MOJKITIOYUTHCS K BOJIOKOHHO-ONTHYECKOMY KaHATy?

22. B Kakux 4acTsAX BOJOKOHHO-ONITHYECKOM cucTeMbl Hanbosee Bepositen HC/[?

23. Kak MOXXHO BO3IEWCTBOBaTh Ha W3MEHCHHE TIAPAMETPOB BOJOKOHHO-
ONITHYECKOTO Kabens?

24. Kak MOXHO 3aperucTpUpoOBaTh YTEUKY HH(POPMAIUHA B BOJIOKOHHO-ONITHYECKON
cucreme?

25. I'me moxxHo miepexBatuth Tpaduk B BOCII?

26. Kakue TexHWYECKHE CpEJCTBA MOKHO TPHUMEHHTH JJIsl TepexBaTta Tpaduka B
BOCII?

27. Kak MOYXHO OTBECTH YaCTh ONTHYECKOTO M3ITYUCHUS U3 ONTHIECKOTO BOJIOKHA?

28. UTo Takoe ONTHUYECKOE TYHHEINPOBAHUE?

29. Kakumu mMTAaTHRIMA ONTHYECKUMHU TPHOOpPAMH MOXKHO OOECIEUUTh YTEUKY
uapopmarmu u3 BOCII?

30. T'me B ob6opymoBannn BOCII MOXHO TOIKIIOYHTH YCTPOHUCTBO YTEUKU
uHbopmarm?

31. Yro npencraBisgeT co00 ONTOBOJIOKOHHAS BCTaBKa?

32. Kak MOKHO MOJIKJTFOUUTHCS K ONITUYECKOMY BOJIOKHY 0€3 pa3phiBa?

33. Uto MOXeT mokasarh pediekrorpaMma mpu MPOBEPKE BOJIOKOHHO-ONTHYECKON
JTUHUAN?

34. Kakue u3 ompenenennii B pasaene «1.3 TepmuHomorus...» HE OTHOCATCS K
KBaHTOBBIM KOMMYHHUKAITUSIM ?

35. B uém cocToAT 3a1a4u IPOCSKTOB KBAHTOBBIX CETEH CBSI3H?

36. Kakoi#i mpoToKoa pacnpenesieHnss KBAHTOBBIX KITFoUel ObLT pa3paboTaH MepBbIM
u Korna?

37. Uem oTAM4YaOTCS JIpyr OT Apyra (DYHKIUU KOAMPOBAHUSA, MHUQPPOBAHUS H
XEIUPOBAHUS?

38. Jlns uero Hy>KeH KBaHTOBO-Kpunrtorpaduaeckuii mudparop?

39. Urto Takoe KyOUT?

40. Yto Takoe KBaHTOBAs 3aITyTAHHOCTH?



3agaua 1.

B BosmokoHHO-ONTHYECKOW JiHMK juHOW L (puc.l.) opraHW3oBaH KBaHTOBBIH
KaHaJl mepenayd Kiro4ya MUGPOBAaHMUS C 3alUTOW CUTHAJAa B BUAE MPEAUCKAKEHUS
ATOr0 CUTHaJa BOJIOKHOM C MOJIOKUTEIbHON TUCHEPCUEH, PACTATUBAIOIIENH ONITUYECKUE
umiysbebl popmata NRZ Ha ckopoctu V Ha 100%. Ucnons3ys manubie Tabm. 1 u 2
paccuuTaTh HEOOXOJUMYIO [UIMHY BOJIOKHA C TMOJOXKHUTEIBHOM Jucrepcuei,
MOJKJIFOYAEMOT0 K MEPENATUYMKY ONTUYECKOrO0 CUTHAja, MEPEenaBaeMoro Ha CKOpPOCTH
V, 1 KOMIIEHCHUPYIOIIIETO BOJOKHA C OTPULIATEILHOU AUCHEpPCUEH, MOAKIIOYAEMOMY K
ONTUYECKOMY NPUEMHHKY, YYHUTBIBas MpU OSTOM M AUCHEPCUI0, BHOCUMYIO B
MPOTSKEHHOM onTuyeckor muHuu L. Paccuntats HeoOXoaumMoe yCUIIeHHE ONTHYECKOT O
YCUJIUTENS HA MPUEMHOU CTOPOHE, €CIM M3BECTHO: MHUHUMAJbHAsl 4yBCTBUTEIbHOCTD
ONTHYECKOTO TPUEMHUKA S; yIenbHOE 3aTyXaHWe MPEIUCKaXalolmero BOJOKHA Ha
nepeade, KOMIEHCUPYIOMIETO BOJOKHA HA MPUEME U JIMHEWHOTO ONTUYECKOTO BOJIOKHA
crangapra G.652d. YpoBeHb onTHYeCKOi MOILIHOCTH Ha Bbixoze nepenarunka 0 nbwm.
3aTyxaHue pa3bEMHBIX U CBAPHBIX CTHIKOB ONITHYECKUX BOJIOKOH HE YUUTHIBATH.

CurHan Ha Bbixoe 7]
CHrHan Ha ebIxoae L A OnTuYeckumn
npeguckakenns D+ ycunuTens

mﬁ @ ﬁ- KoMn;rjcauua D”Z _®_

BONoKoHHO-ONTHYeCKaA NiHUA L

TPUEMHUK
OMTUYECKOro CUrHana

Mepepatumk
OMTU4ECKOro CUrHana

Cwrtan Ha Bbixoae
nepefaTuuka

1. il

CurHan Ha sbixoge  CHMHan Ha seioae

KoMneHcaTopa D-  OMTHUECKOTO
yeunuTena

Puc.1l. Cxema BOTOKOHHO-ONTHYSCKOM JTUHUM CBS3H C BaLHHTOfI KBaHTOBOI'O KaHaJia

Tabmuna 1. Wcxonnele maHHble sl pacdyéTa MO BApUAHTY, COOTBETCTBYIOIIETO
npeanociennedt mudpe Homepa CTyIEHYECKOro OuiieTa Uiu HoMepa napoJis

Howmep 0 1 2 3 4 5 6 7 8 9
BapUaHTa
L, km 60 70 80 90 100 110 120 65 75 85

Tabnmumna 2. VicxomHbie maHHBIE IS pacuéra MO BapUaAHTy, COOTBETCTBYIOIIETO
nocjeaHen mdpe HoMepa CTyIeHYeCKOro OueTa Wik HoMmepa maposs

Howmep Bapuanra 0 1 2 3 4 5 6 7 8 9
CkopocTb 1,25 2,5 5 10 20 1,25 | 25 5 10 20
rnepenays, V,

I'Gut/c

UyBCTBUTENBHOCTD, | -24 -22 -21 -20 -25 -26 -27 -28 -29 -30
S, nbm

VY nenbHast 60 65 70 75 80 85 90 95 100 105
JUCIIEpCHS, D+,
TIC/HMXKM




VYV nenvHasg -65 -70 -75 -80 -85 -90 -95 -60 -55 -50
JUCIIEpCHS, D-,
IIC/HMXKM

VY nensHoe 0,19 02 | 021 | 022 | 0,23 | 024 | 0,25 | 0,26 | 0,27 | 0,28
3aTyxaHue OB
G.652d, a, nb/xm

VY nenbHas 15 16 17 18 19 20 21 22 23 24
JUCTIIEPCUS OB

G.652d, o,

IIC/HMXKM

[Ipumedanue: yaenbHOE 3HAYCHHE 3aTyXaHWUS BOJOKOH TIPEIUCKAKCHUS W
KOMIICHCAIIUK CYnUTaTh paBHBIM 0,2 nb/KM.

MeToanyeckue yka3aHus K pelieHuro 3ajaaun 1.
1. Tlo 3agaHHOW CKOPOCTH OMPEICIHUTh IUTEIBHOCTh ONTHYECKOTO HMITyJIbca B
dbopmare NRZ, T.e. uMnynbCc 3aTSHYT Ha BECh TAKTOBBIA MHTEPBAJ, PACCUUTHIBAEMbIN
nenenuem 1/V. Ipumep: 1/1I'6ut/c=1Hc.
2. VMmynbe mocie mpenucKkakeHus yBenauuumBaercs B 2 pasa (100%), T.e. mimHa
BoJIokHa D+ ompenensieTcst qeeHreM BETUYNHBI YITUPCHHS HA YACIbHOE 3HAYCHHE C
y4éToM, UYTO IIHpPUHA CIEKTpa CHUTHala Tnepenardyuka paBHa lam. Ilpumep:
1Hc/50mc/HM*X KM= 20KM.
3. Brruncisiem COBOKYIHYIO ITUCIIepcuio peauckaxenus D+ u muaum L. [pumep:
Ds=D+ + oXL=1uc + 20nc/amxxm X50xkM= 2 Hc.
4. JInst KOMIIEHCAINK BCEX AUCTICPCHOHHBIX UCKAXEHUHN BBIYUCIISIEM JUIMHY BOJIOKHA D-
. IIpumep: Dy/D-y,;= 2uc/-50nc/HEM*KM=40 KM.
5. Berumcnute TpeOyemMoe yCHICHHE ONTHYECKOTO YCWIHMTENS Ha BXOAC MPUEMHUKA
ONTHYECKOTO cHrHaia. J[jas 3TOro HEoOXOIWMO OMPENSIUTh yPOBEHb ONTHYECKOUN
MOTITHOCTH Ha BXOJI€ ONITHYECKOTO YCHUITUTEISI
P= Prep - As = Prep - (Ap+ + AL + Ap.) = Onbm — (20xmX0,21b/km +100xkmx*0,20b/xm +
40xmx0,2n1b/km) = -32 nbwm.
[Tpn MuHUMAaNTBHON YyBCTBUTENbHOCTH NpuéMHUKA -20 1bM moTpebyercs onTrdecKuit
YCHJIMTENh C MUHUMATBHBIM K03 duiinentom 12 nb.

CIleJIaTb BBIBO/IbI 110 PE3YJAbTATy PCLHICHHUSA 33[121‘11/1!



2. OnTuyecKue TPAHCHOPTHBIE CETH U CETH A0CTYMNA ¢ PU3UIECKOii 3aIuTOoi
HH(GOPMAIMOHHBIX COCIUHEHUH U 3a1IIUTONH HA OCHOBE KPpUIITOrpadum B
HHTep(eicax

2.1. Knaccudurkanus 3aiUTHl ONTHYECKHUX COeTMHEHUIt

3amuTa uHpOpMAaLMKU TpU TEpenade B ONTHYECKON CHCTEME WM CETH MOXKET
OCYILIECTBIATHCS PA3NUYHBIMU CIIOCOOAMH, KaXAbli M3 KOTOPBIX HMEET CBOU
PEUMYIIeCcTBa U HemocTaTku (puc.2.1).

Bce cnocoObl 3amuTel MHPOpMaUMKM OT YTEYKH [0 ONTHUYECKOMY KaHay
(BOJIOKHY) AEIATCS HA JBE TPYIIBI: CMOCOOBI 3AIMTHI CUTHAJIOB H CMOCOOBI 3aIUTHI
KaHaJIOB (BOJIOKOHHBIX coeanHennii). CriocoObl 3aIIMTHI CUTHAJIOB HE 00€CIeUNBAIOT
3alIMTOW KaHal (BOJIOKOHHOE COCIMHEHHE) OT HECAHKIIMOHMPOBAHHBIX MOKIIOYCHUH,
ChEéMa W BBOJIAa-BBIBOJIA CUTHAJIOB MJIM MHBIX BO3JCHCTBHIA; OHM TOJBKO 3aTPYAHSIOT (B
npenene  JCNAlT  HEBO3MOXHOW) — OOpa0OTKY — NMEepeXBAaueHHBIX  CHTHAJIOB:
CTPYKTYPHpPOBaHUE U pacu(PpoBKy.

CrniocoObl 3amuThl KaHaia (BOJIOKHA) TakKe HE B COCTOSHHUH MPEIOTBPATHTH
MOJKITIIOYCHHE K KaHaly 3a IMpeaeiaMu KOHTPOJIUPYEeMOi 30HbI KaOeTbHOW JTWHUHU, HO
MO3BOJISAIOT 3aTPYAHUTH JOCTYIH, MO0 OOHAPYKUTH MOMBITKY HECAHKIIMOHHPOBAHHOTO
MOJKJTFOYCHUS ¥ TIPEPBATh WM MEPEKIIOUNTD Mepeaady CUTHAIOB. TeM caMbIM KpoMme
3aIIMThI KaHaa (BOJOKHA) 3allMINAeTCs U Iepeada CUrHaa.

Cnocobel 33WWTel HHOPMALHKH
B BONOKCHHO-CNTHYE CKHX NAHMAX

_,-‘-"'"f -\"\
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Puc.2.1. O6mas xmaccudukaius crmocoooB 3amuTtel nHGopmanuu B BOJIC



2.2. Texunueckue cpeacTBa (pu3nuecKoi 3aMUTHI ONTHYECKUX COeTUHEHUH H
UH(poOpMALUHU

[loctpoenne Texuuueckux Cpeacts Dusnueckoit 3Samutel Wuabopmanuu
(TC®3M) ot nepexsat B BOCII ocHOBaHO Ha aHajIM3¢ BO3MOXKHOCTECH HApPYIIUTENS U
(DUBUKO-TEXHUYECKUX  OCOOCHHOCTSIX  BOJIOKOHHO-ONTHYECKHX  KAaHAJIOB  CBS3MU:
MPEUMYIIECTBA ONTUYECKOIO0 BOJOKHA U KabOelsl Kak TPaHCHOPTHOW Cpenbl s
uHpOpMalMK CBSI3aHbl C BO3MOXHOCTBIO TOCTPOCHHUSI TPAHCIIOPTHOM Cpeabl U3
MOJIHOCTBIO JTUAJIEKTPUUYECKUX MATEPHUAIOB UM OTCYTCTBHUE METaia, KOTOPBIHA JIETKO
OOHapyXUBAETCS; BHICOKON CKOPOCTHIO Mepenayu UHPOpMAaIuu MPU HU3KOM YPOBHE
IIyMOB;, OrPAaHUYEHHOCTHIO  JMCTAaHIMOHHBIX METOJIOB CheMa HHGPOpPMAIUU;
BO3MOXKHOCTbIO OOBEIMHEHUSI TPAHCIOPTHBIX U KOHTPOJbHO-U3MEPUTENIBHBIX CETEH B
eauHy0 MH(pacTpyKTypy; OOmblIas yAaJI€HHOCTh APYT OT ApPyra aKTUBHBIX CETEBBIX
AJIEMEHTOB.

Ontuueckuit kabeilb MOXKET OBITh MCHOJIB30BAH Kak cpelna sl Iepeaadyu
MH(pOpMAIIMM ONTHUYECKUMHU CUTHAJIAMU W Kak cpefa JUisi U3MEPEHUN BO3ACUCTBUU U
MoJIell ONTUYECKUM 30HAUPYIOIUM u3nydeHueM. CoOBMeENIeHUE [BYX Pa3IudyHbIX
(GyHKIIUI B 0JHOM Kabelie MO3BOJSET peanu3oBaTh (YHKIHUIO 3alIUTHl OT IEpexBaTa
CIEAYIONIUMH CIIOCO0aMMU:

KOHTPOJIb HAMEPEHUW HAPYIIUTENS 110 €ro IeUCTBUSAM BOJIM3U Kabens,

KOHTPOJIb COCTOSIHUSI 3alllUTHBIX MOKPBITUI/000JIOuEK Kalenass Ha MpeaMer
MpeaHAMEPEHHOTO pa3pyIICHHUS,;

3ammTa Kabesst OT pa3pyIlIeHHs 3alllUTHBIX TOKPBITHIT/000I04eK Kabes,

3alllUTa BOJOKHA OT HECAHKIIMOHMPOBAHHBIX M3MEPEHHIl TyTeM OTBOJA
ONTUYECKUX U3ITyUYCHUMN.

Koumponv Hnamepenuit Hapywiumena 10 €ro JIeUCTBUSAM BOIM3U KaOems
CONPOBOXKJAIOTCS BUOPO-aKyCTHUECKUMH CUTHAJIAaMU, BO3JIEUCTBYIOIIMMH HA BOJIOKHO
ONTUYECKOro Kalesis W BBI3BIBAIONIMMU B HEM Mapa3UTHbIE MOAYJSLIMM MapaMeTpoB
ONTUYECKOro M3iaydeHus. Ha 3TUX cBoOMCTBax ONTHYECKOTO KaOenst (yHKIIMOHUPYIOT
pacrpe/ielieHHbIe BOJIOKOHHO-ONTUYECKUE CHUCTEMbl OXpaHbl IMEPUMETpa OOBEKTOB,
MIPOMBIILJIEHHO BBIITYCKAETCS MHOTO MOJJOOHBIX CUCTEM, B TOM 4ucie B Poccuu:

1. BosiokoHHO-ONTHYECKas IepuMeTpanbHas cucrema oxpanbl «BOPOHTM» OOO
«[Ipuknamnas pagnodusnka» WWw.neurophotonica.ru

2. BomokonHo-onTudeckas cucteMa oxpaHbl «COBA» MHHOBaIlMOHHBIN ICHTP
«Omruka» WWw.centroptic.ru

3. OnToBOJIOKOHHAs pachpelnefieHHas CHUCTeMa BHOPOMOHUTOPHHTA U OXPaHBI
nepumerpa OO0 «Omnronekc» Www.optolex.ru

4. KorepenTnsrii pediexkrometp «Jlynaii» OO0 «T8» www.18.ru

[lpunuunsl  (QYHKIIMOHUPOBAHUS  BOJOKOHHO-ONTHYECKUX CHUCTEM  OXPaHbI
nepumerpa (BOCOII) ocHOBaHBI Ha PETHCTpAMM BHOPOAKYCTHUCCKHUX KOJICOAHHI
OKpY’Karollel cpeapl METOJAMH. PETUCTpallid MEXMOJO0BOM HHTep(depeHIuy;
pEerucTpali  CHEKI-CTPYKTYpbl B ONTHYECKOM  BOJIOKHE; JBYX  JIy4€BOWU
uHTepdepeHny;  JaTYMKaMu  Ha  OpIITOBCKUX  pEHIeTKaX;  KOT€PEHTHOM
pediexkromeTpun.


http://www.neurophotonica.ru/

JInst 3alldThl ONTHUYECKOro Kabedsi B €ro CTPYKTYpPy BBOISTCA DSJIEMEHTHI,
MPENATCTBYIONIUE PA3PYIICHUIO U MPOHUKHOBEHUIO BHYTPb KaOes JIsl MOCIEAYIOIIEro
MOJyYeHUsl  JOCTylma K  BOJIOKHY:  YCWUJIEHHOE OpOHUpOBAHHUE;  3alIUTHOE
MOKPBITUE/000JI0UKa C CcaMO pa3pyllalouMMUCS TpPU BO3JIECUCTBUU CBONCTBAMU;
Bo3jeiicTBue Ha kabenb peructpupyercss TC3UM He BOJIOKOHHO-ONTUYECKUMHU
METOJaMH, HalpuMep, MOABOAHBIM KaOedb MOJ BBICOKUM HAMPSIKEHHEM; 3alllUTHBIC
000J0uku Kabelsi UMEIT MPOYHYHD MEXaHMUYECKYI 3alluTy, COJEpKallylo
METAJITMYECKYI0 O0O0JI0OUKYy; B KabOelie Jig MOJBOJHOIO MOHTa)XKa MeTajlnyecKas
000JI0YKa KCTIONB3YETCS ISl JIEKTPUUECKOTO0 MUTAHUS ONTHYECKUX YCHIIMTENEeH, Ha
KOTOPYIO TOAAETCS BBICOKOE HANPSHKEHWE W B 3aBUCHUMOCTH OT JJIMHBI MOJABOIHOMU
JacTH HampsokeHne nocturaer HeckoidbkuxX 10 kBombT. Takke co3maHbl BOJOKHA
CIICLIMAIBHBIX KOHCTPYKLIHMH C 3alUTOM OT HECAHKIIMOHUPOBAHHBIX W3MEPEHUI

(puc.2.2).

CneunansHoe BONOKHO € 3alMTON OT HeCaHKUMOHMPOBaHHOTO N3MepeHnua
CTyneH4yaToe BONOKHO CO CABOEHHbIMW KOHLEHTPUYEeCKUMM CcepaueBMHamu
ANA 3awmuiaemoro TpaduKa (1) v € 3alWKUTHBIM LWYMOBbLIM U3nydeHuem (2)
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Puc.2.2. CnenmaibHOE BOJIOKHO C 3aIIUTON OT HECAHKIIMOHUPOBAHHBIX U3MEPCHHM

KpaTkue BBIBOJIBI IO OXpaHE MePUMETPa ONITHYECKOTO Kaders.

1. OxpaHa niepuMeTpa ONTUICCKOW CHCTEMBI NEPeIayy WIIM CeTH TPUMEHUMA IS
3alTUTHl JIOKAJBHBIX CETeH, TaK KaK OXpaHSACMbId MEPUMETP OrPaHUYCH JIATbHOCTBHIO
JIIEUCTBUS CUCTEMBI,

2. lpyrue MeToabl (GU3MUECKOHN 3alUThl IPUMEHUMBI KaK B TEJICKOMMYHUKAITUAX,
TaK W JIOKAJbHOW CBSI3M, HO 3()PEKTUBHOCTH 3aIMTHl CBS3BIBACTCS TOJIBKO CO
CJIO)KHOCTBIO BBIITOJIHEHHS Pa0OT 1O HAPYIICHUIO 3alUTHBIX CBOWCTB;

3. Jyig 3amuThl BOJOKHA OT (PU3MUYECKOTO JOCTYNAa MOTYT OBITh HCIOJIb30BAHBI
CHCIMAILHBIC ONTHUYCCKUE KalOelW C BCTPOSCHHBIMH CpEACTBAMH 3allUTHI, KOT/Ia
BO3MOJKHBI JIBa HAIIPABJICHUS 3aIIUTHI IIPHU BCKPHITHH KaOeIs

- BO3JICHCTBHEC Ha HAPYIIMTENS C IICJIbI0 HAHECEHWS Bpela €ro 3JI0POBBIO
(97eKTpHYECKOE, XUMUIECKOER);



- BO3JICMICTBHE HA BOJIOKHO C IIETbIO €ro oOpbIBa IS MpEKpalleHusl epeadn
CUTHAJIOB.

4. TlonoGHbIE CUCTEMBI 3aLIUTHI ABISIOTCS HEOTHEMIIEMON YaCThbI0O MOHTUPYEMOM
KaOeJIbHOM CUCTEMBI U MIEPBBIM PYOEkKOM 3aIlUThl UHPOPMAITMOHHOTO TpaduKa.

OO6HapykeHHe «3aKJaJoK» B ONTHYECKOM BOJOKHE METOAOM pedIeKTOMETPHUH.
[loakntoueHre TEXHUYECKUX CPEACTB JUIsi OTBOJA M PErucTpaldyd ONTHYECKUX
CUTHAJIOB («3aKJIaI0K») MOXKHO OCYIIIECTBUTH JIBYMS CIIOCOOAMH: ¢ pa3pbIBOM BOJIOKHA
C TOMOINIBIO Pa3bEMHOTO ONTHUYECKOTO COEAUHUTENS WU OTBOJOB C ONTUYECKUM
coenHUTEIEM; 0e3 pa3pbiBa BOJIOKHA C MOMOIIBIO JIOKAJLHOI'O M3ru0a BOJIOKHA WIIU
MyTEéM TYHHEJIMPOBAHUSI Ha MPOTSXKEHHOM y4acTKe BOJIOKHA. JIro0oe mojkitoueHue K
BOJIOKHY MPUEMHHKA MepexBaTa C MOMONIIbIO ONTHYECKUX COCTUHUTENICH HEen30€KHO
NPUBOAUT K TOSBICHUIO B TOYKE TMOJKIIOYEHUS BO3JIYIIHOTO 3a3opa, T.e. Ha
pedekTorpaMMe K MOSIBICHUIO OTPAXEHHOT0 curHana. Eciu Takoil curuai nosiisieTcst
3a TpeAesiaMu 30HBbl KOHTPOJS JIMHMM, TO ATO BEPHBIM Mpu3HAK <«3akiagku»!!!
[MogkmroueHre K BOJIOKHY MPUEMHHUKA IMEpexBaTa ¢ MOMOIIbIO W3rubda (Wim Ipyroro
crioco0a) 0e3 pa3pbiBa BOJIOKHA IPUBOJIUT K TOMY, YTO TOSBIISICTCS JOKAIBHBIA JTe(heKT,
HO TOJIBKO C MPSIMBIMU MOTEPSIMU 0€3 oTpakeHusl. J{nama3zoH BHECEHHBIX MOTEPb TAKUX
crioco00B MOXKET COBMaAaTh C JAMANA30HOM MPSIMBIX MOTEPh B CBAPHBIX COCIMHEHUSX
(ot 0,001 mo 0,1xB), moaTOMy A/ OTAEICHHS «3aKJIaJKH» OT CBAPHBIX COCIMHECHHIM
TpeOYIOTCS IPyTUe MPU3HAKHU, KOTOPbIE OMPEACISIOTCS U3 CpaBHEHUS Pe(ICKTOrpaMM C
JBYX CTOPOH U3MEPEHHS U Ha pa3HbIX JuirHaX BoJH (1310HaM u 1550HM).

CriekTpaJibHass 3aBUCHUMOCTh (3aBHCHMOCTH OT JUIMHBI BOJHBI H3MEpPCHU)
BBIBOJJUMOI'0 M3Jy4eHUsI uepe3 OOKOBYIO MOBEPXHOCTh 0€3 pa3pbiBa BOJIOKHA MOXKET
yKa3bIBaTh HA HEOJAHOPOJIHOCTH (HAKIIAJKY), T.K. Ha peduieKTorpaMMme JUIs JBYX BOJIH
MOTEPU HA CBAPHOM COEAMHEHHM PA3IMYHBI B MPSIMOM U OOpAaTHOM HaNpaBIEHUIX
U3MEPEHUsI U B pacy€T NPUHATO OpaTh CpeHee 3HAYEHUE, HO MPU 3TOM Ha pPa3HbIX
BOJHAX TOTEpU B OJAHOM HAIPABICHUH COMNOCTaBUMBI, a MOTEPU OT HM3ruda WIH
HAKJIAJIKU JJI JBYX BOJIH B MIPSIMOM M OOpPAaTHOM HAIlPaBJICHUH OJMHAKOBBI HA KaXKI0U
u3 BOJH, HO cymiectBeHHO (mpumepro B 10 pa3) pasmmussl!!! Uro mo3Bosser
UIEHTU(DUIIUPOBATH HEOJHOPOJHOCTD KaK «3aKIIaIKy».

AHanu3 NONbITOK Ch€Ma C MOMOIIBIO PA3TUYHBIX CIIOCOOOB MO3BOISIET PA3AETUTh
BCE CUTHAJIbl HAa TPU KaTErOpHUH: OBICTPBIM BBIBOJ, IUIABHBIA BBIBOJ, CTYIEHYATHIN
BbIBOJl. CHUTHaMBI Ch€Ma pa3nuyaroTcs Mo aMIUIUTY/E, JJIUTEIIbHOCTH BPEMEHU BBIBOJIA
u ¢opme. Ilpu wucnonb3oBaHUM YCTPOWCTB BHIBOJA U cOOpa HU3IY4YEHHUs THIIA
OTBETBUTEIIb-TIPUILIECTIKA OCYIIECTBIACTCS OBICTPbIA BBIBOA, KOIJa YYHUTHIBAETCS
MEePEXOIHBINA MpollecC anmnapaTypbl peructpanuu okosio lc. Takoil cbéM mpeciaenxyer
meJb 3aperucTpupoBath (WM mepenarb) curHan ¢ HesammmeénHor BOCII wmm ¢
sammmEénHon BOCII, HO TOnbKO 3a BpeMsl pErucTpaluyd CUCTEMbI 3amuThl. [lpum
IUVIABHOM BBIBO/I€ LeJIbI0 HAPYLINTEJS SABJISETCS COKPHITUE MOJIKIIOUEHUS, BHECEHUE
MUHHMAaJbHBIX MOTEPh U PETUCTpAllUs MEPEXBAYCHHOTO CUTHAja JJIUTEIbHOE Bpems!
910 cnoco0 mpencTaBisieT HaumOoublyt0 omacHOCTh! CTymeH4YaThlii BBIBOJ
npecienyer uedb HEWTpalu3allMd CHCTEMBl 3alllUThl, OOHAPYKUBAIOIICH TIJIaBHBIN
BBIBOJ] NYTEM MHOTOKPATHOTO TMEPUOJMYECKOTO BBIBOJA MOIIHOCTH CHrHajla Ha
BEJIMYMHY HUXKE MTOpora 00OHapy>KeHHsI KOHTPOJLJIepa 3allHThI.



AnmnapatHele  CpelcTBa  3allUThl  MHQOpMAMM  BOJOKOHHO-ONTHYECKHUX
COCIMHEHUN: KOMMYTAallMsl WM TEpPeKII0YEHUEe JIMHUM, HCIOJIb30BAaHUE pPeXuMa
JUHAMHUYECKOTO Xaoca; MCIOJIb30BAaHHE KOJOBOTO 3alllyMJIEHUS; MPUMEHEHUE
texHosorun ontudeckod CDMA,; mnpuMeHeHHe pa3HO-3HAKOBBIX KOMIICHCATOPOB
JTUCTIEPCUU; MYJbTUIUIEKCUPOBAHUE IIyMa M CUTHAJIA HA pa3HbIX JJIMHAX BOJH;
KOHTPOJIb YPOBHS OMTOBBIX OMIUOOK U T.J. (CM. KilaccuuKanuio Ha puc.2.1).

[Tpumep mocTpoeHnust kommyTtaropa Ha 6aze MEMS npusenén na puc.2.3.
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KomMmyTaTopbl Ha 6a3ze MEMS

Puc. 2.3. KOHCTpYKITHSI ONITHYECKOTO0 KOMMYTATOpa ISl yIpaBlieHneM Tpaduka B
HAaMpPaBJICHUIX

Jlnst peanuzanuu  pekuma JUHAMHAYECKOTO Xaoca MepefaTYuK W IPUEMHHK
BKJIIOYAIOT B ce0s Takue >K€ HEIUHEWHble U JMHEWHbIE CHUCTEMbl, KaK HCTOUYHHK
(puc.2.4). JIOTIOJHUTEIIBHO B TIepeJaTUYWK BKJIIOYEH CyMMaTop, a B TIPUEMHUK
BbIUMTATENh. B cyMMarope mpOM3BOAUTCS CIIOKEHHE XAOTHYECKOrO0 CHUTHala
UCTOYHUKA U MHGOPMAIMOHHOIO CUTHAJIA, & BBIUUTATENIb NMPUEMHHKA MpPEHAa3HAYECH
JUTsL BBIJIeTIeHUs MH(OpManMoHHOro curHaia. CUrHan B KaHajie XaoCOMOJOOHBIM U HE
COICPKUT BUIAUMBIX TPU3HAKOB MepeaaBaeMoid HWHGOpPMAILMU, YTO TO3BOJISET
nepeqaBath KoHMuaAeHIMa bHy0 uHpopmanuto. Curtansl B Toukax A u A, B u B’
nmomapHo paBHbBI. [lodTOMY mpu HaNMWYUK BXOJHOTO WH(DOPMAIMOHHOTO CHUTHAJIA S Ha
BXOJIE CyMMaTopa MepeJaTuhKa Takol e curHaia OyJeT BBIACIATHCS Ha BBIXOJIE
BBIYMTATENS] IPUEMHHUKA.

[Tpr MCHONIb30BaHUM KOJOBOTO 3amiymicHUs (METOA CIydalHOTo KOJIUPOBaHUA)
3amuTa nHQopMalu 00eCeYuBaeTCsl HE 32 CYET BO3/CICTBUS HA MapaMeTphl KaHAJIOB
YTEUKH, a 32 CUET BEPOSATHOCTHOrO peoOdpa3zoBaHus HHPOpPMALIUU NIepe]] epeaadeii mo
KaHany cBsi3u. HeBO3MOXKHOCTH BOCCTAaHOBJIEHUS HUH(POPMAIIUU 3JI0YMBIILICHHUKOM
OCHOBaHa HAa TOM CBOWCTBE, 4YTO KaHaJl YTEYKHM HUMEET MEHBIIYI0 MPOIMYCKHYIO
CIIOCOOHOCTb, Y€M IITATHBIM KaHal nojb3oBaTeis. Crnocod KOaupoBaHUs BbIOMpAETCS
TaK, 4TOObl B KaHAJIE YTEUKH KOJIMYECTBO BO3HUKAIOUIMX OIIMOOK CHJILHO BO3pacTalo,



obecrnieunBasgs 3(PdeKT 3amymiIeHus IepelaBaeMoro CHrHajlia, B TO BpeMs Kak B
OCHOBHOM KaHaJjie 00ecTeunBanach Hae)KHasl CBS3b.

[IpumeHeHne Pa3HO3HAKOBBIX KOMIICHCATOPOB JIUCIIEPCUU  [IJII  BHECCHUS
WUCKOKCHUS CHWTHAja TO3BOJBSIET 3aTPYMHUTH JOCTYN K WH(GOPMAIIMOHHOMY CUTHATY

(puc.2.5).
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Puc.2.5. Onruyeckoe  CoeIUHEHHWE C  NPUMEHEHHEM  Pa3HO3HAKOBBIX

KOMIICHCATOPOB IUCIICPCUH

3amuTa Tpaduka Ha ocHoBe TexHojoruu Optical Code Division Multiple Access
(OCDMA), T.. TEXHOJIOTHEH CBSI3M MHOXECTBEHHOTO JIOCTylla C KOJOBBIM
paszesieHreM, MpU KOTOPOM KaHaibl Nepefayd MMEIOT OONIYI0 IMOJOCY 4YacToT, HO
Pa3HYI0 KOJIOBYIO MOAYJALMIO. B OTauyMe OT Ipyrux METOJI0B J0CTyNa aOOHEHTOB K
CeTH, TJIe SHEPrus CHUTHajla KOHIICHTPUpPYETCs Ha BhIOpaHHBIX dacTtoTax (Frequency



Division Multiple Access, FDMA) wmu BpemeHnHbix wuHTepBanax (Time Division
Multiple Access, TDMA), curaanst CDMA pacnipeienieHsl B HSIPEPHIBHOM 9acTOTHO-
BPEMECHHOM MPOCTPAHCTBE, T.€. MPOUCXOIAUT MAHMITYJISIIMS U 9aCTOTOM, B BPEMECHEM,
u sHeprueii (puc.2.6).
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Puc.2.6. CtpykTypa cucteMsl nepenayuu ¢ mpumeneanem CDMA

2.3. Kpunrorpadus ajis 3ai{UThI ONTHYECKUX coequHeHnii. OCHOBHbBIE
omnpeeJaeHust

Haykoif, n3ydaronieii MareMaTH4eCcKue METOAbl 3alIUThl UH(POPMAIUU MyTEM €€
npeoOpa3oBaHus, SIBIASETCS KPUIITOJIOTHS.

Kpunronorust paszgensiercs Ha JBa HampaBieHuUs — Kpunrorpaguio u
KPUNITOAHAJIN3.

Kpuntorpadgus: OOmacTs TEOPETHYECKUX W NPHUKIAJAHBIX HCCICIOBAaHUM U
MPAKTUYECKON JIeATENIbHOCTH, KOTOpas CBA3aHa C pa3pabOTKOW M MNPUMEHEHUEM
METOJIOB KpUNTOrpauyecKoi 3aruThl HH(GOPMAIIHH.

Kpunrorpagpuyecknii ananu3. OOmacTb TEOPETHUUYECKUX U  MPUKIATHBIX
UCCIIEIOBAHUM, MMEIOMIUX KOHEYHOM IEIbl0 TOJIydeHuEe OOOCHOBAHHBIX OIICHOK
Kpuntorpaduuecko CTOMKOCTH KpUOTOrpauuecKkod CHCTEMbI B I1EJIOM HIH
OTZIEJIbHOTO KPUNITOTPaUIECKOro MEXaHU3Ma.

[Ton xpunTorpaduyeckoii 3amuToi nHpopmanuu (puc.2.7) TOHUMAETCS TaKOE
npeoOpa3oBaHrWe HUCXOJHOW HMH(OpMalMM, B pe3yiabTaTe€ KOTOPOrO0 OHA CTAHOBUTCS
HEJIOCTYITHOM Il O3HAKOMJICHHSI M HWCIOJIb30BAHUS JULAMH, HE MMEIIIMMHU Ha 3TO
MTOJTHOMOYH .

enbro coxaTus SIBIAETCSA COKpalieHue 00beMa HHGOpPMaLMH.

Cxaras undopmanus HE MOXET ObITh MNPOYMTAaHA WJIM KCIOJIb30BaHa 0e3
oOpaTtHoOro ee mpeoOpa3oBaHus. YUYUTHIBAsI JOCTYMHOCTh CPEJICTB CKATHUSI U OOPATHOTO
npeoOpa3oBaHus, 3TH METOJbl HeJb3sl PACCMATPUBATh KAK HajJe:KHble CpPelACTBa
KPUNTOrpaduueckoro npeodpasoBaHus HHGOPpMALUU.



Merto/sl KpunTorpadguyeckoro
npeobpaszoBaHia HHPOPMALIHHU

[TTudpposanne Creranorpadus Koamposanue Cxatue

Puc.2.7. Metonbl kpuntorpaguaeckoro mpeodpa3zoBaHus HHGOPIMAITIN

ConepkaHueM Mpoliecca KOAMPOBaHWST WH(QOpPMANUU SBJISETCS 3aMeHa
CMBICJIOBBIX KOHCTPYKIIUH UCXOMHON MH(POpMAIUH (CI0B, MPEIIOKEHHUI) KOJaMH.

KonupoBanne wuHbopmanuu 1eecooOpa3HO MPUMEHSITh B CHUCTEMax C
OTpaHUYEHHBIM HA0OPOM CMBICIOBBIX KOHCTPYKIMUA. Takoil BUa kpunrtorpaduueckoro
npeoOpa3oBaHus MPUMEHUM, HAPUMEDP, B KOMaHAHBIX JIMHUSX aBTOMATU3UPOBAHHBIX
cucteM yrpanienus. HemoctaTkamm KoJMpoBaHus KOHPUACHIIMATbHOU UH(pOpMAIIUU
SABJISIETCS HEOOXOJIMMOCTh XpAaHEHHUS M PACHPOCTPAHEHHUS] KOJAUPOBOUHBIX TaOJIHII,
KOTOpble HEOOXOJMMO 4YacTO MEHSITh, 4YTOObI H30€XkaTh pPACKpPBITUS KOJOB
CTaTUCTUYECKUMU METOJIaMHi 00pabOTKHU MepEeXBauYCHHbBIX COOOIICHUH.

I[long mmppoBaHmeM MOHUMAETCS TMpoOlLECC MNPeoOpa3oBaHUsI  OTKPHITOU
uHpopMaru B 3amuppoBaHHylo (mmdpoTEeKCT) WIM - Tporecc  0OpaTHOTro
npeoOpazoBaHus 3auGpoBaHHON HHPOPMAIIUU B OTKPBITYIO.

Jlns mudpoBanuss nHGOPMAIMKM KCIONIB3YIOTCS AJrOPUTM NPeoOpPa3oBaHUsA U
KJIIOY.

Kak mnpaBuiio, aiaroput™m st ONpEAETICHHOTO MeToja IU(POBAHUS SBISIETCS
HeM3MEeHHbIM. VICXOMHBIMU JaHHBIMH IS QIropuTMa IUGPOBAHUS  CIIy)KaT
uHdopManus, noanexaias muppoBaHuio, U KWWY M(poBaHus.

Metogom mmdppoBanus (mmdpom) HaA3BIBACTCI COBOKYITHOCTH OOpPATUMBIX
npeoOpa3oBaHUN OTKPHITOM MHPOPMAIIMU B 3aKPHITYI0O B COOTBETCTBUH C aJITOPUTMOM
mudpoBaHuUs.

ATtaka Ha mudp (KpUNTOoaHATHM3) — DTO MPOIECC JCMHUPPOBAHUS 3aKPHITOU
uHpopManuu 0Oe3 3HAHUSA KIOYAa M, BO3MOXHO, IMPU OTCYTCTBUU CBEACHUU 00
anroputMe mudpoBaHUs.

[Ipouiecc BOCCTaHOBJIEHUS MEPBOHAYAIBHOTO OTKPBITOIO TEKCTa HAa OCHOBE
mndpoBaHHOro 0€3 3HAHUS KIII04a Ha3bIBAIOT JeIU(DPOBAHUEM.

CoBpeMeHHbIE  METOJIbI  MIU(PPOBaHUA  JOJDKHBI  OTBEYaTh  CJICIYIOLIUM
TPeOOBAHUAM:

CTOHKOCTh MHU(pa MPOTHBOCTOSITh KPHUITOAHAIN3Y (KPHIITOCTOMKOCTH) IOJIKHA
OBITh TAKOW, YTOOBI BCKPBITUE €T0 MOTJIO OBITh OCYIIECTBIEHO TOJBKO MYyTEM PEIICHUS
3a71a4¥ TIOJTHOTO Mepedopa KITroueH;

KPUIITOCTOMKOCTh OOECIIEYMBAETCS HE CEKPETHOCTBIO aNropuTtMa mudpoBaHus, a
CEKPETHOCTHIO KIIIOYA,

mU(POTEKCT HE JIOHKEH CYIIECTBEHHO MPEBOCXOAUTH MO 00BEMY UCXOIHYIO
HH(pOPMAILINIO;



OIMOKH, BOZHUKAIOIINE PU UG POBAHUH, HE TOTKHBI PUBOJIUTH K UCKAXKEHUSAM
U TIOTEPSIM UH(popMauy,

BpeMs MU POBAHUS HE JIOKHO OBITH OOJBIITNM,

CTOMMOCTH MU(POBAHUS TOTKHA OBITH COTJIACOBAHA CO CTOUMOCTbBIO
3aKphIBaeMO MH(POpMAITUY.

B o0uieM, uTo npenctaBiasioT co00i MeTOAbl KpUNTOrpadhuueckom 3aiuThl
uHbopmarm?

Kpunrorpaduueckue MeTo bl 3alIUThl UHOOPMALIMK - 3TO CHEUUATIBHBIE METOMIbI
mudpoBaHusi, KOAUPOBAHUS WIM UHOTO NMpeoOpa3zoBaHus WH(GOpPMAIMU, B pe3yibTare
KOTOpPOTO €€ COJepKaHuE CTAaHOBUTCS HEAOCTYMHBIM 0€3 MpeAbsABICHUS KIoua
KPUIITOrPaMMBbI U 00paTHOTO MpeoOpa30BaHUSI.

Kpunrorpaduueckuii MeToj 3amluThl, OE3yCIOBHO, CaMblii HaACKHBIA METO]
3allUTHI, TAK KaK OXPAHSIETCS HEMOCPEACTBEHHO cama uHpopMaIus, a He JOCTYI K Hel
(Harpumep, 3amuppoBaHHBINA (AW HEITB3s MPOYECTh JJAXKE B CIydae KPasku HOCHUTEIIS).

OCHOBHBIM JOCTOMHCTBOM KPHUINTOTPaPUUECKUX METOAOB 3allUThl MH(OpMaLNU
SBJISIETCS TO, YTO OHU OOECIEUUBAIOT BHICOKYIO FapaHTUPOBAHHYIO CTOMKOCTH 3alUTHI,
KOTOPYIO MOXHO pPacCyuTaTh M BBIPa3UTh B YHCIOBOW (opMe (CpeIHUM YHCIOM
omepaluii  WIM BpPEMEHEM, HEOOXOAUMBIM [JIsi PacKpbITUsa 3amudpoBaHHON
UH(POPMAITUHU WU BBIYUCIICHUS KITFOUCH ).

K yucny OCHOBHBIX HENOCTATKOB KPUNTOIPAPUUECKUX METOJ0B MOKHO OTHECTH
CJIeIyIOLIHE!

- OoJIbIIIME 3aTPaThl pecypcoB (BpeMEeHH, MPOU3BOIUTEIHLHOCTH MPOIIECCOPOB) HA
BBITIOJTHEHUE KpunTorpaduueckux npeodpazoBaHuil nuHGpopMaiuy;

- BBICOKHE TpeOOBaHHUS K COXPAHHOCTH CEKPETHBIX KIIIOUEH M 3aIUThl OTKPBITHIX
KIIIOUEN OT MOJIMEHBI,

- HEOOXOOUMOCTh  3alUThl  OTKPHITOM  wWHhOpMamuu W KIOYEH  OT
HecaHKIMonupoBanHoro gocryma (HC/).

[Ipu >TOM BakHEWIIee pemieHWe IO 3aluTe HWHPOPMAMK BO3Jaraercs Ha
TEJICKOMMYHHUKAIIMOHHBIE CHCTEMBI, KOTOPHIE TTO3BOJISIOT MPEOI0JICTh B 3HAYUTEILHON
CTCTICHW BHIINIC YKa3aHHbIE HEIOCTAaTKH H OCOOCHHO B  BBICOKOCKOPOCTHBIX
TPAHCIOPTHBIX COCIMHEHMIX Ha OCHOBE onTHueckux kanamoB 1/10/100 I'out/c.

HIndpoBanne MOKET MPUMEHATHCS I GU3UIECCKUX U BUPTYATBHBIX COCTMHCHHM
B CETSIX CBS3M U BOOOIE MOTYT OBITh IMOCTPOCHBI CETU C TMOJHOCTHIO 3aIIUIIAEMbIMU
KaHataMu. BcE, d4YTO CBSI3aHO C 3al[UTOM COEAUHEHUH SIBJISICTCA MPEAMETOM
CTaHJAPTU3ANNK W CepTHPUKANNUUA, BCE €CTh MPEAMET eTaJbHOTO W3yYCHHUS B
MIPABOBOM IIOCKOCTH, B MJICOJIOTHH 3alTUTHI M €€ peanu3alid Ha OCHOBE KOHKPETHBIX
ycTpoiicTB (00opymoBaHue, HHTEPEHCH, TPOTOKOJIBI U T.1T.).



2.4. HopmaTuBHOe peryJIMpOBaHHEe CPeICTB KPUNTOrpaguyecKoil 3alIUThI
uHpopMaMU B KaHAJAX CBSI3M, OCHOBaHHoe Ha DegepajibHbIX 3aKOHAX,
CTAHJAPTAX, MPUKA3aX, MOJT0KEHUAX U HHCTPYKIHAX

(Ucxonnas uadopmanus B TOCT P 34.10-2012, TOCT P 34.11 2012,
I'OCT 28147-1989 I'OCT P 34.12-2015. ITogpo6HOCTH 1O aapecy:
https://www.securitylab.ru/blog/company/solarsecurity/347139.php)

[IpenBapuTenbHbIM HalTMOHATBHBIN cTaHaapT Poccuiickoit @enepanuu [THCT
799-2022. Kpunrorpadudeckas 3anmura napopmaruu. Beeaén B neticreue 1.01.23. B
COJIep KaHUM CTaHIapTa MPUBOIATCS TEPMUHBI M OTIPEACIICHUS.

[Tpukazamu Poccrammapra ot 07 asrycra 2012 1. NeNe 215-ct, 216-cT
YTBEPKIIEHBI ~ HOBBIE  HamwoHanmbHbie  craHmaptel [OCT P 34.10-2012
«ndopmanuonnas  texHonorus. Kpunrorpapuyeckas 3amura HUHPOPMAIUU.
[Tporeccsl (opMUPOBaHUS W MPOBEPKU SJIEKTPOHHOW IUGPOBOW moamucu» (B3aMeH
I'OCT P 34.10-2001) u T'OCT P 34.11-2012 «HWupopMannoHHass TEXHOJIOTHS.
Kpunrorpaduueckas 3amura uapopmarmu. Oynkius xsmuposanus» (B3amen ['OCT P
34.11-94) co BBomom B jgeiictBue 1 suBaps 2013 roma. JlaHHBIE CTaHAAPTHI
pazpaboransl Llentpom 3ammTel uHGOpManun u crenuaibHo cBs3u ®Ch Poccuu ¢
yuactueM OAO «MupoTeKC».

Crammapt 'OCT P 34.11-2012 ompenenser nBe (QYHKIMH XJIIAPOBAHUS — C
JUTMHAMH Xa1I-koaa 256 u 512 Out, u3BecTHBIC Takke Kak «CTpubdor-256» u «Ctpudor-
512». JlamHble  XOMI-QYHKIIMM  TIOJHOCTBIO  OTJIMYAKOTCS  OT  XAII-()YHKIIHH,
onpenensiemort craamaptom ['OCT P 34.11-94, npu 3tom «Ctpubor-256» otnudaercs
ot «Ctpubor-512» TOnIpKO 3HAYCHHUEM HWHHUITMAIA3AIMOHHOTO BEKTOpAa M YCCUCHHEM
X2II-KoAa 10 256 cTapuimx OuT.

Cramgapt 'OCT P 34.10-2012 ompenenser Ty K€ OOIIYIO CXEMY JJIEKTPOHHOMU
udposoii moanucu, uro u 'OCT P 34.10-2001, rno otinuyaercs ot 'OCT P 34.10-2001
HAJIMYUEeM JIOMOJIHUTEIFHOTO BapuWaHTa TpeOOBaHWUN K TMapaMeTpaM  CXEMBI
(COOTBETCTBYIONIETO JJIMHE CEKPETHOro Kiova mopsiaka 512 Ourt) m TpebGoBaHHMEeM
ucrnonb3oBanus Qynkruit  xammpoBanus ['OCT P 34.11-2012: mepBwiii BapuaHT
TpeboBaHMi Kk mapameTpaM (takoii xe, kak B OCT P 34.10-2001, cooTBeTCTBYIOIIHIA
JUTMHE CEKPETHOro KJIoYa mopsaka 256 OWT) mpeaycMaTpUBaeT HCIIOJIB30BaHHUE XOII-
GyHKIIMKA ¢ OIUHOM Xdmi-Koja 256 OuT, JOMOTHUTENBHBIA BapWaHT TPEOOBAaHUN K
napamMeTpaM IperyCcMaTPUBACT UCIIOIb30BAaHUE XAMI-(PYHKITUH ¢ TTMHOM XdII-Koma 512
ouT.

ITockoNbKY €IMHCTBEHHOW OTEYECTBEHHOM CTAHAAPTU3UPOBAHHOM CXEMOMU,
HCTIONB3YyIoNIeH (QYHKIHMIO XdIIHUpoBaHus, sBasercs cxema I, orpanmuumcs
pPaccCMOTPEHUEM TOJBKO CPEACTB ESKTPOHHOU (IIU(POBOI) ITOAIKCH.

C 1 saBaps 2013 roma mpu pa3pabOTKE CPEACTB AJIEKTPOHHOW MOAMHCHU IS
uHpopMalnK, HE coAepKallell CBEIEHUN, COCTaBIISIIONIUX TOCYIAPCTBEHHYIO TalHY,
noanagaromux mnox AckctBue 1. 3 Ilomokenmst IIK3-2005, pexomeHmyercs
UCIIOJIB30BaTh  KpUNTOrpaduydecKkue JITOPUTMBI, OmpejieNisieMble  HOBBIMU
HanpoHanbHBIMU cTaHgaptamu ['OCT P 34.10-2012 u T'OCT P 34.11-2012
(McTIONBb30BaHME BAapUAHTOB YKAa3aHHBIX QJITOPUTMOB, COOTBETCTBYIONIUX JTHMHE
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CEKpPETHOTO KJI04Ya Topsaka 256 OuT, SBISETCS MPEANMOYTHUTECIHHBIM, IMOCKOIBKY
o0ecrnieurBaeT JOCTATOYHBIM ypOBEHb KpUNTOrpaduueckoil CTOMKOCTH U JIydllue
AKCIUTyaTallMOHHbIE XapaKTEPUCTUKH, B TOM YHUCJE MPU COBMECTHOM peaau3aiuu co
cxemoit 'OCT P 34.10-2001). Ilpm sTOoM mpemiaraercsi cIeiaTh HCKIIOUYCHUE B
clydasx, Korga JaHHble cpenctBa Oll  mpenHasHaueHsl g OOeCHIEUEHMS
COBMECTHUMOCTH C JeucTByrommMH cpeactBamu Oll, peanusyromumu cxemy ['OCT P
34.10-2001, umm peamusyror (ynkuio npoepku OII, Bwipaborannoit mo I'OCT P
34.10-2001, B mpenenax cpoka aeicTBus kiaroda mpoepku JII. Taxxe mpeacraBmsieTcs
BO3MOXHBIM B HCKJIIOUMTENBHBIX Ciaydasx mo corimacoBannto ¢ @OCb Poccun
HCITIOJIB30BaTh alropuT™MEbl, onpenensembie ctanaaptamu ['OCT P 34.10-2001 u 'OCT
P 34.11-94, mpu wmoxpepuusamuu cpencts Ol B umHPOPMAIMOHHBIX CHCTEMax C
OOJIBIIM KOJIMYECTBOM TI0JIh30BaTeNIel (IIPH YCIIOBUU HCIIOJIB30BAHUS B XOII-(PYHKIIHA
HaOopa y3JI0B 3aMEHbI, COOTBETCTBYIOILETO pa3padaThIBAEMbIM B HACTOSIIEE BpEMs
TEXHUYECKUM KoMHTeTOM 1o ctanmaptusamuu TK 26 «Kpunrtorpadudeckas 3ammra
uHpopmanumn» «MeTOANYECKUM PEKOMEHAAMSAM IO 3alOJHEHUIO Y3JI0B 3aMEHBI
anroputma mudposanus [OCT 28147-89»).

2.5. TocynapcTBeHHOE peryJIupoBaHHe

l'ocynapcTtBenHoe peryiaupoBanue B cdepe NOpUMEHEHUS HWHPOPMAIIMOHHBIX
TEXHOJIOTUH MpeyCMaTPUBAET:

1) perynupoBaHUe OTHOIICHUH, CBA3aHHBIX C MIOMCKOM, TMOJIYYCHHEM, Mepeaadcii,
MIPOU3BOJICTBOM U pacnpoCTpaHEHHEM uHpopManuu c PUMEHEHHEM
WHPOPMAITMOHHBIX TeXHOJIOTHH (MH(pOpMATHU3alMK), HAa OCHOBAaHWU IPUHITUIIOB,
YCTaHOBJICHHBIX HacTOSAIUM DeepaabHbIM 3aKOHOM;

2) pa3ButHe HHHOPMAIIMOHHBIX CHCTEM PAa3IMYHOTO Ha3HAYCHUS JJIs1 00eCIICUCHHMSI
rpaxaad (pU3MUECKUX JIMI), OpraHu3alui, rocyJapCTBEHHBIX OPraHOB M OPTraHOB
MECTHOTO CaMOYIIpaBJieHUs UHpoOpMaluend, a Takxke O0O0ecCleueHHEe B3aUMOJICUCTBUS
TaKUX CUCTEM;

3) cosmanme ycioBud Ui 3((EeKTUBHOrO WCHONb30BaHUsA B Poccuiickoit
®enepanuu  MHOOPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETE, B TOM YHCJE CETHU
"UntepHeT" U MHBIX MOJIOOHBIX HHPOPMAIITUOHHO-TEIIEKOMMYHUKAIIMOHHBIX CETEH.

['ocynapcTBeHHbIE OpraHbl, OpraHbl MECTHOT'O CaMOYIIPABICHHUS B COOTBETCTBUU
CO CBOMMU MOJTHOMOYHMSIMU :

1) yd4acTBYIOT B pa3pabOTKe W peau3alid IEJICBBIX MPOTPaMM IPHUMCHEHUS
MH()OPMALIMOHHBIX TEXHOJIOTUH;

2) co3maroT  MHQPOPMAIMOHHBIE CHCTEMBI W OOECHEYMBAIOT  JOCTYN K
cojeprkaielcss B HUX MHGOPMALMU HA PYCCKOM SI3BIKE M TOCYJApCTBEHHOM SI3BIKE
COOTBETCTBYIOIIEH pecryOnuku B coctaBe Poccuiickoii denepannu.

2.3.1. 3amurta wuHbOpPMANUHA TPEACTABISIET COOOW TMPHUHATHE TPABOBHIX,
OpraHU3alMOHHBIX U TEXHUYECKUX MEp, HAMIPABJICHHbBIX Ha!

1) obecneuenue 3amuUThl WHGOPMANMH OT HEMPABOMEPHOTO  JOCTYIIA,
YHUYTOXKEHUS,, MOAU(DUIIMPOBAHUS, OJOKHPOBAHUS, KOMUPOBAHUSA, MPEIOCTaBICHHUS,



pACIIPOCTPAHEHU, A TAKXKE OT MHBIX HEIPABOMEPHBIX JAECUCTBAM B OTHONICHWUHM TaKOU
uHpopMmauy,

2) coOuroieHre KOHPUICHIINATLHOCTH HH(POPMAITMH OIPAaHUICHHOTO JOCTYIIA;

3) peanu3aiuio npaBa Ha JOCTYI K HH()OPMAIIHH.

2.3.2. TocymapCTBEHHOE pETYJIHpPOBAaHWE OTHONICHWA B cQepe 3alluThI
MHpOpMAIIMK  OCYIIECTBISICTCSI MyTEM YyCTAaHOBJEHUS TpeOOBaHUW O 3alllUTe
nH(popMaIy, a Tak’Ke OTBETCTBEHHOCTH 3a HapyIlIeHUE 3aKOHOAaTeNnbcTBa Poccuiickoit
Oenepanmun 00  wHbOpMaNUK, HWHPOPMALMOHHBIX TEXHOJOTHSAX W O 3alluTe
uHpopMauu.

2.3.3. TpeboBammss 0 3ammTe OOMICAOCTYMHOW WH(POPMANUA  MOTYT
YCTaHABIMBATHCS TOJIBKO JIJIST JOCTHIKEHUS 11eJIeH, YKa3aHHBIX BBIIIE B TyHKTax 1 u 3.

2.3.4. OOGmanmarens wHpOpPMANUU, OMepaTop WHHOPMAIMOHHOW CHUCTEMBI B
ClydasX, YCTaHOBJECHHBIX 3aKOHOJATEIhCTBOM Poccuiickoir ®eneparuu, 0053aHBI
00ecrneunTh:

1) mpemoTBpalieHUEe HECAHKIIMOHUPOBAHHOTO JocTyna K mHopmammu W (i)
nepeavyu ee JulaM, He UMEIOIUM TpaBa Ha AOCTYI K UHGOpMAaIUH;

2) cBOeBpeMEHHOE OOHapykeHHE (DAKTOB HECAHKIMOHHPOBAHHOTO JOCTyIa K
uHopManuy,

3) npexynpexIeHue BO3MOKHOCTH HEOJArOMPHUATHBIX TOCICJACTBUNA HAPYIICHHS
nopsiika 1OCTyna K uHpopMaiuy;

4) HemONMyIICHWE BO3JACHCTBHS HAa TEXHHYECKHUE CpeICcTBa  0OpabOTKH
uH(popMaluK, B pe3yiabTaTe KOTOPOTO HApyIIaeTcsl UX GyHKIIMOHUPOBAHUE;

5)  BO3MOXHOCTH  HE3AMEIJIUTCIIFHOTO  BOCCTAHOBJICHHWS  WH(OpMAIIUH,
MOAU(MUIIMPOBAHHON WM  YHUYTOXKEHHOM  BCJIEACTBUE HECAHKIIMOHUPOBAHHOTO
JOCTYyTIa K HEW;

6) TMOCTOSHHBI KOHTPOJb 3a OOCCIICUYCHHUEM YPOBHS  3alIUIICHHOCTH
uHpopManuu.

2.3.5. TpeboBanus o 3amuTe WHPOPMAILIUH, COACPIKAIICIHCS B TOCYAaPCTBEHHBIX
MHQOPMAIIMOHHBIX  CHUCTEMaX, yCTaHaBIMBAIOTCS  (enepalibHbIM  OpraHoOM
UCIIOJTHUTEIBLHON BJIACTH B 00nacTu obOecreueHus 0e30MmacHocTH U (eaepaibHbIM
OpraHOM HCIOJHUTEILHON BJIACTH, YMOJHOMOYEHHBIM B 00JacTH MPOTUBOJAEHCTBUS
TEXHUYECKUM pa3BeAKaM M TEXHHYECKOH 3amuThl WHGOpMAlUM, B Mpenenax ux
nonHoMmouuid. [lpu co3gaHuu W 3KCIUTyaTalluM TOCYAApCTBEHHBIX HMH(POPMAIIMOHHBIX
CHUCTEM HCHOJIb3yeMbl€ B LEMSAX 3aIIUThl HHPOPMAIUU METOJbI U CIIOCOOBI €€ 3alllUThI
JIOJIKHBI COOTBETCTBOBAThH YKa3aHHBIM TPEOOBAHUSIM.

2.3.6. ®DepepanbHBIMH 3aKOHAMH MOTYT OBITh YCTAHOBJIEHBI OTPAaHUYCHUS
WCIIOJIb30BAHUSI OTPEJCICHHBIX CPEJCTB 3allUThl WHPOPMAIUA W OCYIICCTBICHUS
OTJICTTHHBIX BUJIOB JCSITEIILHOCTH B 00JIACTH 3aIUTHI HHPOPMAIIUH.

B cootBerctBun ¢ ®enmepanbHbiM 3akoHOM OT 03.04.1995 Ne 40-d3 «O
®enepasibHOM ci1yk0e 0€30MaCHOCTH» YIMOJIHOMOYEHHBIM OPTraHOM MO OOECIEUEeHHIO



KpunrorpadpuiecKuMu METOaMU 0e30macHOCTH nH(pOpMaIIMOHHO-
TEJICKOMMYHUKAIIMOHHBIX CUCTEM, CETEH CBSA3M CHEHHAIBHOIO HA3HAYCHUS W WHBIX
ceTel CBsI3U, 00ECIeunBalOIUX Nepeaavy mudpoBaHHON nHPOpMaLNK, HA TEPPUTOPUH
Poccuiickonn @enepanuy U B €€ yUpEeXKAECHUSIX 3a TpaHUlEH, siBisieTca DenepanbHas
ciyx0a 6e3onacHoctu Poccum.

VYka3zaHHbIM 3akOHOM B 00s3aHHOCT, opraHam OCB Poccuum BMeHseTcs
opraHuzanus u oOecneyeHue Oe3omacHOCTH B cdepe MmUPPOBaHHON CBS3U B
Poccuiickoit @enepanunl0.

ITomumo sToro, opransl @Ch HazneneHbl MPaBOM OCYHIECTBIISTh TOCY1aPCTBEHHbBIN
KOHTpOJIb 332  oOpraHu3zaiued u  (QYHKIMOHUPOBAHUEM  KpuUNTOrpaduueckon
0e3onacHoCTH  MH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX ~CUCTEM, CETeH CBS3H,
oOecrnieunBaOIMMX Mepenayy uHGOpMalUUM C HCHoJib30BaHueM MudpoB. Takxke 3a
opranamu OCBH 3akperieHa (QyHKIUS OCYIIECTBISATH «...pEryJIHpPOBaHHE B 00JIACTU
pa3pabOTKH, NPOU3BOJACTBA, pealu3alMu, OSKCIUTyaTanuu, BBo3a B Poccuiickyro
Oenepanuto W BbiBo3a U3 Poccuiickoir  @Denepanuu  mudpOBATBbHBIX
(kpurnTorpauUecKnx) CPEACTB W 3aIIMIICHHBIX C HCIOJb30BaHWEM IMHU(DPOBATBHBIX
CPEACTB CHUCTEM UM KOMIUIEKCOB TEIEKOMMYHHMKAllMM, a Takxke B 00JacTu
npegocTaBieHus Ha Tepputopun Poccuiickoit ®denepanuu ycayr nmo mudpoBaHUIO
uapopmaruu...» ([Tonoxenne o denepanbHoit ciyx0Oe OezomacHocTH Poccuiickoit
denepanyn).

[IpaBoBO€ perynupoBaHHE€ OCHOBAHO TAaKKE€ Ha PsANE€ WHCTPYKUUU, Hampumep,
«HCTpYKIMA 00 OpraHu3aiyyu U 00ecredeHnn 0€30MacCHOCTH XpaHeHHUs, 00paOOTKU U
nepeayu Mo KaHajlaM CBSI3U C UCIOJb30BAaHUEM CPEACTB KPUMITOTPAPUUECKON 3aIIUTHI
MH(pOpMALIKM C OTPAHUYEHHBIM JOCTYIOM, HE COJIepXallel CBEJACHUM, COCTaBISIONINX
rOCyJIapCTBEHHYIO TaiiHy», KoTtopas yrBepxkacHa [Ipukazom @AIICU npu [Ipe3unente
P® ot 13.06.2001 Ne 152.

WNHCcTpyKIMsT CONEPKUT Pa3IeIbl:

Il. Opranuzanus u obecrnieueHre 0€30MACHOCTU XpaHEHHUs, 00pabOTKU U Mepeadu
0 KaHaJlaM CBs3U ¢ ucmnoiab3oBanueM CK3U konpuaeHnanbHoi nHpopMaIuu.

I1l. Tlopsinox oOpamenust ¢ CK3U u xkpunrtokiroyamu K HUM. MeponpusaTusi npu
KOMIIPOMETAIIMU KPUMITOKIIOYEH.

V. Pa3menienue, criennalibHOE 000pYyJ0OBaHKE, OXpaHa U OpraHU3aIUsl PeKUMa B
noMenleHusx, rae ycranonenbl CK3U unm XpaHsaTcs KIIFOYEBBIE JOKYMEHTBI K HAM.

V. KouTponb 3a opranuzanmeii u oOecrieueHHEeM O0€30MaCHOCTH XpaHEHUS,
00paboOTKM HW TMepedadyd IO KaHajdaM CBS3U C  ucnodb3oBanuem CK3U
KOH(pUAeHIMATbHON HH(pOpMaLIIK.

Kontpons 3a opranuzaiueit u odecrieueHueM 0€30MacHOCTU XpaHEeHUsi, 00pabOTKH
W TIepeladyd Mo KaHalaMm CcBs3u ¢ ucnoib3oBanuemM CK3U kondbuaeHnanibHOM
uHpopMaK - rocyaapcTBeHHbIM KOHTpoJb ocymiecTtBiasier ®Ch Poccuu. B xone
rOCYJJapCTBEHHOTO KOHTPOJISI U3y4alOTCsl U OLICHUBAIOTCS .

opraHuzanus 0€30MacHOCTH XpaHEHUs, 00pabOTKH U Mepeadyu 1Mo KaHajiaMm CBSI3U
¢ ucnonb3zoBanreM CK3U konpuaeHunanbHoi nHdpopmanuu;

JOCTUTHYTBIA ~ ypOBEHb KpUNTOTpauueckoid 3amuThl KOH(PUACHIMATbHON
HH(pOpMaIIUH,



ycnoBus ucrnonb3zoBanus CK3U.

I'ne HEOOXOIMMO HMCIONB30BaTh CTaHAAPTHOE IMMEGpPOBAHWE TAHHBIX B KaHallaxX
CBSI3U?

['ocynapcTBeHHBIE OpraHbl — MUHUCTEPCTBA U OPTaHbl BIACTH.

Ornepatopsl TePCOHABHBIX JAHHBIX — IIOYTH BCE OPTaHU3aIuU B CTpPaHE.

DIEKTPOIHEPreTUKA — FTEHEPUPYIOLIUE U CETEBbIC KOMITAHUH.

durHaHCH — OAaHKH ¥ CTPAXOBbIE KOMITAHHH.

[Ipeanpustust KpUTUIECKOU UHPPACTPYKTYPHI.

3apaBooXpaHeHHE — OOJBHUIIBI, KIMHUKH, allTCKH.

OTBETCTBEHHOCTH 3a 3aKPBITHE KAHAIOB CBS3M HECET ONEpaTop CBS3H, HAIIPUMED,
PoctenexkoM, B  pacmopsikKeHHHM, KOTOPOTO  HAXOAHMTCA OOOpyIOBaHHE IS
KaHaj1000pa30BaHus ¥ 3aIuThI (prc.2.8).
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Puc.2.8. Cxema oprammszamuu 3akpeitus kaHaioB cBsizu OAO POCTEJIEKOM
(https://www.cnews.ru/book/Poctenexom 'OCT VPN - CNews)

OcHOBHBIE BU/IbI IPeANPUATHII KPUTHYECKOH HHPPACTPYKTYPHI, I/1e
TpedyeTcs 3a1MTA He TOJbKO HHGOPpMAIINHN:

1. DHepreTuyeckas MHPpacTpyKTypa. DIEKTPOIHEPTreTUKA: TEHEPUPYIOIITUE
CTaHIMH, MOJCTAHIIUU, IMHUM dJIeKTpornepenaun. ['a3ocHabxeHune: ra30npoBo/IbI,
KOMITPECCOPHBIE CTAHIIUH, Ta30BbIE TEPMUHAIBL.

2. Tpancnopthas undpactpykrypa. JlopoxkHasi ceTh: aBTOMarucTpaii,
TOPOJACKHE IOPOTH, MOCTHI, TyHHEINH. JKene3HoqopoxkHas UHPPACTPYKTYpa: KeJIe3HbIe
JIOpOTH, BOK3aJbl, TYHHEIU. ABHAIIMOHHASI HHPPACTPYKTYpa: a3pOnopThl, B3IETHO-
MOCAJI0YHBIE TTOJIOCHI, HABUTALIMOHHBIE CUCTEMBbI. MOpPCKHE U PEYHBIE TOPTHI: JOKH,
TEPMUHAJbI, CyAOXOIHBIE ITYTH.

3. Bonocnabxenue u BogooTBeeHue. Bogo3abopHble COOpyKEHUS
BOJ103a00PbI, BOJIOHATIOPHBIE OAlllHU, HACOCHBIE CTAaHIIMKU. BOJONpPOBOIHAS CETh:
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BOJIOIIPOBO/JIHBIE TPYOOIIPOBOABI, BoJIOMEpHbIe ceTu. KananuzamunonHnas cucrema:
KaHaJIM3alUOHHbIE TPYOOIIPOBOIbI, OUUCTHBIE COOPYKEHUS.

4. KoMmmynukanmonnas uHQpacTpykTypa. TeaIeKOMMYHUKAIIMOHHAS CETh:
MOOWJIbHAS CBSI3b, IPOBOJIHBIE JIUHUU, ONTHYECKHUE Kabenu. HTepHeT-
HH(pacTpyKTypa: cepBEpHBIE LIEHTPHI, MAPIIPYTU3ATOPHI, CIyTHUKOBAs CBsI3b. Paano-
Y TEJICBELIAHKE  TEJICBBIIIKH, PATUOCTAHLINH.

5. MenunuHckast ”HGpacTpyKTypa. bOAbHUIIBI 1 METUIIMHCKHUE YUPEXKICHUS
rOCHUTANH, MaIaThl, TUATHOCTUYECKHUE LIEHTPhI. ANITEUHbIE CETU: alITEKH, 1Ta00opaToOpuH,
CKJIQJIbl MEJULIMHCKUX MIPENAapaToB.

3amuTa KpUTHYECKOU HH(PPACTPYKTYPbI

YuuThiBasg BaXXHOCTh KPUTHUYECKOW HMHOPACTPYKTYphl, €€ 3alluTa sBISIETCS
KPUTUYECKON 3amaueil. YmpaBle€HYECKHWE OpraHbl U ONEpPaTOpbl CHUCTEM JIOJKHBI
YAENSITh 0C000€ BHUMAHHE 3alIUTE OT MOTEHIHUAIBHBIX YIPo3, TAKUX KaK TEXHUYECKUE
coou, MPUPOJHBIE KaTacTpo(dbl, TEPPOPUCTUUECKUE aKThl U KubOeparaku. HexoTopsie
MephbI 1Jisl o0ecTieueHus: 0€30MaCHOCTU KPUTHUECKON HHPPACTPYKTYphI BKIIOYAIOT!

1. Pe3epBHOE nuTaHue U AyONUpOBaHUE. YCTAHOBKA T'€HEPATOPOB MUTAHUS U
PE3EpPBHBIX UCTOYHUKOB IHEPTUH.

2. CucteMbl MOHUTOPUHTA W aBTOMATH3allMU. UCIOJIb30BAaHUE COBPEMEHHBIX
TEXHOJIOTUH JJIsI IOCTOSSHHOTO MOHUTOPUHTA M YIPABJIEHUS CUCTEMAMU KPUTHUUYECKOU
UH(PPACTPYKTYPHI.

3. dusnueckas 3anura: odecrieyeHue 0e30MaCHOCTH OOBEKTOB KPUTHUYECKOU
UHPPACTPYKTYphl C MOMONIBIO CHUCTEM BHICOHAOIIONCHUS, KOHTPOJS JIOCTyHna H
OXpaHbl.

4, KubepOe3onacHocTh: mpuMMeHeHHe Mep AJsl 3alIUTHI OT KuOepartak,
BKJIIOYAS HCHOJb30BaHME HAJAeKHbIX mnapoJeii, muppoBaHuss [JAHHBIX U
peryJisipHble MPOBePKH 0€30MACHOCTH.

5. [InanupoBaHue Ype3BbIYANHBIX CUTyallui: pa3paboTKa U BHEIPEHUE IJIAHOB
JNEUCTBUM AJisI UYpe3BbIYAHHBIX CUTYyalluid, KOTOPbIE MOTYT BOBHUKHYTh B KPUTHYECKOU
uH(ppacTpykType.

6. CoTpyIHUYECTBO W KOOpJUHAILIMS: OOECIEUECHHE COTPYAHUYECTBA MEXKIY
Pa3IMYHBIMUA OpPraHU3alUsIMHU U TOCYAAPCTBEHHBIMU CTPYKTYypaMmH Juisi 3(PQPEeKTUBHOTO
pearupoBaHusl Ha Ype3BbIYAWHbBIC CUTYyallMd U BOCCTAHOBIICHUS paOOThl KPUTHUUYECKOM

UH(PPACTPYKTYPHI.
2.6. CHMMeTpHUYHbIE U ACUMMETPUYHbI€ KPUNTOCHCTEMBI

B cHMMeTpHMYHBIX KpHNTOCHCTeMAaX Ui ImudpoBaHus | pacimdpoBaHUs
UCTIOJIB3YETCs OJMH U TOT ke Kitod (puc.2.9.).



Kiarou Kiarou

OTKpBITHIT l [lepronayanbblil
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Puc.2.9. Cxema cummerpruaHOTO MU pOBaHUS

K TpammumoHHbIM (KJacCHYeCKMM) METOAaM IIM(PPOBAHUS B CHMMETPUYHBIX
KPUIITOCUCTEMAaX OTHOCATCS. MUMPHI MEePECTAHOBKH; MHUGPHI MPOCTOH W CIOKHOMN
3aMEHBI; HEKOTOPbIE UX MOAU(PUKAITUN M KOMOMHATIHH.

KomOunamuu mudpoB mnepecTaHOBOK M IMHU(POB 3aMeHbl 00pa3yloT Bce
MHOT000pa3ue MPUMEHSIEMbBIX Ha MPAKTHKE CHMMETPUIHBIX MH(POB.

Hlughpwr nepecmanosru.

[Ipu  mmdpoBaHWM  TEPECTAHOBKOW  CHUMBOJBI  MUEMPYEMOTOo  TEKCTa
MIEPECTABIISIFOTCS 10 ONPEACICHHOMY TIPABIITY B TIpeiesiaXx 0J0Ka 3TOro TeKCTa.

[Iudpel mepecTaHOBKU SBISIOTCS CaMBIMHA TMPOCTBIMUA U, BEPOSTHO, CaMBIMH
JIPEBHUMH IIHPPaMHU.

[Tpumep: wugpyrowue mabauyo.

B YIE BRI BICE €
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O AT E AT
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Hugppvr npocmoii 3amenvl.

[Mlpu mmdpoBanun 3aMeHO# (ITOJACTAHOBKOH) CHMBOJIBI IIH(PPYEeMOro TeKCTa
3aMEHSIOTCS CHMBOJIaMH TOTO € WIM JIpyroro aindaBuTa ¢ 3apaHee YCTAaHOBJIECHHBIM
MPaBUJIOM 3aMEHBI.

B mmdpe npocToil 3ameHbl KaxXAbli CUMBOJ HCXOJHOTO TEKCTa 3aMEHSETCS
CHUMBOJIAMH TOTO K€ alipaBUTa [0 OTHOMY MPABUIY HA BCEM MPOTSIKEHUU TEKCTA.

Yacto mmdpel NOpocTO 3aMeHbl Ha3bIBAOT ImudpamMu oaHOAT(PaBUTHOU
noAcTaHoBKH. [Ipumeps! miudpoB NpocToi 3aMeHbI:

Cucmema wugpposanus Llesaps
A—D E—H 13 M—>P Q—>T U—-X Y —>B

B—E FE—=1 ]=M N—=Q E—=1T VoYX Z—=C
C—>F G—] KN O—=R S—=V W= Z
D—=G H—sK L—-0O P—>5 T—-W X—A



Hlughpwi crnoscnoti 3amenvl.

[Indps! ci10KHOM 3aMEHBI HA3bIBAIOT MHOT0a()aBUTHBIMU, TaK Kak JUIs
MU(PPOBAHUS KAXKJAOTO0 CUMBOJIA UCXOJHOTO COOOIIEHUS] IPUMEHSIOT CBOM (P

MPOCTOM 3aMEHBL.

[Tpumepsr: Cucmema wugposanusa Busxcunepa;, /[ucku Anvbepmu,

Iicegppepcona; Oonopazosvie wiugpot.
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Puc.2.10. Iucku AnsbepTu



AMepuUKaHCKUi cTanaapT mmuppoBanus nanubix DES. Ctanmgapt mmdpoanus
nanabpix DES (Data Encryption Standard) ony6mukoBan B 1977 r. HamumoHanbHBIM
otopo cranmaptoB CIIA. IlpennazHadeH s 3alldThl OT HECAHKIIMOHUPOBAHHOTO
JOCTYNIa K BAaYKHOH, HO He CeKpeTHOM HHpOpMaIlUu B TOCYAAPCTBEHHBIX H
koMmMepdeckux opranuzanusx CIIA. Anroputm DES ocHOBaH Ha KOMOWHHUPOBaHUHU
METOJOB  TMOJCTAHOBKM W  TIEPECTAHOBKU U  COCTOUT W3  4Yepeayrouieics
MOCTIEIOBATEILHOCTH OJOKOB MEPECTaHOBKM W MOAcTaHOBKH. DES ocymecTBiser
mdpoBanne 64-OMTOBBIX OJIOKOB MaHHBIX C TIOMOIIBI0 64-OMTOBOTO KiIIOYa, B
KOTOPOM 3HAYalIUMH SBJSIOTCS 56 OUT (ocTanmbHbIe 8 OMT — MPOBEPOYHBIC OWTHI IS
KOHTpPOJII Ha 4YeTHOCTh). PacmmdpoBanme B DES sBisercs omepammeir, oOpaTHOM
mu(POBAHUIO, U BBHIMOJIHAETCS MyTEM MOBTOPEHHUSI oneparuil mudpoBaHusi B oOpaTHOU
nocienoBatenpbHOoCcTH. OO00MIeHHas cxema mporiecca mudpoBanus B anroputme DES
MoKaszaHa Ha pucyske 2.11.

OTKPBITBIH TEKCT

Y

HauanrHas IepeCTaHoOBEKA

v

16 pa3 [ poraHue <—— Kmog

Y

KoHeuHas IMepecTaHOBKa

Y

[ITugporekct

Puc. 2.11. Tlopsnox mmdpoBanus B DES

OcHoBHBIE nOCTOWHCTBA anroputma DES: wmcmonb3yeTcs TONBKO OJWH KITHOY
JUMHONW 56 OWT;, OTHOCHWTENbHAas TPOCTOTA AaJTOPUTMA OOECIECYMBACT BBICOKYIO
CKOPOCTh 00pa0OTKH; TOCTATOYHO BHICOKAsi CTOMKOCTh aJrOpUTMa.

YroOsr Bocmosb3oBaThcs amroputMoMm DES mns pemenus paszHooOpa3HbIX
Kpuntorpadpuueckux 3ajaad, pa3paboTaHbl UYEThIpE pPabOUUX pEeXKUMA: BICKTPOHHAS
konoBasi kuura ECB (Electronic Code Book); cremienne 6noxo mmdpa CBC
(Cipher Block Chaining); o6patnas cBs3p no mudporeketry CFB (Cipher Feed
Back); ooparnas cBs3b o Beixonxy OFB (Output Feed Back).

Cranpapr mudpoBanus ganaeix (FOCT  28147-89).  Anroputrm
kpunrorpadpuyeckoro mnpeoOpazoBaHusi AaHHbIX Obul  pazpaboran B CCCP wu
ony0aMKOBaH B BHjie rocyaapcTBeHHoro cragaapra 'OCT 28147-89 B 1989 rony.



[IpenHa3HaueH I ammapaTHOW W TPOTPAMMHON pealh3ariiyl, YIOBIETBOPSCT
KpunrorpadguueckuM TpPeOOBaHUSIM W HE HAKJIAJIBIBAET OTPAHWYCHHUNA HA CTETCHBb
CEKPETHOCTH  3amluinaeMord wHpopManuu. ANToput™M muDpPOBAHUS  JTaHHBIX
MIPEICTABIISET COO0M 64-ONTOBBINM OJIOYHBIN aNTOPUTM C 256-OUTOBBIM KITFOUOM.

AJNTOPUTM TIpeAyCMaTpUBaeT YETHIPE peKUMa paloThI: MU(pPOBAHWE NAHHBIX B
peKHME TPOCTOil 3aMeHbI; MUGPOBAHWE [AaHHBIX B pPEKAME TaMMHPOBAHMSA,
mupOBaHUE NAHHBIX B PEKUME TAMMHUPOBAHUSI ¢ 00PATHO# CBSI3bI0; BLIPA0OTKA
HUMHUTOBCTABKH.

B pexxume rammupoBanus (https://tech-geek.ru/gost-34-13/) 6utel uCX0IHOTO
TEKCTa CKJIAJBIBAIOTCS TI0 MOAYJIO 2 C TaMMOM, KOTOpasi BEIPaOATHIBAETCS C MTOMOIIBIO
anroputMma 1muppoBarus mo I'OCT 28147-89. To ecth anroput™m mudpoBaHUS II0
I'OCT 28147-89 B naHHOM peKHMMeE HCIIOJB3YETCSI B KadecTBe TI'eHepaTopoB 64-
pa3psaHBIX 0J0KOB raMMbl. [Ipu mmdpoBannn Kakaq0ro HOBOTO OJI0KA JaHHBIX TaMMa,
MCITOJIb30BaHHAsT HA TMPEIBIIYINEM Iare, 3armpoBBIBACTCS U HUCIIONB3YETCS YKE Kak
"HoBas' ramma. [lepen mmdpoBaHHEeM OTKPBHITHIE JaHHbIE pa3OMBalOT Ha OJOKH
OJIMHAKOBOW JUTHHBI, OOBIYHO TI0 64 Oumta. ['aMma mmdpa BeIpabaThIBacTCS B BUJC
MOCJICIOBATEIPHOCTA aHAIOTUYHOW JiuHEL. [Iporecc pacmmdpoBanus CBOIUTCS K
MOBTOPHON TEeHEpalud TaMMbl IMHdpa W HAIOKEHUIO ATOH TaMMbl HAa TMPUHATHIC
TaHHBIC.

B acuMMeTpHUYHBIX KPUNITOCHCTEMAX HCIOIB3YIOTCS JIBA KJIIOYa — OTKPBITHINA U
CCKPETHBIM, KOTOphIE MaTeMaTHYECKH CBs3aHbI Apyr ¢ japyrom (puc.2.12). Ilepswrii
KJIIOY SIBJIIETCSI OTKPBITBIM U MOXET OBbITh OMyOJIMKOBAH MJI MCIOJIb30BAHUS BCEMU
MOJIL30BATENIIMU  CUCTEMBI, KOTOpble 3amu@poBBIBAIOT JaHHbIE. PacmmdpoBanue
JAHHBIX C TIOMOIILIO OTKPBITOT'O KII0Ya HEBO3MOXKHO.

Jlnst  pacmmdpoBaHus [aHHBIX MOJy4yaTendb 3alupoBaHHOW HHPOpPMAIUU
UCIIONB3YET BTOPOU KJIFOY, KOTOPBIM  SIBIsIETCS cekpemubiM. PasymeeTcs, KIOY
pacuiudpoBaHusl HE MOXET ObITh OmpeleNeH u3 kiaoua 3amudpoBanus. Cxema
nepeiaun TaHHBIX MEXIy AByMs cyObekTamu (A u B) ¢ MCHoib30BaHUEM OTKPBITOTO
KJII0Ya BBITJSAIUAT craeAyrommuM o0pazom: CyObekT A TeHepupyeT Mapy KIIoueH,
OTKPBITBIN M 3aKpBIThIN (IyOJM4YHbIA 1 puBaTHBIN). CyObeKT A mepeaaeT OTKPBITBINA
Kiou cyorekty b. Ilepemaua mMokeT OCyIIECTBISITBCSA MO HE3AUIUIIEHHBIM KaHallaM.
CyObexT b mudpyeT maker JaHHBIX MPU MOMOIIM MOJYYEHHOTO OTKPBITOTO KIIoYa U
nepenaetr ero A. Ilepemaya MOXKET OCYIIECTBIATHCS MO HE3ALIUIIEHHBIM KaHAJIaM.
Cy0obexkt A pacmmpoBbIBaeT NOJNYy4YeHHYHO OT b wuHbopmanuio mpu MnoMouu
CEKpPETHOI0, 3aKPhITOTO KIII0Ya.

B Takoil cxeme mepexBaT JIOOBIX NAHHBIX, MEPEJaBAEMbIX MO HE3ALUIIEHHBIM
KaHajaM, HE HMEET CMBbICIA, MOCKOJbKY BOCCTAaHOBUTH HCXOJHYIO HH(POPMAIIUIO
BO3MOKHO TOJIBKO IMPHU MOMOIIU 3aKPBITOr0 KII0Ya, WU3BECTHOrO JIUIIL MOJYyYaTeNio U
HEe TpeOYyIOIIero nepeaayn.
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Puc.2.12. AcummeTrpudHas cxema mudpoBaHus

B anroputmax acMMMeTpHYHOTO IMH(PPOBAHUS HCIOIL3YETCS cXemMa oOMeHa
kmouamu  Jluppu — Xemnmana, wuzoOperérHas B 1976 romy Yurdumimom
Jduddu n Maptuaom XeuiMaHoMm 1oy BiusHueM pabotr Pambeda Meprie (Ralph
Merkle), kotopas crama mepBbIM TPAKTHYCCKHM METOJOM JUIS TOJTY4YSHHS OOIIero
CEKPETHOTO KII0Ya TpH OOIICHUHU Yepe3 HE3alTUICHHBIA KaHal CBI3U. ['010M To3xke
ObLT M300pEeTeH TMEepBBIN AITOPUTM aCUMMETpPUYHOTO ImdpoBanus RSA, KoTopsrit
pemm mpobiieMy OOIIeHHUS dYepe3 HEe3aUIIEHHBIA KaHall KapIWHAJIBHO, YK€ HE
TpeOys1, YTOOBI KaK1asi CTOPOHA UMeJia KOMUIO OJHOTO M TOTO e CEKPETHOTO KITF0Ya.

Haubonee pacnpocTpaHeHHbBIE aITOPUTMBI ACUMMETPUIHOTO MU(DPOBAHNS

RSA (ab0peBuatypa ot Rivest, Shamir u Adelman, damunuii cosnmareneit
JITOPUTMA) — QJITOPUTM, B OCHOBE KOTOPOTO JIC)KHT BBIYHCIUTEIbHAS CIIOXHOCTD
dakxropuzanuu (pa3ioKEHUsS Ha MHOXHTEIH) OONbIIMX Ywucend. [IpuMmeHsiercs B
3amuIeHHBIX npoTokonax SSL u TLS, cranmaprax mmudposanus, Hanpumep B PGP u
S/IMIME, u Ttak nanee. Mcnonp3yercs u s mmdpoBaHUsS TAaHHBIX, W JJI CO3TAHUS
U (PPOBBIX TOAMKCEH.

DSA (Digital Signature Algorithm, «amroputM nudpoBol moOANMHCH») —
QITOPUTM, OCHOBAaHHBI Ha CIIO)XHOCTH BBIUYMCICHUS JHUCKPETHBIX JIOrapu(mos.
Hcnonp3yetcs Ay reneparuu mudpoBeix moanuceit. SApmsercst vactpio ctangapta DSS
(Digital Signature Standard, «ctangapt 1udpoBoii moAIHCH).

Cxema Onb-I'amans — anropuT™M, OCHOBAaHHBIM Ha CJIOXHOCTH BBIYHCIICHUS
TUCKpEeTHBIX JsorapudmoB. Jlexxur B ocHoBe DSA u ycTapeBIIero pocCHICKOTO
craggapra 'OCT 34.10-94. IlpumensieTcss kak i mm(poBaHusl, TaK U JJIS CO3TaHUS
U (PPOBBIX TOAMKCEH.

ECDSA (Elliptic Curve Digital Signature Algorithm) — anroput™m, 0CHOBaHHBI
Ha CJIOKHOCTH BBIYUCIICHUS AUCKPETHOTO JIOTapru(Ma B TPYIIE TOYCK ALTUNTHICCKON
kpuBoii. [Ipumensiercs mius reHepanuu UQPOBBIX MOANUCEH, B YACTHOCTH IS
MOJITBEPIKICHUS TPaH3aKIMi B KpunitoBatore Ripple.

BHUMAHHUE!!! Cekpemnocms anzopummos wiupoeanus u annapammoi
peanuzayuu He onpeoesaon CMoiUKoCMb KpURMOCUCH eMbl

Cmoiikocmb Kpunmocucmemul onpeodensaemcs auuib cekpemuocmoio Kiwuallll

YnpapjieHue KpUNTOrpapuuyecKMMHU KJIWYAMHU. TeHepamusi, XpaHeHHe H
pacnpeaejieHne KI04vei

Kak Obl HE Obla clI0XKHA W HaJEKHAa caMa KPUITOCHCTEMa, OHa OCHOBaHa Ha
WCTONIb30BaHUN Kirouer. Ecmm nma  oOecnedeHuss KOH(PHUIASHIIMAILHOTO OOMEHa


https://encyclopedia.kaspersky.ru/glossary/rsa/

nHpopManelt Mexy ABYMs MOJb30BaTEIsIMH IpollecC 0OMeHa KJII0YaMu TPUBHAJICH,
TO B CHCTEME, TJ€ KOJHUYECTBO TMOJb30BaTEIEH COCTABISIET JECATKM U COTHH
yIpaBJieHUEe KII0YaMHU, — 3TO cepbe3Hasi mpoodiema.

[lon xiaroueBoM MH(pOpMaANUEN MOHUMAETCS COBOKYIHOCTh BCEX JNEHUCTBYIOIIMX B
cucrteme kiroued. Eciau He oOecredeHo JOCTATOYHO HaJIeKHOE YIPaBIECHUE KITFOYEBOU
uH(opMalue, To, 3aBlaJIeB €10, 3JIOYMBIIUICHHUK TOJIy4aeT HEOTPAHUUYEHHBINA TOCTYII
KO Bceil nH(popMaluu.

VYrpasneHue kiro4aMu — UH(OOPMAIIMOHHBIA MPOIIECC, BKIIOYAIONIUN B ceOsl Tpu
AJIEMEHTA: TEHEPALUIO KITFOUEH; HAKOIUICHUE KIIKOUEH; paCIIpEAEICHHUE KITFOUYEH.

OTtkyma OpaTh CEKPETHBIC KITFOUH?

JloBepeHHBII Kypbep [OCTABISIET KIIOYM M3 KIIOYEBOIO IIEHTpAa WU KIIOYU
BBIYUCIISIIOT MPU YCIOBUU JIBYXCTOPOHHEH ayTeHTU(UKAIIUN

I'enepauuss kiaroueil. B peanbHbIX CHCTEMax UCHOJIB3YIOTCS CIELHATbHBIC
amnmnapaTHble U MPOTrpaMMHbBIE METOJbl T€HEpalluu ClydalHbIX Kiroued. Kak mpasuio,
UCIIOIB3YIOT JATYUKH CIydaHbIX yncesl. OJHAKO CTENEHb CIy4YaHOCTH UX TeHEepaluu
JOJKHA OBITh  JJOCTATOYHO BBICOKOW. MmeanbHbIMU TreHepaTOpaMH  SIBISIOTCS
YCTPOMCTBA HA OCHOBE “HaTypalIbHBIX CIy4ailHbIX mpolneccoB. Hampumep, renepanus
KJIII04e Ha OcHOBe Oenoro paauvomiymMa. [IpyruMm ciaydailHBIM MaTEeMaTHYeCKUM
O00BEKTOM SIBIISIIOTCS IECTUYHBIEC 3HAKU UPPALMOHAIBHBIX YKCEI, HAPUMEDP T WUJIHU €,
KOTOPBIE BBIUMCISIOTCS C MOMOUIBIO CTAHAAPTHBIX MaTEMAaTHYECKUX METO/IOB.

B cucremax co cpenHuMu TpeOOBaHUSIMM 3aUIUIIEHHOCTH BIIOJHE MPUEMIIEMBbI
MpPOrpaMMHbBIE TEHEPATOPhl KIIOYEH, KOTOpPbIE BBIUMCISIIOT CiIydalHbIE YHCIIA Kak
CJIOKHYIO (DYHKITUIO OT TEKYIIETO BpeMEHH | (WJIH) YKCIia, BBEJACHHOTO ITOTb30BATEIICM.

Hakominenune kiarouven. [1o1 HAKOIJICHUEM KIIIOYEH MMOHUMAETCS OpraHU3aIvs UX
XpaHEeHUs, yueTa U yJaJICHuUs.

[lockoNbKY KJIIOY SIBJISIETCSI CaMbIM MPHUBJIEKATEIbHBIM ISl 3JI0YMBIIIJICHHUKA
00BEKTOM, OTKPBIBAIOIINM €MY MyTh K KOHPUAECHIIMATBbHON HHPOPMAIIUHU, TO BOIIPOCaAM
HAKOIUICHUS KIIIOUEH clielyeT yAenaTh 0co00e BHUMAaHUE.

CekpeTHbIe KJIIOYM HUKOTJIAa HE JIOJDKHBI 3alMCHIBATHCS B SIBHOM BHUJE Ha HO-
cuTese, KOTOPbIA MOKET ObITh CUMTAH WM CKOMMPOBAH.

B noctato4yHo ClI0XKHOM cuCTEME OJIMH MOJIb30BATENIb MOKET pab0OTaTh ¢ OOIBIIUM
o0beMOM KJtOUE€BOM uWH(MOpMalLMK, W HHOTAA JaXe BO3HUKAET HEO0OXOIUMOCTH
OpraHu3anuMyM MUHHOA3 AaHHBIX MO KItoueBol uHpopmanuu. Takue 0a3bl JTaHHBIX
OTBEYAIOT 3a MPUHSATHE, XPAHEHUE, YUET U YJaJIE€HUE UCTIOIb3yEeMbIX KIIFOUYEH.

Kaxnas wundopmanuss o0 HCMOIB3yeMbIX KIIOYaxX JOJDKHA XpaHUTbCS B 3a-
muppoBanHoM Buje. Kirouw, 3ammpoBbIBaONIME KIHOYEBYIO HWH(OpManuio Ha-
3bIBAIOTCS  MacTep-kiodyamu.  JKemarenbHO, 4YTOOBI  MAacCTEp-KIIOYU  KaXK bl
M0JIb30BATEIIb 3HAJ HAU3YCTh U HE XPAHUJ UX BOOOIIE HAa KaKUX-IMOO MaTepUalbHBIX
HOCUTENSX.

OuyeHb BaXXHBIM YCIIOBHEM 0€30MacCHOCTH MH(OPMALUU SIBISETCS MEPUOIUUECKOE
OOHOBIIEHHE KJIIOYEBOU MHPOopMaluu B cucteme. [Ipu 3ToM nepeHazHayaThCs TOTKHBI
KaKk OOBIYHBbIE KJIIOYM, TaK M MacTep-Kiouh. B 0co00 OTBETCTBEHHBIX CHCTEMAaX
OOHOBJIEHHE KJII0U€BOU MH(GOPMALIUA HEOOXOAUMO MPOU3BOAUTD €XKETHEBHO.

Bomnpoc oOHOBIeHHsI KIOUE€BOM HMH(POPMAIMU CBSI3aH U C TPETHbUM 3IIEMEHTOM
YIpaBJEHUs KIIOYaMH — paclpeeeHueM KIoUe.



Pacnpenenenue kirodei. PacnipeneneHue KIOYed — Camblidi OTBETCTBEHHBIN
MpoIlecC B ynpaBieHuu kiroyaMu. K HeMy npeabsaBisioTcs 1Ba TpeOOBaHMUSL:

. OMEPATUBHOCTh U TOYHOCTH PACIpeICIICHHUS;

. CKPBITHOCTh pPacpeIe/IsIEMbIX KIIOUYEH.

B nocnennee BpeMs 3aMeTeH CABUT B CTOPOHY HUCMOJB30BAHUSI KPUITOCUCTEM C
OTKPBITBIM KJIIOYOM, B KOTOPBIX IpoOJeMa pachpenesieHus Kioue ormaaaer. Tem He
MEHEE pachpelesiecHHe KIoueBOW HHpOpMAlMU B CHCTEME TpeOyeT HOBBIX
3 PEeKTUBHBIX pEHICHU.

Pacnpenenenue kiaouei MEXIY MOJIb30BATESIMUA PEATU3YIOTCS JBYMSI pa3HbIMU
MOAXOJaMU .

1. IlyreM co3maHusi OJHOTO WM HECKOJBKUX LIEHTPOB paCIpeeICHUs KIIOUEH.
HenoctaTok Takoro mojaxojia COCTOUT B TOM, YTO B LIEHTPE paclpeeieHus U3BECTHO,
KOMY W Kakue KIIOYM Ha3HAauY€Hbl, M H3TO TMO3BOJAET 4YUTAaThb BCE COOOIIEHUS,
HUPKYJIUPYIOIUE B cucTeMme. Bo3MokHbIE 310ynoTpeOieHus: CYIIECTBEHHO BIMSIOT Ha
3aIIuTy.

2. Ipsimoit oOMeH KITFouaMu MKy IOJIh30BaTEIsIMUA CUCTEMBI. B 3TOM cirydae
npo0JieMa COCTOUT B TOM, YTOOBI HAJIEKHO yIOCTOBEPUTD MOJIUHHOCTh CYOBEKTOB.

B o6oux cnyyasix nomkHa ObITh rapaHTUPOBAHA MOJJIMHHOCTh C€aHca CBA3U. DTO
MOHO 00€CIEUUTh IBYMS CIIOCOOaMUu:

1. MexaHu3m 3ampoca-oTBETa, KOTOPbIH COCTOUT B clienytomeMm. Ecnu moiib-
30BaTeNib A KeJaeT OBITh YBEPEHHBIM, UTO COOOILIEHHUS, KOTOpble OH IMOJy4aeT OT
nosib3oBarenss B, He SABISAIOTCA JOKHBIMHM, OH BKJIIOYaeT B Mockutaemoe aisg B co-
oO1ieHne HernpeackazyeMbld aeMeHT (3ampoc). [Ipu oTBeTe mosb3oBaTens B pomkeH
BBITIOJTHATH HEKOTOPYIO OTIEPAIIMIO HAJl 3TUM 3JIeMeHTOM (Hampumep, 100aBuTh 1). 310
HEBO3MOKHO OCYIIECTBUTh 3apaHee, TaK KaK HE U3BECTHO, KAKOE CIydailHOE€ YHCIIO
npuzet B 3anpoce. [lociie noiyueHns oTBeTa ¢ pe3ynbTaramy JEUCTBHUM MOJIb30BATENb
A MOXeT OBbITh YBEPEH, YTO CEaHC sIBIseTCS MOAMMHHBIM. HemocTtaTkoMm 3TOro merona
SBJISIETCS BO3MOXKHOCTh YCTAHOBJICHHS, XOTS W CJIOKHOW, 3aKOHOMEPHOCTH MEXKAY
3alpoCOM U OTBETOM.

2. MexanusM oTMmeTkH BpemeHH. OH mojpazymeBaeT (DUKCAIUI0 BPEMEHU IS
KaXJI0ro cooOIieHus. B 3Tom ciiydae Kax7blil MOJb30BaTElb CUCTEMblI MOXET 3HATh,
HACKOJIbKO “‘CTapbhIM’ SIBIISIETCS] IPULIEAIIEE COOOIICHUE.

B 00oux ciaydasix ciaeayeT UCIoJIb30BaTh MIU(pOBaHUE, YTOOBI ObITh YBEPEHHBIM,
YTO OTBET MOCJIAaH HE 3JI0YMBIIIUICHHUKOM M IITEMIEIb OTMETKH BPEMEHU HE U3MEHEH.

[Ipn ucnonp30BaHMM OTMETOK BPEMEHHM BCTAeT MpoldiieMa JOMYyCTUMOTO Bpe-
MEHHOTO MHTEpBajia 3aJCpKKU JUIsl TMOATBEPKACHUS TMOJJIMHHOCTU ceaHca. Benb
COOOIIEHNE C OTMETKOW BPEMEHU B MPUHIIUIE HE MOXKET ObITh MEPEeJaHO MTHOBEHHO.
KpoMe 3TOro, KOMIBIOTEpHBIE Yachl MOJyYaTesdsl W OTIPABUTENE HE MOTYT OBbITh
a0COJIFOTHO CUHXPOHU3UPOBAHBI.

Jlnst oOMmeHa KIOYaMd MOKHO HCMOJb30BaTh KPUITOCUCTEMBI C OTKPBITHIM
KITFOUOM, UCTIONB3YS TOT JK€ anropuTM RSA.

Ho Becbma 3ddexTuBHBIM OKazancs anroput™ Juddu-Xemmmana (puc.2.13),
MO3BOJIAIONIUI IBYM MOJb30BaTEISIM 0€3 MOCPEAHUKOB OOMEHSATHCS KIIOUOM, KOTOPBIA
MOXET OBITh HCHIOJIb30BAH 3aTEM ISl CHMMETPUYHOIO MIU(PPOBAHUSI.
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Puc.2.13. Cxema anroputMa /uddu-Xemimana

[IpoGnemMbl BCeX KIACCHYECKUX MEXAaHW3MOB DACTPEISTICHHUS KIIOUeH: He
obOecnieurBaeTcs 0€3yClIOBHAsI CEKPETHOCTh KIIIOUEH; TOPOTOCTOAIINE OPTaHU3allMOHHO-
TEXHUYECKUE MEpPHI; BCET/Ia €CTh «UYETOBEYCCKUU (DAKTOp», CO3/aHWE KBAHTOBOTO
KOMITBIOTEpA MPUBEIET K KOMIIPOMETAIIUN BCEX aCCHMETPHUYHBIX KPUNTOTPAPUISCKUX
aJITOPUTMOB U MPOTOKOJI0B Ha ux ocHoBe (DH, RSA, ECDSA TLS/SSL, HTTPS, IPsec,
X.509).

3auem nysicna bvicmpas cmena Kioveu?

JIJIst KOHKPETHOTO ajiropuTMa IMHu(PpoBaHUS B KOHKPETHOM peXUME PaOOTHI IS
KOHKpETHOro BapuaHTa peanuzanuu CK3U nmeeTcs nmpeneibHOe KOJIUYECTBO TaHHBIX,
KOTOpPBIC JOIYCTUMO 3aIlIH(PPOBATh HA OJJHOM KJII0UE — HArPYy3Ka HA KJII0Y.

[Tpumep — Anroputm 61ounoro mmdposanus o ['OCT 28147-89

- Pazmep Gioxa n= 64

B [IpenenvHas TeopeTHUECKast Harpy3Ka
256 I'6uT maHHBIX

- Iudpatop Ha ckopoctu 10 I'6uT/c M3pacxoayeT Kirrod 3a 25 CEKyHI.

64/2 32
2°"° = 27" 6nokoB mmdpoTeKCcTa, UIn



2.7. Aaroput™M mWHPPOBAHUS ¢ CHMMETPUYHBLIM KJIIOYOM, TMOJYYHBIIUM
Hau0oJIbllIee pacpocTPaHeHHe

AES, wmn Advanced Encryption Standard, - »To anroput™m ImmQpoBaHHS C
CUMMETPUYHBIM KIIFOYOM. DTO OJHO M3 CaMbIX YHUBEPCAJIbHBIX U HanboJee JTH0OUMBIX
TEXHUYECKUX pelieHnit B cepe kpuntorpaduu.

B ocHoBe AES nexut 6mounbIil mudp, KOTOPHIH ucnonb3yet 128-0uTHEIN pa3mep
omoka u 128, 192 unm 256-OutHble kiroun s mmdpoBanus maHHbIX. AES256 - 310
BepCcUsl CTaHAapTa ¢ 256-OMTHBIMH KJIIOYaMHU. OJTOT CTaHAAPT IIMPOKO CUYUTACTCS
caMbIM 0e30MacHBIM CTaHgapToM IUdpoBol Kpuntorpaduu, KOTOPHIA OOBIYHO
UCIIONB3YyeTCsl i1 HaumOoJiee HaJIe)KHOW CKBO3HOM IMIMGPOBAHHOW CBSI3M HA BBICOKHX
CKOPOCTSIX MEpeIayu.

AES 65w pa3pabotan 1Byms Oenpruiickumu kpunrorpadamu: J[>xoanom Jlemerom
u BurceraTom PumxkMeroM u ObUT MpUHAT B KadecTBe odummanpaoro cranmapta B 2001
rony HanumonanbHbiM wuHCTUTYTOM cTangaptoB u TexHonoruit CIIIA. Taxkoe
JTOCTH)KEHUE CBUAECTEILCTBYET O IIMPOKOM MPU3HAHUHU, KOTOPOE MOJYYUJI CTaHAApT.
VYxe 6onee 20 mer AES256 n mmdpoanue AES B 11e110M SIBISETCS OTHUM U3 Hanbosee
MPEANOUYTUTENIBHBIX PEHICHUN Il pa3pabOTYMKOB, KENAOUIUX CO3/IaTh CHCTEMY, B
KOTOPOM KOMMYHHUKAIIUM XOPOIIO 3alllMIIEHbl OT TMOCTOPOHHEr0 WM BHEIIHETO
BIIMSHUS U yTeueK. BOT ympoilleHHas cxema Toro, Kak 3To paboTaer.

Hackosbko 0e3onacHo mudpoBanne AES-2567

Anroputm AES monb3yeTcst BRICOKAM JOBEPUEM U HAJSKHOCThIO. HarmoHabHBIN
WHCTUTYT CTaHJAPTOB H TEXHOJOTWHA BbICOKO omneHun AES, Ha3zBaB ero
"HeB31aMbIBaeMbIM', a TipaBUTeIbCTBO CIIIA ucnonws3yer ero juis 3aliUMThl CEKPETHOM
undopmarmu ¢ 2001 ronqa.

Kak u B m000# TeXHOIOTHU 0€30MMaCHOCTH, BCETAa CYIIECTBYIOT TOTCHIIMATBHBIC
YSI3BUMOCTH, KOTOPBIE MOTYT OBITh OOHAPYKEHBI M UCITOJIB30BaHBI B OymymieM. OaHaKO
Ha JaHHBIA MOMEHT UX HeT. CyIIeCTBYIOT TOJIBKO YSI3BUMOCTH OOKOBBIX KAHAJIOB, HO OT
HUX MOXHO 3aIllUTHTBCS, €CIIH Pa3padOTYMKHA MPOTPAMMHOTO oOOecredeHus: OyayT
pa3yMHO U 0e30MacHO NPUMEHSTh CTAHAAPT.

Kak yxe ynmomunaiioch panee, AES umeet Tpu pasnuasbix auunocmu (128, 192 n
256 0Out). 256-OuTHas BepcHs WMEET CaMblid JUIMHHBIA KJIIOY JUIS MUGPOBAHUS, U
MO3TOMY XaKep JTOJDKEH MOTPATUTH OOJBINE BCETO BPEMEHH, MBITASCh paciudpoBaTh
coobmienne. Ecnu BB XOTUTE y3HATh, CKOJIBKO YCHJIUU IS 3TOTO TpeOyeTcs, TO HU
OJIMH OOBIYHBIN KOMITBIOTEP WJIU JIa’Ke KBAHTOBBIM KOMITBIOTEP HE CMOXKET ClIeJaTh 3TO
3a pazymHoe Bpems. Bcee eme He moHsn macmtaba? Hy, aTo 2%° 310 Taxke HAMHOTO
Oojblie, 4veM oOIIee KOJIMYECTBO aTOMOB (a, aToMOB) BO Bcell HaOmrogacMoit
BcenmenHoii. A TOJNBKO B BallleM Telie HACUUTHIBACTCS OKOJIO 7/ OKTHUTMOHOB aTOMOB
(7><1027). MacmTabbsl KOJoCCallbHbI, M HHUKAKHE COBPEMEHHBIE TEXHOJOTHMH HE B
COCTOSIHUU OXBAaTHTh 3TOT MacIiTao.

[Tomumo konmdecTBa BO3MOXHBIX BapwaHTOB pacmudpoBku, AES 256 Taxxke
peanusyet 14 paynnoB mmdpoBanus. Takum oOpazom, KJIOY JJisl €ro pacuIudpoBKU
ABTOMATHUYECKU CTAHOBUTCS JJIMHHEE, YeM TIPU HMCIOJIB30BAHUH APYTHX TEXHOJIOTHUH



mmdpoBanusa. YeMm IJIMHHEE KIIOY, TEM CIOXKHEE ero B3jaoMarh. CKOPOCTh Takke He
sBisieTcst mpobiemoii. Anroputm Advanced Encryption Standard - AES He ciumkom
TpeOoBaTeNeH K OMEPAaTUBHOM MaMATH CHCTEMBI, TIOATOMY OH HE CHJIBHO Harpy»aeT
CHCTEMBI B CEpPBEPHI.

Ecin BeI XOTHUTE Yy3HATh, CKOJBKO BpEeMEHH MOTpedyeTrcs uid B3jIoMa
samudpoBanHoro AES-256 copepkuMoro - MBI HE MOXEM TOYHO CKa3aTh, YTO
MPOU30iIeT Ha MPAKTHKE, TOCKOJIbKY 3TO emle He Opu1o caenano. Ho Teopetnuecku st
B3I0Ma MOTpeOyroTcs Muwutuapabl jer. [loaxomsl K ToOMy Kak BbIpaOOTaTh KITIOUH
m(poBaHus pa3IMYaloTCs, HO B OOIIEM 3TO BBITISANT TaK KaK MIUTIOCTPUPYETCS Ha
puc.2.14. Ha mytu K HOBOMY, MATOMY NOKOJEHHIO HH()OPMALMOHHBIX CHUCTEM,
NpeanoYTeHNe B KBAHTOBOW KpUMOTOrpaduu OTAAETCS CUMMETPUYHOMY HIN(PPOBAHUIO

(puc.2.15).

HosepexHan

HanemHo

CummeTpu4yHan

Kpuntorpadua

Pegko u megneHHo ‘

NocTaBKa Kno4a
LwKngppoBaHnA

AcUMMETPUYHESR
Kpunrorpachus

HagemHocTe Nog BONpocom

WudpacTpykTypa
OTKPbITBIX KMoYen

YacTo 1 BeicTpo - (PKI1)

CummeTpuyHan
Kpuntorpadua

HagexHo

KeaHTOoBRODE

pacnpefeneHue

YacTo u BeicTpo - Kniovei (QKD)

Puc.2.14. TTogxoas! K BEIpaOOTKE KITtouei muppoBaHus

Mepuog nepexofa K MareMaruyeckon
KpunTorpadun.

20-21 Bek

CHMMMeEeTpUYHOE
wndppoBaHne

AnropuT Quddpu-XennmaHa
OCHOBEH Ha
npesnonarasmon

€N CHHOCTW 330 34K
JMCKpeTHoOro
norapWdgMupoBaHa. O ouH
KJIKCH MCMonb3yeTeA 4nA
WKp poBEHA 1

pacluh poBaHWA,

P a3gMTHe KBaHT OBLIX
BbIMMCNEHWA W KBAHT OBOM
KpunTorpadmu.

20-21 Bek

AcCMMMeTpUYHoe
wmndppoBaHne

ANrop T RSA ocHOBEH Ha
BEIMICMTENEHOM CN OMHOC T
33 034M haKTopr3aLun
BonbLWWE Lenklx 4ucen. Ons
Winch poBEHA 11

pacling poEaHWA
WCMoNb3YETCA OTKPEITHIR 11
3EKPEITEIA KM,

Puc.2.15. Ilepexona k mITOMY TTOKOJICHUIO HH(OPMAIIMOHHBIX CHCTEM




Mpumep ansa aaroputma Inddu-Xeanamana (Diffie-Hellman, DH) dbopmuposanus
U pacIpeieliCHHH CEKPETHOTO KITIoYa ¢ UCIOJIb30BaHUEM HE3alUIIEHHOTO KaHaa.

1. Anroput™m JJuddu-Xennmana He nmpuMeHsieTcs sl mu@poBaHUs COOOIIEHUM
i GopMHUPOBaAHUS IEKTPOHHOU moAnucu. Ero Ha3HaueHue — B pacnpeesieHuu
KJIIOUEH.

2. OH MO3BOJISIET IBYM WM OOJiee MOIb30BaTelsIM OOMEHAThCA 0e3 OCPETHUKOB
KJIFOUOM, KOTOpBI MOKET OBITh HCIOJIb30BaH 3aT€M JJsi CHUMMETPUYHOIO
mudpoBanus. ITo OblIa MepBasi KPUIITOCUCTEMA, KOTOPAsl MO3BOJIsIA 3aIUMIIATh
uH(popmalio 0e3 MCIOJb30BaHUS CEKPETHBIX KIKOYEH, MepeJaBaeMblX I10
3alMIIEHHBIM KaHaIaM.

3. AiropuTtM mocTpoeH Ha npoctoit popmyne: A = Ga mod P

4. B mnpuBeieHHOM Jajee pacyere, MOAM(PUKANMSA 03HAYAET OINEpalHi0 [0
Moxayo. [lo cytu, 3T0 pacdeThl, 4TOObI BBISICHUTH OCTATOK IOCJE JCICHUS
JIEBOM YaCTH HA IIPaABYIO.

B kauecTBe npumepa: 15mod4=3

OcTaToK OT Je’eHHs O MOJYJII0 O3HAYaeT CIENYIOLIEEe. MbI ACIUM OJHO YHCIIO
Ha JPyroe ¢ ocTaTkoM. Llenyro yacTh BBIKHIBIBAEM, a OCTaTOK — 3TO TO, YTO HaM
Hy)HO0. O003HayaeTcs Takoe AeJeHne cI0BoM Mod.

Hanpumep, 12 mod 5 = 2, motomy uto 12 = 2x5 + 2
13 mod 4 =1, motomy uto 13 =4x3 + 1
10 mod 2 = 0, motomy uyto 10 = 2x5 + 0

B kpunrtorpaduu nenenue mo MOIyJ0 IPUMEHSETCS 4acTo, TOTOMY YTO 3Hasl JBa
HMCXOAHBIX YWCJIA HAWUTH OCTATOK OYEHBb JIETKO, a BBIYUCIUTH MEPBOE YUCIO, 3HAS
BTOPOE U OCTATOK — HEBO3MOXKHO.

Ecim X mod 5 = 1, to X moxet ObITh paBeH 6, 11, 16, 21 u Tak najiee — 0oCTaToK
OT JEJCHUS] KaKJIOTO W3 ATUX YHCEN I10 MOIYNII0 5 paBeH omHomy. I[loatomy
MepechlIaTh OCTATOK OT JCJIEHHUS 110 MOJIYJIFO MOXKHO, a TIEPBOE YHCIIO — HET.



Hrak, nycte Annca u bod pemnnn oOMeHnBaThes mm()poBaHHBIMH COOD-
LICHHAMH, HO B MX PACNOPAKEHHH HMEETCH TOIBKO HE3aUIHIICHHBIH OTKPBITHIH
KAHAT CBA3H, MPH 3TOM HHKAKHX BO3MQKHOCTEH BCTPETHTRCSH HIH NEPEIATE CEK-
PETHBII K04 Uepes3 KOro-Hudyas apyroro v Hux Het, B cooTBeTcTBHH € aaro-
putmom Jdudypu—Xennmana 1 yenemHoro pemenns 3agaun Amica u boo
N01KHBI BBIMOJIHHTE CACAYHOIIHE ACHCTBHA.

[1pesne Bcero oHM OTKPBITO 1OTOBAPHBAKITCA O TOM, 4TO DYAYT HCIIOAB30-
BaThk 0aHOCTOPoHHIOK (hyHKuHI0 Y = D* mod P. 3atem onn norosapusarorcs o
3Ha4eHusAX napamerpos D u P. [lveTte, Hanpumep, ol goropopunuce, 4to D=7 u
P =13, 1o ectb (pyukums umeer sua Y = 7° mod 13. Ewe pas noagepkuem, 41o B
cooTBercTBHHE ¢ anroputmoM Hudppun—Xenamana Bea 3ta madopmauns He sBas-
eTCsl CeKPETHOIL, M Jake ecliu neperosopel 0yayT noacaymansl EBoil, 310 He nact
¢l BO3MOYKHOCTH MPOYNTaTh coodmenns Amncel 1 boba.

AnHca CeKpeTHBIM [lycte, bo® Takmxe cekpeTHo IlycTs,
o0pazom BeIOHpaAET HanpuMep, | BeIOMpPAET NpPOU3BONbL- | HAMPHMEP,
NPOM3BOABHOE uieno | A=2 Hoe uncao B (zakpei- | B=4

A (3aKpBITBIH KITIOY Te1ii K1iou boba)

Anucer)

Annca BeIMHCIACT a= bo6 Takxke Beiamcasier | b=
3Ha4eHHe a onHocto- | 7°mod 13 | 3Hauenme b omnocro- | 7% mod 13
ponneil pynkunn Y, | =10 poHHel (pyHKUHH Y, = 2401
HCTIOAB3YA B Katc- HCMOB3Ys B KauecTee | mod 13 =
CTBE ApryMEHTA CBOE ApPryMEHTA CBOE CEK- 9
CeKPeTHOE uncao A: peTHOE HHca0 B:

TO eCTh b=D" mod P

a=D"mod P (oTKpeITHIH K104 Bo-

(OTKPBITEIH K04 0a)

Anncer)

Anuca noceiiaer 10 bo® noceinaer Annce | 9

boby cBoii oTKpBITHII CBOH OTKPBITBIH KITHY

KJTFOY b

Aumca, noay4us ot K= bo®, nonyuus ot K=10"
boba uucao b, BrI- 9" mod 13 = | Anuce uncao a, Bbl- mod 13 =
gucnseT mo (popmyne | 81 mod 13 | uncaser mo (popmyae 10000 mod
K=b" mod P (pazae- | =3 K=a"” mod P (pasae- | 13=3
NSAEMBII CEKPETHBIH AACMBIH CEKPETHBIN

KJTHOH ) KJTHOH )




2.8. [IpuMeHeHne KpUNTorpaduu B KaHAIaX ONTUHYECKHUX ceTell CBA3H

2.8.1. IIporokoa IPsec

IPsec — »T10 Habop mportokonoB (protocol suite), co3mannsiii The Internet
Engineering Task Force (IETF) ans obecneuenus 6e3onacHoctu B IPv4 u IPV6. IPsec
ctan craHgaptoMm peanuzanuu VPN-pemienuit Bo BCEM MHUpPE, U €ro HCHOJB3YIOT
BelylIre 3apyOekHble U OTEUECTBEHHbIE pa3paboTunku. |IPSeC mmeer Tpu mportokoia
(anri. «sub protocols») (puc.2.16):

AH, Authentication Header (ayrenTudukannoHHbIH 3arojioBok). ObecreynBact
ayTeHTU(UKALUIO UCTOYHUKA U KOHTPOJIb 1IEJIOCTHOCTH TMaKETa.

ESP, Encapsulating Security Payload (mmdpoBanue nanubix). OOecrieunBact
KOH(PUACHIMATBHOCTh U, OIMIMOHAIBHO, AyTEHTU(PUKAIMIO HCTOYHHKA  KOHTPOJIb,
LETTOCTHOCTH TaKeTa.

IKE, Internet Key Exchange Protocol (mpoTokon coriacoBaHus KITIOYCH).
ObGecrnieunBaeT ayTeHTU(UIIMPOBAHHOE COTIACOBAHUE KITIOUYEH.

AH 1 ESP — mpoToKoJbI HEMTOCPEICTBEHHOM 3anuThl JaHHbIX. Pob |KE coBcem
JIpyras — OH HE€ 3aHHMMAETCsl HEMOCPEACTBEHHO 3alIUTON JaHHBIX IMOJIb30BaTENsl, HO
obecrieunBaeT AH 1 ESP ayTeHTHOUIIMPOBAHHBIMY KITFOYaMHU.

IPsec

= 4 4""’:;_-_# # T :
Authentication Encapsulating Internet Key
Header Security Payload Exchange Protocol
(AH) | (ESP) | (IKE)

Puc.2.16. Ha6op nmpoTokomnoB IPsec

OcHOBHOE Ha3HAYCHHWE — JUISI OPTAHMW3AIMUA COCAMHCHHH BUPTYATBHBIX YaCTHBIX
cereit VPN (Virtual Private Network). IPsec npencrasieno cepueii cranmaproB RFC
(RFC2401- RFC2412, Request for Comments — 3anpoc Ha HW3MEHEHHE) ,
pa3paboTaHHBIX coBeToM I0 apxutektype MurepHera |AB (Internet Architecture
Board) (puc.2.17).

[IpoTokoinbl IPSeC moryT ¢pyHKIIMOHMPOBATh B ABYX pEKHUMAaX:. TPAHCIOPTHOM M
TyHHeIbHOM (puc.2.18). B TpancnopTHOM mudpyroTcs (3alIUIIarTcs) TOIbKO JaHHBIC
IP- makeTa, a ICXOIHBIN 3ar0JIOBOK COXpaHseTcs. TpaHCIOPTHBIN PEXUM, KaK TIPaBUIIO,
UCIIOJIB3YeTCSl NI YCTAHOBJICHHUSI COCIUHCHUS MEXKIy XOCTaMH, T.€. OKOHEUYHBIMHU
YCTPONCTBAMH, TIPEIOCTABISIONIMMH YCIYTH TUTIA KKIHCHT-cepBep». OH MOXKET TakkKe
WCIIOJIB30BAThCSI MEXKIY IUII03aMH JIJIsl 3alUThl TYHHEJICH, OpraHU30BaHHBIX KaKHUM-
HUOYIb JIPYTHMM CIIOCOOOM, HampuUMeEp MPOTOKOJIOM ceaHcoBoro ypoBHs (L5) L2TP
(Layer 2 Tunnelling Protocol).



T.o., L2 TP/IPsec — »to Tun mpotokona VPN, koTopwlii codetacT B cebe
NPOTOKOJ TyHHeupoBaHus ypoBHs 2 (L2TP) um mpoTokoa 0e30MacHOCTH HWHTEPHET-
npotokoia (IPSec) mis co3manus 6e30macHOro u 3amm(poOBaHHOTO COSAMHEHUS MEXKTY
IByMs ycTpoiicTBamu uepe3 HTepHer.

B TynHensHOM pexume mudpyercs Bech wucXonHbid |P-makeT: nanHble,
3aroJ0BOK, MapuipyTHas uHGopMalus, a 3aTeM 3ainu(poBaHHBIN MaKET BCTABISETCS B
MoJie JIAaHHBIX HOBOTO TakeTa (MHKAINCYJAus). TYHHEIBHBIH pEXHM MOXET
MCIIOIb30BaThCS I MOAKIIOUCHUS YAAIEHHBIX KOMIBIOTEPOB K BUPTYaIbHON YaCTHOM
CeTH WIM I OpraHu3aluy 0e30MacHO mepeaadd JaHHBIX Yepe3 OTKPBIThIC KaHAJbl
CBSI3U MEXK]TY IILTI03aMH.

AH (IP protocol 51) total length 184 bytes

Pwd AH ESP
Header | Header | AES128 Encrypted Payload

{rel A loenad]

20 bytes 24 bytes 140 bytes

e

AH Authenticated (148 bytes)

Encrypted (128 bytes
* EEEEEEESEEEE R R SR -.....I'l:FI.. - .-.l:- ..... ?}Irnt.-.:l..... EEEmEEmsEEE ....-...h.
ESP ESP ESP 1P AP Pad Pact Mest Kuthertication
SP Seq ¥ IV Headar (8 bytes hdr + vanes per AFC 2406 | Lan Har Data
B0 byytes data) in this sxample varies- 8, 12 16 byles
dbytes | 4byies | 8 byies 20 bytes | 08 byies 2 bytes ibyte | 1Bye | T2bptes

ESF Headar ESP Trailer ESP Aulh

L CLELT] e SEEssEssEsEsEEsEEssEsEERERsnEnns e

ESP Authenticated (140 bytes)

Puc.2.17. Ilpumep ctpyktyps IP makera ¢ pemenunem IP sec (AH, ESP)

Data Application Diata

.:;:r Dain TCP ::,.: st

":g:" .I I:Ir Data IP “r::rw Er -
FlEF RIS Hwe] ~ EBE
Transport mode e | e = e

Tunnel mode

Puc.2.18. TpaHCOpTHEIN ¥ TYHHEIBHBIN PEKUMBI TIPOTOKOJIA



Encrypted tunnels
carrying IP traffic

@ ’ °
3awwmra IP Tpahuka B pexume TyHHenupoeadua VPN ana
KOpNoOpaTUBHOW CeTH

Puc.2.19. Ilpumep cxembl c 3ammTOd HH)OpPMALUKM B TYHHETHBHOM PpEXUME IS
KOPIIOPATUBHOW CETH

LieHTpanbHbIi othuc

MoBunNeHBIA
nons3oBaTens

Puc.2.20. TIlpumep cxeMbl ¢ 3amuToil Tpaduka B TYHHEIBHOM pEXHME C
MCTIOJIb30BaHUEM IILTIO30B 3aITUTHI



OOMeH kiroUYaMu UG POBaHUs MOAIEpKuBaeT mporokoi Internet Key Exchange
(IKEV2) protocol, Oasupyrommiics Ha ITOPUTME
Diffie-Hellman (DH).

IKE wmu Internet Key Exchange - 3To mpoTokosl TyHHEIWPOBAaHUS HAa OCHOBE
IPSec, xotopeiii obOecnieunmBaeT O€30MACHBIA KaHAl CBS3HM W OMPEIEIseT
aBTOMAaTUYECKUE CPEJICTBA COTJIAaCOBAaHUSI U ayTEeHTU(DUKAUMUM ISl COMOCTaBJICHUMN
oe3omacHoctu IPSec 3ammmennsiM criocobom. Ilepsas Bepcust mpotokona (IKEv1)
obuta mpezacraBieHa B 1998 roay, a Bropas (IKEv2) Beimmuta 7 ser crmycts. Mexmay
IKEV1 n IKEVZ2 cymiecTByeT psia pa3iudnii, OJJHUM U3 KOTOPBIX SIBISETCS YMEHBIICHUE
nporryckHo# criocooHoctr IKEV2.

IKE oOecneunBaeT B3aUMHYIO ayTEeHTU(UKALMIO CTOPOH U  OPraHu3yeT
sanuiménnyo cBa3b |IKE (SA), BKIIOUaromyr0 OOMIYI0 CEKPETHYIO HH(OPMAIHUIO,
KOTOpasi MOKET MCIOJIb30BATHCS JIsl 3PPEKTUBHON OpraHU3alNy 3allUIIEHHBIX CBA3EH
mis ESP wmu AH, a Taxke 3amaér HaOOp KPUINTOAITOPUTMOB, KOTOPBIA OyIeT
MCIIOJIB30BAThCA 3aIIUIIIEHHBIMU CBSI3SIMU ISl IepeAaun Tpaguka MEXaAy CTOPOHAMMU.

Bosmoxxnoctu mpotokona IKEV2 VPN:

256-6uTtHOE MU poBaHUE TAHHBIX,

peamusanus |PSec nis oGecrieuennst 6€301MacHOCTH,

CTAOMJIBHOE U COTJIACOBAHHOE COETMHEHHE,

nojiepxka MOBIKE (mmpoTokosibl 11t MOOMIIBHBIX B MHOTOCETEBBIX YCTPOWCTB)
1uist oOecrieueHust qyulleid CKOPOCTH.

be3onacnocme. IKEV2  wcnions3yeT TPOBEPKY TMOUIMHHOCTH — CepTH(UKATA
cepBepa, 4TO O3HayaeT, YTO OH He OYJEeT BBHIMOJHATH HUKAKUX JEWCTBUH, MOKa HE
OMpEeNEeNUT JIMYHOCTh 3alpallnBarolleil cTopoHsl. biarogapst 3ToMy KOJIMYECTBO aTak
«4enoBek nocepeauHe» u DOS atak 3HAYNTENHHO YMEHBIIACTCS.

Haoesxcnocms. B 1iepBoil BepcMH NPOTOKOJA, MPU MNOAKIKYEHUH K JAPYrOMYy
MHTEPHET coeJIMHeHHIo mpu BKitoueHHOM VPN | HanpuMep, rpu niepexojie ¢ ToMallHen
Wi-Fi cern x MOOMJILHOMY HHTEPHETY, TPEOOBAIOCH MEPEHOIKIIOYCHHE. DTO HMEIIO
HEKOTOpBIE HEXeJIaTelbHbIE MOCIEACTBUS, TAKUE€ KaK CHUYKEHHE MPOU3BOJUTEIbHOCTH
u u3MmeHenue npenpaymiero IP agpeca. B Bepcum mportokomna IKEV2, sta mpobnema
obuta ucnpasinena. B IKEv2 VPN mpotokone peamnzoBana texunonoruss MOBIKE,
KOTOpasi MO3BOJISIET KCIOJIb30BaTh 3TOT MPOTOKOJ MOOWJIBHBIM W MHOIO CETEBBIM
MOJIb30BATEIISAM.

Ckopocmes. llponymannass apxutektypa # 3S(dekTuBHas cucrema oOMeHa
coobmerussMu potokoiia IKEV2 obecrieunBaroT JIyUIIyro MpOU3BOIUTEIHHOCTb.

IKEV2 padoTaeT B 1Ba 3Tana.

Ha nepBoM 3Tamne 1Ba yCcTpoOiCTBA yCTaHABIMBAIOT O€30MACHbBIN KaHaJl, UCIONIb3Ys
npotokon Internet Security Association u Key Management Protocol (ISAKMP). Ha
BTOPOM 3Tale JBa YCTPOMCTBA COTJIACOBBIBAIOT MapameTpbl TyHHens |PSec, Bkitouas
aNrOpUTMBbI K(PPOBaHUS, METObI ayTeHTUPUKau U rpynisl Juddu-Xemimana.

Oomen IKEV2.

IKEV2 wucnonp3yer cepur0 OOMEHOB /i YCTAaHOBICHHS U TOJJEPIKAHUS
0€30MacHOro KaHajia MeXJ1y AByMsl YCTPOMCTBaMH.

OOMeHBI BKIIOYAIOT B ce05:



Nunnuatop ornpasiisieT NpeaioKeHHe. WHUIIMATOP OTHPABISET OTBETYUKY
MpEIOKEHNE, KOTOPOE BKJIIOUAET B ce0s MCIOIb3yeMble alrOPUTMbI MIU(PPOBAHUS U
ayTeHTU(UKAIUH.

OTBeTYUK OTHPABJAET MPeNJI0KEeHUe. OTBETUYUK OTMPABISIET WHUIIMATOPY
MpeUIOKEHNEe,  BKIIOYAlollee  COOCTBEHHBIE  allOpPUTMBI  IHGPOBaHUS U
ayTeHTU(UKAIUH.

Oomen udpdu-XesuimMana: 1Ba yCTpPOWCTBA OOMEHUBAIOTCS  OTKPBITHIMU
kioyamu J{updu-Xemnnmana, 4To0bl yCTAHOBUTH OOIINI CEKPET.

O0men ayreHTHM(UKALMeN: 1Ba YCTPOWCTBA ayTEHTUDUIUPYIOT APYr Apyra,
UCIIOIb3Ys BRIOPAHHBIA MU METO]I ayTEHTU(PUKAIUY.

Co3nanue TyHHeas IPsec: nBa ycrpoiicTBa co3naroT TyHHenb IPSeC, ucnoinb3ys
COTJIACOBAHHBIC MAPAMETPHI.

MNPEUMYUIECTBA IKEV2

* OmuuMm u3 xmodeBbiXx mnpeumytiecTB IKEV2 sBnsercs ero cmocoOHOCTH
MOJJICP)KUBATh HECKOJBKO KIIOYeH mmmdpoBaHus, BKimodas 256-OutHOE
mudpoBanue. ITO TapaHTUPYET, YTO JaHHbIE, nepeaaBaembie yepe3 VPN,
3allMIIECHbl HAICKHBIM IMHU(PPOBAHUEM U HE TMOJBEP>KEHbI MEPEeXBATy WIIU
MPOCIYIIUBAHMUIO.

* IKEV2 takxe ncnonp3yet ceprudukarel X.509 nnsa ayrenrudukanuu, muoo
npeaBapuTensbHo 0o0mmume, oo pacmnpoctpansembie ¢ momombio DNS, u
oomen kmtouamu Juddu-Xemnmana aiasg ycTaHOBKM O€30MAaCHOTO KaHaja
MEXKJy KJIMEHTOM W CEpBEpOM. ODTO rapaHTupyeT, uto goctyn k VPN
MPEOCTAaBISECTCA TOJBKO aABTOPU30BAaHHBIM TMOJIB30BATENsAM, a BCE
nepeiaBaeMble TaHHbIC 3aIM(PPOBAHBI U 3AUTUIIICHBI.

JlononuutenbHble  BO3MOKHOCTU mpotokosia |IKE  paccmorpensr B
JOKyYMEHTax:
RFC4555, IKEv2 Mobility and Multihoming Protocol (MOBIKE).
RFC6311, Protocol Support for High Availability of IKEv2/IPsec.
RFC5685, Redirect Mechanism for the Internet Key Exchange Protocol Version 2
(IKEV2).
RFC5723, Internet Key Exchange Protocol Version 2 (IKEv2) Session
Resumption.
RFC6290, A Quick Crash Detection Method for the Internet Key Exchange
Protocol (IKE).



2.8.2. IIporoxkon MACsec

[Iporokon MACsec omumceBaetcs ctanmaprom IEEE802.1AE wu cuyxut mis
mr@poBaHUSI TAKETOB MEKIY IBYMsI COBMECTHMBIMU ycTporicTBamu. IInudpyercs
BECh IIOTOK JAHHBIX, CKPBIT OTHPABHUTEb U ITOTYYaTelh, TOPTHI UX MPUIOKCHUH, a
Tak ke BcA ciyxeOHas wuHpopMmanus (puc.2.21). 3aech mperycMOTpeHA
BO3MOXKHOCTh ImudpoBanus ¢ wucrnonb3oBanuem kiaroua MKA (MACsec Key
Agreement), kak Mexay kommyrtaropamu (Switch-to-Switch), Tak u mexny
KOMMYTaTOpOM M KOHeuHbIMH ycTpoiicTBamu (Switch-to-Client). Oto obecnieunt
mudpoBanne Tpaduka Ha L2 ypoBHe pu oMoty anroputma AES-128 nmu AES-
256.

ETH payload

GCM-AES

ETH Sec Tag payload (encrypted)|IVC

ICV (Integrity Check Value)

Puc.2.21. lluppyemas gactb kanapa Ethernet

Bonpmioil mmroc 3TOro pemieHuss B TOM, 4YTO KpunTorpadusi MPOUCXOIUT Ha
annmapaTHoOM YPOBHE, U PECYpPCHl MPOLIECCOPOB CUIBHO IKOHOMSTCA. AJITOPUTM
GCM-AES (Galois/Counter Mode - Advanced Encryption Standard) omun wu3
CaMBIX YHUBEpPCAJbHBIX ¥  TOMYJSAPHBIX aNTOPUTMOB  MU(POBAHUA C
CUMMETPUUYHBIM KIIIOYOM B cepe kpuntorpaduu. B ero ocHoBe JI€KUT OJIOYHBII
mudp, KOTOpPIH ucmonb3dyeT 128-O6utHblii pasmep Omoka u 128, 192 wim 256-
outHbple KIrOuM Ay mmdpoBanus gaHHBIX. AES 256 - 31O Bepcus cranmapTa C
256-0MTHBIMH KJTIOYaMHU. DTOT CTAaHAAPT IMIUPOKO CYUTACTCS CaMbIM O€30TaCHBIM
cTaHgapToM LHUGPPOBON Kpunrorpaguu, KOTOPHIA OOBIYHO HCHOJB3YyETCA JUIs
HauOosiee HAJEKHOM CKBO3HOM MIM(pOBaHHON CBSI3U, B TOM UHCIE s
BBICOKOCKOPOCTHBIX ONTHYECKUX KaHAJIOB.

Cranmapt 802.1AE ompenenser peamusanuto MAC Security Entities (SecY),
KOTOPYI0 MOXHO paccMaTpUBaTh KaK 4YacTh CTaHIIMM, MOJKIIOUYEHHBIX K TOU
Ke JIOKAJIbHOW ceTu, obOecneunBaronyro 3amuimeHnanoe MAC obcmyxuBaHmne
KJIMCHTA.

Crangapt onpenenser:

dopmar ¢peiima (kagpa) MACsec, xortopeiii moxox Ha Ethernet-gpeiim, HO
BKJTIOYACT B ce0s1 JOMOJHUTEIIbHBIC OIS (puc.2.22):

MeTka Oe30macHOCTH, KOTOpas sABJseTCs pacumpenuem nois EtherType 16 Oaiit
MACsec tag (SecTAG)



https://ru.wikipedia.org/wiki/%D0%9B%D0%BE%D0%BA%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D0%B2%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C
https://ru.wikipedia.org/wiki/Ethernet

— Koxa mposepku momnuHHocTH coobuienus (Message authentication
code, ICV) 16 o6aiir Integrity Check Value (ICV)
Acconmanuu 3ammménHoro nmoakiroueHus (Security Connectivity Associations),
KOTOpBIE TPEICTABISIIOT COOOW TPYMNBl CTAHIMHA, MOJIKIIOYCHHBIX Yepe3
OJTHOHAIIPaBJICHHBIC 3aUIEHHBIC KaHab! (Secure Channels).
Acconmanuu 3ammThl  (Security Associations) B mpenmenax Kaxaoro KaHaia.
Kaxnoe oO0benuuenue wucmonb3dyer cBoit kimou (SAK). [lomyckaercss Oosbiie
OJTHOTO COCIWHEHHUS B KOHTEKCTE OJHOTO KaHaJla B IEJISIX BHECCHUS KIFOUEBOTO
u3MeHeHus: Oe3 mpepbiBaHus Tpaduka (ctaHmapT TpeOyeT OT YCTpOHCTBa
MOJIZICPXKKY KaK MUHUMYM JIBYX 0OBEAMHECHUH ).

Encrypted

sV Tea S N lel MACSec Header  802.1Q Payload m:
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-
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e

Puc.2.22. Crpykrypa xaapa Ethernet ¢ monem MACsec

- Authenticated “

_ e Encrypted i

DMAC SMAC |37 Y| VLAN ETYPE PAYLOAD FCS
;,,_,-f"f EH““*—-____E___

Etype | TCI| sL| PN | SCI |

e — 230 —]

Fé T

|zv |es [sc|sce|E [ c| AN |
-] 7 G 5 4 3 2 1 Bits

Puc.2.23. Jleranuzarus metku T ClI

ETYPE - The MACsec Ethertype is 2 bytes long, like the normal Ethertype field.

But it has a fixed value of 0x88e5 to indicate that this frame is a MACsec frame.
VYkazanue Ha Tur npotokona Ethernet u dukcupoBanHas MHAMKALINS TPUHAIIICKHOCTH
kanpa MACsec.

TCI - Is a 1 byte field of TAG Control Information (TCI) that contains several

pieces of information. Version number (V), End Station (ES), SCI present (SC), Single
Copy Broadcast (SCB), Encrypted payload (E), Changed Text (C), and Association


https://ru.wikipedia.org/wiki/%D0%98%D0%BC%D0%B8%D1%82%D0%BE%D0%B2%D1%81%D1%82%D0%B0%D0%B2%D0%BA%D0%B0

Number (AN). Baiit MeTkn wHpOpMaMK yIpaBICHUS C HOMEPOM BEPCHH, KOHCUHOMH
CTaHuH, IPCACTABIICHUCM B HACTOALICM, HpOCTOfI KOoIuen pacliupCHusA, THUIIOM
KOJUPOBAaHW HAIrpy3KH, U3MEHEHHBIM TEKCTOM U HOMCPOM acCoLraIm.

SL — Is indicating a short length frame; the field is 6 bits long and indicates the
bytes between the last byte of the SecTAG and the first byte of the ICV, if that number
Is less than 48. Otherwise, SL is set to zero. The bit 7 and 8 of this byte is always zero.
Nuaukarop JUTUHEBI Kajpa. 7 " 8 OUTEI Bcerga HOJIb.
PN — The Packet Number (4byte) is mainly used to protect against replay attacks. In
each MACsec frame the PN is unique, usually an increasing number. The PN is also
used as Initial Value (1V) for the Cipher Suite. Homep makera B 4 0aiita HCIIOJIb3yeTCs
JUIS MCKIIOYeHUs aTak m3MeHeHus. Kaxneiii kaap MAC SeC mMeer HapacTarOIIHMA
YHUKQJIbHBIN HOMED.
SCI - The 8 byte secure channel identifier can be used to identify to which security
association the traffic belongs. 8 Oaiir wucnome3yroTcs ans  Ge3omacHOCTH
uaeHTuuKaTopa KaHaiaa, KOTOPbIM NPUHAMJICKUT K Oe30MacHOM TpaduKOBOMl TpyIIie.
ICV — The integrity check value is attached to each MACsec frame and ensures the
integrity of data. The length of ICV depends on Cipher Suite and is between 8 to 16
bytes. MaTerpupoBanHas MeTka B kaxaoM kagpe MAC Sec yka3biBaeT Ha IEJIOCTHOCTh
JaHHBIX Kaapa B 00béMe ot 8 m0 16 OaiiT.

Ha pwuc.2.24 mupencraBmenbl rpadWKH, TMOKA3bIBAIONINE OTPAaHUYCHHE IS
ucrons3oBanus IP sec  u mpeumymectBo MAC SeC mpu yBEIMYEHHH CKOPOCTH
nepcaadu B OIITHYCCKOM KaHaAJIC.

I
Link speed = MACsec Encryption Speed |
{minus Overhead) L

100+ Ghps. = =====

link
BW

i
(FD) ~40 Gbps ====3 ,

1
.l—n}r Link speed # IPsec Engine Max

time ———»

m——— | ink Speed
MACsec Encryption Speed
IPsec Encryption Speed

FD = Full Duplex

Puc.2.24. 3aBUCHMOCTh CKOPOCTH IIepenadd 3amu@poBaHHOrO Tpaduka oOT
npumeHsieMoit Texnonoruu IPsec u MACsec



IIpobaemvl _ucnonvzosanus Kpunmoszawumol un@opmayuu na ypoeusax L2/13.
IudpoBanne mHa L2 moxkeT OBITH peann30BaHO B Pa3HBIX peXUMax mepenadu. B
TPAHCIIOPTHOM PEXKUME 3alUINAETCS TOJIBKO TMOJIE JIaHHBIX, a 3arOJOBKH OCTAIOTCS
He3amupPOBAHHBIMU, TMOATOMY KaJpbhl MOXKHO NEpeAaBaTh 4Yepe3 KOMMYTHUPYEMYIO
CeTh, a HaKJaJHble pacxoabl (M30BITOYHOCTH) W3-3a IIH(PPOBAHUS OCTAIOTCS
yMEpEHHbIMU. B TYHHENIBHOM peXrUMe KaJp LEIUKOM MHUPPYETCsSs U UHKAICYIUPYETCS
B OJIOK JaHHBIX JPYroro makeTa, B TOM YHUCIIe U 0oJiee BHICOKOTO YpOBHS (Hampumep,
UDP), Onarogapss 4eMy MOXKHO MapIIpyTH3UpPOBATh 3amm@poBaHHbld Ha L2 Tpaduk
yepe3 IP-cets (mpaBaa, v HaKIaHBIC PacXoibl U3-3a TYOJUPOBAHUS 3ar0JIOBKOB 3/1€Ch
BEJIMKH, H OCOOCHHO 3TO 3aMETHO Ha KOPOTKHX Kaapax).

Y mmdpoBanus Ha L2 ecTh ABa OCHOBHBIX NMpPEUMYIECTBA. Bo-MepBhIX, TaK Kak
MOJIHOCTHIO MU(PYIOTCS HE TOJIBKO COOCTBEHHO MOJIb30BATEIILCKUE JTaHHBIC, HO U BCS
ajJipecHas u ciayxeOHas wHpopmarus npoTokosioB L3 u Beime (a uHOTAAa M camoro L2),
3JIOYMBIIJICHHUKAM CJIOKHEE BCKPBITh CTPYKTYpPY CETH U pealn30oBaTh aTaku. Bo-
BTOPBIX, €0 MOXXHO MPUMEHSTH TaM, IJIe OKOHEYHBIM y3JIaM (CTaHIMSIM) CETH HY)KHA
cBs3HOCTh Ha L2, mo MAC-aapecam u EtherType — manpumep, 11 HHGPACTPYKTYPHI
BUPTYAJIbHBIX MamiuH wWin aias «pactsaruBanus» VLAN mexny miromanakamu. Bot
MOoYeMY JIJI1 BCEX OCHOBHBIX CIICHAPHEB MEXKCANTOBOTO MIM(PPOBaHUs (3alUuTa KaHAJIOB
mexay [1O/]amu, nogkmodenne k kommepdeckomy 11O/ly, cBs3bp Mexay ¢pumnagamu)
ecTh Oousbiiass MOTPeOHOCTH, B mmHdpoBaHWU Ha L2, HO 10 TOCIEIHETO0 BPEMEHU
MPEIOKEHHE OTCTaBajo oT crpoca.
Hcrounuk: https://www.anti-malware.ru/analytics/Market Analysis/Russian-L2-
encryption-devices-for-Ethernet-networks
[Tpu ucnons3zoBanuu L2- / L3-ycTpoHCTB A 3alMTHI JAaHHBIX B ONTHYSCKUX KaHAaX
CYILIECTBYET Psi MPOOIEM:

CHIDKEHUE TPOMYCKHOW CrmocoOHOCTH (BBICOKME HAKIQJHBIE pPAacXolIbl Ha
mudpoBaHue);

HU3Kasi CKOPOCTh ImdpoBaHus (He MOIACPKUBACTCS MU(PPOBAHUE HA CKOPOCTH
JUHUK);

HETaTHBHOC BJIMSIHHE HAa XapaKTEPUCTUKH M KA4eCTBO CeTH (BHOCHMAs 3aCpXKKa U
e¢ m3MeHeHue (BapHalns), IOTEPH MAKeTOB U KaJpPOB);

OTCYTCTBHE IIpUOpUTETA MHUPPOBAHUS TpauKa MEXITYy CEpBUCAMU;

BHECCHHUE M3MCHCHHI B CITyeOHYI0 nHpopManuto (BiausHue Ha Q0S, trunk);

BIIMSIHUE HA aPXUTEKTYPY CETU MPU UHTETPALIUU B HEE YCTPOUCTB MIU(POBAHUS.

2.8.3. llpakTnueckas peanusanus IPsec u MACsec

Ha puc.2.25 npencraBinena 6Jok-cxema mukpocxembl BCM85344 Dual 800G
MACsec/IPsec Retimer PHY ¢ nomnepxkkoit dbyukumii IP sec, MAC sec, FEC u
BOCCTAaHOBJICHMEM CHUHXpoHM3amuu st ckopocte ot 100 I'éut/c mo 800 I'Gur/c
Ethernet.


https://www.anti-malware.ru/analytics/Market_Analysis/Russian-L2-encryption-devices-for-Ethernet-networks
https://www.anti-malware.ru/analytics/Market_Analysis/Russian-L2-encryption-devices-for-Ethernet-networks
https://www.anti-malware.ru/analytics/Market_Analysis/Russian-L2-encryption-devices-for-Ethernet-networks
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Puc.2.25. Biaok-cxema mukpounna BCM85344 Dual 800G MACsec/IPsec Retimer PHY

Coxkpamenus B 0003HaueHUIX 111 cxeMbl BCM85344.:

CDR, clock and data recovery , BoccTaHOBJICHUE TAKTOB U JaHHBIX

PRBS, pseudorandom binary sequence, riceBiocity4aiiHasi ocjeI0BaTeIbHOCTh

BERT, bit error rate tester, TectupoBanue OIIHOOK

JTAG, Joint Test Action Group; mpoU3HOCHTCS «IKEH-TAr» — Ha3BaHUE padboucii
rpynnsl o paspabotke cranmapta |[EEE 1149. JTAG - ato anmapartsbeiii mHTEpdEiic
JUTSL TPOrPaMMHPOBAHUS, TSCTUPOBAHUS M OTJIAIKH ITICYATHBIX ILJIaT.

PLL, phase-locked loop or phase lock loop (PLL), aBromoactpoiika mo TakToOBOM
9acToTe

ASIC, application-specific integrated circuit, cneruaiu3upoBaHHas HHTEIPaIbHAs
cxema

DAC, Direct Attached Cable moayas ¢ popm-bakropom SFP+, paboraromuii mo
cranmgapty 10GBASE.

IIporpammuo-annapatHblii komiuieke ViPNet L2-10G — nuiio3 6e30macHoCTH,
KOTOpBIA oOecrieunBacT muppoBaHWe IaHHBIX B KaHaine Ethernet (temmuas omnrtwmka,
MAN, WAN, Beigenennsiii  kanai). ViPNet L2-10G  oGOmamaer  BBICOKOM
MPOU3BOUTEILHOCTRI0O W CBEPXHHU3KOW 3aJepKKoi, obecrmeunBas 3amury 0e3
CHI)KCHUS TIPOITYCKHON CITIOCOOHOCTH KaHaja, 9To SBISETCS UACAThHBIM PEIICHUEM IS
peanuzanuu 3amuThl I T-cepBUCOB, a Takxke 3PPEKTUBHBIM CPEICTBOM 3alIUTHI KAHAJIOB
CBSI3H MEXIY CErMEHTaMH IT-undpacTpykTypsl.
(https://infotecs.ru/resheniya/zashchita-vysokoskorostnykh-kanalov-svyazi.html)



https://infotecs.ru/resheniya/zashchita-vysokoskorostnykh-kanalov-svyazi.html

IIpou3BOAUTEIBHOCTD!

CBEpXHH3Kas 3aepiKKa - MEHee 3 MKC;

ckopocth muppoBanus tpaduka - 20 I'omr/c (10 I'out/c Ethernet B pekmme
IYTUICKC);

MUHHUMaJIbHAs U30BITOYHOCTh MPOTOKOJIa — He Ooyiee 12 Oaiit Ha ommu Ethernet-
Kazap

[Ipo3payHOCTh AJis JIFOOBIX CEPBUCOB!

MpO3payveH AJig CETEBbIX MPOTOKOJIOB U MPUIOKECHHUIA,

noepxkuaeT Unicast, Multicast u Broadcast tpaduxk.

3alUIIEeHHOCTD!

CIIeLIMaIu3uPOBaHHAS armapaTrHas matdopma B KOpITyce 1U,
npeaycMaTpUBalOIIas 3alllUTy OT BCKPBITHUS,

SHEPrOHE3aBHUCUMOE YHUYTOXKECHHE KIIOUYEeBOM WH(GOpPMALlUU TPU BCKPHITUU
KOpITyCca WM TI0 KOMaH/Ie ONepaTopa;

mudpoBaHUe C KCIOJBb30BAHUEM aIrOPUTMOB periameHTupoBaHHbix ['OCT P
34.12-2015, TOCT P 34.13-2015; cootBerctByeT TpeboBanusimM PCh Poccun x CK3U
kiacca KB; roToBHOCTE K paboTe ¢ anmapaTypoil KBAaHTOBOT'O paclpeieIeHUs KIoUuen
mudpoBaHusl.

CueHapuu UCnoJb30BAHUSA

BricokockopocTHbie MM(PATOPhl MCHOJAB3YIOTCS Il 3alllUThl KaHAJIOB CBSI3H,
TPEOYIONIUX UCKIIOUHUTH BIUSHHUE 3alIUTHI HA CKOPOCTh NEpeadyn JaHHBIX, TAKUX KaK:

MAarucTpaibHbIX KaHanoB Mexnay 11O/ amu;

KaHaJIOB CBSI3U OMEPATOPCKOTO YPOBHS TPAHCIOPTHBIX CETEH.

ViPNet L2-10G moxer Takke NPUMEHSTHCS IS BBICOKOIPOU3BOIUTEIBHOTO
mu@poBaHUsT TOTOKAa JAHHBIX B «OOJIAUHBIX» TEXHOJOTUsX mnpu mnepeHoce |IT-
UH(PPACTPYKTYPHI B BUPTYATBHYIO CPELY.



2.8.4. Kpunrorpaduyeckass 3amuTa B MOAYJSX TPAHCIOHAEPOB M
MYKCIIOH/€POB ONTHYECKUX KaHAJI0B TpaHcnopTHoi cetu OTUsec

[IpenmyiecTBa HCNoONb30BaHUS MWU(POBaHUSA NaHHBIX ypoBHA L1 B kaHaimax
ontudeckoit TpancmoptHoit cetn OTN/OTH (ODU2, 4) nns Harpy3ku co ckopocthio 10
['6ut/c u 100 I'6ut/c B mome OPU2, OPU4 mnpencrasnensl Ha puc.2.26. Ha puc.2.27
yKa3aHO MECTO pa3MeleHus cxeMbl mudposanus B 06opyaoannn OTN.

WwchpoBaHne IP sec MAC sec ODU sec
YpoBeHb YpoeeHb 3 (IP) YpoeeHb 2 (Eth) YposeHs 1 (OTN)

Beicokaa npovzeoguTens-
HOCTE W HW3KaA UeHa

Manoe epema oxxngaHua X
3aronoBoK NpoTokona Bonblwoii Manbiii
MynbTUNpOTOKONBHOCTE x
_'_”_'_,_,_,-'—"
e ODU sec

ODU Payload (Data Plane) Encryption

= AES-256-GCM (256-bit key, Galois/
Counter Made)

= Encryption of ODU4 payload (OPUA4)
and ODU2 payload (OPUW2)

Puc.2.26. [IpenmymectBo mudpoBaHus KIUEHTCKOTO Tpaduka Ha ypoBHe L1

TpancnoHaepsl W MyKCNOKOEDLI C CoeTtepkie WHTepgelcEl ANA NHHWGH
VsTepdieiicsl KNHEKTOB TPAHCNOPTHON CETH  ubanmauyen B MOTYNHOM HEROMHEHIK PaANMHOH NPOTAMEHHOCTH
chd R4,
ERAF,
o ox
- .70 framing -
£ 160 B & OTN-, SDH-, -

Etfi-PM i

e

Mapping

iy 25GhE, 326 FC
4y 40GHE
2y 100GhE

oD

G, Tix AR, 584
T (BT, OO, LR, 534

NG, 1 DAL BDC R PR

A DAC AT 5 LAY

100G DAC BOC, 54 RS BRSF. Pl O

Puc.2.27. Tpancnonaep/mykcnonaep ¢ pynkuueit mudponanus L1

[IpenmyiecTBa MCHOJIb30BaHUS WMIM(PPOBAHUA AAHHBIX B KAaHAJIAX ONTHYECKOUN
tpancnoptHoit cet OTN Encryption mpu cpaBHHUTEIBHOH OICHKE 3aeiiCTBOBAHHBIX
pecypcoB MACsec u IPsec mpencrasiieno puc.2.28.

B Mupe aig 3amMThl ONTHYECKUX KAaHAJIOB YK€ JIaBHO MPUMEHSIOTCS yCTPOMCTBA
kinacca L1 Services Encryption. Ilepememenne kpunrorpad@udeckod 3amuThl ¢
ypoBaerr L2 / L3 Ha Ooinee Hu3Kkuii ypoBeHb L1 mpHBOAMT KO MpEAETbHO MaJoMy
BIUAHUIO ()YHKIIMOHAILHOCTH MHpOpMaImoHHON Oe3omacHocTy Ha UT-cepBuchl. s
nepesavyd JaHHBIX MO0 ONTHYECKUM JIMHHUAM C HCmoib3oBaHueM mporokona OTN L1-



mrdpaTopsl YIAKOBBIBAIOT MX B crielalibHbie 010ku mnporokosia (OTUsec, ODUsec),
OJIHOBpEMEHHO 3amudpoBbiBas. 3a CUET 3TOr0 YHAETCA CYUIECTBEHHO YMEHBIIUTH
BpeMsl 3aTpauumBaemMoe Ha ImMdpoBaHue naHHbIX. [locine mepemaun  OIoKH
pacrakoBbIBalOTCS U paciid@poBeiBatoTces L1-mmdpaTtopom Ha npuéMHoi ctopoHe. B
JTAHHOM CJIy4yae 3alllMIaeTcsl BECh HaIpaBlISIEMbli B TPAaHCHOPTHYIO CE€Th Tpaduk,
BKJIIOYAs CITy>XKEOHYI0 MH(OPMAIIHMIO BBIIECTOSAIIMX TPOTOKOJIOB 0€3 UX U3MEHEHHUS.

100%

5% -t

[

JppekTUBHOCTE Nponycka
MHpopMauvorHHoro Tpaduka

]
-
-]

64 128 256 512 1,024 1,280 1,

FPaamep kagpa ¢ wudposanuem, Bant

=== (TN Encryption . IEEE MACsec (8-byte SecTag, 8-byte ICV)
= |EEE MACsec (8-byte SecTag, 16-byte ICV) IPsec AES-GCM-ESP Transport Mode
= |Psec AES-GCM-ESP Tunnel Mode

Puc.2.28. DddextuBHOCTh TMpomycka WH(POpMAIMOHHOTO Tpaduka B KaHAIAX
ONTHYECKUX TPAHCTIOPTHBIX CETEH B 3aBUCUMOCTH OT pa3Mepa Kajpa mudpoBaHUs

CornacHO BBINIEC MPEACTABICHHBIM rpadukaM ycTpoicTBam kimacca L1 Services
Encryption cBoiicTBeHHBI MaKCHUMallbHas M HE3aBHCANIAs OT pa3Mepa IaKeTOB
MPOMYyCKHAas CHOCOOHOCTh, CBEPXHHU3Kas BHOCHMas oOOpyJoBaHUEM 3alepkka (He
3aBHCHT OT 3arpy3kd KaHaja), aJlbTepHATHBHOC COCTUHCHHE (I COCTUHSIECMOTO
000pyTIOBAaHUS TAKOW KaHAJ TIOJTHOCTHIO MTPO3PAYCH).

[Ipu sToM kpunrtorpaduueckue cpencrsa ypoBHsi L1 He cTouT paccMmarpuBaTh B
Ka4eCTBe KOHKYPEHTOB TeM, KOTOpbie padoTraroT Ha ypoBHIX L2 / L3, mockoibKy y
KaXJIOr0 M3 ATUX THUIIOB CBOE IIeJIeBOE Mpe/iHa3HaueHue. YcTporcrBa kiacca L1
Services Encryption »¢¢exkTuBHBI TpH TOCTPOSHUU ONTHYSCKUX KaHAJIOB CBS3H
BBICOKMX CKOPOCTEM Nepeaymn.

B pexomenmammun MCDO-T Sup.76 (12/2021) mno 3ammre ONTHYCCKHX
tparcnoptHbIX ceTelt OTN/OTH mpeacraBieHbl peKOMEHyeMbIe CETeBBIC PEIICHUS 10
3amuTe HHGOPMAIMOHHOTO Tpaduka Mojib30BaTeNel ONTUYECKUX KaHAJIOB B BapUaHTaX
C HCIOJIb30BAHHEM CPEJICTB IMIMU(PPOBAHUS KIUEHTOB U OMNEPATOPOB TPAHCHOPTHBIX
cerei. IIpm »>TOM pmomyckaeTrcsi WCHOJb30BAaHWE OJHOM WJIM JIBYX HWHCTAHIIAMN
mmdpoanuss OTN sec m kimentckoro mudposanus ypoBHs MAC sec (puc.2.29).



Mudpposanne paszmensercs ans OTN SeC Ha JBa BapuaHTa HCIOJIB30BAaHUS: B
ctpyktype ODU sec J c¢ pa3geneHueM Harpy3kd KJIHEHTa IO OTIACIBHBIM OJIOKaM
ODUCN mjist CTpyKTypbl THOKOTO ONTHYECKOT0 MyJbTHILIeKcupoBanus N X FlexOsec u
B otnenbHOM Osoke ODUsec ODUk (k=2, 4) (puc.2.30).

Jlis mopgmepxku oOMeHa Kiro4er mudpoBaHus UCIonb3yeTcs mpoTokon IKEV2 ¢
nararpamHoii mepenaueir PPP(point-to-point protocol) maHHBIX B OTHCIBHON ceTH
nepenavyn qaHHBIX Wik B kKaHaitax GCCn (n=1,2), pa3memaeMbix B 3arosioBkax ODUk
(puc.2.31). IToBTOpsieMocTs 0OMeHa Kitoyamu tmdposanust ot 30 cekyHa 10 14 cyTok.
Jlns kogupoBaHusi WHPopManuoHHON Harpy3ku B Omokax OPUK mpumensiercs AES
256-bit Galois-Counter-Mode (GCM). Crpykrypa kagpa OTUK/ODUK npencrasiena
puc. 2.32.

CTHEOBER KTHEHTCKOTO
of0pYIOBAHHA ¢ 000DV IOBAHMENM
ONTHISCECH TPARCTOPTHOR CeTH

I‘E] ODUsec 1 HHCTAHIHES ﬁnmlwz 2 HECTAHIHA [E] JammTa coeIHHeHRA OTN

[
JamHTa Ha YpoBHE ENHerckoro obopyaosanns MACsee

Puc.2.29. CtpykTypa TpaHCTIOPTHOI C€TH C yJacTKaMH MU(POBAHUS
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Puc.2.30. BapuaHThl MyJTBTHIICKCHPOBAHUS WH(OPMAITMOHHON HATPY3KU KIUEHTA
B 3anuinaeMbiit ontuaeckuid kanan cetu OTN/OTH mo pek. G.709.1



Data
Center 1004

Data
1004 Center

(Site A) 256 bit encryption (Site B)

....... IKEVZ2 Session
------- L1 OTN Encryption

Puc.2.31. Cxema B3aumoseiicTBus o ooMmeny kirodamu mudposanus |KEV2 B kanane
onrtudeckoit cetu ¢ odopynosarnuem NCS 1004 (Cisco)

“ OTUk Payload Frame >
1 15 16 3824
:, Encryption
1 OTUk Overhead = : aﬁﬁtaryj
8¢ | EEE——
5 E = i Authentication
2 ;E.? = 3 1' Tag
5|2 ODUk Payload Area ‘:
ODUK Overhead x| 2 *,
= 1
z .
& ;
. RES[3:8] E i
|

e
|
[ |
LS
1

Puc.2.32. Crpykrypa kagpa OTUK ¢ mmdpyembm noiem Harpyskun OPUK u meTkamu
oro3HaBanus mudposanus (Tag) n unenruduxarmun AAD

B nocnenoBarensrocTH KagpoB OTUK co3pgaéres kpunTomakeT ¢ YETHIPbMS MOJISIMH:
TAG, Encrypted OPU, ADD, IV. Tlopsnok ¢popMUpPOBaHHS METOK NPEICTABICH Ha

puc.2.33.
Crypto Packet B Crypto Packet qﬂ_\"ﬁ Crypto Packet
[n-1] [n] Y

| 4G | EncryptedoPu [AaD| v | [71AG| Encryptedoru |aaD| W | [1AG| Encryptedopu [AaD| v |
£
&J h*aj

Puc.2.33. Kpunronaker ¢ gersippMms nosisimu: TAG, Encrypted OPU, ADD, IV




O0o3HaueHHe MoJIeH MEeTOK, EMKOCTh B Oalitax u ucnoianenue (HW, ammapataoe, SW,
POrpaMMHOE):

Field Description Size (byte) | Managed by
TAG | Message Authentication Code (MAC) 16 HW
AAD | Additional Authenticated Data 4 SW
CSKS — Crypto Session Key Selection | SW/HW
- CSID — Crypto Session ID R SW
CBID — Crypto Block ID 4 HW
CPID — Crypto Packet ID 3 HW

AUTHENTICATION TAG, ono3HaBatenpHbIA mpu3zHak —mone TAG
COOTBETCTBYET  KOJCKCY YCTaHOBJIeHHWS mojumHHOCTH  coobmienns (MAC),
npomsBeA¢HHOrO anroputMoM AES-GCM u ucnons3yercs npuémuankom. [lepemaéres
W3HAYAIBHO JUISI COKPAIICHHS BPEMEHH OXKHJIAHUS-XPAHCHHSI-OTIIPABICHUS B TCUCHUU
OTI03HABATEIFHOTO MPOIIecca.

AAD, nomnonHWTENIbHBIE 3aBepeHHBIE JaHHbIe 4 0aifTa, BKJIOYaeMbIC B
Kpunronaker. Mcmomp3yeTcss omepaTopoM TPAHCIOPTHOW CeTH IS Tepeaayu
nH(OPMAITMN O MOHUTOPUHTE, HAUTMYUH WIIN OTCYTCTBUU MU (PPOBAHMS.

IV, BekTOp MHUIIMATU3AINH, TTOCTPOCHHBIA HA OCHOBE JBYX TOJICH: YCTaHOBJICHUS
u obpamenusi. Heobxoaumo aiig BeIOOpa Kitoua mudpoBaHus.

Crypto Session Key Selection (CSKS), Beibop kimroua mudpoBaHus CECCUU BMECTE
c CSID obpasytor makeT mudpoBaHUS C YHUKATHHOW pa3mnauMocThio B V.

Crypto Session Identification (CSID) 4-byte number, nomep waentuduxatopa
KPHUIITOCECCHUU

Crypto Block Identification (CBID) 4-byte number, yka3piBaeT Ha pa3mep HakeTa
mudpoBanus (64 nmakera mudpoBaHUsI) B OJHONW MYJITUCTPYKTYpe (CBEPXITHKIIC)

Crypto Packet Identification (CPID) 3-byte number, mnenTudukamus HOMEpa
naketa mudpoBaHuUs.

YuaukansHOCTh |V TipenycmoTpena uuciom 2 B ctenenn 232 U yMHOKEHHOE Ha 64,
npu  kpunrtomnepuone 4,672Mkc, T.e. JUIMTEIBHOCTh HCIONB30BAaHUS CECCUU
mudpoBanus 14,86 nHei. PeaapHo Takoi mepros He TpeOyeTes.

OOpa3oBaHUE KPHUIITOIIAKETA C €r0 OMO3HAHUEM IPOUCXOIHT B YETHIPEX Kapax 1o
ceepxiukiam (uaaukaruss MFAS B 3aronmoBke OTUK) Ha mosumusx Oaiit, paHee
3apesepBupoBanHbIX (RES) B 3aromoske ODUK (puc.2.34, 2.35).



1 2 3 4 5 6 7 B 9 10 11 12 13 14 15 16

1 Frame Alignment Overhead OTUk Overhead

2R | o TCM6 TCMS TCM4 FEL | opUk
3 TCM3 TCM2 TCM1 PM EXP OH
4 GCC1 GCC2 APS/PCC RES

Puc.2.34. 3aronoBok kagpa OTUK C momisimu 1S OTTo3HaBaHUS KPHUITTOTIAKETa

MFAS RES (row, col)

101 | 21) | 22 | @9 |4 10 ] @ 11)] @ 12) | 4 13) | 4 19
TAG | TAG | TAG | TAG | TAG | TAG | TAG | TAG
TAG | TAG | TAG | TAG | TAG | TAG | TAG | TAG
CSKS | CSID | ¢SID | ¢SID | CSID | CBID
AAD | AAD | CBID | CBID | CBID | CPID | CPID | CPID

wiN| =
z
o
S
o

Puc.2.35. CaepxmmkioBasi cTpykrypa mias Oailt RES ¢ pasmemienmeM MeTOk
KPHUIITOTIAKETa

[TomHast cTpyKTypa KpUIITOMIAKeTa MpecTaBiIeHa Ha puc.2.36.

KpunTonakeT ¢ MeTkami

dio - . 3824 3g4p |
R FA OH | OTU OH !
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T e | |
\ 1
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I 1
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Puc.2.36. CtpykTypa KpUnTOmaKeTa ¢ METKaMH



[Tpumep peanuzanuu Kpunro3amuTbl Mukpomoayiem - PM5990 DIGI-G4 B 6mokax
OTU4 nns xanana Ha ckopoctu 400I'6ut/c mpencraieH puc.2.37 W 3amuIiaeMbIi
Y4acTOK ONTHUYECKOH ceTu puc.2.38.

Single-Chip 400G OTN Line Card

i i Dicles | Medaken|  Fabric T
4% OTU4 4—3=| Optics Coherent DSP | | PM5990 lnter:‘;féithip e E:ﬂ;g

Puc.2.37. Ctpykrypa moxymns PM5990 DIGI-G4 https://www.microsemi.com

Secured

DC-West DC-East

Puc.2.38. YdacTok onTH4eCcKON CETH ¢ MPUMEHEHHEM KPUIITO3auUThl ypoBHs L1

2.8.5. Kpunrtorpaduueckasi 3amura ONTHYECKHUX KAHAJIOB CBsI3M ypoBHs L1.
Monynu «KBa3zap» B OITHY€CKO TPAHCIIOPTHOM CETH

BricokonpousBoauTenbaple  Moayiau IudpoBaHus «KBazap» ans  3aliMThI
uHpopMalMi B ONTHYECKUX  CETSAX  MpEJHA3HAuYeHbl A O0eCHedYeHUs
KOH()UJIEHIMATbHOCTH M UEIOCTHOCTH AAHHBIX, 3allIUTHl OT HaBS3BIBAHMS JIOXKHOTO
COJIEP>KUMOTO T0 OTHOWIEHUIO K mepenaBaemoit B cetu OTN uadpopmanuu. Monymnu
(P POBAHUS «KBazap» BBIIIOJIHSFOT byHKUIMN KPUIITO3aLIUThI C
npousBoautensHocThio 10 u 100 I'6ut/c mpu mepegade AaHHBIX MO MarucTPaaIbHBIM
BOJIOKOHHO-ONITUYECKUM JIMHUAM CBSI3U MEXKAY KIHMEHTCKHUM H KaHalIoo0pa3yroIluM
o0opynOoBaHMEM, a TakKkKe MOTyT CaMH  BBIIOJHATH  POJb  IOCTEIHETO.
Wcrounuk: https://www.anti-malware.ru/reviews/Kvazar



https://www.microsemi.com/
https://www.anti-malware.ru/reviews/Kvazar
https://www.anti-malware.ru/reviews/Kvazar

B Poccum, yuutbiBas TpeOoBaHMS IEHCTBYIOIIETO 3aKoHOnIATeNbcTBa (152-D3,
187-®3, 'OCT P 57580.1-2017 u T. 11.), HECOOXOAMMO PUMEHATH CEPTH(GHUIIUPOBAHHBIE
B cucteme ®Cb Poccuu kpunrorpadudeckue cpeicTna.

Monymu  mmdpoBanus  «KBazap»  MOAKITIOWAIOTCS  MEXAY  KIHCHTCKUM
o0opynoBaHuEM U KaHajgooOpa3yronmm obopynoBanuem ceteit OTN u oGecreunBaroT
BEITIOJTHEHNE (QYHKIIMNA KPUOTO3AIMTHl C TpousBoauTenbHOCThI0 10 I'6ut/c m 100
['6ut/c mpu mnepemgaye wuHGOPMANUK MO MATrUCTPAIHHBIM BOJOKOHHO-ONTHYECKUM
JUHUSM CBSI3H.

CueHapuu ucnoJib30BaHusi: TOMONIOTHS CETH: TOYKA-TOYKA, KOJIBIIO.

Texnnueckue xapakrepuctuku moayias Ksasap

Kanan: ontuka, OTN ¢ ¢popmarom kagpa OTUZ2 (10 I'out/c)/OTU4 (100 I'6uTt/c).

Knuent: ontrka 10Gbit Ethernet uiu 8x1Gbit Ethernet.

[TpousBoauTensHOCTh mHUdppoBanus 10/100 I'out/c.

Anroputm tmmdposanus: [OCT P34.12-2015 (Marma win Kysneuwk). [Iudp
umeeT 128-0uTHBIN pa3Mep BXOAHOTO OJIOKA MaHHBIX, 256-OUTHBIN KITFOY U BBITTOJTHSIET
10 paynmoB mudpoBanusi. B mociaennem payHme mudpoBaHUS BBITOIHICTCS TOJIBKO
OJTHA OTIEpaNHs — HAJIOKEHUE PAyHIOBOTO KITF0YA.

[[IndpoBanre TaHHBIX OCYIIECTBISICTCS B PEKIME TAMMHUPOBAHHS B COOTBETCTBUH
¢ 'OCT P34.13-2015.

NmuTtosammTa maHHbIX ocymiecTBisercs B coorBeTcTBum ¢ 'OCT P34.13-2015.

dopMupOBaHNE W KOHTPOJIb UIMUTOBCTABKH 3a Kaxapiid kaap OTU2.

Knroun — napHele.

Koppexkmus ommbok FEC RS (255, 239).

CK3U «KBazap» — wmoaynu tmmdposanus MII-TPfc u MII-TPfc-1U
(rparcmonaepsr), MIII-MUXs u MIII-MUXs-1U (arperupyroriue TpaHCIOHICPHI),
o0OecreynBaeT KPUNTOMMHTO3AIMNATY © TpeoOpa3oBaHWE KIUEHTCKOTO TIOTOKA
uHpopmaruu o uaTepdericam 10 Gbit Ethernet wuin 8 Ghit Fibre Channel;

CK3U1 «KBazap-100» — moxymu mudppoBanus BMII-TP-1U mns opranuzammm
3aIHATH BEICOKOCKOpOocTHOTO KaHaia 100 I'out/c.

Apxutektypa «KBa3zapoB» CIpPOEKTHpOBaHA TaKUM OOpa3oM, 4YTOOBI 0OECHEYUTh
ahdexTuBHYI0 PaboOTy ¢ ONTHYECKON Cpeloil mepemadydl MaHHBIX Oe3 BIHMSHHUS Ha
XapaKTEPUCTUKH CETH B IICIIOM.

Monyns mmdpoBanus «KBazap» momemniaer Kaapbl KIMEHTCKHX MPOTOKOJIOB L2
[IEJTMKOM B TOpa3i0 OOJBIINK KajJp MPOTOKOJIA TIEPeIaud TaHHBIX TI0 ONTHYECKOW CETH
(L1/LO) m motoM mudpyet ero. Jlamee 3Tl Kaapbl JOCTABISIOTCS Yepe3 ONTHUYCCKYIO
CeTh M PaCHaKOBBIBAIOTCS YCTPOWCTBOM HIM(ppoBaHUs Ha apyrom e€ konie (puc.2.39,
2.40).

«KBa3zap» 3anumaer Bech HAMPaBJIseMblii B TPAHCTIOPTHYIO ceTh TPaduK.

Jluneiika «KBa3ap» BKiIt04aeT B ceOs:

CK3U «KBazap» — wmoaymu umdposanus MII-TPfc n MII-TPfc-1U
(rparcmonaepsr), MIII-MUXs u MIII-MUXs-1U (arperupyrorire TpaHCIIOHACPHI);

CK3U1 «KBa3zap-100» — moxymu mudppoBanus BMII-TP-1U mns opranuzamum
3aIHATH BEICOKOCKOpOocTHOTrO KaHajna 100 ['out/c;



CK3U «KBazap-CKP» — moaynu mudpoBaHusi ¢ KBAHTOBOM KpunTorpaduueckoi
cucteMoi BeIpabOoTKU U pacnpenenenus kiatoueit MIL-TP-CKP;

CK3MU «KBazap-2» — skcnopTHbIe BapuaHThl Moyiied mmdposanus MILI-TPfc-
1U u MIII-MUXs-1U.

Monymu mudpoBanus «Ksazap» mommepxkuBator popmar OTUZ2e, a «Ksazap-
100» — ¢opmatr OTU4, uto maér um coBmectumocth ¢ DWDM-cuctemamu Bemymmx
npousBoauTened, Takux kak Huawei, ADVA Optical Networking, Packetlight
Networks, 000 «T8», BTI (Juniper), Ciena, Infinera, Ekinops.

20B OTUZe
60 KM

Ethernet MLU-TPfc MILL-TPfc Ethernet
Hommyratop HommyTatop

Puc.2.39. Moaynu KBazap aiist 3amuThl coeIuHEHUS KoMmMyTaTopoB cetu Ethernet

Cywecreyiowan DWDM cucrema

Ethernet MLU-TPfc i MILL-TPfc Ethernet

Kommytatop : Kommyrarop
4 2 b B 220\ (
[:\'><::l KBA3AP ' KBA3AP E><::
@ 10GE w 0TU2e | ¢ OTU2e &:’F{’/ 10GE
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Ethernet MILL-MUXs (] (] MLL-MUXs Ethernet

Kommyratop i Kommyratop
8GFC : G:

Fibre Channel MLU-TPfc / \\ : MUW-TPfc Fibre Channel
KommyTaTtop KommyTaTtop
Fibre Channel MLU-TPfc i MLL-TPfc Fibre Channel
KommyTaTtop ! HommyTatop

Puc.2.40. [Tpumenenue moayneit Kazap B ontudeckoit cetru DWDM



JocrounctBa KBazap: oreuyecTtBeHHas paspaboTka, Ll-mudpoBanue c
npumenenueM anroputma ['OCT. Ceptudukar coorBerctBus TpeboBanusim DCh
Poccun k CK3U mo knaccy KC3. Munnmansnoe Bnusinue Ha W T-cepBuckl 6maromaps
VHUKQJIBHBIM CETEBBIM XapaKTEpPUCTUKAM, MIpOCTash HMHTErpalusi U BHEApeHHe 0e3
nepephiBa CEPBUCOB, BKIIOYAsh MHTETPAIIMI0O C CHCTEMaMH MOHUTOpUHra. PeanbHas
npousBoautenbHOCTh 10 1 100 ['6ut/c 6e3 moTeph, BO3MOKHOCTh MACIITAOUPOBAHHS.
[Ipu Mcnosib30BaHUU JONOJIHUTEIBHOIO KOMMYHUKAaMOHHOrO obopynoBanus DWDM
BO3MOXXHO MYJBTUIUIEKCUPOBAaTh MOTOKM Heckoapkux CK3UM B ogHO onTuueckoe
BOJIOKHO, HapaiuBas HEOOXOJIUMYIO MPOU3BOAMUTEILHOCTh MO 3auuTe UHGOpMAaIUH,
IIPU 3TOM HE YBEJIWYMBAs KOJIUYECTBO HCIOJIB3YEMbIX ONTUYECKUX BOJIOKOH. 3alluTa
MYJBTHCEPBHUCHBIX ceTell (moTokoBoe Buaeo, BKC, rtenedonus, nmepemava JaHHBIX)
oOecrnieurBaeTcs 0€3  HEOOXOAMMOCTH  pa3liefieHuss MOTOKOB  HMH(pOpPMAIIUU.
Bo3MOXHOCTB moKITI0OueHNsT K MarucTpaabHbiM KaHaaam OTN, mogmepxka OCHOBHBIX
nporokosnioB rmepemaun ganaeix (Eth 1G, 10G, 100G, 8GFC, STM 1-4-16),
coMectumMocTh ¢ J00biM DWDM  wunum  pabora mno «T€MHOMY»  BOJIOKHY.
MackupoBanue Tuna tpaduka B KaHallaX CBA3U. BO3MOXKHOCTb UCIIOJIB30BAaTh B POJIU
KaHajoo0Opa3yromiero obopyaoBanus. Huskas cTOMMOCTh B mepecyéTe Ha THUTraOuT
3aIUIIEHHON HHPOPMAIUH.

KOHTpOHLHLIe BOIIPOCHI

1. Kakwe TmpOTOKOJNbHBIC YypoBHH /-ypoBHeBor Mozaenu 1SO/OSI
MOIJICP)KUBAIOT (DYHKIIMH 3aIIATH KIIMEHTCKOW nH(pOopMaIuu mudpoBaHuem ?

2. B KakuxX TpaHCHOPTHBIX TEXHOJOTUAX TOJAEPKUBAIOTCA (QYHKIUH
i pOBaHMS KIMEHTCKOTO Tpaduka?

3. I 4ero Hy>KHBI TPOTOKOJIBI SSL/TLS?

4. Kakvie BUIbI 3aIIUTH COSTMHEHHUH TPETyCMOTPEHBI B TPAHCTIOPTHBIX CETAX
U CETSX J0CTyma?

5. Yro o6o3nauaer IP sec?

6. Kakue npoTokosnbHbIe pemenus BXoaaT B IP sec?

7. J1ns gero Hy>HbBI TpoTOoKOIBI AH, ESP?

8. UeM oTnuvaroTcsi mMpOTOKOJBI IP SEC misi TpaHCTIOPTHOTO W TYHHEITHLHOTO
PEKUMOB?

9. [lyist wero HyxeH npoTtokoin |KEv2?

10. Yto takoe MOBIKE?

11. JIns wero HyxeH oomeH [Juddu-Xemrmana?

12. JIns wero myxeH npotokon MAC sec?

13. Kakoit anroputm mudpoBanus ucnonb3yercs B MAC sec?

14. Jlnsa gero npennasnadeH cragaapt IEEE802.1AE?

15. Uto Bxonut B cTpyKTypy Kaapa MAC sec?

16. B uém cocrtosT orpanmdeHus mpoTokona IP SeC u mpemmyIiecTBo
nporokoina MAC sec?

17. Kakue mpoOJieMbl CYIIECTBYIOT B IMIM(POBaHWU HAa ypoBHAX L2/L3 mns
TPAHCTIOPTHBIX CETEH?



18. Kaxkwme cereBbie TpaHCTIOPTHBIE () YHKINH MTOAAepKuBaeT cxema BCM853447?

19. Kakoe Ha3Ha4eHHeE y ammapaTHo-TiporpamMmmHoro komiiekca ViPNet L2-10G?

20. I'ne moxer npumenstecsa ViPNet L2-10G?

21. Kakue cereBbie KoHpuUrypanuu nojaepxusaet ViPNet L2-10G?

22. B xakoM 00OpYyJOBaHWUU TPAHCIIOPTHOM ONTHYECKOW CETH yCTAHABIMBAIOTCS
AIIEMEHTHI KPUTITOTpahUIeCKON 3aIIUThHI?

23. B 4éMm cocTosAT mpeumymiecTBa MH(PPOBaHUSA (KPUITO3AIIUTHI) JNAHHBIX B
KaHajax ontudeckoi TpancrmoptHoit cetn OTN/OTH?

24. Tne Bwime 53¢¢GEKTUBHOCTh TMpomycka Tpaduka mnpu IMHAPPOBAHWH B
OTN/OTH? B MAC sec? B IP sec?

25. Yrto peaycmorpeno pekomermamnueii 1 TU-T Sup.76?

26. [{ns gero HyxHbI |IKEV2?

27. Kakas gacth kagapa OTUK momiexxuT muppoBaHHIO C IEIBIO 3allUThI
KIIMEHTCKOTO Tpaduka?

28. Jlns wero wyxHbl oist TAG, Encrypted OPU, ADD, IV B kpunitronakere?

29. YUto Bxoaut B kpumnromnaker L1?

30. Kakoii Bunx mmmdpoBanus peanmszyercs B cxeme PM5990 DIGI-G4?

31. Ha xakmx ydacTKax ONTHYECKOW TPAHCIIOPTHOW CETH HamOoJiee aKTyaabHO
npuMeHeHue mudpoBanus?

32. Jlns wero npeaHa3zHadeHbl MOy n «KBazap»?

33. I'me nomKHBI TPUMEHATHCS MOAYyTH «KBazap»?

34. Kakme KIMEGHTCKHE TMPOTOKOJIBI ¥ CKOPOCTHBIE PEXKHUMBI Tepeaavn
noIep KuBatoT Moayn «KBazap»?

35. Kakoii Bua mudpoBaHus UCTIONB3yeTCs B MOAyIsiX «KBazap»?

36. Uto oTHOCHUTCS K THHEIKe Moayiei «KBazap»?

37. C xakuMm O0OOpYJOBaHHEM TPAHCIOPTHBIX CETEH COBMECTUMBI MOIYIH
«KBazap»?

38. B uém ocobennocth moayineit CK3U «KBazap-CKP»?

39. Uto o603nagaer GCM-AES-2567

40. Kakas rocymapcTBeHHas CTpykTypa P® obOecmeunBaer cepTHPUKAIAIO
3aIUThl KHPOPMAIIUU B TEJICKOMMYHUKAIIHSX ?



3amgauya 2.

Ucnonwiys anroput™m Juddu-Xennimana BBIUUCIATE pa3feiasieMblii CEKPETHBIN
KoY TH(POBAHKS 1O BapuaHTy B Tabnumax 1, 2 U mpeacTaBbTe €ro B JBOMYHOM
MOAXOSIIKM T10 pa3psay Koje.

Ta6n.1. Homep BapuaHTa COOTBETCTBYET NpeAmnocienHe uudpe CTyJIeHUYEeCKOro
OwiieTa WM HoMepa Mmaposst

Bapuant 0 1 2 3 4 5 6 7 8 9
CexpeTHoe X 2 3 4 5 6 7 6 5 4 3
YHCIIO
CTOPOHBI A
Hecekpetnsie | D 4 5 4 6 7 3 2 3 5 8
uncna p 6 6 7 8 5 6 12 2 4 7

Ta6m.2. Homep BapmaHTa COOTBETCTBYET IOCICAHEH Iudpe HOMEpa CTYICHUYECKOTO
OwiieTa Win maposis

Bapuant 0 1 2 3 4 5 6 7 8 9
CekpeTHoe X 3 4 5 6 7 6 5 4 3 2
YHCIIO
CTOpOHBbI b
HecekpeTnsie | D 4 5 4 6 7 3 2 3 5 8
uncna P 6 6 7 8 5 6 12 2 4 7

MeTonnuyeckue yKazaHus:

1. Jlnsa permeHus 3aqa4il N3y9UTe WCXOIHBIA MaTEpHal U UCIIOJIB3YHTE MPUMEPHI,
IIpUBEIEHHBIC B paszzene 2.7.

2. [TonpoOHO TIpeIcTaBhTE BCE ITAIBI BEIYUCICHUS U BBIBOJIBI TIO pE3yIbTaTaM.



3. OnTHyecKkne KBaHTOBLIE KOMMYHUKAIIMHA U MECTO IPUMECHECHHUA KBAaHTOBO-
KpHHTOFpa(l)H‘leCKOﬁ 3aIIMThI OIITHYCCKHUX CETECBbLIX COeI[I/IHeHI/Iﬁ

B HacCcToAIICC BPCMA IICPCXOd K TCXHOJIOIHMH, OCHOBAHHOW Ha MCHOJb30BAaHUU
KBAaHTOBBIX 3(1)(1)€KTOB, ABIACTCA OAHHMM K3 OCHOBHBIX TPEHAOB B COBPCMCHHBIX
KOMMYHUKAIUAX W BbBICOKOIIPOMU3BOAUTCIIBHBIX BbIYHUCICHUAX. Bo Bcém MHUPE B
Pa3BUTHUC KBAHTOBBLIX MCTOAOB IICpCAAYMN I/IH(l)OpMaI_II/II/I BKJIaJbIBAOTCs OombIINe

pecCypCHhl.

KTO 3AHUMAETCA PASPALOTKAMMU:

Poccuiickuii KBaHTOBBIN LIEHTP

https://www.rqc.ru/team/rpymnmna-KBaHTOBBIX-KOMMYHHUKAIIUH

I'pynma co3manma B 2015 rtomy. llems nmesTenpbHOCTH TPYNIBI  — BBIMYCK
KOMMEpPUYECKOTO yCTpoicTBa kBaHTOBOW kpumrorpaduu (QKD312). ns mocTrkeHwUs
MOCTABJICHHOW 1I€JI TPyMIa 3aHUMAEeMCSl SKCIEPUMEHTAIbHOM KBAaHTOBOW ONTHUKOM,
Teopuel KBaHTOBOW HHGpOpMAIMU, SIEKTPOHUKON U pa3pabOTKOW MPOrpaMMHOIO
obOecrieueHusi. ['pynmoil u3y4aroTcsi CHOCOOBI YIY4IIEHHS MPOTOKOJIOB KBaHTOBOMU
Kpunrorpaduu U ONTUYECKUX CXEM, JIJISI YBEIUYEHUSI CKOPOCTH pabOThl U YMEHBIIICHUS
rabapuToB yCTPOMCTB.

B o6mieit cmoxxHocTH B Poccun HacuuThiBaeTcs okoyio 850 Takux opraHM3alvid, B
T.4. 6osiee 80 akaleMUYECKUX HHCTUTYTOB U HaydHbIX IIeHTpoB (PAH u PAMH), okoio
150 BY30B u HayuHO-TexHWYecKHX IeHTpoB npu BY3ax, okxomo 100 orpacieBbix
HUU, Kb u HIIO, okxono 60 mnpow3BOACTBEHHBIX OOBEAWHEHUNH W KPYMHBIX
npeanpustuid, Oonee 120 memumuHCKMX yupexaeHud u He MeHee 320 Mambix
npeanpustuid. [lo TeppuTopuM CTpaHbl OHU pacHpeesieHbl BeCbMa HEPaBHOMEPHO.
[lenTpaMH MaKCUMAQJIBHOW KOHILIEHTPAUUW OpPraHU3alMid W MPEANPUATAN OTpaciu
aBisitorest Mocksa, C. - [letepOypr, MockoBckast o61acts, HoBocubupck u IloBomxkbe.

3.1. Uto Takoe KBAHTOBbI€ KOMMYHHKAIIMH?

[Mpemmararo moBtroputh omnpenencaue o ['OCT (pazden onmuueckoil ces3u,
CBA3AHHBIU C U3yYeHuemM U HNpaKmudecKum NpuUMeHeHuemM Memooo8 nepeoavu
unopmayuu  omonamu,  Haxooawumucs 6  Hekaaccuyeckux — (K6aHmMoGwvIX)
cOCmosAHUAX) HAYaTh C a30B U B3MJIIHYTHh Ha CaMO CIIOBOCOUYETaHHE. B HeM ecTh cloBO
«KBaHT» U €CTh KKOMMYHUKAIUSI».

KommyHnukauuss — Habop TtexHonoru st nepenauun  wuHpopmanuu. B
COBPEMEHHOM MHpE MbI MmepeaaeM uHOpManHio, KOIUPYsS €€ B Kakue-1ubo
(dbu3nYecKre CUTHAJIbI: HAIpUMep, NepeaBasl JaHHbIE B BUJIE CBETOBBIX MMITYJIbCOB IO
ONTOBOJIOKOHHOMY Ka0ento. B  KBaHTOBBIX KOMMYHHUKAlMSX, B OTJIHYHE OT
TPAJUIMOHHBIX, B Kau€CTBE HOCUTENS BBICTYNAIOT HEOOBIYHBIE CBETOBBIE MMITYJIbCHI
JIOCTATOYHO OOJBIIOW MOIIHOCTH, a KBAHTOBbIE CHUTHAJbl, TO €CTh TE€, KOTOpPHIC
00J1aJal0T CYIIECTBEHHOW KBAaHTOBOM Mpupojoil. Oka3bIBaeTCs, YTO B PsJE CIy4yacB
OHM JIAIOT BO3MOKHOCTh PEIIaTh COBEPILIEHHO HEJAOCTYIIHbIC pPaHee 3adauH.


https://www.rqc.ru/team/%D0%B3%D1%80%D1%83%D0%BF%D0%BF%D0%B0-%D0%BA%D0%B2%D0%B0%D0%BD%D1%82%D0%BE%D0%B2%D1%8B%D1%85-%D0%BA%D0%BE%D0%BC%D0%BC%D1%83%D0%BD%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B8

B KBaHTOBBIX KOMMYHHUKAIUSIX, CHCTEMax M YCTPONCTBAX HCIOJIB3YIOTCS
NPUHIUIBI KBAaHTOBOH MeEXaHWKH: 1) KBAaHTOBAHHOCTH, JTUCKPETHOCTh YPOBHEU
SHEPrUM, KBAaHTOBBIH 3(dekr Xoiuia;, 2) KBAHTOBas KOTCPEHTHAS CYIMEPIIO3HIIHSI
AIbTEPHATUBHBIX YHUCTBIX COCTOSHUN CHUCTEM; 3) KBaHTOBAs 3allyTaHHOCTb COCTOSTHHUI
ABYX ¥ Oosblie OOBEKTOB, 4) KBaHTOBOE TYHHEJIHMPOBAHWE, D) KBAaHTOBBIH
napajuiesiu3M, MO3BOJISIONINM KBAHTOBBIM KOMITBIOTEpAM MPEB30UTH KIACCUUYECKHUE IO
MIPOU3BOAUTEILHOCTH; 6) MPUHIIKMIT HeonpeaesieHHocTH [ ei3enoepra.

Peanuzanuu: KBaHTOBbIE KOMMYHMKAllMM, KBaHTOBbIE CETH, KBAaHTOBAas
Kkpunrorpadus, KBAHTOBOE paclpe/iesieHHe KIt0uei, KBAaHTOBBIE AJITOPUTMBbI, KBAHTOBAsI
TeJeTopTaIus, KBaHTOBBIM VHTEpHET, KBaHTOBas TeiaehOHMS, KBAHTOBBIC BBIUUCICHUS,
KBAHTOBBIE KOMIIBIOTEPHI, KBAHTOBBIE pajJlapbl, KBAHTOBbIC H300pa)KEHUs, KBAHTOBAs
BU3yan3allksi, KBAaHTOBAs MUKPOCKOIIUSI, KBAHTOBBIE CEHCOPbI, KBAHTOBAsI METPOJIOTHSI.

Hambonee pa3BuTOC HampaBlieHWE B paMKaX TEXHOJOTMM — KBaHTOBAs
kpunrorpadus, wim, 0ojiee TOUHO, Ksaumosoe pacnpedenenue kuoyerw QKD (Quantum
Key Distribution). 3T1o cOBOKYIHOCTh METO/IOB, HAIPABICHHBIX HA BHIPAOOTKY MEXKIY
YAQJICHHBIMU T0JIH30BATESIMU OOIIEr0 CEKPETHOr0 KJIkoua, KOTOPHIA B JajdbHEUIEM
UCIIONb3YyeTCsl I MUPPOBAHUSL.

Eme opna 3amadya  KBaHTOBBIX KOMMYHHUKAIMH — Tiepefaya KBAaHTOBOM
uHOpPMAITM MEXIY KBAaHTOBBIMH KOMITBIOTEpAaMU. TEXHOJOTWU IUIAaBHO HUAYT K
Pa3BUTHUIO PaCIIpEICICHHBIX KBAHTOBBIX BBIYMCIICHUH, TO €CTh K CO3JJaHUI0, HAITPUMED,
LEHTPAJBLHOIO KBAHTOBOIO KOMIIBIOTEpPA U MHOXECTBA TMepu(epuilHbIX MaIluH,
KOTOpbI€ pEmIaloT 4acTh MOJA3aJad U MEepealoT JaHHbIE APYT JIPYyry. AJIbTEpHATUBOU
ATOMY MOKET OBITh HA0Op CBSI3aHHBIX MEXAY COO0OM yOaJeHHBIX KBAHTOBBIX
nmporeccopoB. B deBpane 2021 roma rtpymma wuccriemoBateneit u3 ['epmanum
MPOJIEMOHCTPUPOBAJIA BO3MOKHOCTh Mepe/ilaud KBAHTOBON MH(MOpPMALIUU MEXKY IABYMS
MOYJIbHBIMH KBaHTOBBIMU MIPOIIECCOPAMH. Pe3ynbraTsl
OKCIIEPUMEHTA OIYOJUKOBAI KypHai1 SCience. DTo BaxHBIA [Aar B  Pa3BUTHH
TEXHOJIOTUH, KOTOPBIM MOKa3aj, YTO YBEIWYUBATH MOIIHOCTh  KBAHTOBBIX
BBIYUCIIUTEIBHBIX TEXHOJIOTUNA BO3MOXKHO 32 CUeT 00bEAMHEHUS HECKOIBKUX YCTPOMCTB
B CETb.

WNurtepecHass TexHonoruyeckass OCOOEHHOCTh COCTOMT B TOM, YTO €CIU B
KBAHTOBBIX KOMITbIOTE€pAX MbI BbIOMpaeM maTdopmy, KoTopas Haubosiee 3P (HeKTUBHO
MOAOUIET AJIsl pEIICHUsI T€X WM UHBIX 3a/1a4, TO ¢ OOMEHOM KBaHTOBOM MH(pOpMaIuei
BCE OYEBHJHO. JIy4llle BCEro CHPaBSIOTCS (POTOHBI, TO €CTh YacTHUIbI CBETA.
AnbrepHaTuB npakTudyecku HeT. [losToMy HcciienoBarenu y»e 0Co3HaloT, Kakoil Oyner
aneMeHTHasi 0a3a. EAMHCTBEHHAS! CIIOAKHOCThH 3aKJIIOYAETCSd B TOM, YTOOBI KBAaHTOBYIO
nH(pOpMaIHIO, BO3ZHUKAIOUIYIO, HapuMep, B pamMkax paboThl CBEPXIPOBOJIHUKOBOTO
KBAaHTOBOT'O KOMIIBIOTEPA, KAKUM-TO 0O0pa3oM TpaHCIUpOBaTh B (DOTOH, KOTOPBIHA
MOXHO TIepeaTh Ha OOJIbIINE PACCTOSIHUS. A MOCJe CHOBA MpeoOpa3oBaTh B Ty GopMy,
KOTOpasi JIOCTyITHa KBAaHTOBOMY KoOMIbIOTepy. Eciam kBaHTOBast kpumnrorpadhus —
MOHSATHBIA TEXHOJOTHUYECKUM (DPOHT, KOTOPHIM HAXOJUTCA B OUYCHb BBICOKON CTENEHU
TOTOBHOCTH, TO 00JIACTh KBAHTOBBIX KOMMYHHKAIIUM, CBsI3aHHAsi ¢ OOMEHOM KBAaHTOBOM
uH(popMaIeil MeXITy KBaHTOBBIMH KOMIIBIOTEpaMU — OOJbIIasi 3ajava, KOTOpas
HAXOJUTCS HA JOCTATOYHO PAHHEH CTaUH.



https://science.sciencemag.org/content/371/6529/614

B 1O Bpems, kak B KBaHTOBBIX BBIYHCICHUSX MPUHITO TOBOPUTH O KBAHTOBOM
o0beMe — YBEIMUYCHUW 4YHCIIa KyOMTOB — KBaHTOBBIX OWMT (moctmkenue 2048
KyOUTHBIC KOMIIBIOTEPHI) W TOYHOCTH OTICpaIliii, B KBAHTOBBIX KOMMYHHUKAIUSIX B
LIAPOKOM KOHTEKCTE IIOKAa HE CYLIECTBYET E€IMHCTBEHHOM METPUKU. B KBaHTOBOU
kpunrorpaduu yueHble (POKYCHUPYIOTCS Ha CKOPOCTH T'€HEpAIlMU KJtoua Ha KaKoe-JI10o
paccrosiHue. Yaime Bcero paccMaTpuBaeTCsl CKOPOCTh IeHepanuu Kiaoda Ha 50 kM, 9To
MO3BOJISIET CPABHUBATh pa3Hble ycTpoucTBa. I[lopoil Takke H3y4aloT KaKHUE-TO
MpEICIbHBIC XapAKTEPUCTUKHU, HAIPUMEDP, MAKCUMAIIbHOE PACCTOSIHUE JJIs1 F'eHEpaluu
KJIIOYeii.

3.2. OcHoBBI (PU3UKH KBAHTOBBIX KOMMYHHKAUH

Yrto Takoe KBaHT?
KBanT — pyHnamenranpHas (MHHUMAIbHAS ¥ HEJCIMMAs) TOPIIUS SHEPTHH,
a TaK)Ke COOTBETCTBYIOIAs e yacTuia (Hampumep, KBaHT cBeTa — (DOTOH).
O0o03HaYeHHEe KBAHTA JHEPIUH:

fneql.utm::g.-r of radiation, sometimes written as f

giving expression E = hf.
E h Quantum energy
of a photon.
15
h = Planck's constant = 6.626 x 1{) -Jﬂl..lIE sec=4.136 X 10 eV-s

[TonsiTue 0 kBaHTe MOSBIIOCH B Havaine 20 Beka, koraa Obutd chOpMyTHPOBAHBI
(byHIaMeHTalbHBIE 3aKOHBI KBAHTOBOW (DM3HWKHU W C HUM CBSI3aHO OIPEICIICHUE TIEPBOM
KBaHTOBOM peBostonuu. Ha ocHOBe KBaHTOBOW (DM3MKU OBUIM CO37aHbl MPUOOPHI U
YCTPOWCTBA: TEHEPATOPHl ONTHYECKOTO H3JIYYCHHS, JETEKTOPHl  ONTHYECKOTO
U3IyYeHHS, OJICKTPOHHBIC TpHOOpPHI  (JIaMIbl, TPaH3UCTOPBI, HWHTETPATbHBIC
MOJTYIIPOBOTHUKOBBIC CXEMBI), ONITHYCCKHE YCHINTENH U T.1. (puc.3.1)

NEPBAA KBAHTOBAA PEBONIOLIMA  BTOPAS KBAHTOBASA PEBOMIOLIUA

* lasep Mb! CTOMM Ha €€ nopore
* Komnakr-aucku '

* Onelw-namaTs
* MarHnTo-pesoHaHCHbIH ToMorpad
» BONbLO aapOHHLIN Konnaiaep

Puc.3.1. IlepBas u BTOpasi KBAHTOBBIE PEBOJIOIINN



C mavanom 21 Beka nmpou3oiuIa BTOpasi KBAHTOBAasI PEBOJIONHS, C KOTOPOH CBSI3aHO
CO3JaHME YCTPOMCTB MW TEXHOJOTMA HAa OCHOBE YIpPAaBJICHUS OTHeJbHBIMH
KBAHTOBBIMH 00beKTAaMH (PEBOJIONMM B  BBIYUCICHUSAX, KpHUOTOTpaduu U
metpornorun!).  JIOCTH)KEHHE KAueCTBEHHO HOBBIX BO3MOXKHOCTEH C IIOMOIIBIO
TEXHOJIOTUM KBAHTOBOU mepefayu U oOpaboTku uHGOpPMAIMU OCHOBAaHO Ha 3aKOHAX
KBaHTOBOW (DM3WKH, JISKAINX B UX OCHOBE. B KadyecTBe MPUMEpPOB MOXKHO MPHUBECTH
“MIHOBEHHYIO ' Ie€peaady KBaHTOBOT'O COCTOSIHUS Ha PAaCCTOSIHMM HAa OCHOBE MPUHLIMIA
3aITyTaHHOCTH (KBaHTOBAs TEJICMIOPTAIINS), YCKOPEHUE KBAHTOBBIX BHIYHUCICHUN 33 CUET
UX HEKJIACCUYECKOIo mapajjienusmMa 1 oOecrnedyeHne KOH(UIECHIMAIbHOCTH JaHHBIX B
CUCTEMaX KBAaHTOBOM pACCBUIKM KJI0Ya, OCHOBAaHHOE HA HEIEIUMOCTH KBAHTOBBIX
O0OBEKTOB W HEBO3MOXKHOCTH WX KIOHHPOBAHUS. Y CTPOWCTBAa KBAHTOBOW MEpenadyd U
00paboTKN WH(POPMAIIUUA HCIIONB3YIOT KBAHTOBBIC €IWHUIEI WH(GOPMAITUU — KyOWTHI,
KOTOpPbIE B OTJIMYHE OT KJIACCHYECKOro aHajora (OWTa) MOTYT HAaXOJWUTHCA B
CYNEpIO3ULIUNA JBYX COCTOSIHHH, T.e. P MU3MEPEHUU OOHAPYKMBAIOTCS B JHOOOM M3
TUX COCTOSIHMU. MaTepuaqbHbIM BOIUIOIIEHWEM KyOUTa MOXET ObITh Jro0as
MUKpOCKONuYeckas (pu3ndeckas cuctema ¢ AByMs cocTosHusmMu. KyOut onpenensercs
KaK eJIMHUIA KBaHTOBOW nHMOopMaruu. IJis HarasgHOCTH MIpeACTaBIeH puc.3.2 mpuMep
ornnuuid OuT M KyoOut. KBantoBass mH(opMaius 3amuChIBa€TCI B KBAHTOBBIX OUTax
(kyoumax).

YTto Takoe KBAHTOBAs CYTEPIO3HUIINS?

DTO CyNepro3ulys aJbTePHATUBHBIX COCTOSHUH (B3aMMOHMCKITIOYAIOIINX) !

KyOutr - KorepeHTHass CyNepHoO3WIUS JBYX pPa3IMYUMBIX (OpPTOTOHAIBHBIX)
KBaHTOBBIX COCTOSIHUN, HAITPUMED, BEPTUKAITBHON U TOPU3OHTATHHOU MOJISIPU3AIUH.

Burt Kyourt

Puc.3.2. CooTHOIIEHNE TOHITUI OUT U KyOUT
CoctosiHust KyOuTa 3amyTaHbl, T.€. HEBO3MOXXHO [0 TOBEIEHUS H3MEPEHUN

yKa3aTh OJJHO3HAYHO COCTOSTHUS «0» wmmm «1»!
J1o usmepeHnus:

V)=aloj Bl atepiet



[Tocne namepenns: 0 nmm 1.

KyOutsl MOTYT OBITH 3aIyTAHBI:
Y Y Y |l//12>¢|l//1>+|l//2>

OHM CTAaHOBATCS €OUHOW CHCTEMOM W U3MEPEHHE OJIHOrO Cpa3y K€ BIMSET Ha
IPYTroM.

HEOBXOJMMO nipuHaThs BO BHUMaHuE (QyHIaMEHTAIbHbIE CBOICTBA!

1. Heonpenega€éHHOCTh — 4YeM TOYHEE H3MEPSETCS OJHA XapaKTEPUCTHUKA
00BeKTa, TEM MEHEE TOYHO MOKHO ONPECIIUTh BTOpYIO (CBsA3aHHYIO ¢ Hei). T.e. poToH
MOYKET HAaXOJIUThCA B HECKOJIBKMX MECTAX B OAUH U TOT )K€ MOMEHT BPEMEHHU.

2. Hepeaan3m — cocTosiHHE€ KBAaHTOBOTO 00BEKTa MOXKHO OMNPEACIUTh TOJIbKO
B MpPOIECCEe M3MEPEHHUs], MOClie KOTOPOro 3TO COCTOsSIHUE pazpymaercs. T.e. ¢poToH
nepectaér CylecTBOBaTh B OJHOM MECTE€ W CIIOHTAHHO BO3HHMKAaeT B Jpyrom 0e3
MepeMeIleHns] B TMPOCTPAHCTBE, T.€. HAONIOAACTCS KBAHTOBBIM TNEpPEXo] WIH
TeJIeNopTalus

3. HeJsiokanbHOCTb — «3allyTaHHBIE» KBAHTOBBIE OOBEKTHI MOTYT BIUSTH APYT
Ha JIpyra, HaxoJsCh Ha JIOOOM paccTosHun («OBICTpee CKOpOCTH cBeTa»). T.e.
MOSIBJICHUE OJIHOTO KBAaHTOBOTO OOBEKTa, BhI3BAaHHOE HAOIIOJCHUEM (M3MEpEHHUEM),
CIIOHTAHHO BJIMSIET HA CBS3aHHBIM C HUM OOBEKT-OJM3HEIN, BHE 3aBUCUMOCTH OT TOTO,
KaK JIaJICKO TOT HaXOIUTCs (KBAaHTOBOE JICHCTBHE HA PACCTOSIHHH).

Teneps o0 kBaHTax - poroHax. POTOH — 3TO yYacTHIlA, Y HEE HET (a3bl, HO OHA
SBJISIETCS YacThIO BOJHBI. A (pa3za BOJIHBI — 3TO XapaKTEPUCTHUKA, KOTOpas MOKa3bIBAET
HEKOTOPYIO OTCTPOMKY COCTOSIHUS MOJI AIEKTPOMAarHuTHOW BOJIHBI. Eciu nmpenacTtaBuTh
BOJIHY KaK CHUHYCOWJY Ha KOOPAMHATHOM IIJIOCKOCTH, CIBUTH €€ TOJIOXKEHUS
OTHOCUTEJIBHO  Hayaja KOOPAWHAT COOTBETCTBYIOT HEKOTOPBIM  COCTOSIHUSM
(da3zpl. DOTOH HENB3s pa3AEAUTh WU U3MEPUTH, CKOITUPOBATH UJIM HE3AMETHO OTBECTH B
cTopoHy. OH M3-3a 3TOr0 OJHO3HAYHO Pa3pyLIAECTCS U HE JOXOAUT 10 MPUHUMAIOLICH
ctoponsr (puc.3.3).
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Puc.3.3. CpaBHeHUE KJIaCCUUECKON U KBAaHTOBOM Iepenayu uHdopMauu

KBantoBast ¢u3mka, Kak OCHOBA IOHUMAaHUs TMPUHIMUIOB PabOThl CHUCTEM
KBAHTOBOM CBSI3M, YKa3bIBAET HA BEPOATHOCTHBIM XapaKTep 3aKOHOB NPUPOABI WU
CTATUCTUYECKUE 3aKOHOMEPHOCTU. Pe3ynbTaThl U3MEpEeHUI B KBAaHTOBOM (DPU3UKE HOCST
NPUHLIUANUAIBHO CTATUCTUYECKUMN XapaKTep.



Bo3moxkHbIE NOCTHKEHUS BTOPOW KBAHTOBOM PEBOIIOLMH. HOBBIE MATEpPUANIbl U
HOBasl AJeMEHTHasi 0a3a; KBaHTOBbIE KOMIIbIOTEPHI;, KBAaHTOBasi Kpunrorpadus; HOBbIE
CCHCOPBI (IaTYMKH) pa3InuHOro HazHadeHus (puc.3.4).
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Puc.3.4. IlpeanonaraeMbie JOCTUKEHUS BTOPON KBAHTOBOM PEBOIOLIUU

OO6nacTe KBAaHTOBOW mepenayn WH(OpPMAIMM BO3HUKJIA HA CTHIKE HECKOJIBKUX
oOnacteil 3HaHMs, Pa3BUBABIIMXCS AOCTaTOYHO AaBHO. K HHUM oTHOCsSTCS (POTOHHKA,
KBaHTOBas ¢u3uKa, uHpopmartuka, Teopus nHdpopmanuu u kpuntorpadus. Bee 3amaun,
OTHOCSIIIIMECS. K 3TOMY HaNpaBJICHHUIO, MOXXHO pa30UTh Ha JIBE€ KaTErOpUHU: 3aJlauu
KBAaHTOBOM KOMMYHHUKAIIMM M TECHO B3aMMOCBSA3aHHBIE C HUMHU 3aJlayd KBAHTOBBIX
BbluuCIeHUA. K KBAaHTOBBIM KOMMYHHUKAIIUSIM OTHOCSTCA pa3paboTka CHCTEM
KBaHTOBOW KpUIITOrpaduu, KBAHTOBOW CBsA3M (HAampUMep, Ha OCHOBE TEJICIMOPTALNU) U
MOCTPOCHUE KBAHTOBBIX 3alIUIIEHHBIX M BBIUUCIUTENbHBIX ceTel. K KBaHTOBBIM
BBIYUCJICHUSIM OTHOCST TEXHOJIOTUM OOpa0OTKH KJIACCUMYECKOM WM KBAaHTOBOU
nHpOpMalMM ¥ KBAaHTOBBIMHU METOJIaMH: CO3/IaHME KBAHTOBBIX JIOTMUYECKHUX CXEM U
BBIUMCITHTEILHBIX 3JIEMCHTOB, IOCTPOCHHWE KBAHTOBOTO KOMIIbIOTEpa (Ipolieccopa u
namsTH) U pa3paboTKa KBAaHTOBBIX aJIFOPUTMOB UIsl Hero. J[Be oOiacTu oObeIuHSET
eAuHas TeXHoJorhuueckass 0a3za: UCTOYHUKM M NPUEMHUKUA OJUMHOYHBIX (DOTOHOB,
JTMHEWHbIC U HETMHEUHBIEC JIEMEHTHI KBAHTOBBIX CXEM.

KBantoBast kpunrtorpadusi OCHOBBIBAE€TCS Ha alropuT™Max (QopMHUpPOBaHUS
KBAHTOBBIX KJIIOUEH M UX PACCBHUIKU

Cuctembl kBaHTOBOW pacchuiku kiaroua (KPK) rapanTupyror oTcyTCTBHE
MOJACIYIIMBAHUSL B KaHalle U MCHOJB3YIOTCS /JI TeHEepalMH CIyYalHbIX JBOUYHBIX
MOCJICIOBATEIBHOCTEH, N3BECTHBIX TOJILKO OTIPABHUTENIO U moiydarento (puc.3.5). Otu
MOCJIEI0BATEILHOCTH MOTYT OBITh HCIOJIB30BAaHBI JJISI TMOJMYYEHHUS] CHUMMETPUYHBIX
KJIFOYEH, KOTOpblE HEBO3MOXHO MOJ00paTh Ja)k€ Ha KBAHTOBOM KOMIbIOTEpe. Takum



o0pa3oM, B OTJIMYHE OT KJIACCUYECKUX METOJOB 3allUTHl JAHHBIX, CTOMKOCTh CHCTEM
KBAaHTOBOM KOMMYHHUKAIIMM HE 3aBUCUT OT BPEMEHU W BBIYHUCIUTEIBHOW MOIIHOCTH
HapymuTens. KBaHTOBass KOMMYHHUKAIIUSi MOXET OCYILIECTBISATHCS IO J000OMY
ONTUYECKOMY KAaHaly: BOJOKHY WM OTKPBITOMY HPOCTPaHCTBY. Takke KBaHTOBas
kpunrorpaduss MOXET COBMEIIATHCS C CYIIECTBYIOIIEH kpunTorpadueil OTKPBHITHIM
KITIOYOM JUTS TTOBBIMICHUS HaI&)HOCTH mudpoBanus (puc.3.6).

KaHan cHHNPOHMIALMM:
ANA COTNACOBAHWA YCTPORCTE
Anwce w BoBa

Druphlmﬁ HNACCHYBCHWH
WakKan: gan obeywaenna
PEIYALTATOR HIMEDEHHRA

:-“‘r Nanyuatens

Otnpaeurent
(Anwca)

. -
+ Hapywurens &
% (Esa) &

JaWMWEHHBIA KBIHTOBLIA
HaHan: anA pacCknHEH KAKNER

BesonacHOCTL OCHOBAHA Ha TOM, YTO KAYKM (aBcontoTHO CToRKKE)
nepenarnTcA ¢ NOMOLULBH 0AWHOYHbIX GOTOHOB — KBAHTOB CBETA

Puc.3.5. Cxema KBaHTOBOM PacChUIKH KIIFOYa
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Puc.3.6. Cxema ¢opmMupoBaHusi KOMOWMHHPOBAHHOTO Kioua mu(poBaHUS HAa
ocHOBe mpoTokosioB: BB84 (kBanToBwlli mpoTokon) u RSA2048 (HecuMMeTpUYHBINH
KJTI0Y)

Cucrembl kBaHTOBOM pacchutku kimoda (KPK), npencrapnsromue coooii Hanbosee
pa3BUBAIOIIUNCA KJIacC YCTPOWCTB KBAaHTOBOM mepedaur WHGOpMALUM, MO3BOISIOT
OCYHIECTBIJISITh paclpe/ieNieHue KII4Yed, KOTOpble MOTYT OBITh KCIOJIb30BAHBI B
KaueCTBe CUMMETPUYHBIX KITFoUeH, Mexy nBymMs (v Oosee) monb3oBarensaMu (Amuca u



b00). I'eHepammss KBAaHTOBBIX KJIFOYEH MPOMCXOMUT MYTEM IMOJYUCHUs, MEpeIavyd |
00pabOTKH 3aKOJUPOBAHHBIX KBAHTOBBIX CHUTHAJIOB IO OMNPEIEICHHOMY aJIrOpUTMY
(mpotokoiy). Ha mpaktuke B cuctemax KPK B OCHOBHOM HCIOJIB3YIOTCS CIICTYOIINE
XapaKTEPUCTUKHU O0JIHO(OTOHHOTO V3JIyYCHHUS MOJISIPU3aLUA, (pa3za,
NpocTpaHcTBeHHast W BpeMeHHasi orcrpoiiku. Cucremsr KPK o6GecneuuBaror
0e3yClIoBHYI0 KOHQUICHIIMAIBHOCTh Tepenauun uHopmanuu. B Teopum Bce
BO3MOJKHBIC BMEIIATEIILCTBA B KBAHTOBBIM KaHAJ HEJCTUTUMHOTO MoJib3oBareis (EBbI)
U TONBITKM TOJYYUTh JOCTYNl K HHPOpPMAIMU O KIOYE BEAYT K YBEIMYCHUIO
KBaHTOBBIX omuOok 1o Outam (QBER) B cooTBeTcTBMM ¢ 3aKOHaMH KBaHTOBOWM
(¢U3uKH, a UMEHHO: C MNPUHIHUNHATLHON HEBO3MOXHOCTHIO H3MEPEHUS COCTOSIHUS
(dhoToHa, C HEBO3MOXHOCTh €r0 Pa3/ieuTh, a TAKXKE CKOMUPOBATh. Y POBEHb OLIMOOK,
BBI3BAHHBIM, B TOM YHCJIE, MPOCIYIIMBAHUEM KaHAJIa HEJIETUTUMHBIM IOJb30BATEIIEM,
MOXET OBITh YCTpaHEH, €CJId 3HAauYC€HHE B MPOCEIHHOW MOCIEIOBATEILHOCTH HE
npesbimaet 11% (s npotokona BB84). B nmpoTrBHOM cilydae KaHa CBSI3U CUYUTACTCS
3a0510kMpoBaHHBIM. OHAKO B KBAHTOBOW TEOPUU MH(POpPMALIMU MPUHATO CUUTATh, YTO
BCE OLIMOKH, BHOCUMBIE B KaHaJl, BHOCSTCA KaK pa3 HEJIETMTHUMHBIM MOJIb30BaTEIEM,
YTO 3HAYUTEIBHO YCIOXKHSET pabory mo ouncTtke kitoda. IlosBiaenue cucrem KPK
3a0JIarOBPEMEHHO MPEABOCXUTHIIO PEANM3AlNI0 KBAHTOBOTO KOMIIBIOTEPA, KOTOPBIM
MOTEHIIUANIBHO 00J1a1aeT 00Jiee BHICOKOM BBIYMCIUTEILHON MOIIHOCTHIO 110 CPABHEHUIO
¢ kinaccuueckumu ananoramu. Cucremsl KPK pa3pabaTeiBaroTcst HCXos U3 MpHUHIUIIA
TEXHOJIOTUYECKOM WU BBIYHCIHUTEIBHOW  HEOTPAHMYECHHOCTH  BO3MOKHOCTEU
HEJICTUTUMHOIO TMOJIb30BAaTENs, YTO YYHUTHIBAECTCS NPU CTPOTHX MATEMATHYECKUX
JI0Ka3aTeIbCTBaX 00eCIeYEHUsI CEKPETHOCTH.

3.3. IIpoToK0JIbI KBAHTOBOIO pacrpe/ejieHus KJI0ueii

['maBHass unes KBaHTOBOW Kpumnrorpaguu — mnepenaBath MHOOPMALMIO TaKUM
0o0pa3oM, 4ToObI €€ ObLIIO Hellb3s MepeXBaTUTh. [IpuyueM 3T0 TOIKHO OBITh HEBO3MOKHO
HE MOTOMY, YTO QJTOPUTMBI MU(PPOBAHUS CIUIIKOM CIOKHBIE, U HE H3-3a TOTO, YTO
3JIOYMBIIJICHHUK HE pacrojaraeT JOCTaTOYHO BBICOKUMH  BBIYHUCIUTEIbHBIMU
MOITHOCTSIMU. 3aIlUIIEHHAsT CUCTEMa Mepeaadyu JaHHBIX J0JKHA ObITh MOCTPOEHA TaK,
YTO €€ B3JIOM IPOTUBOPEUMII 3aKOHAM (PUBHKHU.

KBantoBast kpuntorpadusi, KBaHTOBas CBSI3b W KBAHTOBbIE KOMMYHUKAIUU
pemaT 3aJady Tak, 4TO MepexBaThbiBaTh HMHGPOPMAIMIO OrPAHUYEHHOTO JO0CTyMa
3ampeinaer cama npupoa. CUrHalbl epeatoTcs Mo JIUHUSM CBSI3U HE B KJIIACCHUYECKOM
BHUJIE, & C TMOMOIIbIO MOTOKA OJUHOYHBIX (OTOHOB. DOTOH HEIB3SI PA3AEIUTh WIH
U3MEPUTh, CKOMHUPOBATh WJIM HE3aMETHO OTBECTH B CTOpoHYy. OH H3-3a 3TOrO
OJIHO3HAYHO Pa3pylIaeTCs U HE TOXOAUT 10 MPUHUMAIOIIEH CTOPOHBL.

KBanToBas Kkpunrorpadus o0OecrnieunBaeT a0COJIIOTHO 3aIIUIIEHHOE
pacripeiefieHue KJtouya, OCKOIbKY, B OTJIMYME OT KJIACCUYECKOW Kpumnrorpaduu, oHa
OCHOBaHAa Ha 3aKOHax (PU3UKH, a HE HA OTPAHUYECHHOCTU BBIYUCIUTEIbHBIX MOIIIHOCTEH.

KiroueBoit Borpoc B ToM, Kak cienaTh 3T0 3QPEKTUBHO, TaK KaK UCIOIb3YeTCs HE
ujeagbHas CUCTEMa, a (PU3UYECKUE JIMHUU CBSI3M — ONTHYECKOE BOJIOKHO WIIU OTKPBITOE
npocTpancTBO. Ha myTtu k momydarento Ha ()OTOH MOKET BO3JEHCTBOBATH MHOTO
(hakTOpOB, KOTOPBIE MOTYT €r0 Pa3pylIUTh.



B ocHoBe kBaHTOBOW KpunTorpaduu JIEKHUT TE3UC O TOM, UYTO 3JTOYMBIIIJICHHUK
MOXET MBITAThCSl JI€NIaTh YTO YIOJHO, HCIOJb30BaTh JIIOObIE HUHCTPYMEHTapUil H
o0opy/ioBaHNEe — XOTA OBl TEXHUKY NPHUIIENIbIEB, HO MEPEXBATUTh JaHHBIE OH HE
JO/DKeH. A Ha 0a30BbId NpHHIHI ((QHU3UYECKYI0O OCHOBY) YK€ HAKPYIHBAIOTCS»
TEXHUYECKHUE PEIICHUSs, 0 KOTOPHIX Jayiee OyAeT COOOIIEHO.

Cy1iecTByeT HECKOJIBKO CXEM peanu3aiuy 0a30BOro MPUHIIWIA, OCHOBAHHBIX Ha
Pa3HBIX MOJIX0/AaX, KOTOPbI€ BHOCAT CBOU BO3MOXKHOCTH IO YBEJIMYEHHUIO CKOPOCTH U
NanbHOCTU Tmepenayun  coobmieHuit. CuctemMbl KBaHTOBOM KpunTtorpaduu JaBHO
MPOU3BOJIATCS KOMMEPUYECKUMHU KOMIAHUSIMU C HUCIIOJIB30BAHUEM MOJSAPU3AIUOHHOTO
OpPTOTOHAJIBHOTO U HEOPTOTOHAIILHOTO KOJUPOBAHUS.

Cuctembr KPK oOecneunBaioT 0€3ycliOBHYIO KOH(PUAEHIUAIBHOCTh NEpeAadyu
uHpopmanmu. B Teopun Bce BO3MOXHBIE BMEIIATEIbLCTBA B KBAHTOBBIM KaHAl
HEJICTUTHMHOTO 1oib3oBareis (E - EBbI) U MOMBITKY MONYYUTh JOCTYI K HH()OPMAIIUH
0 KJII0YE BEAYT K YBEIWYCHHIO KBAaHTOBBIX omOok 1o outam (QBER) B cooTBeTcTBHEI
C 3aKOHaMHU KBAaHTOBOW (DM3MKH, & UMEHHO: C MPUHUUMHAIBHON HEe803MONCHOCHbIO
UsMepeHusi COCMOsIHUAL (OMOHA, C HEBO3MONCHOCMb €20 pa3oenums, d MmAaKi#ce
CKONUPOBAM®b.

Cnenunanuctel YHuBepcutera UTMO npeanoxuiy HOBBIM MPUHLMIL, KOTOPBIN
nHaue (QOpMYTUPYET MOHSITHE KBAHTOBOTO COCTOSIHMS, «CIOCO0a MPUTOTOBICHUSI
(¢boToHAa KakK MOPUUU HU3JIYy4YeHHUs, 4yTOObl OH ObLT OoJee YCTOWYMBBIM K BHEIIHUM
BO3JICHCTBUSIM, CHCTEMa CBSI3M HE TpeOoBasia AOMOJHUTEIbHBIX CPEJCTB OpraHU3aluU
YCTOMYMBOM Nepeaun U He Hecia B ce0e SIBHBIX OFPAaHUYEHUN Ha CKOPOCTh MOJYJISIIIUU
CUTHajla CO CTOPOHBI OTHpaBUTENs U mojyyatens. [IpenokeHo BRIHOCUTh KBAaHTOBBIE
curHaibl, (popMupyemMble IO KaKOMY-THOO MPOTOKOJIY, Ha TaK Ha3bIBaeMble OOKOBBIC
YacTOThI, 3TO MO3BOJIIET 3HAYUTEIBHO PACIIUPUTH BO3MOKHOCTH MO CKOPOCTH U CHSTh
SIBHBIC OTPaHUYCHHUS 110 1aJIbHOCTH, TIPUCYINNE Y)KE IPUHATHIM cxemaMm (puc.3.7).
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Puc.3.7. ®opmupoBanue OOKOBBIX YaCTOT IS KBAHTOBBIX CHUTHAJIOB (IO MaTepuaiam
komnanu CMAPTC KBAHTTEJIEKOM)

YtoO05I IIOHATH, B 4YCM OTIHW4YHC IIpcajiaracMoro merojaa, MOXHO Ha4daTb C
IIPUHOUIIOB pa60TBI KIIACCHUYCCKHUX CXCM.



OOBIUHO TIOAM, KOT/Ia CTPOST CUCTEMbl KBAHTOBOW CBSI3U, F€HEPUPYIOT CJIaObIi
UMITYJIbC, SKBHUBAJICHTHBIM WM OJU3KUN K DSHEPruu OJMHOYHOrOo (¢OTOHA, H
OTMPABJISIIOT €r0 MO JHUHUU CBsI3U. UTOOBI 3aKOIUPOBATh B HMMIYJbCE KBAHTOBYIO
nH(popMaIHIo, TPOBOAST MOAYJIALNIO CUTHAJIA — U3MEHSIOT MOISpU3aluio uiu pa3zoBoe
coctostHue. Ecnu peub UIET mpo BOJIOKOHHO-ONTHUYECKUE JTUHUU CBSI3U, AJISI HUX OoJee
3 PeKTUBHO UCTIOIB30BaTh (ha30BbIE COCTOSHUS, TIOTOMY UYTO COXPaHATh U MEpeaaBaTh
MOJISIPU3ALMIO B ONITUYECKOM JIMHUU HAa MPOTSKEHHBIE JUCTAHIIUK MPOOIEMATUYHO.

Boobme ¢aza ¢dorona — 3TO  ByIbrapusM, KOTOPBIM  mpuayMaiu
AKCHEPUMEHTATOPHI B 00JaCTU KBAaHTOBOM (u3uku. GOTOH — 3TO YaCTUIlA, Y HEE HET
(a3bl, HO OHA SBJISETCSA YAaCThIO BOJNHBL. A (pa3za BOJHBI — 3TO XapaKTEPUCTUKA, KOTOpas
MOKAa3bIBAET HEKOTOPYIO OTCTPOMKY COCTOSIHUS MOJISL AJICKTPOMArHUTHOM BOJHBI. Eciau
MPEICTABUTh BOJHY KaK CHHYCOMAY HAa KOOPJAWHATHOM IUIOCKOCTH, CIBHUIH €€
MOJIOKEHUSI OTHOCUTEIILHO Havyalla KOOPAWHAT COOTBETCTBYIOT HEKOTOPBIM COCTOSTHHUSIM
(dazbl.

['oBOpPS MPOCTBIMK CIOBAMU, KOT/Ia YEJIOBEK IIATAET, IIAT — 3TO MPOLECC, KOTOPBIN
MOBTOPSETCA MO KPYTY, Y HEr0 TOXE €CTh MEPUOJ, KaK y BOJHBI. Ecin aBa yenoBeka
UIyT B HOTY — (ha3bl COBMAJAIOT, €CIM HE B HOTY — TO (Pa30BbIe COCTOSIHUS Pa3HbIC.
Ecnu ke olMH HAaUMHAET JBUKEHHUE B CEPEAMHE IIara Apyroro, TO UX IIard HaXOJIATCs
B npoTuBo(ase.

Jlnst  toro, 4ToOBl 3aKOAUMPOBAaTH B UMIIYJIbCE KBAHTOBYIO UH(OpMaIlnio,
UCIIONB3YIOT MOJYJIUPYIOIIEE YCTPONUCTBO, KOTOPOE CIABHUIaeT BOJHY, a YTOOBI
WU3MEPUTH CIBUT, MBI CKJIaJIbIBAEM 3TY BOJIHY C TAKOW K€ U CMOTPUM, YTO MOIYUYUTCS.
Ecnau BonHBI HaxonsATcs B NmpoTuBO(dAa3e, TO JABE BEJIMYMHBI HAKIAABIBAIOTCS U TacsT
Ipyr Jpyra, Ha BBIXOJIe TMOJydaeTrcss HoJib. Eciu (a3bl coBmamau, TO CUHYCOUbBI
CKJIQ/IBIBAIOTCS, TOJI€ YBEIWYMUBACTCS U UTOTOBBIM CUTHAJ IOJYYAE€TCS BBICOKHUA. ITO
Ha3bIBAETCA  KOHCTPYKTUBHOM  WHTepdepeHLMel  U3IydYeHus, €€  MOXHO
MPOUJUTIOCTPUPOBATH TEMU K€ YEIIOBEUECKUMU AT AMHU.

Kak pabGoraer mpemmaraemasi cxema? Jlazep m3mydaeT ONTHYECKUNM CHUTHAI Ha
BOJIHE (0, KOTOpas IMPOXOIUT dYepe3 aeKkTpoonTuueckuii moxynsrop (puc.3.8). Ha
MOJYJIATOP MOJAETCS CUTHAJI Ha APYro yactore (2, CylecTBEHHO 0oJjiee HU3KOi, U B
pe3yJibTaTe KOAUPOBAHHUE OCYIIECTBIISIETCA HE OCHOBHOW CHHYCOHWJIOW, a TapaMeTpamMu
BCIIOMOTATEIbHOM CHUHYCOMJIbI — €€ 4YacTOTOM cMeHbl (a3bl, ()a30BbIM IMOJOKEHUEM.
KBanrtoBast undopmanus nepega€rcs OTCTPONKONW JOMOJHUTENbHBIX YaCTOT B CHEKTPE
MMITYJIbCa OTHOCUTEIBHO EHTPATbHON YaCTOTHI.
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Puc.3.8. [Ipouemyps! nepenadu B KBAHTOBOM KaHase

Takoe mmppoBaHue cTaHOBUTCS KyAa OoJee HaJIeKHbIM, TaK KakK CIEKTp
nepeaeTcs Mo JIMHUSAM CBSI3U OJHUM HUMITYJILCOM, M €CIIM Cpefla Nepeiaadyd BHOCUT
KaKWe-TO M3MEHEHHUs, MX IMpEeTepIreBacT BeCh HMMMYJbC IEIUKOM. TakXe MOXKHO
n00aBUThL HE OJHY JIOMOJHUTEIBHYIO YacTOTY, a HECKOJIbKO, M OJHUM IOTOKOM
€AMHUYHBIX (POTOHOB MOXKHO MOJJIEPKUBATH, K IPUMEPY, MATh KaHAJOB CBs3U. B utore
HE HY>KE€H UHTEepdEpPOMETP B SIBHOM BHJI€ — OH «3AIIUT» BHYTPHU UMITYJIbCA, HET HYXbI
B CX€MaxX KOMIIEHCAalluh Je(EeKTOB B JIMHUU, HET OrPAHUYEHUN Ha CKOpPOCTh U
JANbHOCTH NIEpeAadu JaHHBIX, a 3PPEKTUBHOCTH UCIIOJIb30BaHUS JIMHUH CBsi3U — He 490,
KaK B CJIy4ae C KJIaCCUYeCKUMU moaxoaamu, a 1o 40%.

Bce 3Tu KBaHTOBBIE pelIeHUsS HYXKHBI JJisi GOPMUPOBAHUSL CEKPETHOrO KIoYa —
ClIy4yallHOM TOCJIeIOBATEIbHOCTH, KOTOpasi MepeMEIINBaeTCsl ¢ TaHHBIMHU, YTOOBI HX B
UTOre OBUIO HEBO3MOXKHO TepexBaTuUTh. [lo mpuHIMNY JEHCTBUS CUCTEMBI IS
0e3onacHoi nepeaaun skBuBaIeHTHBI VPN-poyTepy, korga depe3 BHEIIHUM UHTEPHET
MPOKJIAJBIBAETCA JIOKaJbHAsI CETh, YTOOBI B HEE HUKTO HE JIOMUJICA. Y CTAHABIUBAIOTCS
nBa yctpoiictBa (Hanpumep, QKD312), y Kaka0ro U3 KOTOPBIX €CTh MOPT, KOTOPBIM
MOAKIIOYAETCS] K KOMIBIOTEPY, M MOPT, KOTOPBIM «CMOTPUT» BO BHEIIHUN MHUD.
OTtmpaButenb NOJAET JaHHBIC HA BXOJ], YCTPOMCTBO UX MU(pyeT U 6e30MacHo nepeaaet
yepe3 BHENIHUW MHp, BTOpas CTOpPOHA NPUHUMAET CUTHAN, PAaCIIM(PPOBBIBAET HU
NepeaeT MoryqyaTelo.

B Hacrosiiee Bpemsi CyIIECTBYET HECKOJBKO MPOTOKOJIOB KBaHTOBOTO
pacrpefiefieHus KJIo4Ya, OCHOBY KOTOPBIX COCTaBJISIIOT CIEAYIOIIUE MPUHITUIIBL.
KBaHTOBOE pacmpenelieHre KIOYa HAYMHACTCS C TMEPEChUIKM OJMHOYHBIX WIIU
MepenyTaHHbIX KBAHTOB OT OTIPABUTEINS K MOJIb30BATENIO MO KaKON-I00 hU3ndecKo
cpene (BOJIOKOHHBIE CBETOBOJBI WMJIM BO3xyIlmHas armocdepa). [Ipeamosaraercsi, 4To



OTMPAaBUTENb  OTHPABISIET  MOJB30BATENI0  KOHPUACHIUAIBHYIO  HH(OOpPMALHUIO.
HecaHKITMOHUPOBAHHBI CheM HMHQPOPMAIIMK areHTOM  (3JIOYMBINUICHHUKOM), C
(¢u3nYecKo TOYKM 3pEHHUS, OCHOBAH Ha CEPUU SKCIEPUMEHTOB, BBINOIHAEMBIX
areHTOM Ha HOCHUTENsAX WHGOpMAalWU, B JAHHOM CIIyyae Ha IMepechUIaeMbIX KBaHTAaX.
CornacHo mpaBWJiaM KBaHTOBOM MEXaHHMKH, B OOIIEM cliydae Jr000e H3MEpEeHue,
BBITIOJIHSIEMOE areHTOM, HEU30€KHO MEHSIET COCTOSIHUS Iepe/laBaéMbIX KBaHTOB.
OTnpaBuTelh ¥ TOJH30BATEb MOTYT 3TO OOHAPYXHTH (BBIACHUTH) B IOCIICIYIOIICH
OTKPBITOU CBSI3U.

Takum 00pa3oM, OCHOBHBIE COCTABJISIONIME KBAHTOBOTO paCMpe/eNICHUs KIHoYa
TaKOBBI: KBAHTOBBIN KaHa 1Ji1 OOMeHa KBaHTAMU U TaK Ha3bIBa€MbI OTKPBITHIN KaHaT,
KOTOPBIM UCIIONB3YETCs, YTOOBI MPOBEPUTH UCKAXKEHO JI COOOIIEHUE Yepe3 KBAHTOBBIM
KaHaJl.

Bo BpeMsi KBaHTOBOW NEPECHUIKU KIIOY JUOO 3aKOAUPOBAH C HCIOJIB30BAHUEM
3aIaHHOTO Ha0Opa HEOPTOTOHAILHBIX KBAHTOBBIX COCTOSSHUM OJHOM 4acTHUIIb, INOO OH
MOJIy4aeTcss M3 3aJlaHHOr0 Habopa W3MEpPEHUM, BBIMNOIHSIEMBIX Ha MEpPEenyTaHHBIX
YyacTUIlax MOCJe NMEepechUlKU. B moclienHem ciaydae BO BpeMsi MEPECHUIKH KIIOY ellle
Jla’e HEe CYIIECTBYET.

KBaHTOBBIE TIPOTOKOJIBI pachpeneNieHusl KJIo4ya, OCHOBAaHHBIE Ha Mepenaye
OJIMHOYHBIX (DOTOHOB C HEOPTOTOHAJIBLHBIMU COCTOSIHUSMH TMOJSpU3ALNKU, Hanbojee
MPUBJIEKATEIbHBI B CBOOOJHOM MPOCTPAHCTBE, IJI€ COXPAHSAETCS MX MOJSpU3alusi, HO
WX TpyAHEE OCYIIECTBUTh B OINTUYECKUX BOJHOBOJAX, H3-3a JACHOJISIPU3ALNU U
ciiyyallHO (IYKTYHpYIOIIETo JByJdydenpenomieHus. Jlemonspuzanus HE SBISETCA
OCHOBHOUM TpoOJeMOM: ee JeHCTBUE MOXHO TMOJIaBUTh MOCPEACTBOM JOCTATOUYHO
KOTEPEHTHOTO HCTOYHHMKA. BpeMeHHble (IyKTyallud ABYJIYYEHPEIOMIICHUS MPU
CTAIlMOHAPHBIX YCIOBHUAX SIBISIFOTCS JIOBOJBbHO MeieHHBIMU (1 wac). DiekTpoHHas
CUCTEMa KOMIICHCAllMM, OCYIIECTBISIIONIAs  HEMpEPhIBHOE  OTCIEXKHBAHHE U
UCIIpaBIICHUE TMOJISIpU3allii, BO3MOXKHA, HO OHa TpeOyeT MpoIleAyphl COTJIaCOBAHUS
MEXy OTIpPAaBUTEIEM U Mojb30BaTesieM. KBaHTOBasi kpunrorpadus, peaauzyemas B
OTKPBITHIX JIMHUSX CBSI3M, JIMIIEHA TAKOTO HEJOCTaTKa KaK M3MEHEHHE MOJsSpU3alluu.
Onnako 31ech BO3HHUKAET MpoOjieMa MPOXOXKIEHUS CBETa uepe3 TypOyJIeHTHYIO
aTMocepy MU JETeKTHPOBAHWE EIWHHYHBIX (DOTOHOB MPH HMHTECHCUBHOW (HOHOBOM
3acBeTKE. B TO ke Bpems, coueTaHHE y3KOMOJOCHOW YaCTOTHOW M MPOCTPAHCTBEHHOU
(bunbTpaliu ¢ HAaHOCEKYHJHOM TEXHUKOU MO3BOJISET OCYIIECTBUTH T'€HEPAIUIO KIIOUa
C IPUEMJIEMBIMU BEJIMUUHAMU OTHOCHUTEIILHOM OIIUOKHU.

Kak mpoucxomur ¢GopMupoBaHre KBAaHTOBOTO Kiroda mwudpoBanus? B
YCTPOMCTBAX CTOMUT TCHEPATOP CIYYAWHBIX yucen (mpuueM (U3UYECKHid, HE TICEBIO-
I'CY), u Kaxmoe YCTPOWCTBO 3aJacT KBAaHTOBOE COCTOSHHE (POTOHOB CIydalHBIM
o0pa3oB. B KBaHTOBOM KOMMYHHUKAIlMU OTIPABUTENS MPUHATO HA3bIBaTh «Aluca», a
nonydatenss — «bo6» (A u b). Jlomyctum, Anrca u boO BeIOpai KBAaHTOBOE COCTOSTHUE,
cootBeTcTBytomee 0, (a3pl ONTHYECKOTO HM3IYyUEHHUS COBIIATIH, TOIYYWICS BBICOKUI
YpOBEHb CUTHaNIa U JeTekTop (poroHOB boba cpabotan. Ecim Anmca Beiopana 0, a bo6
1, ¢a3sl pa3HbIe U JIETEKTOpP HE cpabaTeiBaeT. Jlambllie mpreMHAas CTOPOHA TOBOPHT,
Korga (aspl COBIANM, JONMYCTUM, Ha MEPBOM, MATOM, MATHAALATOW, CTO MSATHIACCAT
MATON Mepe/ladyax, B OCTAIBHBIX Clydasx JMO0 Obuid pa3Hble (asbl, 100 (POTOHBI He
gonrad. JIns Kiroda Mbl OCTaBIISIEM TOJILKO TO, 4TO coBmano. M Ammca, u bob 3HaroT,



9TO y HUX coBmanu nepemauun 1, 5, 15 u 155, Ho uTO OHUM mipu 3TOM mepenaBanu — 0 win
1 — 3HAIOT TOJBKO OHU U HUKTO OOJIBIIIE.

B xBaHTOBOM KpHUNITOrpadUH BBIACIUINCH 08d OCHOBHBIX HANPABICHUSA PA3BUTHUS
CHCTEM pacrpezeseHus kimodeit (puc.3.9).

IlepBoe HampaBjeHHE OCHOBAaHO Ha KOJHMPOBAHHMH KBAHTOBOI'O COCTOSHUS
OJIMHOYHOW YacTHIBl W Oa3upyeTcs Ha NPHUHIMIEC HEBO3MONCHOCIU pPA3IUYUMD
abcontomMHO HAOCHCHO 08A HEOPMOLOHAIbHBIX KBAHMOBLIX COCMOSIHUSL.

3amMIIeHHOCTh TIePBOr0 HAIIPaBIICHHS OCHOBBIBACTCS HA meopeme O 3anpeme
KIOHUPOBAHUSL HEU38eCMHO20 KB8AHMOB020 COCMOAHUA. braromaps yHUTapHOCTH U
JUHEHHOCTH KBAaHTOBOM MEXaHWKH, HEBO3MOXXHO CO3JaTh TOYHYHK)  KOIIHIO
HEHU3BECTHOT'O KBAHTOBOTO COCTOSHUS 0€3 BO3JICHCTBUS Ha HCXOAHOE COCTOSTHHE.

OCHOBHBIM TIPOTOKOJIOM KBaHTOBOM Kpunrorpadhud Ha OJHOYACTHYHBIX
COCTOSIHUSIX SIBIIsIeTCsI TpoToko BB84.

Bropoe HampaBJjieHMe _ pa3BUTHS OCHOBaHO Ha Jddekre Keanmosoco
nepenymulsanus (3anymoeiéanus). JIBe KBAHTOBO-MEXaHUYECKHE CUCTEMBI (B TOM YHCIIC
U pa3JelIeHHbIC TMPOCTPAHCTBEHHO) MOTYT HAXOJIUTHCS B COCTOSIHHMHM KOPPENISIHNU, TaK
YTO W3MEPEHHE BBHIOPAHHOW BEIMYWHBI, OCYIIECTBISIEMOE HAJl OJHOW U3 CHCTEM,
OTIPEJICITAT Pe3yJIbTaT H3MEPEHUS dTON BEIMYUHBI HA Ipyroi. Hu oHa U3 3amyTaHHBIX
CHUCTEM HE HAXOIUTCS B OMPEIEICHHOM COCTOSHUHU. [l03TOMy 3amyTaHHOE COCTOSIHHE
HE MOXET OBITh 3aIHCAHO KaK MPSIMOE MPOU3BEICHHE COCTOSHHUI CUCTEM.

ba30BBEIM IIPOTOKOJIOM KBAaHTOBOT'O pPAcCHpeICIICHHS KIIOYeH Ha OCHOBE 3(d¢ekTa
KBaHTOBOTO 3amyThiBaHus sBisieTcst mpotokos EPR (Einstein-Podolsky-Rosen), BTopoe
ero Ha3Banue E91.

Bcero w3BecTHO TOpsIKa TONyTOpa JECATKAa TMPOTOKOJOB  KBAHTOBOTO
dhopMUpOBaHUS B paclpeeiieHus KI0Uel, pa3pab0oTaHHbBIX 3a IMOCASIHUE COPOK JIET.

BB84 (1984) - cxema pacmpeeiacHHs KBAaHTOBBIX KIIIOYEH, KOTOpas IMO3BOJISET
JIBYyM CTOpOHAM O€30macHO TepelaBaTh 3aKpBITBIA KIOY JJIs HCIOIh30BAaHUS B
OJIHOPA30BOM  IMHU(GPOBAHWM  C  HUCIOJIL30BAaHMEM  KBAHTOBOIO  CBOMCTBA,
3aKJTFOYAIOIIETOCS B TOM, YTO TMOJIy4eHHE WHGOPMAIMM BO3MOXXHO TOJIBKO 3a CYET
HMCKa)XCHUS CHUTHAJIA, €CIM JBa COCTOSHHS, KOTOPBIC BBHI IIBITA€TECh pPA3IUYUTh, HE
SBJITFOTCSL ~ OPTOTOHAJIBHBIMA M ayTCHTU(QUIIMPOBAHHBIM  OOIIEOCTYITHBIM
KJIACCUYECKUM KaHAaJIOM.



https://translated.turbopages.org/proxy_u/en-ru.ru.b08ceba7-65152b2a-6efb58e7-74722d776562/https/en.wikipedia.org/wiki/BB84

Pasenmie kRaHTORON KpHNITOrpadHi NONUIO MO IBYM OCHOBHEIM
HANpaBIeHHAM:

Bropoe HanpapaeHHe pa3BHTHA OCHOBAHO HA
sipdpekTe KBAHTOBOTO MEpeny THIBAHKA
(ranmymeiBanns). Jlpe KBaHTOBO-MeXaHHYECKHE
CHCTEMBI (B TOM WHC/IE H paiie]éHHble
II]‘.IUU'IT!H![C']'I!L‘IIIEU:] MOTYT HAXOJIHTRCH B
COCTOAHHH KOPPEAIHH, TAK 1T !-'I'l.‘l.fll.:]'] EHHE
BRIGPAHHON BETHIHHLL, OCYIIECTRIACMOE HAT
i.],'l!ll}i:! HE CHETCM, ONPEJe]IHT peivilkTaT
HAIMEPEeHHA 3ToiH BeIHTHHEI Ha ApyToii. Hu oaHa
W3 3AITYTAHHBIX CHCTEM HE HAXOIMTCH B
ONpe/Ie/IEHHOM COCTOAHHH

[leproe HanpaeienHe oCHOBAHO HA
KOJAHPOBAHHH KBAHTOBOTO COCTOSHHA
DIHHOUHOH 9acTHIE M GazHpyeTcs Ha
NPHHLHIE HEROIMOKHOCTH PAVIHIHTE
ADCOTHTHO HAJLEHRHO JIBA HEOPTOTOHAIEHELX
KBAHTOBLIX COCTORHMA,

BazorsiM NPOTORNIOM EBAHTOBOTO

OCHOBHBIM NPOTOKOIOM KBAHTOBOH pacnpeteneHHA witoueii Ha ocHoee adderTa
HFHIH(IT'FH{bﬂ}l Ha OJIHOYACTHYMHLIX COCTOHAHHANX KBAHTOROID 2alIVTRIBAHHA ARITHETCH ITPOTOROIT
apAeTCA npotoron BBa4 EPR (Einstein-Podolsky-Rosen), sropoe ero

Hpanme E91

Puc. 3.9. ba3oBbic HampaBieHHS pa3BUTHS KBAaHTOBOW Kpumrorpaduu, CcTaBIIne
OCHOBOM 715 psiJia MPOTOKOJIOB POPMUPOBAHUS U paCIIpeieICHUs KItoueh

Mporoxoa E91 (1991) mpeacramisieT cobOOi MeTO KBAaHTOBOH KpHUOTOrpaduw,
KOTOPBIA HCIIOJIB3YeT 3allyTaHHbIE Mapbl (OTOHOB I TEHEpalud KIIOYeH Jis
0e30MacHON CBSI3M, C BO3MOKHOCTBIO OOHAPYKEHUS JIFOOBIX MOMBITOK MOJACTYIINBAHUS
CO CTOPOHBI BHEIIHEW CTOPOHBI MyTEM HapYIICHHS TeopeMbl bemna u coxpaHeHUs
UJICATLHOM KOPPEIISAIIUN MEKIY U3MEPEHHUSIMU JIBYX CTOPOH.

Iporoxkon BBMO92 (1992) - sto MeTonm pacmpeneicHUs KBAaHTOBBIX KJIIOYEH,
KOTOPBIA HCIOIB3yeT MOJSAPU30BAaHHBIC 3allyTaHHBIC Mapbl (POTOHOB W COCTOSIHHS-
NMPUMAaHKH JUTsl 0€301acHON TIepelaul HEOPTOTOHATbHBIX KBAHTOBBIX CHTHAJIOB.

Iporoxoa B92 (1992) mpencraBisger coOoOii METOJ pacipeaeleHus KBaHTOBBIX
KJTIOYEH, KOTOPBIA MCITOJIB3YeT MPOTOKOJbI TIEPETOHKH 3aITyTaHHOCTH JIJISI TTOATOTOBKH
U Iepeiadyl HeOPTOTOHATBHBIX KBAHTOBBIX COCTOSIHUHN ¢ 0€3yClIOBHOW 0€30MacHOCTHIO,
JaKe 0 KaHajaM C TOTEPSIMHM U IIyMOM, ITyTEeM U3MEPEHUSI COCTOSIHHUS Ha OCHOBE Z W
HCTIOJIb30BAaHUS JIOKAJTbHOU (DUIBTPAIIMA U U3MEPEHUM HAa OCHOBE Z NJig oOecIeueHHs
0€30MMacHOCTH TIepelladyy, ONpPEASIIeMONH KOJMYSCTBOM OIMMOOK M  KOJUYECTBOM
UCIIOJIBb3YEMBIX Map (PUIBTPOB.

Iporokoa MSZ96 (1996) wucnonp3yeT dYeThbIpe HEOPTOTOHATLHBIX KBAHTOBBIX
COCTOSIHHSI €1a00TO ONTHUYECKOTO TOJIS JUIsl KOJUPOBAaHUS OWTa KPUITOrparuecKoro
KJIF04a 0€3 UCIOIb30BaAHUS MOJISIpU3ali (POTOHOB WIIM 3aITyTaHHBIX ()OTOHOB.
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IIpoTtokou ¢ mecTbio cocTossHusMH (1998) - 3T0 MeTO Mepenaun 3aIuIIeHHO’
MH(pOpMaILMK ¢ UCTIOJIb30BAHUEM KBAHTOBOU Kpunrtorpaduu, KOTOPbIA 00jiee yCTONYUB
K IIyMy U B HEM Jierde OOHapy>KMBaTh OMIMOKH MO CpaBHEHHIO ¢ mpoTokoiom BB84,
Onmarogaps HCIOJIb30BAHUIO CXEMBl MOJIAPU3ALMU C MIECThI0O COCTOSHHUAMU Ha Tpex
OpPTOTOHATHHBIX OCHOBAHMSIX U €T0 CITOCOOHOCTH BBIJIEP)KMUBAThH 0OJIee IITYMHBIN KaHaJ.

Iporoxoa DPS (2002) mpeacraBiasieT coOoii mpocToii U 3P GEKTHBHBIN METO
KBaHTOBOTO pacnpenenenus kiaodeir (QKD), xoTopelii He TpeOyeT mporiecca BeIOOpa
OCHOBBI, KaK TpaJUIHOHHBIN TipoTokon BB84, umeer Gonee mpocTyro KOH(MUTYpaAITHIO
MPUEMHUKA C MEHBITUM KOJUYECTBOM JCTEKTOPOB, HCIONB3YyeT 3h(HEKTUBHBIE
MOCJICIOBATEIbHBIC WMITYJIbCBI BO BPEMEHHOW 00JacTH Il BBICOKOW CKOPOCTH
CO3/IaHus KIII0Ya M YCTOWYMB K aTakaM C pacilelUieHHeM 4uciia (OTOHOB JNaxe MpHu
c1a00M KOT€PEHTHOM CBETE.

Iporokoa cocrossHusi-mpumanku (2003) - 3To0 MeTON, WCHIONB3YyeMBIH B
MPAKTUIECKAX CUCTEMaxX KBAHTOBOW KpUNTOTpaduu, KOTOPHIA HCIOJB3YEeT HECKOIHKO
YpOBHEW MHTCHCUBHOCTH B HCTOYHHKE TIEpEAaTINKa U OTCIICKUBAET YACTOTY OMIMOOK B
outax Juisi OOHapy)XeHHUsI U MPENOTBPAILCHUS] aTaKk C pasjelieHueM uuciia (OTOHOB,
oOecrieunBasgs 0oJjiee BBICOKME CKOPOCTH 0€30macHOM mepegayd Wi OOJbIIYIO
MaKCUMAaJbHYIO JIJTHHY KaHaja.

SARGO04 (2004) - mpoTOKOJ KBAaHTOBOTO paclpeaesieHUs] KIItoUei, KOTOPBIH ObLI
pa3paboTtaH kak Oojiee HajexxkHas Bepcus BB84, ocoOeHHO Mg 3alIuThl OT aTak C
pasneneHueM uwnciaa (OTOHOB, ISl HCIOJIB30BAHHUS C OCIAOJICHHBIMHU JIa3epPHBIMU
UMITyJIbCAMH B CUTyalmsiX, KOrja HWHQPOPMANMs TOCTYHaeT OT IyaCCOHOBCKOTO
WMCTOYHHKA, TEHEPHUPYIOMIETO CIa0ble WMIYJIbCH, U TPUHUMAECTCS HECOBEPIICHHBIM
JAETEKTOPOM.

IMporokon COW (2005) obGecrmeunBaer O€30MacCHYIO CBSI3b MEXKIY ABYMs
CTOpOHAMH IIyTeM TMepeJavyd KI4Ya C HCIOJIb30BaHUEM CIa0bIX KOTEPEHTHBIX
UMITYJIbCOB CBE€Ta W 00JIazlaeT TPEHMYIIECTBAMHM, 3aKITIOYAIONIUMUCS B TOM, YTO
TpeOyeTcs TONBKO T€HEpaTop CIydYallHBIX YHCEN Ha CTOPOHE KIMEHTa M BO3MOXKHOCTD
nepeaaBaTh KIIYEBYI0 HH()OPMAIIHUIO ¢ BEICOKOW CKOPOCTBIO.

TpexaTanHblii NMPOTOKOJ KBaHTOBOW Kpunrorpaduu (2006) - st0 Metox
mUGpPOBaHMs JAHHBIX, KOTOPBIN HCIOJIB3YeT CIIy4ailHbIe TOBOPOTHI MOJIIPU3AINU
IBYMsI ayTeHTU(DUITHPOBAHHBIMU CTOPOHAMH JUTSI HETIPEPHIBHOTO MHU(DPOBAHUS JAHHBIX
C UCTIOJIb30BAaHUEM OJIMHOYHBIX (JOTOHOB, a TAKKE MOKET HCIIOJIb30BATHCA JIJIsI OOMEHa
KII0OYaMd C  BO3MOXHOCTHIO MHOTO(OTOHHON KBAaHTOBOW Kpunrtorpadbuu U
BO3MOXKHOCTBIO YCTPaHEHHUS aTaK TUIA ''YeJOBEK MOcepe e’ myTeM MOIU(DUKAIIIH.

Iporoxoa KMBO09 (2009) mo3BossieT yBEIWYUTh PACCTOSIHHS MEepeaadnd MEXIy
Amncoit 1 boGoM 3a cyeT HCHONB30BaHHS IBYX B3aUMHO HECMEHICHHBIX Oa3HCOB H
BBEJICHUS MUHUMAJIBHOW YaCTOTHI OMIMOOK MPH Mepeavye WHISKCa U 9acTOThI OMMO0K
B KBaHTOBBIX OHWTaxX, 4TO OCOOEHHO 3((PEKTUBHO isI COCTOSAHHI (OTOHOB Oojee
BBICOKOW pa3MEpPHOCTH.

HDQKD - 310 TexHomorus, KoTopas obecrmeuynBaeT O€30MacHYI0 CBA3b MEXKIY
JIBYMsI CTOpPOHAMH IIyTEM KOJWUPOBAHHWS KBAaHTOBOW WHGOpMANMK B OOJBIIUX
M3MEPCHUSX, TAKHX KaK PEXUMBI ONITHUYECKOTO YIIIOBOIO MOMEHTA, W Mepefavn e Ha
OOJBIIFE PACCTOSIHUS 10 MHOTOSICPHBIM BOJIOKHAM WJIM KaHaJlaM CBSI3U CBOOOIHOTO
MPOCTPAHCTBA.
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IIporokon T12 mampaBieH Ha moBbimeHHe mnpakTuaHocTH QKD  myrtem
YCTPAaHEHHs OTPEJCIICHHBIX HWAcATN3alluii W BKIIOYEHUS (DYHKIMI, KOTOPHIE MOTYT
YBEJUYUTH CKOPOCTH TIEpeIauil KIFOUYEH CUCTEMBI.

Iporoxoa BB84(4+2) sBiseTcs mpoMeKyTOYHBIM MKy NpoTokoiamu BB84 u
B92. B mpoTokosie ucCmonb3yroTcss 4 KBAaHTOBBIX COCTOSIHHS ISl KoaupoBaHus «0» u
«1» B nByx 0azucax. COCTOSIHUS B KaXXJOM 0Oa3uce BBIOMPAIOTCS HEOPTOrOHAIbHBIMHU,
COCTOSTHUS B Pa3HBIX 0a3ucax Takke IMomapHO HEOPTOTOHATLHBI.

3.4. TIpoToxoJ pacnpenejeHusi KBAHTOBBIX KJtoueii BB84

B nporokone BB84 ncmonp3yroTcs 4 KBAaHTOBBIX COCTOSIHUSI (POTOHOB, HAIPUMED,
HalpaBlIeHHE BEKTOpa TMOJSpU3allMy, OJHO U3 KOTOpPhIX Aunca BbaIOMpaeT B
3aBUCUMOCTH OT mnepemaBaemoro omrta: 90° mmm 135° mma «1», 45° wmm 0° moa «O»
(puc.3.10). OxHa mapa KBaHTOBBIX COCTOSIHUN cooTBeTcTBYeT O+ M 1+ W mpuHAIIEKUT
O0asucy «+». Jlpyras mapa KBaHTOBBIX COCTOSHUU cooTBeTcTByeT 0X m 1x wu
MPUHAICKUT Oazucy «x». BHyTpu o0oux 0a3MCOB COCTOSIHHS OPTOTOHAJIbHBI, HO
COCTOSIHMSI U3  pa3HbIX 0a3WCOB  SABISIOTCS  MOMApPHO  HEOPTOrOHAIbHBIMU
(HEOPTOTOHAIBHOCTH HEOOXOAMMA TS IETCKTUPOBAHUS TIOMBITOK ChEéMa HH(POPMAITHH).

BB84 pabotaet ciemyrommmM 006pazom.

N3navyanbHO y4acTHUKM (OPMHUPOBAHHUS KIHOYa MOTYT JIOTOBAapUBAIOTCA, Kak
OyAyT MHTEPIIPETHPOBATH KaXK10€ M3 cocTosiHUH (oToHOB (Hampumep (puc.3.10), 1 as
BEPTUKAILHOU mossipu3aruu, 0 uIsi TOpU30HTATBHONW B BEPTHKATHHO-TOPHU30HTATLHOM
0asuce, aHAJOTUYHO JIJIS TMAarOHAIBHOTO 0a3uca, T.e. BCero JiBa Oas3uca).

Omgudn #3 cobeceqHUKOB (TPaaUIMOHHO €ro Ha3bIBAlOT AJIMCOM) IOCBLIACT
apyromy (boOy) ¢hoTOHBI, TIOJIAPU30BAHHBIC B OJHOM M3 JIBYX, HCOPTOTOHATBHBIX JIPYT
Ipyry, 0a3ucax: MPSMOYTOJbHOM WIIM JUaroHaabHOM. BoO monydaer ux u u3Mepsier
MOJISIPU3alINI0, BBIOMpast 0a3uChl JUIsl U3MEPEHUs CIydyailHbIM 00pa3oM, U 3alUChIBAET
pe3yJbTaThl U3MEpPEeHUH U 0a3uChl. 3aTeM OH M Ajrca oOMeHUBarOTCa nHopmalmen 00
UCIIOJIB30BAaHHBIX Oa3ucax (HO HE O pe3y/IbTaTax U3MEpPEHUs) MO0 OTKPHITOMY KaHAy, U
JaHHbIE, TIOJIyYeHHBIE MPU HECOBMABIIMX Oa3ucax, cOpacwiBatoTcs. OCTalOTCS TOJIBKO
3HAYCHMs, HW3MEpPEHHBIE B COBMAjarONMX Oa3ucax (B TEXHOJOTMH KBAHTOBOTO
pacrpesie/ieHus] KJIIOUed 95TO Has3bIBaeTCs “‘MpocerBaHueM Kiroda”). Bo3MoxHBIH
“mImUoH”, KOTOPBIA MOJACIYIIMBACT Tepeaady TaHHBIX 10 3TOH JIMHHM CBS3U (ero
00bIYHO Ha3biBalOT EBa) MOXKET NepexBaTHTh OJWHOYHBIA (OTOH, HU3MEPHUTH €ro
MOJISIPU3ALUI0 U TONBITAThCA NepeciaTh konuto (porona boby. Ho, B cooTBeTcTBUM C
TEOpPEMOIl 0 HEBO3MOXKHOCTH KJIIOHUPOBAHUSI MPOU3BOJIHLHOIO KBAHTOBOTO COCTOSIHUS,
ATO MPUBEAET K POCTYy YHCIA OMIMOOK B paclpenesisieMOM KBaHTOBOM Kitoue. B
pesynbpTate u Anuca, u bo6 moiMyT, 9YTO UX KaHaJl MPOCIYIIUBAET MOCTOPOHHUH. JlJis
ompeieNIeHHs] YPOBHS OIIMOOK B KIIFOUE MOCIE MPOLEIypbl KBAHTOBOTO pacipeiesieHus
Anmuca u bo0 1m0 OTKpBITOMYy KaHaly CpaBHHUBAIOT HEOOJBIIYI0O YacTh KIIOYa.
CuwuTaercs, 4TO €CIIM ypOBEHb OIIMOOK B Kitoue MeHee 11 MpoIeHTOB, TO MOXHO
rapaHTUpOBaTh OE30MACHOCTh JIMHUM CBSA3U. B MPOTMBHOM cllydae KBaHTOBBIN KaHa
CUUTAETCSl OJIOKUPOBAHHBIM.


https://translated.turbopages.org/proxy_u/en-ru.ru.b08ceba7-65152b2a-6efb58e7-74722d776562/https/en.wikipedia.org/w/index.php?title=T12_protocol&action=edit&redlink=1
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Puc.3.10. Cxema kBaHTOBOTO MpoToKo1a BB84

IIpumep ucnosin3oBanusi nporokoja BB84 Ha 3amuménHoil TMHUM KBaHTOBOM
cBsa3u mpojeMmoHcTpupoBaH B 2021 roay B Poccun, e 3amyieHa 3anuiménHas THHUs
mmaHoM 700 kM. Jluausa coequuniaa MockBy u Cankt-IletepOypr. IIpoTrokon nepenadn
pazpaboran CankT - [leTepOyprckuii HaIlMOHAIBHBIN HCCIEI0BATEILCKUN YHUBEPCUTET
WHGPOPMAITMOHHBIX TexHojorui, Mmexanuku u ontuku (MTMO) (http://government.ru).
Taxxe cooOmaeTcs, YTo BHIMIOTHEHHBIN TPoeKT obecmeunt k 2024 romy cozmanue 10 7
THIC. KM 3aIWIIEHHBIX KBAHTOBBIX JIMHUWA CBSI3U IO BCEW CTpaHE, B3JIOMAaTh KOTOPHIC
€/IBa JIX BO3MOKHO.

IMPUMEP OBOPYJOBAHUA QKD312, pa3paboTka pOCCHHCKOro KBaHTOBOI'O
nenrpa (PKL).

OO6opymoBaHHE WCIIONB3YET METOJ TIepeiad KItoduel mu@poBaHus, OCHOBAHHBIN
Ha TPUHIWANAX KBAHTOBOW (U3HKH. YCTaHOBKA TeEpeNaeT CEKPETHBIA KU Ha
pacctostaue 10 120 kM B 3a1aHHBIN TTEPUO]T BPEMEHH C HCKIIFOUCHHEM PUCKA IepexBara.
OO6opymoBaHHe KBAHTOBOTO PpACTPEACIICHUS KIIOYCH YCTAHABIMBACTCS IOBEPX
CYyIIECTBYIONIEH MHPPACTPYKTYpPhl M pabOTa€T COBMECTHO C MPEAYCTAaHOBICHHBIMH
cpeacTBa Kpunrorpaduueckoil 3aiuThl HHPOopMAaITUH.

Ha xaprte cTparernyeckux pUCKOB HWH(DOPMAIMOHHOW OE30MAaCHOCTH BCE dHallle
durypupyer araka, HamlpaBJICHHAas Ha aJITOPUTMbl ACHMMETPUYHOTO IIH(PPOBAHWS,
peanm3yemasi ¢ MPUMEHCHHEM pPa3IMYHBIX KBAHTOBBIX BBIYUCIIMTENICH, B YaCTHOCTH,
KBaHTOBOTO KOMITbIOTepa. C y4EeTOM 3KCIMOHEHITHAITBHOTO POCTAa MOITHOCTH KBAaHTOBBIX



http://government.ru/

BBIYHCIIATEIICH MOYKHO OXHIATh JTOCTATOYHOM JJIi ATOTO MOITHOCTH Ha TOPU30HTE 3-5
JIET.

Wuterpamuss cucTeMbl  KBaHTOBOrO  pacmpezeneHust  kimodedr  (KPK) B
COBPEMEHHYIO MH(DPACTPYKTYpy HMH(POPMAIIMOHHON OE€30MaCHOCTH MO3BOJUT TOCTUYD
MaKCHUMaJIBHOTO YPOBHS KPUIITOCTOMKOCTH TI0 OTHOIICHUIO K TMOTCHITMAIHHBIM aTakam
3JIOYMBITIUICHHUKOB. [Ipu 3TOM mporecc pacmpeneieHus W ynpaBlIeHUS KIIOYEBBIMU
JOKYMEHTaMH CTAaHOBHUTCS MPO3PAYHBIM, HEMIPEPHIBHBIM M OCBOOOKIAETCS OT BIIASTHUS
YeJ0BeUeCcKoro ¢akropa.

Texanueckue xapakrepuctuku QKD312:
[Tpotokon ¢pyuknuonupoBanus ycranoBku QKD312: BB84 Decoy-State (coctostamii
JIOBYIIIEK)
OYHKITMOHABHBIN Auana3oH JIuHbl BOJHEL: 1 550110 am
YacToTa NpHUroTOBICHUS KBAHTOBBIX COCTOSIHMMA: 312,5 MI't
CkopocTh reHepanum kiaroda Ha paccrossauu 10 30 km: 40 Kout/cex
Brooker xanana: 24 nb
MaxkcumanbHOE pacCTOSTHHE MEXAY JOBEpeHHBIMU y3naMu: 120 km
[ToanepxxuBaemele mpotokoubl: ETSI, ITJIMB, API
TpeboBanus k BcrioMorarelbHOMY KaHaly oOMeHa ganHbiMU: L2/L.3 ot 10 M6ut/c
["aGaputsr 6110ka mepenaun u npuéma: 450*600*177 mMm, 4U, 19"
[TukoBast motpebdsiemast momuocTh: 800 BT

3.5. KBanroBas 3allyTAHHOCTDb M IPOTOKOJIBLI pacnipeacJIeHUusA KJII0vei

KBanroBas 3amyrannocts — onpeaenenue mo I'OCT [THCT 830—2023:

KBAHTOBAs 3alyTaHHOCTh WU CYENIeHHOCHb . KBAHTOBOE SIBIICHHE, MIPU KOTOPOM
KBAaHTOBBIE COCTOSIHUSI JABYX WIM 0OoJiee 4YacTUIl SBISIOTCS B3aMMO3aBUCHUMBIMU,
(mpyMeyaHue — KBAaHTOBYIO 3allyTaHHOCTh OMHUCHIBAIOT COCTOSSHUEM KBAaHTOBOM
CHCTEMBI B IIEJIOM, 2 HE KBAHTOBBIM COCTOSTHUEM OTACIBHBIX BXOSIINX B HEEC YACTHII).

Pacnpenenenre  KBaHTOBOM  3alyTaHHOCTU:  pAacCOpElieNICHHE  KBAHTOBBIX
COCTOSIHUHM, HaXOSIIINXCSI B COCTOSIHUM KBAHTOBOM 3allyTaHHOCTH, MEXK]Iy Pa3IUYHbIMU
TOYKaMHU MPOCTPAHCTBA.

[IpoTokon Ha OCHOBE sIBJICHHS KBaHTOBOHW 3amytanHoctd E91 Obut paspabortan
Aptypom DkeptoM B 1991 ronmy. Tak ke on umeer HazBanue EPR (Einstein-Podolsky-
Rosen) Tak kak OH OCHOBaH Ha mapajgokce DiHinreiHa-Ilogonbckoro-Po3ena. B
MPOTOKOJIE MpeAsiaraeTcsi UCIOIb30BaTh, HApUMEpP, Hapbl (POTOHOB, POKIAIOIMIUXCS B
AHTUCUMMETPUYHBIX TOJISIPU3ALUOHHBIX cocTosHUAX. [lepexBaT ogHOTrO U3 (HOTOHOB
napel He npuHocuT EBe Hukakoil mHdopManmu, HO saBisieTcs ansg Anucel U boOa
CUTHAJIOM O TOM, YTO UX Pa3roBOP MPOCTYIINBACTCS.

OtmpaBurenb TeHepupyeT HekoTopoe kKonumdecTBO EPR dotonnsix map. Omun
(hOoTOH M3 KaxA0M mapbl OH OCTaBJISET JJIsl ce0s, BTOPOM MOCHUIAET CBOEMY MapTHEDPY.
[Ipu sToM, ecnu 3(PEKTUBHOCTH perUCTpaluK OJU3Ka K €JUHUIIE, MPU MOJTYyYEHUU
OTIIpaBUTENIEM 3HAYCHHS ToJisspu3anuu 1, ero mapTHep 3apeructpupyet 3HaueHune 0 u
Ha000pOT. SICHO, 4TO TaKMM 00pa30M MAapTHEPHI BCAKUN pa3, Korjga TpedyeTcs, MOTyT
MOJYYUTh  WJACHTUYHBIE  TICEBAOCIHyYallHbIE  KOJIOBBIE  MOCIEI0BATEIBLHOCTH.
https://www.pvsm.ru/.



https://ru.wikipedia.org/wiki/%D0%9F%D0%B0%D1%80%D0%B0%D0%B4%D0%BE%D0%BA%D1%81_%D0%AD%D0%B9%D0%BD%D1%88%D1%82%D0%B5%D0%B9%D0%BD%D0%B0_%E2%80%94_%D0%9F%D0%BE%D0%B4%D0%BE%D0%BB%D1%8C%D1%81%D0%BA%D0%BE%D0%B3%D0%BE_%E2%80%94_%D0%A0%D0%BE%D0%B7%D0%B5%D0%BD%D0%B0
https://www.pvsm.ru/

B mpotokone benera B92, Takxke OCHOBaHHOM Ha SBIICHUH KBaHTOBOU
3alyTAaHHOCTH, UCIOJB3YIOTCS (POTOHBI, TMOJSPU30BAHHBIE B JABYX Pa3IUYHBIX
HamNpaBJIeHUSAX JUIS TpeiacTaBieHus Hyined wu  eauamn  (puc.3.11). DoToHBI,
MOJISIPU30BaHHBIE BJOJb HampaBiieHUs +45, HecyT UHGOPMAIMIO O €IUHUYHOM OUTE,
(G OTOHBI, MONSPU30BaHHbIE BAOIb HanpasieHus 0 — o HysieBom Oute 0.

MCTOYHMK
cBeta
[BOWYHBIA cUrHan Anucei | 0 ] 0 ] 0
MonAapu3auMoHHbIA Kog ANKUChl +45° W +45° W +4L5° ¥
cCo

Monspu3aunoHHbIA Koa Boba -45° 45 H H H -45
ABonyHbIA curdan bobGa 0 0 ] ] ]

PesynbTar, Nony4YeHHbIn BoGoMm N N Y N Y N
Puc.3.11. Cxema KkBaHTOBOTO MpoToKoiaa B92

[IpuHuun necTBUS MPOTOKOIA COCTOUT B CJIEAYIONIEH MOCIeI0BATEIHLHOCTH.

Crannus Anwrca mockutaeT (pOTOHBI, MONMSPU30BaHHBIE B HampaBieHusx 0 u +45,
NPEACTABISAIONIME HYIM W enuHuIlbl. [lpudem mociaegoBaTeabHOCTh (POTOHOB,
noceliaemasi ctaniuen Anuca, ciydailHo opueHTupoBaHa. Cranmuss bod nmpuHuMaer
¢dotonbl yepe3 GuIbTpsl opucHTHpOoBaHHbIE Mo yriaoM 90 u 135(-45). IIpu sTom eciu
¢boToH, mepenaHHbIA cTaHnMed Anwuca, OyJeT aHanu3upoBaH cTaHuuet bod mnpu
oMoty (GpuIbTpa OpueHTHPOBAHHOTO 10 YoM 90 10 OTHOIICHHIO K TIEpeIaBaeMOMY
¢dbotony, To hoToH He mpoiaeT uepe3 GunbTp. Ecnu ke 3TOT yroa coctaBut 45, TO
dboToH mpoliaeT yepe3 GrIbTp ¢ BepoaTHOCTHIO 0,5.

Jlnst ompenenenuss nonspusanuu ctaniuus boO aHanmu3upyer nmpuHUMaemble el
(OTOHBI, UCHOJIb3ysl  BBIOpPAHHBIA  CIOy4yallHBIM  00pa3oM  OOWH W3  JBYX
HEOPTOTOHAIBHBIX 0a3UCOB «+» K «x». Ecnu cranmus bo6 ananu3upyeT nociaHHbINA
($hoToH GUIBTPOM C OPTOrOHAIBHBIM HAMPABICHUEM MOJSPU3AIMUA, TO OH HE MOXKET
TOYHO  OMNpeNeauTh, Kakoe 3HaueHue JlaHHbld (QOTOH  mpencramiser: 1,
COOTBETCTBYIOMIEE GOTOHY, KOTOPBIA He mpoxoauT, wiu 0, cooTBeTcTBYIOIIEE POTOHY,
KOTOpBIN HE TpoxoauT ¢ BeposTHOCThI0 0,5. Ecnm ke HampaBieHUs MOJSIpU3aIiuN
MEXKy TOCIaHHBIM (POTOHOM U (PUIBTPOM, HEOPTOTOHAIBHBI, TO cTaHlUs BoO Moxer
onpeaenuTb, 4to NpuHAT (HoToH cooTBeTcTByromuii 0. Ecam ¢oTtoH OBIT mpHHST
yIavyHo, TO odepeaHon out kitoua koaupyetcs 0 (ecau GOTOH ObUT MPUHAT GUITHTPOM,
opueHTHpoBaHHBIM 1O yriom 135), mu6o 1 (ecau GoTOH OBUT TMPHHAT (GUIBTPOM,
OPUCHTHPOBAHHBIM 110 HAIIPABICHUIO 20PU3OHMANBHO).



To ectsp B pesynpraTe mepenadd Takoro Kiroda, okoino 25% ¢otoHOB OymyT
MPaBUIIbHO JETEKTUPOBaHbI cTaHIuen boo.

[locne 3Toro mo OTKPLITOMY KaHAIly CBSI3U CTaHIUsS boO MOXeT mepeaTh CTaHIuU
Ammuca, xakue 25 poronoB u3 kaxabrx 100 O6butH it momydensl. JlanHas nadopmarus u
OyJleT CIIyKUTh KIFOUOM K HOBOMY cooO1ieHnto. [Ipu 3ToM 4TOOBI 310YMBIIUIEHHUK HE
y3Hall WHGOpPMAIMI0 O KIIYE, IO OTKPHITOMY KaHaly CBS3M MOXKHO IepelaTh
HH(pOpMaLNIO TOIBKO O TOM, Kakhe MO MOpsAJKY (POTOHBI ObUIM MPHUHSTHI, HE HA3bIBas
COCTOSIHUSL (PUIIBTPOB M TOJIyYEHHBbIE 3Ha4YeHus nojsipusaruu. [locne 3Toro cranius
Anuca MOXeT nepesiaBaTh cooOuieHus boOy 3ammdppoBaHHbIe STUM KITIOUOM.

Jlnst oOHapyxeHus pakra chema uHGOpPMAIMU B JAHHOM MPOTOKOJIE UCTOJIb3YIOT
KOHTPOJIb OMUOO0K, aHAJIOTHYHBIA KOHTPOJTIO OMHO0K B mpoTokoiie BB84.

IIpumenenue nmporokoaa B92 ormeueno B cucteme VIP NET QSS ot xomnanuun
NudoTeKC, nmpoaemoHCTpupoBaBieid B 000OpyAOBaHUU KBaHTOBOM cetu MI'Y wum.
M.B. JlomonocoBa B 2021 romy ¢ nmemoHcTpamueil paccrosaus 10 50 kM C
omHodoToHHOH niepeaaun (Www.tadviser.ru).

HopoxHan kapta OAO PX[I no
Pa3BUTUH KBAHTOBLIX KOMMYHWKaLUMR

* CTPOWUTENLCTBO MarucTpanksHbiX
cetei ¢ KPK — oo 7000 km

+ Peanu3oBaHHbIA y4aCcTOK
Cankr-Nerepbypr — Mockea

+ BocTouHbIM BEKTOD
* KOXHbIW BEKTOP

» BuyTpuropoackue cetn KPK
8 [1K He BrNOYEHb

Puc.3.12. 3amuta nuadpactpykrypsl cetu ynpasienus OAO PX]I B nepcriiekTuse

3.6. O6opy1oBaHHe KBAHTOBBIX KOMMYHHMKALMA 1JI51 ceTel CBA3H

3.6.1. CK3U «Ksa3ap-CKP» — wmoayiu mudpoBaHusi ¢ KBAHTOBOI
KpUITOrpapuueckoil cUCTeMOH BbIPAa0OTKH M pacupenejenus kiaw4yeir MII-TP-
CKP

«KBazap-CKP». Ocobennocteio Moayins mudposanus «Kpazap-CKP» sBnsercs
CONpsDKEHUE € KBAaHTOBOM  KpUOTOTpauUUEecKOM  CUCTEMOM  BBIpAaOOTKH U
pacnpeaenenus kiroueld (KKC BPK). Heobxogumocts «KBazap-CKP» o0ycioBneHa
CTPEMJICHUEM MOBBICUTH YJI0OCTBO pabOThI KOHEUHBIX MMOJIb30BATENEH 3a CUET OTKa3a OT



MEPUOINYECKON JOBEPEHHON NOCTABKU KIIFOYEH CUMMETPHUYHBIX KPUNTOAITOPUTMOB H,
COOTBETCTBEHHO, yBenuueHus aBToHoMHOcTH CK3U Gnarogaps Takomy oTkazy.

DTO yCOBEpUIEHCTBOBAaHUE MOTPeOOBaNO MPOPadOTKU M peanu3alnuu uHTepdeiica
B3auMoiericTBusl Moayiien mudposanus «Ksazap» ¢ KKC BPK, a takxe MexaHu3MoB
UCIIOJIb30BaHUsl TOJYYEHHBIX MO HUHTEep(EiCy KBAaHTOBBIX BEIWYMH IS 3alUTHI
nepenaBaemoir mo OTN-kanany wapOopMammu. Moayns mudpoBaHus oOecTICUMBACT
KPUIITOUMHUTO3ALIUTY W TMpeoOpa3oBaHUE KIMEHTCKOr0 NOTOoKa HHGPOpMAIUU 1O
untepdericam 10 Gbit Ethernet wiim 8 Gbit Fibre Channel. TTnanupyemoe nonydenue
ceprudukara ®Ch Poccun o coorBerctBum TpeboBanmsm k CK3U mo kmaccy KC3 B
2022 rony.

[lognepkka BO3MOXKHOCTH COKpAIIEHUSI OOIIEr0 KOJUYECTBA OMNTOBOJIOKOHHBIX
JIMHUM CBSI3M B CHCTEME 3a CUET PEANM3AIMU B COCTAaBE MPOTOKOJA B3aWUMOJECHCTBUSA
CK3U - KKC BPK ¢ynknuonana mo mnepegaye COOOIIEHUH CIIy>)K€OHOTO KaHana,
HEOOXOJUMOI0 [Jisi YCIEIIHONW BbIPAOOTKA KBAaHTOBOW BeIMYMHBL. KOHCTpyKIUS
MOMYJIS IpeJicTaBlIeHa Ha puc.3.13.
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Puc.3.13. Konctpykmus momayns «KBazap-CKP»

JInst  3amuThl  BBICOKOCKOPOCTHBIX — ONTHYECKUX  KaHAJIOB CO  CTPOTHMHU
TpeOOBaHMSMH K TapaMeTpaM CETH MPUMEHSIOTCSA ycTpoicTBa kKiaacca L1 Services
Encryption.

«KBazap» — 3TO €IMHCTBEHHOE Ha CETOAHSIIHUMA JIeHb CEPTU(PUIMPOBAHHOE B
cucreme @OCH Poccum KpUNTOCPEACTBO HA POCCUHMCKOM PBIHKE C MOJJIECPKKON
POCCUUCKUX KPUNTOAUITOPUTMOB i mu@poBaHusi Ha ypoBHe L1 B omrmueckmx
ceTsX.

C nomoribio Mmoaynen «KBazap» MOKHO OCTPOUTDH 3AIUIIEHHBIE KAHATBI MEXKIY
¢unuanaMu KOMITAaHWHM, OCHOBHbBIMU U pe3epBHbIMU [1OJlamu, obecrneuuTth 3amuTy
pa3IMYHBIX MYJIBTHCEPBUCHBIX ceTel (moTokoBoe Buaeo, BKC, tenedonus, nepeaada
nanubIx) (puc.3.14).

L1-mudparopst «KBazap» »5>p¢dexTuBHbI TpU MOCTPOCHUU  ONTHUYECKUX
BBICOKOCKOPOCTHBIX KaHAaJOB CBS3M MEXKAY IUIOIIAJKaMHU, KOTJa MPEeabsSBISIOTCS
TpeOOBaHUS 1O  3alUTe  NepeAaBaeMol  umHpopManuu ¢ MPUMEHEHUEM
ceprudunnpoBanubix CK3U, a Takxke mpu HaAIMIUU CUCTEM U CEPBHCOB C BBICOKUMH
nokazarensimMu SLA.

Hanuuue ceprudukara coorBerctBust TpedoBanusim ®Cb Poccuu k CK3U mno
kiaccy KC3 maér BO3MOKHOCTH WCHOJB30BaTh MOAynu mmudpoBanus «Ksazap» B
COCTaB€ KOMILUIEKCOB 3alllUThl CHUCTEM, TJI€ MPUMEHEHUE CepTUPUIIMPOBAHHBIX
NPOAYKTOB  00s3arenbHO  (rOCymapcTBEHHbIE  MH(POPMAIIMOHHBIE  CHCTEMBI,



WH(POPMAITMOHHBIC CHCTEMBI TEPCOHAIBHBIX JaHHBIX, (uHaHCOBBIE (OAHKOBCKHE)
cucteMsl, moamanatonue noa rpedosanus [OCT P 57580.1-2017).

Mopaynu «KBazap» nomMumMo (DYHKIUNA KPUNTO3AIMIUTHI TAKXKE MOTYT BBIMOJIHATH
poJib KaHanooOpa3yroiiero ooopynoBanus. Huzkue nokazaTean BHOCUMOU 3aJ€PKKU Y
«KBazapoB» Hapsiiy C OTCYTCTBHEM IKUTTEpAa U MOTEPhb Jaxe MpPH CTOMPOIEHTHOMU
3arpy3ke KaHajla MO3BOJISIIOT MHTETPUPOBATH KPUIITOCPEACTBA B CETh 0€3 BIUSHUS Ha
paboty uMHGOPMAIMOHHBIX CUCTEM U cepBUCOB. lIpo3paunas pabora «KBazapoB» He
TpeOyeT MX ydacTHsl B MaplIpyTU3allUd WM KOMMYyTaluu NakeToB. COBMECTUMOCTH
«KBazapos» ¢ DWDM-cucrtemamu 1aé€T BO3MOKHOCTh pa0OTaTh HA CKOPOCTU JIMHUU U
He BHocuTh wu3MeHeHudd B DWDM-cuctemy cymectBytomein cetu, obecrnednBast
3alIUTYy TOCNeNHe 0e3 orpaHuueHuss €€ MPOIMyCKHOUW crnocoOoHocTu. Kak TakoBbIX
HEJIOCTATKOB OOHApYXEHO HE ObLIO, MOCKOJIbKY MPOAYKT SIBISETCS €AUHCTBEHHBIM B
CBOEM pojie Ha pbiHKe. OJJHAKO MOKHO OTMETUTh HEKOTOPHIE HIOAHCHI, 00YCIIOBIICHHbBIE
cnenuduroir L1 Services Encryption — y4urtbeiBas To, 4TO BCe 3aroyioBku L2 m BbIIIe
m@pPyrOTCs, BO3MOXKHO TOJBKO MO3BCHHOE MIM(PpoBaHUE (B TOM YHCIIE B KOJIBIIEBBIX
cetsix OTN). BcenenctBrue 3TOro HEOOXOAMMO HCIOJIB30BaTh OOJBIIOE KOJUYECTBO
TaKuX MUPpaTopoB.

JlocTonHCTBA!

OrteuectBeHHas pa3zpaboTka, L1-mudposanue ¢ npumenenrem anroputma 'OCT.
Ceptudukar coorBetcTBusi TpeboBanusm DPCb Poccum k CK3U mo wmaccy KC3.
MunumansHoe BausiHue Ha WT-cepBuckl Onaronapsi yHUKaJIbHBIM — CETEBBIM
XapaKTEepUCTUKaM, MpOCTasi HWHTErpaluss U BHeEApeHHe Oe3 ImepephiBa CEPBUCOB,
BKJTFOYAsl MHTETPAINIO C CUCTEMaMU MOHUTOpWHTA. PeanbHas mpousBoauTeasHOCTH 10
u 100 I'6ut/c Ge3 moTepb, BO3MOXXHOCTH MacimTabupoBanus. llpm mcmosb30BaHUU
JOTIOJIHUTENIBHOTO ~ KOMMYHUKaluoHHOro  obopynoBanuss DWDM  Bo3moxHO
MYJIbTHIUIEKCUPOBaTh MOTOKM HecKoJbknXx CK3M B 0gHO oONnTHYECKOE BOJIOKHO,
HapanuBas He0OOXOAUMYIO MPOU3BOJUTEIBHOCTh MO 3alIUTe MH(OpPMALUU, MPU FTOM
HE YyBEJIMYMBAasi KOJMYECTBO MCIOJIB3YEMBbIX ONTHYECKUX BOJIOKOH. 3alluTa
MYJBTHCEPBHCHBIX ceTeil (moTokoBoe Buieo, BKC, rtenedonus, nepemava JaHHBIX)
oOecrnieurBaeTcs 0e3  HEOOXOJMMOCTH  pa3liefieHuss IMOTOKOB  HH(pOpMAIUU.
Bo3moxHOCTE moakitoueHns K MaructpanbabiM kKanaaam OTN, mogmepka OCHOBHBIX
nporokosioB mnepeaaun ganHeix (Ethernet: 1G, 10G, 100G; 8GFC; STM 1-4-16),
coMectumMocTh ¢ J00biM DWDM  wunum  pabora mno «TEMHOMY»  BOJIOKHY.
MackupoBanue Tuna tpaduka B KaHallaX CBA3U. BO3MOXKHOCTb UCIIOJIB30BAaTh B POJIU
KaHanooOpa3zyromero obopynoBanusi. Huszkas crouMocTs B mepecuére Ha THraOuT
3aIUIIEHHON HHPOPMAIUH.

Henocrtatku: Tomonorus «Touka — TOYKa»: HEOOXOJUMO HCIOJIB30BaTh OOJIBIIIOE
KOJIMYECTBO MOAyJied mudpoBaHus, T. K. BO3MOXKHO TOJBKO TO3BEHHOE
(kackagupoBaHHOE) MHU(POBAHHE.
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Puc.3.14. Cxema npumenennss CK3U «Kpazap-CKP»
3.6.2. Ooopynoanue ViPNet Quandor

Oo6opynoBanre ViPNet Quandor 2 — WHHOBAIMOHHBIA MPOIYKT, IMEPBLIA B
nuHenke KBaHTOBBIX MpoykToB NH(poTeKC.

ViPNet Quandor 2 — 3To kBaHTOBas KpuInTorpapuueckas CUCTeMa BhIPAOOTKH U
pacopenencuus kmouer (KKC BPK), cHabkaromass KBAHTOBO3ALUILICHHBIMH KIIOYaMHU
mdpoBanus kaHabHbIe mudparopsl ViPNet L2Q-10G.

Ocobennoctu

@ynknnonnposanne KKC BPK B Tononornn «royka-rouka».

MaxkcumainbHast nimuHa kBaHToBOoro kaHaima 100 k.

CKOpOCTh BBIPAaOOTKH KBAHTOBBIX KIIFOUeH OT 256 OMT/MUH.

Ucnonw3yercst  QyHmamMeHTaldbHBIM  NPUHIIMO ~ KBAHTOBOM  (U3UKU O
HEBO3MOKHOCTH IOJICITYIIIMBAHUSI» KBAHTOBOW MH(pOpMAIuu 0e3 ee n3MCHEeHUs (3aK0H
0 3arpeTe KIIOHUPOBAHUS).

OpuruHaAIBHBIA  MPOTOKOJ KBAaHTOBOro pacnpenenenus kimoderr (KPK) ¢
UCIIOJIb30BaHUEM F€OMETPUUYECKH OJTHOPOIHBIX OPTOrOHAIBHBIX KBAHTOBBIX COCTOSTHUM.

ViPNet Quandor coctout u3 ABYX YCTPOMCTB: CEpBEp KBAHTOBOTO paclpe/IeIICHUs
KJIFOYEN; KJIMEHT KBAaHTOBOTO pacrpeneiieHusa kimrouei. CepBep M KIHEHT HUMEKOT
OJIMHAKOBOE KOHCTPYKTHMBHOE HCIIOJIHEHUE U SIBJISIOTCS TMapHBIMU Y3JaMU B CETHU
KBAHTOBOT'O paclpe/efeHUs KITIOUeH.

K cepBepy U KIMEHTY KBAaHTOBOI'O pacClpe/ieNIeHUs] KIIOUel IMOJKII0YaloTCs JBa
conpsbkeHHbiX ViIPNet L2Q-10G. Comnpstxennbie ViPNet L2Q-10G oGecreunBaroT
Oe3omnacHylo Tnepefady HHGOpPMALUU MEXKIY JAOBEPEHHBIMU CETSIMU C IOMOIIBIO
KJIIOUeH mu@poBaHus, BEIpaOOTAHHBIX C TOMOIIbIO KBAHTOBBIX KITIOUEH.

YcerporictBa ViPNet Quandor coendHeHBI KBaHTOBBIM KaHAJIOM CBSI3H, I10
KOTOPOMY TEPENAl0TCs] KBAaHTOBBIE COCTOSHHMSI BO BpeMs BbIPAOOTKHM KBAHTOBBIX
KJtoueil. BeipaOoTaHHbIE KBAHTOBBIE KIIFOUM COXPAHSIOTCS B 3alIUIICHHOM XPaHUJIUILIE



u mnepemarorcs VIiPNet L2Q-10G mo 3ampocy. Jlns ¢yaknuonuposanus ViPNet
Quandor monmonuurenasHo Heooxoaumbl: ViPNet Coordinator HW — nis opranuzanuu
B3anmozeicTBus yctpoiicTB ViPNet Quandor B cetn ViPNet.

Jns paboter cuctembl ViPNet Quandor tpebyercs ceth VIiPNet, ympasiienue
KOTOPOW  OCYIIECTBIISIETCS C  TIOMOINBIO  mporpamMmHoro komruiekca ViPNet
Administrator. Cers ViPNet mpencrarisier co00i BUPTYyalbHYIO 3allUIIEHHYIO CETh,
KOTOPYI0O MOXHO pa3BEpHYTh TMOBEPX JIOKAIbHBIX WM TJI00AIBHBIX CeTeH
npou3BoIbHOM — Tomosiornu. TexHomoruss VIiPNet oOecrneunBaeT —3alIMIEHHOES
B3anMoieiicTBre Mex Iy y3inamu cetu ViPNet mo cxeme «KIMeHT-KITUESHT.

BonokonHo-ontnyeckas nuauS cBs3u (nanee — BOJIC) oOpa3yer KBaHTOBBIH
kaHai cBs3u. s skcrmryataruu ViPNet Quandor BOJIC nomkHa UMETh CIIEIYIOIIHE
napametpsl: BOJIC momxHa MCHONB30BaThCS IS MEpeaayd KBAHTOBBIX COCTOSIHUW U
CUHXPOUMIMYJICOB M HE JOJI>)KHA UCMOJb30BaThCS AJIA Mepeladynd UHbIX curHaioB. [lpu
ATOM KBAHTOBBIE COCTOSIHHMSI M CHHXPOUMITYJIbCHI MPU TMEpe/iauye UCIOIb3YIOT Pa3HYIO
quHy BoJHBL. [Ipu cozmanum BOJIC 1omkHO MConb30BaThCsl OTHOMOAOBOE BOJIOKHO.
Tun xoumunexropoB — FC/UPC. 3ampemnieHo HWCHOIB30BaTh KOMMYHHKAIIMOHHOE
o0opyI0oBaHuUE, IPEOOpasyIoliee CUTHAIBI (YCHIIUTEH, PereHePaTOPhl, PETPAHCIATOPBI
¥ T. 1.). JlyiMHa KBaHTOBOro KaHayia He jJospkHa mpeBbimarh 100 kM.  OnTudeckue
notepu Ha JuHE BOMHBI 1550 HM Ha eIWHUWIlY JJIMHBI KBAaHTOBOTO KaHaja CBS3U
TOJKHBI OBITH HE Ooee 0,2 nb/km.

YcrpoiictBa ViIPNet Quandor umerot ciieyromme pesKkuMbl paOOThI:

CraproBblii KOHTPOJIb. B 3TOT pexuMm yCTPOHMCTBO MEPEXOIUT IMOCIE
BKJIIOUEHHUS. BrimonHseTcs npoBepka pab0TOCIOCOOHOCTH ammnapaTHOW MiaThopMbl U
BBIOOp pekuMa paboOTHI.

Pe:xkxum wuHMnuaausanmum. B 3TOT pexuM yCTpPOMCTBO MNEPEXOIUT IMOCIE
YCHEUIHOTO TMPOXOXKJIEHHUSI CTapTOBOTO KOHTPOJS,, €CIU OTCYTCTBYET KIIFOUeBas
uHpopMarus.

PexxuMm koHurypanmm — pexxuM OrpaHUYeHHON (QyHKUHMOHaNbHOCTH. B 3TOT
PEXKUM YCTPOMCTBO MEPEXOAUT: O MOCIE 3aBEPUICHUS MHULIMATM3AIUN; O IO KOMaHJE
aJMUHUCTpaTopa; O MO MCTeUueHHs cpoka jgedctBus kimoueid VIPNet; 0 npwu
BO3HMKHOBEHUHU HEKOTOPBIX OIIMOOK BO BpEMSs IITATHOTO PEXUMa PadOTHI.

IlratHas paGora. B »TOM pexume BbIpaOATHIBAIOTCS W pacHpeiesstoTcs
KBaHTOBBIC KJIIOUYHM. Bo BpeMms mraTHOW paboTel yctporcTBamu ViPNet Quandor
BBIPa0aTHIBAIOTCS KBAHTOBBIC KJIIOUH, KOTOphIe coxpanstorcs B ViPNet Quandor mo ux
sarpy3ku B ViPNet L2Q-10G.

3arpy3ka kBaHTOBBIX KJaw4eid B VIPNet L2Q-10G BwImoHACTCS 1O 3ampocy
ViPNet L2Q-10G. KonudecTBO BbIpaOOTaHHBIX (COXpaHEHHBIX) KBAHTOBBIX KIIOYCH U
HEOOXOJUMOCTh BBIPAOOTKM HOBBIX MPOBEpAETCS: O TOCIE YCHENIHOW BBIPAOOTKHU
KBaHTOBOTO KJII0Ya, O TIOCJIC YCIIENTHOW 3arpy3Kd KBaHTOBBIX Kiodei obomm ViPNet
L2Q-10G, 0 npum ommOKe BBHIPAaOOTKHM KBAaHTOBOI'O KIIFOYa, O IIOCIE Iepe3arpy3Ku
ycTpoiictBa; Ecnu Bo BpeMsi BbIpaOOTKM KBAaHTOBOTO KJII0Ya BO3HHKJIA OIIMOKA, TO
MOBTOpHasi BhIpaOOTKa Oynmer 3amyumieHa udepe3 1 muHyty. Ecim ommOka sBisercs
HEYCTpPaHUMOM, TO BBIPAOOTKA KBAaHTOBBIX KJIIOYEH OyJeT MpeKpalleHa U yCTPOWUCTBO
nepeiaeT B pexxum JKectkas OJ10KHpOBKa.



Kecrkasi OsiokupoBKa. B 3>TOM pexume yCTpPOWCTBO HE MOKET BBIIOJHATH
HUKaKMX oOmnepanuid — YCTPOHCTBO HepaboTocmocoOHO. /[l BoccTaHOBIEHUS
pabotocnocobHocTu obparurech B UnpoTeKC.

Oo6opynoBanre ViPNet Quandor smisiercss 4acThlo JHMHEWKH OOOPYHOBaHHUS

Hudorekc (puc.3.15).

ViPNet Quantum Security System

Puc.3.15. Jluneiika odbopynosanus VipNet Quantum Security System

[lpumep obmactu peanpHOro mpuMeHeHus obGopymoBanms VipNet Quantum
Security System npencrasien Ha puc.3.16.

Puc.3.16. VYuactox npumenenus obGopymoanms VipNet Quantum Security System
mexay O/



B coctaB kommiekca BXOIWUT KBAaHTOBas KpHNTOrpaduuecKkas CUCTEMa BBIPAOOTKH U
pacnpenencuus kaoueit (KKC BPK) conpsbxennas IP-tenedponamu ViPNet Quantum
Security System, o0acTh UCIIONIB30BaHUS KOTOPOI mpeacTasieHa puc.3.17, 3.18.

ViPNet Q5SS Phone

@

i

WViPNet

ViPMNet Q5SS Point QSS Server ViPNet QSS Point

ViPMet
055 Point

Y

ViPMet
Q55 Point

ViPMet Q5SS Phone

{oMToBONOKHE]

I
Kawan 3arpyis
K

©)
il P——
®

ViPNet Q55 Phone
Puc.3.17. OnTudeckas ceTh ¢ KBAaHTOBBIM I (PpoBaHUEM

K obopynoBanuto 3ammuinaemoit cetu otHocsTcs coenuneHusi: Cepsep u Kiuent
KPK - KC3; A6onment KPK (Android) -KC1; A6omentr KPK (Windows) —-KC3;
Aoonent KPK(Linux) —-KB.

Paccrosane CKPK-KKPK no 44 xwM.

3 YpOBHS ONITUYECKON KOMMYTAITUU PEe3EPBUPOBAHIEM KAHAJIOB.

Jlo 860 Kimuenro KPK.

1 Kinuent — N AGonenTos (B mpeaenax K3).

He coaepXuT HU OJTHOTO0 aCUMMETPUYHOTO KpUOTOrpaduueckoro MexaHu3mMa



Hmeer 2 KIOYEeBBIE CHUCTEMBI W O0ECHEYHMBACT 3alIUTy OT KOMIIPOMETAIHU
KJIFOYEW aIMUHUCTPATOPAMU

CKOMIIPOMETUPOBATh CUCTEMY MOKHO TOJBKO MYTEM OJHOBPEMEHHOTO IMOAKYIIA
aByx aamuaucTpaTopoB (ViPNet m KPK) B mepmom pa3BepThIBaHHS CUCTEMBI
(puc.3.19) !
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Puc.3.18.KBaHTOBBIE KaHAJIBI JUIS 3AMIUIIIAEMON CETH

PacnpepeneHHuie

UoAsl

ViPNet Quandor

MarmcTpansHeIR
KaHan

ViPNet Quantum
Security System

Motpeburenn 0
KBAHTOBLIX E é
KAKoYeid
Paboyee mMecTo JawménHoe
LIS KOMMNBHOTEp I venedon moBGuneHoe
yCTpoicTBO

Puc.3.19. [TorpeOuTenn KBaHTOBBIX KITFOUEH



. NosepeHHbii y3en cetn KPK B kpynHom LLOe

Cankr-Metepbypr . NoBepeHHbI NpomeryTouHbIi y3en ceTn KPK

B Wudpartop, UCNONLIYIOWMIA KBAHTOBbIE KNKOUM

Teepb

HuxHuWi Hoeropog,

Tyna

Puc.3.20. IIpumep ucnoas3oBanus ViIPNetQuandor B MarucTpaibHON TPaHCHOPTHOM
ceTH

3.6.3. OO6opynoBaHue 000 «CMAPTC - KBanrrenexkom»
ISl KBAHTOBBIX KOMMYHHKAIWI

OO6opynoBaHHE TMOCTPOCHO JUIsi KBAaHTOBO-KPUOTOTpaUUYEcKOM CHUCTEMBbI Ha
ookoBbix yactotax (KPKBY). [IpenmymecTBa cucteM Ha 00koBbIX yacToTax (KPKBY)

['eHepupyeM aOCONIOTHO CTOMKHE KIt0YM (OJHOPA30BBIH OJIOKHOT) Ha OCHOBE
3aKOHOB (u3uku. JIJsi reHepaluu HUCMONIb3yeM KBaHThl cBeTa — (oToHbl. Hx
(u3nYecKre CBOICTBA MO3BOJISIIOT OTIPABUTEIIO U MOTYYaTeN0 BCErja 3HaTh, €CTh JIU
B CHCTEME «HApyIIUTEIb», M TOHSATh, MOXHO JIM HCIOJb30BaTh Kio4. CHOektp
Cr€HEpPUPOBAHHOTO  (OTOHA  JOMOJIHSEM JBYMS OOKOBBIMHM  YacTOTaMu  JJsi
YCTOMYMBOCTHU K BHEUTHUM [MOMEXaM U MOBBIIICHHUS] CKOPOCTH JaHHBIX

CnexrpanbHas 3pdeKTUBHOCTD!

ayuime mupoble cucteMbl KK: ckopocts 1-2 Mout/c, 20 kanamos DWDM = 40-
80 Mo6ut/c, cuektpanbHas 3¢ GexkTuBHOCTL B KaHane ¢ uHTepdeiicom 1 Gbit Ethernet:
4-8%.

Cuctembr KKBY mo3Bosnsat nepenaBath 10 10 HE3aBUCHMBIX KaHAJIOB Ha KaXKIIOH
nape 00KOBBIX 4acToT (pa3Hoc kananoB ~ 4 I'Ty) BHyTpH ogHoro okaa DWDM (pa3noc
kaHajgoB ~ 100 I'T). Beicokas yCTOWYMBOCTh K BHEIIHMM BO3JICHCTBUSAM Ha KaHaJ.
[lonnast monspu3anMOHHAs HE3aBUCUMOCTh. PaboTaioT B CTaHAAPTHBIX ONTHUYECKUX
BoJIOKHaX. OTHOHAMPABIICHHAS ONTHYECKAS CXEMa.

['uOKOCTh peanu3yeTcs Ha OCHOBE Pa3HBIX MPOTOKOJOB.

TexHnueckue mapaMeTpsl He OTPAHUICHBI APXUTEKTYPOI CHCTEMBI.

CkopocTh reHeparuy KBaHToBoro kirova: g0 10 kourt/c.

Yacrora oOHoBiIeHU Kiatoda 10 10 pa3 B cexyHy.

Ckopocts nepenaun nanabix 10 I'our/c.

[Monnepxka mporokoso OTN, TCP/IP, UDP.

[MpenenbHble MOoTepu B onTrueckoM kaHaie: 39 nb (230 km).



Cnexrpanbablii tuana3zon C (1530 .. 1565 um).
Tun Bomokna: SMF-28e wim anamorngnoe.
Hurepdeiic nogxmrouenus: FC/APC.

Yacrora ummynbcos: 100 MI .

[udparop Ha ocHoBe cuctembl KBA3AP.

OcHoBHbIE TapaMeTphl U xapakrepuctuku KPK:
DuepromnoTpediaeHue: He 6onee 450 Bt

Paccrostaue: 10 80 km (mexny KM KPK-A u KPK-B)

PexxnMebl BbIpaOOTKM Kitouel: "Touka-Touka”

Bo3MmoxxHOCTP mM(ppOBaHMS KIOYEH W MepeAadyd HX MO0 KaHajdaMm oOOLIero

NOJIb30BaHuUs (VTS KIIMEHTOB, HE UMCIOIIUX KBAHTOBOU aIaparypsl).

Kpunroanropurm: 'OCT P 34.12-2015

Pesxxum mmgpoBanus: TOCT P 34.13-2015 (pexum raMMHpOBaHUS)

Peanmzanus mudposanust: annapatHas ([TJIUC)

ANTOPUTM HCHpaBICHHUS OMMUOOK B KBaHTOBOM KaHane: LDPC; mcmpaBnsembrii
QBER: 6%

JlokaneHoe ympasienue/MoruTopuHr: na (I1K, pazsem noakmoyeHus 1I'0ut/cek,

RJ45)

[aGaputer: 19" 2U 600x175x436 (6e3 yuera pydek Ha (pPOHTAILHOW TAHEIH)
(puc.3.21).

Puc.3.21. O6opynosanne MII-TP KPK

OcHoBHbIe TapaMeTphl U xapakrtepuctuku MII-TP-KPK

Kmuenrckue unrepdericer (Kmment): 10 Gbit Ethernet mmu 8 Gbit FC, momxyns
SFP+

Jluneiinbie uatepdeiice (Kanan): 2xOTU2e, momyns SFP+

Jluneitabie waTepdericel KPK: KK-1 Gbit Ethernet, Tum FC, CK-1 Gbit Ethernet,
Moxyinb SFP+

[MpousBomuTensHOCTH ipH niepenaue: 10 Ghit/s Ethernet wim 6, 8 Gbit/s FC
Ckopocts rereparuu KK ve menee 1 k6ut/C (st muaum cBsizu € nmotepssmu 10 1b
(oxBuBaseHT 50 KM)



Jlatencus (Latency), mc 0,044

PesepBupoBanne ABTOMAaTHYECKOE MEPEKIIOUEHUE MEKIY JUHHUSIMU 3a BPEMs HE
6omnee 50 mc

Koppexknus ommbok (FEC): ITU-T G.709/ITU-T G.975.1

IIpumep cereBoro pemenns «Touka-Touka» miss MUII-TP KPK npencraBneno
puc.3.22.
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Puc.3.22. CereBoe pemenne «Touka-Touka» mius MII-TP-KPK

Jlpyrue BO3MOXKHBIE CETEBBIE PEIISHUS MTPEACTABICHBI Ha puc.3.23.
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O6pasey KKC BPK uarotorned Ha cobeteenHon nponssogcTeeHHon base.
Ob6opynoeaxue OCTYNHO ANg 30Ka3a, No ecem sonpocam obpawaitecs no TenedoHy 1nm
aanonxuTe dopmy oBpaTHOro 3BEOHKA HA CaiTe.

Puc.3.23. Bo3moxxHbIe ceTeBbie pemenus ¢ npumenenneM MII-TP-KPK



bonee cnoxHble TOMONOTMM 4YeM «ToOYKa-TOYKa» MPEANoNaraloT HCIOIb30BaHHE
noBepeHHoro y3na (puc.3.24).

TonoAorua u3sesaan

coirans M- KPE-A

KA TEAL

Puc.3.24. CeteBoe perieHue ¢ MOIyJIEM IOBEPEHHOTO y3JIa
3.6.4. ITpumepsl 3apydexxnoro obopynoBanus KK3

Ha pplHKe crcTeM KBAaHTOBOH KOMMYHHKAIIUU CETOIHS JOMHUHUPYIOT TPH KOMIIAHHUH:
kurtaiickue Qasky u QuantumCTek, a taxxe mBeitapckas 1D Quantique (puc.3.25).

Clavis? Ta Cerberis (1D Quantique, Waeituapus) (IDQ

Kpunrocucrema Clavis® Kpunrocucrema Cerberis
» ABTOKOMMNEHCHPYIOWaA ONTHYecKan = Cepeep C aBTOMaTUHECKUM CO3AaHUEM
nnartpopma obecnedweaseT cTabWNLHOCTE W CeKpeTHbIM 0BMEHoM KNKYaMK No
M HU3KMWI YPOBEHL KBE3HTOBLIX OWWBOK; ONTOBONOKOHHOMY KaHany fo 50 km;
F JawuweHHoe pacnpenenermMe Knoyel » 12 napannenbHbiX KPUNTOBBIYMCIEHMWIA;
WKpoBaHWA MEXAY OBYMA aboHeHTamu » Wwgpporanre npoToKonoM AES (256
Ha pacctosHue 40 100 km; 6uT), a ana KPK - npotokonsl BB84 u
# PpiHOUYHa#A CTOMMOCTE CMCTEMbI OKONO SARG;
€ 90 ThiC. » OpWEHTUPOBOYHAA CTOWMMOCTL TAKOH

CHCTEMBI Ha peiHKe € 70 ThIC.
Puc.3.25. 3apyOexHbie BUABI 000pYI0BaHUS KBAHTOBBIX KOMMYHHUKAIIHIA



O0bem preiHKa kBaHTOBOM kpuritorpaduu B 2018 roxy onenusancs B 101 mmmmon
nomnapos, B 2023 roay oH Beipoc 10 506 MIIIITHOHOB TOJUTAPOB.

Kommnanus ID Quantique siBisieTcst TUAEpOM 3TOTO PhIHKA M TpeJyiaraeT JABa THTA
CHUCTeM KBAaHTOBOW KpumnTorpaduu: Ha OCHOBe JByHampapiieHHoW cxeMmbl (plug and
play) u xorepeHTHO# omHOMpPOXOaHON Ha 0Oa3e mporokosa COW (ero 6e30macHOCTH
IIOKa He J0Ka3aHa).

OTHU yCTpOHCTBA paccuuTaHbl Ha PabOTy HAa TOPOJICKUX BOJIOKOHHO-ONTHYECKUX
CeTSX W JAIOT BO3MOXXHOCTh TCHEpAIllMd KBAHTOBBIX KJIIOYEH Ha paccTosHUsX a0 70
KHJIOMETPOB.

Komnanus Qasky 3anmMaercsi pa3paOOTKO#M pemieHuil sl TOCYIapCTBEHHBIX U
CWJIOBBIX CTPYKTYP, MMO3TOMY €€ TPOAYKITUN HET Ha OTKPHITOM PBIHKE.

Kommnanuss QuantumCTek B 2018 romy mnpenacraBwia JHHEWKY YCTPOWCTB JUIS
TOPOJICKMX CETEH: CHUCTEeMBbl TEHEpalluu KII0Yeld, COBMECTHMBIE KOMMYTATOPHI,
yCTpoOMCTBa 1S Tene(OoHuHN.

['MaBHBIMU KIIMEHTAaMU NPOU3BOJUTENICH CHCTEM KBAHTOBOM Kpunrorpapuu
SBJISIIOTCS. B OCHOBHOM OaHKH M (DMHAHCOBBIA CEKTOpP, TOCYAApCTBEHHBIC W CHUJIOBBIC
CTPYKTYpPBbI, HEHTPBI 00PaOOTKHU JaHHBIX.

OcobenHo OBICTPO KBaHTOBbIe ceTH pa3BuBatoTcss B Kurtae. KanTOBOE
o00Opy/lIOBaHUE YCTAaHOBJIEHO B KpymHeWmmx Oankax Kurtas u apyrux (QpuHaAHCOBBIX
KOMITaHUSX, CEPBUCHBIX KOMITAHUAX B 00J1aCTH OE30TIaCHOCTH.

Ha ocnoBe o6opynoBanus komnanuu QuantumCTek B Kutae co3mana kBaHTOBas
ceTh cymmapHoO# mpoTsokeHHOCThI0 6000 kmmomerpoB. A mpoaykius kommanuu ID
Quantique skcruryaTupyeTcs MATepkor KpynHenmux 6ankos Berinapun.

CoBmecTHO ¢ kommanueid Battelle mieiinapckas kommaHusi TakXe y4acTBYeT B
cTtpoutenbcTBe MaructpainbHbix cetet B CIIIA. Mudopmanus o6 oObeMax ee mponaax
nyOIMYHO HE mpenacraBieHa. Kamuranmusaruss KOMIAHWW B HACTOSIIMA MOMEHT
cocTaBisgeT 0k010 150 MUIITHOHOB TOIIApPOB.

3.7. HOCTpOGHI/Ie KBaHTOBO-SaI[II/IH_[éHHLIX ONTHYECKHX ceTeH

BonokoHHO-onTHUECKME CETH W 3amuTa coeauHeHuit ¢ kmouyamu QKD mist Bcex
COCMHCHMI (MaruCTpaibHBIX, PETHOHATBHBIX — TOPOJCKUX, JOCTYNAa M KIMCHTCKHX
TEPMHHAJIOB) TIPEyCMATPUBACTCS B TIEPCIIEKTHBE Pa3BUTHS KBAHTOBBIX KOMMyHHUKAITHH
(puc.3.26).

JIns TOJIHOLIEHHOW pealM3allid KBAaHTOBO-3AITUIEHHBIX CETe HEO0OXOIUMO
CO3JIaHUE CETeH MPOBalICPOB KBAHTOBBIX Kitoue (puc.3.27.).

[TockombKy ceTh C pacmpenenenneM kBaHTOBBIX Kiatoueid QKD moctpoena c
y3JaMU TPAHCIALMN, KOMMYTAllMM, Pa3BETBJICHUS KIIOYEH U JOBEPEHHBIMHU Yy3JIaMHU
(dbopmMupoBaHUs KIIOYEH, TO HEOOXOIUMO €IMHOE IIeHTpain3oBaHHOe ynpasieHue! T.e.
o0s13aTesIcH ypoBeHb yrpasiceHus (puc.3.28).
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Puc.3.26. Ceru ¢ xBantoBbiMH Kirodamu CV-QKD, Continuous-Variable QKD; DV-
QKD, Discrete-Variable QKD; QRNG, Quantum Random Number Generator
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Puc.3.27. HeoOX0auMOCTh CO3aHUs CETH KBAaHTOBOTO IIpoBakIepa
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Puc.3.28. Crpykrypa moxenu omrudeckor cetu ¢ ¢pyHkiusmMu QKD u ypoBHemM
CETEBOro yrpasiieHus, npeayioxennas B | TU-T

3.8. IIpo6aembl mu(ppoBaAHNS U KBAHTOBBIX KOMMYHHKAIUA

[Ipo6nembl HaUMHAKOTCS ¢ HE oOecriedeHus: 0€3yCIOBHON CEKPETHOCTH KITFOUEH.

Jloporocrosiiiie opraHu3alMOHHO-TEXHUYECKUE MEPHI.

Bcerna ectb «uenoBeueckuii hakTop».

Co3manue KBAaHTOBOTO KOMIIBIOTEpA TMPHUBEAET K KOMIPOMETAIMU BCEX
ACCHMETPUYHBIX KPHUIITOTpapUIeCKUX aJrOPUTMOB M MPOTOKOJIOB Ha uXx ocHoBe (DH,
RSA, ECDSA TLS/SSL, HTTPS, IPsec, X.509).

3adeM Hy)XHa OBICTpasi CMEHa KITIOUEH?

JIJisl KOHKPETHOro alropuTMa MUQPPOBaHUS B KOHKPETHOM PEXKUME PabOThI IS
KOHKpEeTHOro Bapuanta peanuzannu CK3U nmeeTcsa npenenbHOe KOIUYECTBO JTaHHBIX,
KOTOPBIE TOMYCTUMO 3aIU(PPOBATh HA OJHOM KJIOUE — HATPY3Ka HA KJIIOY

[Tpumep:

Anroputm 6mounoro mudposanus no 'OCT 28147-89

Pa3mep Oi1oka n= 64 6ut

[IpenenbHast TeopeTHUyecKas Harpy3ka 264/2= 232 6nokoB mmdporekcTa, wim 256
['6uT naHHBIX

Iudpartop Ha ckopoctu 10 I'6uT/c M3pacxoayeT Kirod 3a 25 CEKyH/

JIng KBAaHTOBBIX KOMMYHHUKAlMH TIPEXAE BCEro, CYMEeCTBYHT (PU3MYeCKHe
orpaHMYeHusi, OOYyCIIOBIICHHBbIE 3aTyXaHHEM Jiy4ya Jia3epa B OINTHUYECKOM KaHaJe.
[ToaTtomy kak MuanMyM udepe3 400 kM HY)KHO YCTaHaBIUBATH MIOBTOPHUTEIb, PUYEM OH
JOJDKEH HaxXOJWThCS B JOBEpeHHOW cpene. Han ycrpoiictBamu aiis paboThl B

User network

QEDMN



HEJIOBEPEHHOM cpejie y4YeHbIE JOMAaloT TOJIOBbI, HO MOKa MpophiBOB HeT. Ho Bce ke
Oylarogapsi ToCyJJapCTBEHHOMU MOAePKKE HUHPPACTPYKTYpa CTPOUTCSL.

CnoxHee cuUTyallsi C TNPEAOCTAaBICHUEM KBAHTOBBIX yciuyr. OQOopynoBanme
Jaoporoe, a OOJBIIMHCTBO KOMIIAHUM HCIOBEAYET MPUHIMUIN «MOKAa TPOM HE TPSHET,
MYXUK He TMepekpecTuTcsa». KBaHTOBOro KOMIIbIOTEpPa, CHOCOOHOrO B3JIOMAaTh
UCIIOJIb3YeMbIe CpeJicTBa Kpunrtorpapuu (CBOEro poja «4epHOro Jiedeas»), moKa HeT, |
HE OYEBHUJHO, UYTO B OJMKalIIue ToJibl OH MOSIBUTCA. Teopus B3jaoma COOOIICHUI,
3amM(ppPOBaHHBIX C IOMOIIBIO aiaroputMa RSA, H3BeCTHAa JaBHO — JOCTATOYHO
MPUMEHUTH KBaHTOBBIN anroput™ lllopa u uMeTh KOMIBIOTEP C COTHEN THICAY KYOUTOB.
Ho co3zmanue Takoro kommneroTepa — 3ajaada kpaHe cinoxHas. CerogHs camas MOIIHAs
KBaHTOBAsI cHCTeMa 00J1aaeT MOITHOCThIO 433 KyOwHTa.

Onnako pa®OTHI MPOJOJKAIOTCSA, U MOBOJ JUisl OecrokoicTBa ecTh. B mexadpe
MPOIIIOTO rojia rpyIna KUTalCKUX UcciaegoBaTeneil omyoInKoBaia METOAUKY B3J10Ma
kimoua RSA-48. Kuraiitel B3sun 3a ocHOBY MeToauky Kimayca-ITutepa IlIHoppa u Tak
ONITUMH3UPOBAIA AJITOPUTM, YTO I AemudpoBku kimodya RSA nmmunoit 48 Out
xBaTWwiI0 10-KyOWTHOTO KOMITBIOTEpA. YUEHBIE YTBEPHKAAIOT, YTO MPHU MCIOJIb30BAaHUHU
ux meroauku s B3noma 2048-O6utHOro Kiro4a moHamobutcs Bcero 372 kyOuta. A
TaKue KBAaHTOBBIE KOMITBIOTEPHI YK€ €CTh.

Jlpyrue mpo6JieMbl cBsi3aHbI ¢ oOopyaoBaHuem (puc.3.29), KoTopoe IMocie
BBEJICHUS CAHKIIMW CTajJ0 HEBO3MOXXHO KymuThb. HyXXHBI ammapatHbie madpaTopsl U
nemupaTopsl, Ja3epbl, UCIYCKAIOIIUE MOCIEeI0BATEIbHOCTH ()OTOHOB, U MPUEMHUKH,
CIIOCOOHBIEC UX MPUHSATH U MPOaHAIU3UPOBaTh. M 3TO HE TOBOPSI yKe 00 HUCMOIb3yEeMbIX
B yCTpoiicTBax mpoiieccopax «balikan», KOTOpble OKa3aJluCh HEAOCTYMHBI MOCIE TOTO,
Kak TailBaHb NPUCOCAUHUIICA K CAaHKIUSIM. [[0SIBHIIOCH MOHUMAHME, YTO B JaJbHEUIIIEM
MPUJIETCS TOJIaraThCsl TOJIHKO Ha CBOW CHJIBI.

Hrikar socTpefoBaHHOCLTE TEXHONOMM M CNPOCE HA
Hee. Moka B MKMPe HE NPOHICLLSN MHLMABHT o
BEINOMOM HNH XHWSHHWEM KaKod NWbo yeHHol
uHboprayy, KPK Gonewe seirnaguT kak cTpaxogka

NoRBReHWe KBEHTOBOTD KOMNEMTERE W CORNaHHE
npelegenTa. CONAHWE HOpMATHBHOR Galbl no

HCNONBITRAHMIO pewesi ¢ KPK

TaxHononMer e I'lpGE.I'IEMhI CEA38GHHEBIE CO

= Peanusauwn OAD «PH0» poposHol KApTE pAZBMTHR
2 el ot bl bbbl BLICOKOTEXHOMNOMMHHON obnacTh eKBaHToBME
peweHuit ¢ KPK B cywecTeyowyso Tenexom R
UHEBpaCTPYKRTYRY g
CoanaHme 1 CRAIaHMe MEp rocyaapcTBeHHON
Boicokan cTonMesTe cEopyaceanma KPK NOAGERHHEH, HANPUMER, ¥CKBOIHED NPOBKTORY

PazpaboTia TpetosaHini K HMNOPTO3aME LSHKID.
Brroussse Hanenai o PERLTR OTeUSL TREHHOM
ofopyaoeanwa. POPMHPOBAHKE CNpOCA CO CTOROHDI
rOC. KOMIEHHA

CTeyTeTEWE CTEMECTBEHHON INEKTPOHHON
4 HOMASHEHTHORA Eatbl. MMNopToIsMeLLE e

Puc.3.29. [Ipo6remMbl KBaHTOBBIX KOMMYHHUKAIIUI ¥ BO3MOXHBIE PEIICHUS



3.9. IlocTkBaHTOBasi KpUuNTorpadus

ITocTkBanTOBast KpumnTorpauss — 3TO HOBOE IMOKOJIEHHE KPHUNTOTpaduIeCKHX
aIrOPUTMOB, KOTOPBIE OKa3bIBAIOTCA YCTOMUMBBIMU KaK K aTakaM C IPUMEHEHHEM
TPAIUIIMOHHBIX BBIUUCIUTEIBHBIX ApPXUTEKTYp, TaK W K aTakaM C MOpUMEHEHUEM
KBAHTOBBIX KOMITHIOTEPOB.

[lo cpaBHEHUIO C TPAJUIMOHHBIMU AJITOPUTMAMH, MOCTKBAHTOBBIE HCMOJIB3YIOT
Ipyrue MaTeMaTudeckue NpuHIuNbl. KBaHTOBas M MOCTKBaHTOBas KpunrTorpaduu
JOTOJIHAIOT IPYT ApPYra, Kak ammapaTHble U NpOrpaMMHBIE PEIICHHS] B KJIACCUYECKOU
kpunrtorpaduu. Eciu mocMoTpeTh, Kak 3TO MPUMEHSIETCS Ha MPAKTUKE, Mbl YBHUJHM,
YTO KBAHTOBAas KpUNTOrpadus MOAXOMUT IS 3alIUThl BRICOKOHATPYKEHHBIX KaHAJIOB
CBSI3M W KaHAJIOB, IO KOTOPHIM IIepelaeTCsl CTpaTerHyecKu IeHHas HH(opmaius.
Hampumep, mexay OaHKOBCKUMH oducamu, JaTa-IEHTpaMH WIH BUACOKOH(EPEHIINU
TON-MEHEKMEHTA. B 3TO e Bpems IMOCTKBaHTOBas KpUOTOTpadus MOXKET PEIIUTh
3a7a49M 10 O€30MaCHOCTH HEHArPYKEHHBIX KaHAJIOB.

ITocTkBanTOBass KpunTorpagus — HOBBIE KPUNTOTpadUUYECKHE aITOPUTMBI,
YCTOWYMBBIC K KHOEpaTakaMm C IPUMEHEHUEM KBAaHTOBBIX KOMIIBLIOTEPOB.

B nacrosiee Bpems MeXIyHapOIHOE KPUTITOrpapuiIeckoe COOOIEeCTBO BEIOMpAET
HanboJiee ONTUMaIbHbIE TOCTKBAHTOBBIC aJITOPUTMBI, HO 3TO HE MEIIAeT peaau3auu 1
MUJIOTUPOBAHUIO PEIICHUM C HCHOJB30BAHMEM YK€ IIPOBEPEHHBIX KBAaHTOBO-
YCTOWYHBBIX aJITOPUTMOB.

Pa3pabarpiBaeMble M HCIOJIB3YEeMbI€ CETOJHS KBAaHTOBO-YCTOMYHMBBIC PEIICHUS
MH(POPMALIMOHHOM 0€30MaCHOCTH Ha OCHOBE MTOCTKBAHTOBBIX aJITOPUTMOB HE 3aMEHSIOT
TPaJUIIMOHHBIE METOABI IIU(POBAHMS, & YCUIIMBAIOT UX.

[TocTkBaHTOBBIE KpUNTOTpadUUECKUE aJTOPUTMBI OCHOBAaHBl Ha CHEIHAIBLHOM
KJIacC€ MaTEeMaTHYECKUX MpeoOpa3oBaHWM, MHBEPTHUPOBAHUE KOTOPBHIX MPEACTABIISIET
OOJIBIIYIO CIIOKHOCTh, KaK JUISI KJIACCUYECKUX, TaK U JUISI KBAHTOBBIX KOMITBIOTEPOB.
Hcnonb3oBaHre TOCTKBAHTOBBIX QJITOPUTMOB IS TEpeayd M XpPaHEHUs JaHHBIX
MO3BOJIUT TOBBICUTH 0€30MacHOCTh HHGOPMAILMH, JKU3HEHHBIH IUKJI KOTOPOU
MPEBBIMIACT S JIET. B TOpPU30HTE HECKOIBKHX JIET MOJHOCTHIO He0e30MacCHBIMU
CTAHOBSITCS MHOTHE TPAJAUIIMOHHBIC aJITOPUTMBI KpUNTOTpauu. pacrpeesieHue

xmoveir (ECDH, DH); acumverpuunoe mmdposanue (RSA); a5eKTpoHHAS MOIIKCH
(ECDSA, DSA, 'OCT P 34.10-2012).

KOHTpOHLHLIe BOIIPOCHI

1. Yro crmeayet moHUMATh TTOJT KBAHTOBBIMU KOMMYHHKAITASIMHA ?

2. Jlnst aero HyxHa cetb KPK?

3. Uto o6o3nagaer QKD?

4. Kakne ypoBHU xapaktepu3yioT ceTh QKD ¢ moBepeHHBIMU TTPOMEKYTOUYHBIMHU
y31amMu?

5. B uém cocTout riiaBHas ujaes KBAaHTOBOW Kpuntorpahun?

6. Kakne KBaHTOBO-MEXaHWYECKWE MPHUHIIMITBI MOJOKEHBI B OCHOBY KBaHTOBOW
Kkpunrorpadun?

7. Kakue xaHamsl HEOOXOIUMBI JIJIS1 peau3aiii KBAaHTOBOM KpunTorpaduun?



8. Kakue mpormemypbl pe1ycMOTpeHbI 1151 (HOPMUPOBAaHUS KBAHTOBOTO KJTF04Ya?

9. [To xakuM HaMpaBICHUSIM PAa3BUBAIOTCS AITOPUTMBI KBAHTOBOW KpuTTorpadun?

10. UYem oOTIMYalOTCA HAMPABICHUS Pa3BUTUS  AJITOPUTMOB  KBAaHTOBOU
Kpunrorpadun?

11. Kakue npoTOKOJbI (OPMUPOBAHUS U PACHpPEACICHUS KBAHTOBBIX KITIOUEH
SIBJISTFOTCS] 0a30BBIMHU 10 JIBYM HATPABJICHHIM ?

12. Kakwe otambl (HOpPMHUPOBAHHS KBAHTOBOTO KII0Ya TIPEIYCMOTPEHHI B
anroputme BB84?

13. Uem oTnugaeTcst «ChIpOi» KBAHTOBBIN KITIOY OT KIIPOCESHHOTO» KJTF04a?

14. B pe3ynbTaTe Kakux oneparuii GopMHUpPYeTCs: KBAHTOBBIN KITFOU?

15. Yto cnexyeT moHUMATH MO «3ayTAHHBIMY» COCTOSIHUEM (POTOHOB?

16. B uém cocTout meroxa mpoTtokona E917?

17. CKkOIbKO COCTOSTHUN TOJIAPU3AINH UCTIONB3YIOT (POTOHBI B mpoTokoiie B92?

18. JIns wero HEOOXO UM TIPOBaiiIep KBAHTOBOW CETH ?

19. Yto Bxomut B ypoBeHb yrpaBiaeHuss QKDN?

20. B kakux TpaHCHOPTHBIX ceTsax npuMmeHuM QKD?

21. B 4ém cocTosT poOIeMbl KBAHTOBBIX KOMMYHHKAITUAN ?

22. Kak MOXHO MOMBITAThCS PENTUTH MPOOIEMbI KBAHTOBBIX KOMM YHUKAIIHIA ?

23. Uro mnpemycmorpeno 1iaHamu  PXXJI 1o  pa3BUTHIO  KBAaHTOBBIX
KOMMYHHKAITHHI ?

24. B 4ém HEOOX0IUMOCTh MPUMEHEHHSI TIOCTKBAHTOBOW KpHUmTOrpadum?

25. Kakas ocobeHHOCTh oT™MedaeTcs y moayist Ksazap CKP?

26. Kaxoii ypoBeHb ONTHYECKOW TPAHCIOPTHOW CETH MOMJICPKUBAIOT MOJYIIH

Kgazap CKP?

27. Kakue Bo3MOKHOCTH peanu3ytoT moaym Ksazap CKP kpome kpunto3ammrs?

28. B uém cocrosT HepocTaTku moayieir Keazap CKP?

29. Kakme CKOpOCTH ISl KIUEHTCKUX HHTEP(HEHCOB MOAMCPKUBAIOT MOJYIIH

Kgsazap CKP?

30. /lns wero npennasnayeHa cucrema ViPNet Quandor?

31. Kakas kommnanus paspadoraina cucremy ViIPNet Quandor?

32. Yro obo3nauaer ViPNet L2Q-10G?

33. Uro takoe KKC BPK?

34. C xakol ckopocThio BeIpabaTeiBaroTcs Kiroun B cucteme ViPNet Quandor?

35. Uto otHOcHTCs kK obopynoanuio ViPNet Quandor?

36. Uto HeoOxomammo Juis ymaja€HHOro B3aumojneicTBus ycrpoiictB VIPNet

Quandor?

37. Cxonbko coenuHeHuit Tpedyercs mis npumenenus ViPNet Quandor?

38. Kakue pexxumsbl padboTsl ipexycmoTpensl s ViPNet Quandor?

39. Kak mpoucxomuT 3arpy3ka KBaHTOBBIX Kitouedl mudpoBanus B ViPNet

Quandor?

40. Kak gacTto 3amyckaercs BBIpaOOTKa KBAaHTOBOTO KJTtoua?

41. Yto otHOCHUTCS K nuHEMKe obopynoBanus MadoTekc?

42. Yto oTHOCHUTCS K TexHHUecKuM xapakrtepuctrkam ViPNet Quandor?

43. Kakx MOXHO CKOMIIPOMEHTHPOBaTh cuctemy mmmdposanus ViPNet Quandor?

44. T"ne pa3MemarTcs TI0BEpEHHBIE MPOMEXKYTOUHbIE y3i1bl ceTu KPK?



45. Yto npencrapisieT codoit paspadoTka «Cmaprc-KpanTrenaekom» st KP KbY?
46. B uém mpeumymiectBo pazpadborku KP KbY?

47. Kakoit mpOTOKOJI UCTIONB3YETCS JIJISl TEHEPAIM KBAHTOBBIX KITIOUEH B CHCTEME
«Cwmaptc-KBanTTenekom»?

48. Kakue mporenypsl GOpMHUpPOBAHUS KITHOYa MIH(PPOBAHUS BBITIOIHSIOTCS TMPHU
peanusanuu KP KbY?

49. C xako# CKOPOCTHIO TeHEPUPYETCs KBaHTOBBINA Kirfod KbY?

50. Kakue xnmenTckue natepdeice moaaepxkubaet obopynosanue MII-TP-KPK?
51. Kakue ¢ynknun noanepxuBaeT KKC BPK?

52. Kakue ceteBbie pernieHus Bo3MOxHBI B peann3anuu KKC BPK?

53. Kakoe muppoBanue mpuMeHeHO B Kpunrocucteme Cerberis?

54. Uto meHsieTcsl Ha ppIHKE 000PYA0BaHNS KBAHTOBBIX KOMMYHHKAITHI ?

55. Jlns yero Hy’KeH MpoBaiiiep KBAaHTOBBIX KITIOUCH?

3amgaua 3.

Hcnonw3yst kBaHTOBBIN Kitou muppoBanus (1abdmn.1) cocraBpre 3ammdpoBaHHOE B
JIBOMYHOM KOJI€ CJIOBO JJI NEpeAadyd B ONTHUYECKOM KaHale B (opMmare JIMHEHHOTO
KOJIMPOBaHUSA NRZ. KBanToBbIl KJIFOY mudpoBaHus MIPECTABIEH
IIECTHAIATEPUYHBIM  YHUCJIOM, KOTOpPO€ HEOOXOJMMO TMEpPEeBECTH B JIBOUYHBIN
BOCBMUPA3PSAIHBIA KOJ U MOOUTHO CIIOXKUTH MO MOAYJIO JIBa ¢ OyKBaMU CJIOBa B
JTBOMYHOM opMate, B3SATOTO MO BapuaHTy u3 Tabm.2. KoaupoBanue OykB mo ¢opmMary
UTF-8 npuBeaeno B Tadir.3.

Ta6n.l. Homep BapuaHTa COOTBETCTBYET HpeAmnocienHed uudpe CTyJIeHUYEeCKOro
OwsieTa WK HOMepa Mmapost

Bapuant 0 1 2 3 4 5 6 7 8 9
KBanToBbIit 25 29 33 37 3D 65 6B 72 79 7D
KITFOY
mudpoBaHus

Ta6n.2. Homep BapuaHTa COOTBETCTBYET MOCIEAHEH U(Ppe CTyACHISCKOTO OmieTa uiu
HOMEpa napoJis

Bapuant 0 1 2 3 4 5 6 7 8 9
UJI/I(bpye LAUN POW | CHANN | NONLINEA | MODULAT | DISPERSI | DESIGN | MANA | PHA | LIMIT
CH ER EL RITI ION ON ET GE SE ED
Moe
CIIOBO




Ta61.3. Unicode Transformation Format, 8-bit (UTF-8)

JIBOMYHBII JlecaTUYHBIN [ITectHanuare- bykBeHHBII
KOJ KOJ PUYHBIN KOJ 3HAK

0100 0001 65 41 A
0100 0010 66 42 B
0100 0011 67 43 C
0100 0100 68 44 D
0100 0101 69 45 E
0100 0110 70 46 F
0100 0111 71 47 G
0100 1000 72 48 H
0100 1001 73 49 I
0100 1010 74 4A J
0100 1011 75 4B K
0100 1100 76 4C L
0100 1101 77 4D M
0100 1110 78 4E N
0100 1111 79 4F ©)
0101 0000 80 50 P
0101 0001 81 o1 Q
0101 0010 82 52 R
0101 0011 83 53 S
0101 0100 84 o4 T
0101 0101 85 55 U
0101 0110 86 56 \
0101 0111 87 o7 W
0101 1000 88 58 X
0101 1001 89 59 Y
0101 1010 90 5A Z

KaHan cBnamM
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4. Un:keHepHasi MHPPACTPYKTYypa HEHTPOB 00padOTKHU JaHHBIX, KabeabHasl
HH}pACTPYKTYypPa U CIOCOOBI 3aIUTHI COeTUHEH Uit

CeromHs mpakTH4YeCKUMM WHTEpec K Bompocam noctpoeHus LIOJ] mposBisior
pa3Hble CTPYKTYpbl OT HEOONBIINX KOMMAHUW J0 THUTAHTCKUX TPAHCHAIIMOHAIBHBIX
KOpIIOpaIuii U ONepaToOpoOB CBSI3U. 3HAUMMOCTh XpaHUMOU U oOpabatsiBaemoil B L1O/]
MH(pOpMAILINK BBIABUTAET CAMbIE CEPbE3HbIE TPEOOBAHUS KO BCEM €r0 MOJICUCTEMAaM.

B mae 2023 roma Munmmdpsr P coBMECTHO ¢ KpYMHEUITUMHU OIepaTopamMu
CBSI3M TIPEJICTABWIIA CTpaTeruio pazButus otpaciu mo 2035 roma. Cpeam mpouero B
JIOKYMEHTE TOBOPUTCS O TNEPCHEKTHBaxX pa3BUTHs B Poccuu HEOONBIIUX IIEHTPOB
00paboTKu NaHHBIX. Peub uaeT 0 HEOONBIIUX AaTa-IIEHTpaX, KOTOpPbIE B OTJIMYHUE OT
KopropaTuBHbIX U KoMmmepueckux [[OJloB Ha JecATKH ThICSY CEPBEPOB MOTYT
YCTaHABJIUBAThCSI BMECTE C 0a30BbIMM CTAaHLIMSIMU BOJIM3U IKUJBIX JIOMOB WIH
MPOMBIIUIEHHBIX OPEANPUITHM, a TaKKe€ B pallOHaAX MacCOBOr0O CKOIUieHud Jroaei. K
KOHITy 3TOro oTpe3ka BpemeHu Ha MuHHU-11O/lp1 Oyaet npuxoautbest 30% BhIUUCTCHUI
B Poccun.

JTanbl Pa3BUTHUA

[lepBast BoJTHA MacCOBOTO CTPOMTEILCTBA IICHTPOB 00padoTku maHHBIX (L1O/])
npunuiack Ha kKoHer 90X TroIoB MpONIIOTO BEKa BpeMEHA XOPOIIO H3BECTHOTO
HNurtepuer Oyma. Ilocnenyroomuii 3aTeM KpU3UC B TEJIEKOMMYHUKAI[MOHHON OTpaciu
HECKOJBKO MpHOCTaHOBHI 'moOemoHocHoe mectBue I[1OJ] mo mmaHeTe, OJHAKO B
HACTOsIEe BpeMsl MHTEpPEC K HUM CHOBAa OYEHb BEJIHUK. POCT 00BEMOB M IIEHHOCTHU
nHopMany, OBICTPOE pa3BUTHUE PATUYHBIX (POPM IIIEKTPOHHBIX KOMMYHUKAIUN
(amexTpoHHass W rojocoBas mourta, |P TemedoHusa, waThl, MIrHOBEHHBI OOMEH
COOOIIEHUSMH U TIp.), pa3HOOOpa3ue BUICO CEPBUCOB 3TH W MHOTHE Apyrue (HakTopbl
CIIOCOOCTBYIOT pOCTy 4mcia u pazmepon L1O/I.

Nx cTposAT Kak KpyHHbIE NPEANPUATHS U JPYTUE KOPIOPATUBHBIE CTPYKTYPHI, TaK
u cepBuc nposaiiaeprel. B xopnopatuubix [{O]] pacnosararoTcsi CUCTEMBI XpaHEHUS U
0o0paboTku  coOCTBeHHOM  uWH(OpManMM  KOMIIAHWM, a TakkKe CEeTeBoe U
TEJIEKOMMYHUKAIIMOHHOE 00OpyJ0BaHUE, HeoOxXoaumoe sl  (DYHKIIMOHUPOBAHUS
KOpropatuBHEIX JIOKaIbHBIX (JIBC) m TeppuropuanshHo pacnpeneneHHbx (WAN)
cereii. B IO/l cepBuc mpoBailicpOB U ONEPATOPOB CBS3U PACIIOJATAIOTCA CPEACTBA
CBSI3U U Jpyroe o0Opy/I0BaHUE, HEOOXOUMOE JIJIsl MPEJOCTABICHUSI UMU YCIIYT CBOUM
abonentam. Kpome toro, yacte pecypcoB Takux [IOJ] MoXXeT BbIACNISAThCS ISt
pa3MmenieHuss 00OpyIOBaHUS W NPOrPpaMMHBIX CHUCTEM 3aKa34MKOB Ha MPUHIUINAX
ayTCOPCHHTA.

Yrto Takoe L{OI?

HOJI mpencraBiasgeTr €000  TEXHOJOTMYECKOE TOMEIICHHE, B  KOTOPOM
pa3MeIalTCs CUCTEMbI XPaHEHMS JaHHBIX, UX 00pa0oTKH (CEepBEpHI), a TAKKE CETEBOE
1 TEJICKOMMYHHUKAITMOHHOE o0opyaoBaHue. OH MOXET 3aHUMaTh OJIHY WJIH HECKOJIBKO
KOMHAT, a TaKXke IETUKOM BCe 37aHue. Kpome Toro MoxeT pa3MenaTbCsa B KOHTEUHEPE


https://www.tadviser.ru/index.php/%D0%9A%D0%BE%D0%BC%D0%BF%D0%B0%D0%BD%D0%B8%D1%8F:%D0%9C%D0%B8%D0%BD%D0%B8%D1%81%D1%82%D0%B5%D1%80%D1%81%D1%82%D0%B2%D0%BE_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%BE%D0%B3%D0%BE_%D1%80%D0%B0%D0%B7%D0%B2%D0%B8%D1%82%D0%B8%D1%8F,_%D1%81%D0%B2%D1%8F%D0%B7%D0%B8_%D0%B8_%D0%BC%D0%B0%D1%81%D1%81%D0%BE%D0%B2%D1%8B%D1%85_%D0%BA%D0%BE%D0%BC%D0%BC%D1%83%D0%BD%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B9_%D0%A0%D0%A4_(%D0%9C%D0%B8%D0%BD%D1%86%D0%B8%D1%84%D1%80%D1%8B)
https://www.tadviser.ru/index.php/%D0%9A%D0%BE%D0%BC%D0%BF%D0%B0%D0%BD%D0%B8%D1%8F:%D0%9C%D0%B8%D0%BD%D0%B8%D1%81%D1%82%D0%B5%D1%80%D1%81%D1%82%D0%B2%D0%BE_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%BE%D0%B3%D0%BE_%D1%80%D0%B0%D0%B7%D0%B2%D0%B8%D1%82%D0%B8%D1%8F,_%D1%81%D0%B2%D1%8F%D0%B7%D0%B8_%D0%B8_%D0%BC%D0%B0%D1%81%D1%81%D0%BE%D0%B2%D1%8B%D1%85_%D0%BA%D0%BE%D0%BC%D0%BC%D1%83%D0%BD%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D0%B9_%D0%A0%D0%A4_(%D0%9C%D0%B8%D0%BD%D1%86%D0%B8%D1%84%D1%80%D1%8B)
https://www.tadviser.ru/index.php/%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D1%8F

JUIsT MIOOBIX  KJIMMATUYeCKUX YyCioBUM. [l pabOThl COBpPEMEHHON SIEKTPOHHOU
anmapatypbl TpeOyeTcs JOBOJIBHO JKECTKHM TeMIepaTypHO-BIQKHOCTHBIM PEXUM,
nosToMy 00si3aTenibHOM B coBpemeHHOM [[O]] siBisiercs cuctema obecriedeHus TaKoro
pexnMa (KOHAMIIMOHUPOBAHWE W BEHTWIINMS). TpeOoBaTelbHA ammaparypa W K
KaueCTBY JIEKTPOMUTAHUS, YTO TOCTUTAETCsl YCTAHOBKOM HCTOUHUKOB Oecrepe0oiHOro
mutanus  (MBII) HeoOXoaWMMOW MOIIHOCTH ¥ aJIbTEPHATHUBHBIX  HMCTOYHHUKOB
aylekTpuiecTBa (aKKyMYJISATOpHBIC OaTtapew, MU3eidb IeHepaTOPHBIC YCTAHOBKH W TIP.).
PazmemaroT cepBepbl, CUCTEMBI XPAaHEHUS M CETEBBIE YCTPOMCTBA B CIECLIMAIBHBIX
MOHTQXHBIX CTOMKax M mKadax, KOTOPbI€ TOJKHBI OBITh IOCTATOYHO HAJIC)KHBIMHU U
yAOOHBIMU 171 OOCTyKMBaHUs anmnapatypbl. He MeHee BaXXHBIMHU 11 HOPMaJbHOTO
¢bynkuuonupoBanus 11O/ sBastoTCcsS cucteMa obecrieueHuss 0e30macHOCTH (KOHTPOJIb
JOCTYIa, BUJACOHAOMIONCHUE W T. J.), a TaKXKe CHUCTEMa KOHTPOJS W YIPaBJICHHS
WHXXEHEPHBIMU Cpe/icTBaMu. Bce 310 00s13aTeNbHO TOMKHO OBITh MPEIYCMOTPEHO €I1ie
Ha JTare NPOeKTUPOBAHUS TAKUX OOBEKTOB.

KoneuHno, Henb3s 3a0biBaTh U O KabOenbHOM cucrteme. VIMEHHO OHA CIIYXKUT
CBOEOOpa3HON KPOBEHOCHOW CHCTEMOM, KOTOpas CBSI3bIBAET BOCIMHO BCE, HA4dyMWHAs OT
OCHOBHOTO OOOPY/IOBaHUSI M 3aKaHYMBAsl JAaTUUKAMU U KOHTPOJUIEpAMU HHKEHEPHBIX
cpeacts, u mpeBpamaeT IO/l B emunbiii "opranu3m''. A, KaK H3BECTHO, JIFOOBIC
npoOsieMbl B pabOTe€ KPOBEHOCHOM CHUCTEMBI UpEBATHI JIETAIbHBIM HCXOJOM, T. €. B
HameM ciydae octaHoBkod pabotsl I[O/l. IloaTtoMy k Bompocam MNpOEKTUPOBAHUSA,
MHCTAJUISIIUA M OOCIIY>KMBaHUSA KaOENbHOW CUCTEMbl HAJIO MOJIXOJUTh MaKCHUMAJIbHO
BHUMATEIbHO, YUMUThIBasi pan cnenupuueckux tpebdoBanuit O/, uro nemaer wux
KaOeJIbHbIE CUCTEMbI HECKOIBKO OTIMYHBIMU OT opucHbix CKC.

IO/ u crangapTel

B mocneanee Bpemsi omHUM W3 HanbOoJee 4acTO MUTUPYEMBIX SBISCTCS CTaHIAPT
Ha O/l TIA942, mpunsarteiii B CIIA. OmgHako CYIIECTBYIOT TaKXe EBPOIMEHCKHUI
craumapt EN 501735 m ocHoBaHHBIM Ha HeM MexayHapomHbiii cranmapt ISO/IEC
24764. Awmepukanckmii ctaHmapt T1l1A942 oxBaTeIBacT MUPOKUN KPYT BOMPOCOB,
CBsI3aHHBIX ¢ opranm3anuen [1O]], BKiIrOUas: XapakTepHCTUKH ToMemeHus (pa3Mepsl,
BBICOTA TIOTOJIKA, JBEPH, OCBEICHUE, HArpy3ka Ha IIOJI...); HPUHIUIBLI MOCTPOCHHS
CUCTEMBbI KOHIUIIMOHUPOBAHUS W DAJICKTPONMHUTAHMS, TPEOOBAHUS TIO PE3EPBUPOBAHUIO
Pa3JIMYHBIX 3JIEMEHTOB, MPUHLMUIIBI MOCTPOEHUsI KabenbHOU cucteMbl; EBporneiickuii
cragmapt EN501735 paccmarpuBaeT TONBKO BOMPOCH, CBS3aHHBIC C TIOCTPOCHHEM
KaOenpHOW cucTeMbl. XOTs monoxeHus: ctanmaptoB 11A942 u EN 501735 B wactu
kabenpHOM cucTeMbl 11O]] cx0ku, UMEIOTCS U HEKOTOPBIE OTIIMYHSI.

Crannmaptel Poccun moma LHO/:
['OCT P 70627-2023 Ilentpsl oOpaboTku maHHbIX. WHkeHepHass MHOPACTPYKTypa.
JoxymenTtanus. Texuuueckas koHuenuus. TpeOoBaHUs K COCTaBYy U COJIEPKAHUIO;
I'OCT P 70139—2022 Ilentpsl 00paboTku maHHBIX . UHkeHepHas WHPPaCTPYKTypa.
Knaccudukarnus,
I'OCT P 58812-2020 Ilentpsr oOpaboTku maHHBIX. WHxkeHepHas uH(OpacTpyKTypa.
OmnepanvonHast Mojielb dKcIuTyaTanuu. Cnenudukanus;,



'OCT P 58811-2020 IlenTpsl 00paboTku MaHHBIX. MHKeHepHas WHPpPACTPyKTypa.
Craguu co3naHus.

3amura KOpPHOPATUBHOW MH(OPMALUM CTOMT HA NMEPBOM MeCTe JUISI MHOTHX
koMmnaHui. 1 31ech Henb3s UATH HAa KOMIIPOMUCCHI: TTOTEPsI BAXKHOW MH(OpMAITUU WU
ee IMOMaJaHue B PYKU 3JIOYMBIILJICHHUKOB YpeBaThl TPOMaJHBIMU yOBITKaMH, a,
BO3MOXHO, U Pa30pPEHUEM KOMIIAHUH.

Omnepanuonnas mozaens LHOJ] mo cranmapTy oTpaxaeT TpU TPYMIbl MPOLECCOB:
YOpaBIEHUS U B3aUMOJICUCTBUSI; 0OCTYyKUBAHUS; 00ECIICUEHUS.

[Mpouecckl ynpaBneHusa U B3auMoAeNCTBUSA

6.1 Mpoueccsl ynpaaneHua obcnyuBaHnem 6.2 MNMpoueccs B3aMMOABNCTBKHA

6.1.1 8.1.2 Ynpaanexwe 6.2.1 ¥Ynpaenexue 6.2.2 ¥YnpasneHue
Oucneryepcroe TEKYLUIEA ONEPELWOHHORA B3AWMOLEACTEHEM OTHOLEHMA MK
ynpaeneHue AEATENEHOCTEH C NOAPAGHUEEMK C 3aKaI4yuKamMm

6.2.3 ¥npaanexwe
OTHOLEHWUAMIMA
¢ noTpebuTensamI yenyr

6.1.3 ¥npasneHwe
TEXHWYECKMM
ofcnysueaHuenm

6.2.4 Ynpagnexwe
CEPBACHEIMH
Aorosopamn

6.1.4 ¥npasnenwe
peMOoHTaMA

6.1.5 ¥YnpasneHue
HMIHEHHBIM
UMKNOM SKTHBOB

6.3 MNpouecckl KOHTPONS KadYecTea

5.3.1 KoHTpOne KavecTea
WCNONHEHWA paboT

Mpoueccel 0benyxMBaHUs

6.4 Mpouecckl NpeaoCTARNEHUA YCnyr 6.5 MNpoueccel oBenyxuMBaHMA oBopy1OBAHWA U CUCTEM

6.4.2 ¥npasneHue 6.5.1 Texywyii 6.5.2 LUTaTHLIE 6.5.3 ApapWiHLie

YeTpaHBHWEM i nepeknigYeHn
OHUTOPWHT NepekniHeHna HarpyaKn
OTKAI0E P P pya Harpyakm

6.4.1 YnpasneHwe
sanpocamu

6.5.4 PernamedTtios] |6.5.5 Kondurypuposanwe| |6.5.6 Nogkniodexwe

6.4.3 ¥npaenexwe 6.4.4 ¥Ynpasnexue

il ot T e perynuposaHne CUCTEM ANA LWTATHOM 1 OTKMIDYEHWE
P = KOH-pHEYDAL, NapaMeTpoB hYHKUMOHUPOBEHWA Harpy3KM
6.4.5 ¥npasneHwe 6.4.6 ¥npaeneHwe Eﬁﬁﬁzmiiﬁf 6.5.8 TexHuueckoe 6.5.9 PeMOHT
ramm ; .
HAMBHEHUAMM yeny oBOpYAOBaHNA obcnys1BaHue

6.4.7 Ynpasnexue

MOLLHOCTHMK 6.5.10 MogepHuaaums

6.6 Mpouecce obenyxmeaHns obbekTa 6.7 MNpoueccel rapaHTMpoBaHuA Ge3oNacHoCTK

6.7.2 Oxpana Tpyna
W NPOM3IBOACTBEHHAR
Ge30nacHoCTE

6.6.1 OGecneveHue
YWCTOTH M NOpAOKa

6.7.1 3awwmTa
nepuMeTpa

6.7.3 3awmTa
MHEhOpMALIMW

ObecneymBalolLmMe NpoLeccsl

6.8 Mpoueccel pecypcHoro obecneyenns 6.9 BenomoratenbHble oBecneuvBalolme npoLeccs

6.9.1 ¥YnpaeneHwne 6.9.2 ObecneveHue
5'%1 Kanposoe Bl Ogac;euewe KBanupukaLmen rOTOBHOCTH K
ohecnetenns nepcoHana HenonHeHuo pator
8.4
6.8.3 ©uHaHcoBOR fp:Heuop?ﬂeffn;;;H;ﬂ% 6.9.3 6.9.4 Mpuemxa 8
obecneyeHne K MHpOpMAaLIMH JdoxymeHTUpoBaHME IKCNNyaTayMo




TepMI/IHLI H onpeacjacHus

HeHTP 00padoTku naHHbIX: Crielaiu3upoOBaHHbBIN O0BEKT, MPEACTABISAIONINI cOO0M
cBs3aHHylo cuctemy UT-uHQpacTpykTypsl U HHXEHEPHOM UHPPACTPYKTYpHI,
o0Opy/lOBaHME U YacTH KOTOPBIX pa3MelleHbl B 3JaHUM WU TOMEIICHUH,
MOJKJIFOYEHHOM K BHEIIIHUM CETSIM, KaK MHKECHEPHBIM, TaK U TEJIEKOMMYHHUKAIIMOHHBIM.

[Tpumeuanue: [lpu nHeoOxomumoctu 3aanue [[OJ] mMoxeT MMETh MpUIIETAIONIYIO
TEPPUTOPHIO.

HHKeHepHasi HH(PPACTPYKTYypa leHTPa 00padoTku 1aHHBIX: KoMITieke cructem u ux
o0opynoBaHusi, oOecrneunBarImuX Oecnepe0oitHoe (QYHKIMOHUPOBAHUE CHUCTEM U
obopynosanust UT-undpactpykrypsr LHO/I.

CJIY:K0a IKCIIyaTaUMH LEeHTPa 00padoTku JaHHbIX. Opranu3anus 1581051 ee
noApaszfeieHue, B OO0A3aHHOCTH KOTOPHIM BMEHSIETCS MpOBeAeHUE padoT Mo
AKCIUTyaTallui CUCTEM U 000pYA0BaHUS LIEHTPA 00paOOTKU JaHHBIX.

noJpasaejieHue IKCIIYaTAlui UHKeHEPHOUM HHPACTPYKTYPbI HEHTPA 00padoTKH
AaHHbIX. CTpyKTYpHOE mojapaszfefieHue ciyxkO0bl skcruryatanuu [{O/l, B 0053aHHOCTD
KOTOPOMY BMEHSETCSl MPOBEJEHUE PadOT MO 3KCIUIyaTallud CUCTEM U 00OpylIOBaHUs
uxenepHoi undpactpykrypsl LIO/I.

MoOJepHU3aNUs HHKeHepHOo nHppacTpykTypsl LHO/L: 3amena o0opynoBaHus,
OTHOCsIIIerocss K uHxkeHepHoW wuHppactpykrype [IOJl, win OTAENbHBIX €ro
KOMIUICKTYIOIIUX C LEJIbI0 M3MEHEHHS] COBOKYIIHBIX XapaKTEPUCTUK 0OOpyHOBaHUS,
CUCTEM U OO0BEKTa B LIEJIOM i OOECHEUYeHUs] €ro COOTBETCTBUSL YCTAHOBJICHHBIM
LEJIEBBIM 3HAYEHHUSIM.
3anpoc: O0pailieHue 3aKa34yuKOB, MOTPEOUTENIeH YCIIYT, CMEKHBIX SKCIUTYaTHUPYIOIIUX
CTPYKTYp, MPOYUX BHYTPEHHUX WM BHEIIHUX KOHTPAr€HTOB B CIYXOY SKCIUTyaTaluu

LIO/I.

aucneTyepckoe ynpapiaenue: LlenTpanu3oBanHas gopMa onepaTUBHOIO yIpaBICHUS
Ha OCHOBE TMPUMEHEHHUS TEXHUYECKUX CPEJCTB CBs3M, cOopa wuHboOpMmanuu, ee
00pabOTKH, OCYIIECTBIICHHS] ONIEPATUBHOTO KOHTPOJISI U PETYJIUPOBAHUS TPOU3BOJICTBA.

MOHUTOPHUHI: MeTouKa M CcUCTeMa HAOMIOJEHUM 3a COCTOSIHUEM OIPEAEICHHOTO
00beKTa WK Mpoliecca, JAKIINe BO3MOKHOCTh HA0MI0/1aTh UX B Pa3BUTHH, OLICHUBATH,
OMEPATHUBHO BBISBIATH PE3YJAbTaThl BO3JIEUCTBUSA PA3IUUYHBIX BHEIIHUX (PAKTOPOB.

OInepanMoOHHAsI MOJEJIb IKCILIyaTallMd HHAKeHepHoil uHppacTpykTypbl LHO/L:
Onucanre Habopa HEOOXOJUMBIX AJIEMEHTOB, MPUMEHSEMBIX CIOCOOOB M MOPSAKA
peanu3alny  MOBCEAHEBHOM  ACATENIIBHOCTA IO  OKCIUIyaTallud  WHXKEHEPHOU

UH(PPpACTPYKTYpPHI HOU.



[Ipumeuanne - OHa OOBICHSAET, KaKUM 00pa3oM SKCIUTyaTHPYIOIasi CTPYKTypa
OpraHU3yeT U UCIOJIb3YET UMEIOIIUECS Y HEe PEeCypChl ISl TOrO, YTOOBI U30 JHA B J€Hb
HCIIOJIHATH TEKyI1E olepauuu 11(¢] JKCIUTyaTaluu nn HOM.

IITAaTHOE (l)yHKIII/IOHI/IpOBaHI/Ie cucreMbl. COCTOSIHHE pa6OTI)I CUCTCMbI, B KOTOpPOM
SHA4YCHUA €€ OKCINTyaTaOMOHHBIX ITapaMETPOB HAXOOATCA B  JOIMYCTHMBIX B
COOTBCTCTBHHU C HHCTPYKHHeﬁ I10 SKCILTyaTalluu Ipcaciiax.

MacTep-IUIaH MAalIHHHOTO 3aja; CxeMa (4epTek), oTpakaromias OCHOBHBIE OOBEKTHI
MalllMHHOTO 3aja, B TOM 4YHCJE€ pa3MelleHue O0O0OpyNOBaHUSA UHXKEHEPHOU
uappactpykrypsl [{OJ] B MamwmHHOM 3aj1e, TeppuTOpuH (IIONIAaN), BBIICICHHBIC MO/
pasznuuHble 1end, padMmenienue UT-o00pyaoBaHus B MAllMHHOM 3aJie, aBapuUHbIC U
MMOAPHBIE BBIXOJbI, TEXHOJIOTHUYECKUE KOPUIOPHI U JP.

OcnoBnble TunbI O

MonynbHbie (KagHbIE).

Colupaetcs u3 0JIOKOB, B KOTOPbIE BXOJAT B TOM YHCJI€ WHXKEHEPHbIE CHCTEMBI.
JlemeByie, yeM KOHTEWHEpHBbIE, HO Jopoxke, dyeM kinaccudeckue [1OJl. MoxxHO OBICTPO
Pa3BEPHYTh U CPABHUTEIBHO MPOCTO MACIITAOMPOBATh.

Konreitaepusie (puc.4.1).

ITo cyrtu 31O TOT )X€ MOAYNBHBIM JlaTa-ueHTp, HO B 3AIIMIICHHOM KOHTEHWHEpE.
Yame Bcero mpuMmeHsieTcss st opranuzauuu | T-uHQpacTpykTypsl B «mojie» — Ha
MPUUCKAaX, pPYIHHUKAX, packomkax. Pa3BopaumBaeTcsi 3a CUMTAHHBIE Yachl, 4YacTo
KOMIUIEKTYETCSI COOCTBEHHBIM HWCTOYHMKOM MHUTaHUA H OOOpYyIOBaHUEM  JJIis
CITyTHUKOBOW CBSI3H.

Knaccuueckue.

[lopoiiner mnga TeX, KOMY BakHAa MakCUMayibHasi 0€30MacHOCTh JAHHBIX WJIU
npoBaijiepaM OOJIaUHBIX YCIYr. DTOT TUIl JlaTa-lleHTpa BBITOJHO KCIOJIb30BaTh, €CIIH
Bbl YBEpEHBI, YTO NMOTpeOHOCTU KoMmmaHnuu B | T-pecypcax He BbIpacTyT B Onmkaiiiue
HECKOJIBKO JIET.

OO6naunsbie.

B 3TOM ciyyae apeHAYIOTCS anmapaTHblE MOIIHOCTH IpoBaiinepa. PakTuuecku
BbI MIOJIb3YETECh CEPBEPOM IMOCTABIIMKA YCIAYT €AUHOJINYHO WIM COBMECTHO C APYTHUMU
apenaaTopamu. Jlerko MacmraOUpyeTcs, BBITOAHEE IO CPABHEHHUIO C OCTaJIbHBIMU
BapuaHTamMu. He HykKHO TpaTUTh BpeMs Ha pa3BepThIBAHKE U 3aIYCK.



Puc. 4.1. Koncrpykuus konteitHepaoro LO/]

4.1. Naxenepunas uadppacrpykrypa [HOA. OcHOBHbIe KOMIIOHEHTHI

HNuxenepHoit unppacrpykrypoi I{O/L Ha3piBaeTCs COBOKYITHOCTh TEXHUYECKHUX
KOMIIOHEHTOB, 00€CIIEUNBAOIIUX OCHOBHYIO OJAEPKKY padOTHI U COOIIOACHHUE
KOMILJIEKCA YCIOBUM 3KCIUTyaTalluu 000PY10BaHUS BBIYUCIUTEIBHOTO LIEHTPA.

K 0CHOBHBIM YCJI0BHSIM TEXHHUYECKOMN IKCIUTYaTallUM BBIYUCIUTEIBHOTO
000py10OBaHUS OTHOCHUTCS 00ECIICUCHHE:

. 0011IeT0 JIEKTPOCHAOXKEHUS;

. rapaHTUPOBAHHOTO JIEKTPOCHAOKEHNUS;

. Oecriepe0oitHOTO IEKTPOCHAOKECHNUS;

. NOAJIEPKAHMS KIIMMATHYECKUX IApaMeTPOB B TOMEIICHHH;

. UH(POPMAITMOHHOTO B3aUMOICHCTBHS BEIYHCIUTEIHHOTO 000PYI0BaHUSI.

. BerlnosiHeHHE yCIOBHI TEXHUYECKOM 3KCIUTyaTallud 00eCIeunBaeTCs Npu
MOMOILY OCTPOEHUSI COOTBETCTBYIOIINX MHKEHEPHBIX CUCTEM:

. CUCTEMBI O0IIIETO ANEKTPOCHAOKEHNUS;

. CHCTEMBbI TapaHTUPOBAHHOTO JIEKTPOCHAOKECHHUS,

. cucTeMbl OecriepeOoitHOTO ANEKTPOCHAOKEHUS,

. CUCTEMBI BEHTWJISILIMM U KoHauuuoHuposanus [{O/1;

. CTPYKTYPUPOBAaHHOM KaOEIbHON CUCTEMBI U TEIEKOMMYHUKAMOHHOT O
000Opy1I0BaHMUSI.

B coctaBe unxxeHepHoil uHOpacTpykTypsl LIO/] Takxke BBIIEIAIOTCS CHUCTEMBI,
obecreunBarome  yao0CTBO  0OCIy>KHUBaHMS, 3aIIMTY  yCTaHABIMBAEMOI'O
0o0OpyOBaHUSI OT HECAaHKIMOHUPOBAHHOTO JOCTYyMa, 3allUTy OT TMOBPEXKICHUS
BCIICICTBUE II0Xapa, 3aTOIUICHUS W T.J. JlaHHBIE HWHKXEHEpPHBIE CHCTEMBI TaKKe
SIBIISIIOTCS. OYCHD BKHBIMU, OJJHAKO OHHU BBHITIOJHSAIOT BCIIOMOTaTEIbHEIC (HE OCHOBHBIC)

byHKIMH nHX)eHepHOH nHpacTpykTypbl LIO/] (puc.4.2):



cHCTeMa IMOKAPHOH CHTHAJIM3AIMN W TOKAPOTYWIEHMS, NpEIHA3HAYEHHas JJIs
CBOEBPEMEHHOI0 OOHAPY’KEHHUs, JIOKAIU3aLWKA U TYLIIEHHUsS O4yara BO3TOpaHUsl BHYTpPH
HOZ;

cUCTeMa OXPAHHOM CHTHAJIM3AIMM, BUICOHAOIIOICHUSI U KOHTPOJIS JA0CTyIA,
IpeaIHa3HaueHHas 1711 00ecleyeHusl perJaMeHTUPOBAaHHOTO JOCTYIMA K 000pyI0BaHUIO
O/ n Bu3yansHOro HaOM01eHUs 3a npoucxoaiammm BHyTpu LIO/L;

CHCTeMA 3aKJIAJHBIX M KaldeJlbHbIX KAHAJIOB, NPEIHA3HAUYEHHAs JUIS 3allUThI U
YHOPSAOYEHHON NPOKIJIAIKH CIa00TOYHBIX M CHIIOBBIX KaOenel BHyTpu LIO/], a Takxke
Tpacc CUCTEMbl KOHIULIMOHUPOBAHMS,

CHCTEMA 3JJIEKTPUYECKOr0 OCBeLleHHUsl, IpeAHa3HAYeHHass i1 OOecHedeHHUs
OCHOBHOTO W pe3epBHOro ocsemenus: nomemenui [HO/L;

CHCTEeMAa MOHHMTOPHMHIA KJIMMATHYECKMX NAapaMeTpPoOB, IpEIHAa3HAuYCHHAS IS
cbopa, 00paboTkH, XpaHeHUS WH(OOPMAITMU O COCTOSHUU KIMMAaTHYECKHUX MapaMeTPOB
BHyTpu nomemienus 1O/l u T.4.

kabenbHan npoeoOka,
MOHTERHBIE WKade!

NoACKWCTEMA

%]  TBpaHTMPOBAHHOM

~CUCTEMA NOXAPHON
; e CHrHANNIALMM 1
o¥paHHan = NOapOTYLLEHWA

CHCTEME DNOBELLEHHA

Puc.4.2. Kpyr umxenepHoit uappactpykryps LHO/]

[Tpumep nHXEeHEPHON HHPPACTPYKTYPHI MPEACTaBICH Ha puc.4.3.
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Puc.4.3. Tlpumep umxenepHoii nappactpykrypsl LHO/I

Crpykrypa IOJ comepxur B cebe  (PyHKIHMOHAIbHBIE  DJIEMEHTHI,
IIpeIHa3HAYCHHbIE Ul BBIOJIHEHUS ONPENEICHHBIX 3a1ad padoThl LEHTpa 0OpabOTKH
nanubix. Cranmaprom ANSI/TIA/EIA-942 ompenencHbl ClenyrOIUe CTPYKTYpPHBIC
snemenThl [{O/I:

* MAaIIMHHEBIN 347,

* TEJICKOMMYHHKAIIMOHHBIC Y3JIbl, TEJICKOMMYHHUKAIIMOHHAS HH(PACTPYKTYpa,

* y37bl BBOJIa KaOEJIbHON MH(PACTPYKTYPHI;

* KOMMYTAallMOHHBIC y3IIbI,

* TEJIeKOMMYHHKAIlMOHHAs KaOeiabHast HHPpacTpyKTypa;

* DIEKTPUYECKOEC U MEXaHMYECKOe O0OpYIOBaHME TEXHUUYECKOW IMOAIEPIKKH
HOJ;

* TIOMEIIEHHS ONEepPaTopoB;

* ckiaackue nomemenus O/,

4.2. CTpykTypupoBaHHass KaleJbHasi CHCTeMAa M TeJeKOMMYHUKALMOHHOE
odoopyaosanue IO/

CrpykrypupoBaHHasi KaOenbHas CHCTeMa MpeaHa3HadeHa aisi (OpMUPOBAHUS
eAnHOM cpenabl nepenaun nHpopmauu BHyTpu LHO/I.

[Tockompky mepemada uW 00pabOTKa JaHHBIX SIBISIETCS OCHOBHOW (DYyHKIIHCH
YCTaHaBJIMBAEMOI'0 BbIYUCIUTEILHOTO oOopynoBanusi I[OJ], To mnoctpoeHue
CTPYKTYPUPOBAHHON KaOEIbHON CHCTEMBI SIBISICTCS OJHOW M3 HanOoJiee BaKHBIX
3aJ1a4y IpH €ro MOCTPOCHHUH.



BBuny BaXXHOCTH HAaHHOM CHCTEMBI M CIOKHOCTH €€ TOMNOJIOTUH PacCMOTPEHHE
CTPYKTYpPHUPOBAHHOU KaOepHOMI CHUCTEMBI u HCIIOJIB3YEMOTO
TEIEKOMMYHUKAIIMOHHOTO  O0OpYJOBaHMS  SBJISIETCA MNPEAMETOM H3y4EeHUS,
MPOEKTUPOBAHMUS, UHCTAUISIIIUU U OOCITYKUBAHUS.

Ilogcucrempr CKC wuMEOT Hepapxu4yecKyro CTpPyKTypy. B Hee Bxomar
COeIMHUTEIbHbIE KaOenu («BHTas TMapa» WId  BOJOKOHHO-OITHYECCKHUE),
KOMMYTallMOHHBIE TaHedW (¢  BPE3HBIMH KOHTAaKTaMW WM  MOJYJIbHBIMHU
THE3/1aMH ), KOMMYTAIlMOHHBIC THYPBI, Pa3beMbl, PO3ETKH, aaantepbl. MOHTaXHbBIE
mkapel U croiiku, kabenbHbie KaHaiuel B CKC He BkiIO4aroTcs, HO MOTYT
MOCTABMIATHCSA C HEI0 KaK TOTOBOE peIIeHHE. AKTUBHOE CETEBOE OO0OPYJAOBaHUE
Taxke He BxoauT B coctaB CKC.

4.3. Ob6s3aTtenbHas pa3padaTsiBaemasi JokymenTamus aias HO/]

1. OcHOBHBIC HMHXCHEPHO-TCXHHUYECCKHE CHCTEMBI. - OJJICKTPOCHAOXKCHUS, -
X0JIOJIOCHA0KEHUS.
2. BcmomorarenbHbIe HHKEHEPHO-TEXHUYSCKUE CHCTEMBI .
* - OTOIUICHHMS, BEHTHIAIIMH U KOM(POPTHOTO KOHAUITMOHUPOBAHUS BO3IyXa,
* - BOJOCHAOXXEHHU,
* - BOJIOOTBEJCHHS,
* - cucmema Kabenenecywux KOHCmMpPYKYui,;
* - CIMPYKMYPUPOBAHHAS KADENbHAsL CUCmeMa;
* - OXPAHHO-MPEBONCHAS CUCHANUZAYUSL,
* - cucmema KOHMpOJsi 00CMYNa,
* - gudeonabnrOOeHUs,
* - gUOeoKoHepeHy-ces3U,
* - menegonuoll cea3u,;
* - perucTpalyu IeperoBopos;
* - TOJIOCOBOTO OIOBCIICHHS,
* - paouoceasu,
* - 3JIeKTpoYacoUKAIUH;
* - cbopa u omobpadicenus uHgopmayuu,
* - ABMOMAMUIUPOBAHHAS CUCEMA OUChemuepu3ayuu U ynpasieHus,
* - Ta30BOr0 MOXApPOTYIICHUS;
* - [I0’KAPHOM CUTHAJIU3AIINY;
* - paHHero oOHapyKXEHUS IoXKapa.

4.4. Tonoaoruu IHO/I

Cranmaptom ANSI/TIA/EIA-942 npuBomsTcs TpH OCHOBHBIX BO3MOXHBIX
BapuanTta tonojioruu [{O/] :

penyuupoBanHas Torojorus [HO/];

6a3oBas tonojorus O/

pacnpenenennas tonoJsiorus [LHO/I.



PenyuupoBanHasi (COKpamieHHasi) TOMOJOTHSI — UCTIOIB3YETCS ISl IIOCTPOCHUS
HeOobmuX u cpenHux [1O/]. OCHOBHBIMH €€ 0COOCHHOCTSIMH SBJISIOTCS:

HaJIM4Yue oAHOTO (TJIaBHOr0) KoMMyTanuoHHoro y3ia [{O/;

coBMeIeHHbIEe (KOHCTPYKTHBHO) TJIaBHbIC KOMMYTAIIMOHHBIC Y3kl 3aanus u [{O/1.

Ha puc.4.4 npusenen npumep penynupoannoi Tonomgoruu [HO/I.
['maBHbIE KOMMYTAllUOHHBIE Yy3JIbl HA CXEME pAaCMOJIOKEHBl B 21ABHOU
pacnpeoenumenshol 30He.

Nposaigepsi
AocTyna

MawHHHLIA 2an

Odrmces, I InaBHaA 30Ha pacnpeeneHHA

on MbIf LU@HTP , TopusonTanknyiii| (TPAHCNOPTHbIE CPEACTEA, PASTPAHIYEHHE
i cermenT CKC MAPLPYTHIETORL, KOMMYTETOpbI
BCNOMOraTenbHL ] marncTpanu NBC/CCXA, YATC,
NOMEWEHHA MYNETUNNEKCOPHI )

MecTo 3oHHOro
pacnpegeneHia
[ OpH3OHTanbHbLII
cermeHT CRC
AnnapaTrHan JoHa AnnapaTHan 30Ha
(croRea/wxad) {croRxa/wrad)

Puc.4.4. Yopomennas Tonosorus [1O/]

Henocratkamu mgaHHOW TOMOJOTUM SBISIETCS OTCYTCTBUE pa3rpaHUUYEHHUs] TOCTyHa K
KoMMyTalimoHHbIM y3inaMm [{OJ] u 31anus, a Takke 000pyJ0BaHUIO MpoBaiiepa yCayr.
Hcnonp3oBanue €IUHOTO KOMMYMAYUOHHO20 Y314 TPUBOAUT K TMOSBICHUIO OOJBIIIOTO
KOJIMYeCTBa Kabenel CTpykTypupoBaHHOU kabOenbHOU cucteMbl (CKC), cxomsmuxcs
B 2/1a6HOU pachnpederumenvrou 3oHe. lIpu NOCTHMKEHUU OMPEACIICHHOTO KOJIMYECTBa
MOPTOB, TpeOyeMbIX IS MOAKIIOUEHUS O0O0OpYyIOBaHUS, CHIBHO YCJIOXKHSETCS
skcrutyatarus [{OJl, B yacTHOCTH, nepekitodeHue (KOMMYTaIUs) MOPTOB B 2IAGHLIX
KOMMYymayuorHulx y3aax. 1lo3ToMy npu 10CTaTOYHO OOJIBIIIOM KOJUYECTBE TPEOYEMBbIX
noproB CKC cunenyer paccmarpuBath 6azosyro  monoaoeuro HOHA. HOJ ¢
pEIyLUPOBAHHOM TOIOJOTUEN YACTO UCIIOJIB3YIOTCA B KAUECTBE PE3CPBHBIX.

Bazosas Tomoaorus IO/ (puc.4.5) — 370 nmomerieHue ¢ OnpeacIeHHON
CTPYKTYpor. OHO MOKET COCTOSITh U3 TAKUX AJIEMEHTOB, KaK:



MaivHHBIN 3aJ7, B KOTOPOM pa3MelaeTcss o00pyJ0BaHHUE, CBSI3aHHOE KaOenbHOU
CHUCTEMOH;

KomHara BBOJa, KOTOpass MOAKIIOYAETCS K OJHOMY WJIM HECKOJbKHM HHTEPHET-
NpoBamiepam;

I'maBHas pacnpeaenuTenbHas 30HA, B KOTOPOM PacCloJararoTCsi KOMMYTATOPHI H
MapUIPYyTHU3ATOPHI;

['opu3oHTaNIBHASA paclpeneNnTeNnbHas 30Ha, cBsA3bIBaromas aneMeHTtol L[OJ] ¢
MOMOIIIbIO Kabenei;,

AnmapatHble 30HBI (HAaNpUMeEp, CEPBEPHBIC CTOMKH W PaCHpeICIUTEIbHBIC
mrkagbl);

KabGenbHas cucrtema.

[Tompo6uee: https://www.cableman.ru/article/postroenie-sovremennogo-tsoda-s-

nulya-chast-ii
Mpoeanpgepsbl goctyna Komnara BBOga |—— Mpoeaipgepsbl gocryna
(oBopynoeaHue
Odbuce! npoeaipepa
onepauMoHHbIA LEHTP, i pRANPRISEVE)
BCNoOMOraTenbHble
nomMeujeHun
| SR el e b e i 2 e e B et e e e e e M e b e e e e e e -3
[ o |
lopusonTansHan kafensHan passogka Maructpans M dlLUNMHHBIN |
! I
AnnapatHas : FmaeHan pacnpen. 30Ha 3an,
CUCTEMBI CBA3M “’:a’“”pa"" (MapLIpyTH3aTOpSI, KOMMYTATOPbI

marvctpanu NBCICCX, YATC,
MynbTHNnekcopsl M13)

(kommyTaTopsl JIBC odimca
W onepauuoHHoro LeHTpa)

1
|
I
I
I
MarucTpans I|
ilii————— |
: opH3OHT. pacnp. :
" 30Ha "
| (kommMyTaTOPb! |
I TNBC/CCXO/KVM) |
: lOpMacHTaNLHAA lopW30oHT. pacnp. lopu3oHT. pacnp. FopW3oHT. pacnp. :
1 kabenbHan paseoaka JoHa 30Ha 30Ha I
" (KOMMYTaTOPbI (KOMMYTaTOPbI (KOMMYTATOPbI |
I I Mecto 3oHHOTO lﬂaﬁﬂlll JNIBC/ICCXA/KVM) NBCICCXAMKVM) JIBCICCXA/KVM) |
: l lopwa. kabenswan pazsoaka I lopwa. kabensHan pazsogka [ lopus. kabenewan passogka Iropna. kab. passomca:
I I
1 AnnapaTHas 20Ha AnnapaTHan 30Ha AnnapaTHas 20Ha AnnapaTHan 30Ha |
I (cToitkalkady) (cTohkalwkad) (cToikalwkad) {cTolkalwkad) :
1
I 1
e e et i 1 d
Puc.4.5. bazosas Tonmonorus 1{O/],
P acnpeacjacHHas TOIIOJIOTUA — HCIIOJIB3YCTCA JJIA IMOCTPOCHUA

otkazoyctoiuuBbix [{O/] 6onbminx pazmepoB. Ee 0cOOEHHOCTAMU SIBISIOTCA
AyOJIMPOBaHHUE CTPYKTYPHBIX 3JIEMEHTOB (TIOMEIICHHWI BBOJA OMEPaTOPOB YCIYT,
TJIABHBIX KOMMYTAIMOHHBIX Y3JI0B, MAITUHHBIX 3aJI0B U T.11.);
BBICOKas OTKa30yCTOMYMBOCTH U Hazie:)kHOCTh LIO/L;
pa3MenieHue B 00JIbIIOM KOJIUYECTBE MTOMEIIECHHI.


https://www.cableman.ru/article/postroenie-sovremennogo-tsoda-s-nulya-chast-ii
https://www.cableman.ru/article/postroenie-sovremennogo-tsoda-s-nulya-chast-ii

Ha puc.4.6 npusenen npumep pacnpeneneHaon tomonorun O/,
Hcnonw3oBanue pacnpedenenHoli mono.io2uu mMo3BOJSET MOBBICUTH OOLTYIO

HanexHocTs LIO/. J1ist mogo6HO0# TOMOIOTHH XapaKTepHO UCTIOIb30BaHNE OOJIBIIIOTO
KOJINYECTBA MOMENIEHH, UCIIOIB3YEMBIX O] PA3MEIICHUE CTPYKTYPHBIX AJIEMEHTOB
O/, a Tak:ke N30BITOYHOCTh CTPYKTYPHBIX 371eMeHTOB. Jannsiii Bug LIO/] siBisercs

HanOoJsiee YCTOWYMBBIM K Pa3IMYHBIM aBAPUUHBIM CUTYAIIUSIM, B TOM YUCTIE U K
noxapam.
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Puc.4.6. Pactipenenéunas tomoiorus [1O/]]

4.5. Kabeabnas ungpacrpykrypa HOJ

TenexoMMyHUKaAIIMOHHAS
Heckoubkux moxcucteM (1, 2, 3, 4). Ilpumep mnpueaén Ha puc.4.7. KaOCIbHBIC
B3aUMOJICCTBUSL  C
TENIEKOMMYHUKAIIMOHHBIX ceTed u mexnay O/l coequneHuii u BHYTpEHHHE i

MMOJICH

CTEMbI

ACIIATCA

Ha

KabenpHas

BHCIIHHUEC  OJIA

uH(ppacTpykTypa

COCTOHUT

HoA

COCI[I/IHGHI/Iﬁ O6Op}II[OBaHI/I$I QICKTPUICCKUMHU U OIITUICCKUMU JIMHUAMU.

orepaTropamu



2\

AR R R
T I

AR
LITT

_ Mopcucrema  Onwcawwe _ basosuif cocTas
TopoAcKoil BBOA OT ONEPATOPOR CBAZM,
1 Entrance Facility ORHOMOIOBbIE MIMHMI CEASH, KAMNYCHBIR ONTw+ecKMi KPOCT ONepaToPCKOD KNACEa,

MarucTpany @ kpynHse L0 Jax opomonos., LC-APC, ceapka

Muoromopossie ¥ OHOMOOOBSIE NHHUK,

Main Distribution Area [nagHan pacnpegeniTensHan obnacts,

2 (Main Cross-Connect) TMABHLIA ONTUYECKHA KpOGCE E::g;gﬁﬁﬁ:peﬁmanun b e i

3 Main Distribution Area [nagHan pacnpegeniTensHan oGnacTe, ﬂlﬂrﬁ?ﬁﬁﬁﬂ&"ﬂgﬂff E *}%%‘:;cj::l::”'
(Networking Core) Aopo LAN, daGpuka SAN ety

4 Horizontal and Equipment [OPH3OHTANLHAA W annapaTHas KommyTaunoHHoe ofopyaopaHue qna
Distribution Areas pacnpeendTensHee o6nacTi NoAKNOYeHUA cepaepos W CXI

Puc.4.7. Kabenpnbie nmoacuctemsl LIO/] ¢ 4eTbIppMs pa3HOBUIHOCTIIMU
4.6. ®ynknnoHagabHble y3abl O]

MammHHBIH 3ad — mnomemieHue (MOMENIEHUS) TpeAHa3HAYCHHBIC IS
pa3MmenieHusi BblUMcAUTENbHOrO oOopyaoBanus [[OJl. DTo ocHOBHOE mOMElIEHUE
(momemienns) 11O/, ompenenstomee ero (yHKIMOHAIbHOE NpeaHa3HadYeHHE. Bce
OCTaJIbHBIC CTPYKTYpHBIC OJJIEMEHTHI (pa3MemiacMble B MAaIIMHHOM 3ajie WIH B
OTJCJIBHBIX TMOMEIICHHUAX) 00eCIeUHBAIOT Pa0OTy BBIYUCIUTEIBHOTO 00OPYIOBAaHUS H
coOJII0IeHNE KOMIUIEKCa YCIOBUM €ro (PyHKIMOHUPOBAHHUS.

TenexkoMMyHMKALMOHHBIE y3J1blI, TeJIeKOMMYHHUKAIMOHHASA
HHQPACTPYKTYpa —  CTPYKTYpHbIE  3JE€MEHThl,  OOECIEeUMBAIOIINE  MEepeaady
uH(pOpMaIMU MEXY BBIUUCIUTEIBHBIM 00OpyHOBaHHEM. B MX cocTaB BXOMST: y3J1bl
BBOJA Ka0eJbHOM HHPPACTPYKTYPHI, KOMMYTALIlMOHHbIE y3JIbl,

TeJIEKOMMYHUKALMOHHAS Ka0elbHast HHPPACTPYKTYpa.

¥Y3ab1 BBoAa Kale1bHOl MH(PACTPYKTYPHI NPEIHA3HAUEHBI i1 O00ecredeHus
MH(GOPMAITMOHHOTO B3aUMOJICHCTBUS M JOCTYNAa K BBIYHCIUTEIIBHOMY O0OpPYIOBAaHUIO
U3BHE, OCPEACTBOM MH(POPMALIMOHHBIX KAHAJIOB ITPOBAIEPOB.

KoMmyTanmoHHbIe y3JIbI IPEIHA3HAYEHBl JUIS OCYIIECTBIECHUS KOMMYTalUU
(coenMHEeHHS/TIEPEKITIOYCHHS) WH()OPMAIIMOHHBIX KAHAJIOB MEXIY BBIYHCIUTEIHHBIM
obopynoBaHueM. B ux cocraB BXOAUT aKTHBHOE CeTeBOe 00Opy/0BaHME,



obOecrnieumBalomiee IMEPEeKIOYECHHEe HH(POPMAIMOHHBIX  KaHAJIOB, M  ITACCHBHOC
KOMMYTallMOHHOE O0OPYJOBaHWE B COCTaBe NaTd-NaHesed (Wi WHGOPMAIMOHHBIX
po3eToK) ¥ UHGOPMAIMOHHBIX Kabejeil. IloakimrodeHre MOPTOB BBIYMCIUTEILHOIO
(cepBepHOTO) o0opynoBaHuss K  aKTUBHOMY  CETE€BOMY  OOOpYIIOBaHUIO,

PaCIOI0)KEHHOMY B KOMMYTaIlMOHHBIX y37ax, OCYILECTBIISIETCS
MOCPEACTBOM T eneKxoMMYHUKAYUOHHOT KabenbHoU ungpacmpykmypuol
(I'opuzonmanvnou KabenvbHOU cucmemvl) U KOMMYMayuoHuvlx naueneu  (uau
UHDOPMAYUOHHBLX poszemok). UHpopMamoHHOE B3aUMO/ICHCTBUE
MEXKLY KOMMYMAYUOHHbIMU y3TaMU OCYIIECTBIISIETCS
MOCPEACTBOM TeneKxoMMYHUKAYUOHHOT KabenbHoU ungpacmpykmypuol

(Mazucmpanvrotl kabenvHoU cucmemsl) U KOMMYMAYUOHHBIX NAHENell.

DleKTpUYecKOoe U MeXaHHYeCKoe 00OpyI0BaHHE TEXHUYECKON IMOAAeP:KKH
IO — BxmoyaeT B cebs o0opymoBaHHE, OOCCIIEUMBAIOIICE DJICKTPOCHAOKEHHUE
obopynoBanus 1{O/] (BeIYHCIUTENBHOTO B 000pPYIOBAHUS TEXHUYCCKOW TOJJICPKKH),
COOTBETCTBHE KJIIMMaTUYECKHUX napaMmeTpoB MOMEIIEHUM TpeOOBaHUSIM
MPOU3BOIUTENEH 000PYOBaHUSI, KOHTPOJb U OTPAHUYEHHUE JOCTYIIA U T.]I.

4.7. CKC B LIOJ

CTpyKkTypUpOBaHHAasA KaleJibHasA cucremMa (CKC) —  ocHoBa
UHPOPMANIMOHHOII HHQPACTPYKTYPbI NPeINPHUATHS, NMO3BOJAKIIAA CBeCTH B
€UHYI0 CUCTEMY MHOKeCTBO MH(POPMALMOHHBIX CEPBUCOB PA3HOI0 HA3HAYECHMS:
JIOKAJIbHbIE BbIYUCJIHUTEIbHbIE U TeJdeOHHBbIE CeTH, CHUCTEeMbl 0€30IMACHOCTH,
BU/ICOHAOJIIOACHUS U T.[.

KabenbHas cucrema — 3TO cucTeMa, 3JIEMEHTAMU KOTOPOU SIBJISIIOTCS KaOenu u
KOMIIOHEHTBI, KOTOpbIE CBsi3aHbl ¢ kaOenem. K kaOeabHbIM KOMIOHEHTaM OTHOCHUTCS
BCE IMACCUBHOE KOMMYTAIIMOHHOE OOOpYJIOBaHME, CIyKallee g COCIUHEHUS WIH
bu3nyeckoro OKOHYaHWs (TEPMUHHPOBAHUS) KaOelsd — TEJICKOMMYHHUKAIIMOHHBIC
pPO3EeTKH Ha pabouMx MecTaxX, KPOCCOBBIC M KOMMYTAIMOHHBIC MaHEeH (JKaproH mard-
MaHEeJN) B TEJICKOMMYHHUKAIIMOHHBIX TIOMEIICHUSX, My(DTHI U CIIJIACHI.

CKC mnpencraBisier coOOW HEpapXUUYECKYIO KaOEIbHYIO CHCTEMY 3[aHUSl WIH
TPYIIIbI 3[aHUH, pa3JeIeHHYIO Ha CTPYKTYPHBIE TOJACUCTEMBI.

Ona coctouT u3 Habopa MEOHBIX M ONTHYECKUX Kabeliel, Kpocc-maHeneH,
COCIMHUTEIBHBIX  IIHYPOB, KaOelbHBIX  Pa3bEMOB, MOJYJIbHBIX  THE3],
MH()OPMALIMOHHBIX PO3ETOK U BCIIOMOTraTelIbHOr0 00opynoBanus. Bece nmepednciieHHbIe
AJIEMEHThl MHTETPUPYIOTCS B €AUHYIO CHUCTEMY M OJKCIUIyaTUPYKOTCS COIJIaCHO
OMpeIeICHHBIM MTPABUIIAM.

Crpykrypa CKC coBpeMeHHOH CTPYKTYpbl LEHTpPa O00OpPadOTKH JAaHHBIX
on):

I'maBHasi moacHcTEeMa, BBIIOIHSIIONIAS POJIb pacnpeaenuTenbaoi - MDA / Main
Distribution Area. Ona oGecrieunBaeT MHTEepdeElc T0cTyna B IEHTP, a TaKKe JCITUT
TpaduK, MOCTYNAIOIINI M0 TJIaBHOW MarucTpaid, MEeKy BHYyTPEHHUM MarucTpaisiMm. B
MDA Bxoaatr MapuipyTu3aTopbl, 000pyIOBaHUE OINEPATOPOB CBSA3U, MArvuCTpaJibHbIC
KOMMYTATOPBI U T. 1.



l'opu3zonTanbHasi moacucreMa, pacnpeaessiomas TpadhuK U3 BHYTpPEeHHEH
MarucTpaiu IO JIOKaJIbHBIM JIMHHSAM, JJIMHA KOTOpPhIX MoOkeT ObiTh He Oomnee 100
metpoB (HDA / Horizontal Distribution Area). /lanHbie JIOKalbHbIC JIMHUKM BBIXOAAT B
amnmnapaTHble 30Hbl. B TaHHOI mojcucTeMe UCTONIB3yeTCsl MacCUBHOE 000pyAOBaHUE, a
Taxxe koMMmyTatopel KBM, kxommyTtaropsr JIBC n npyrue 35eMeHTs;

IMoacucrema pasBoakum Ttpapuka mo obopyaosanuio (EDA / Equipment
Distribution Area). Ona oTBedaeT 3a JOCTaBKY Tpaduka B padoune 0071acTH JUCKOBBIX
MacCHBOB, CEpBEpOB U Apyroro obopymnoBanusi. Ecau B obmactu TpeOyeTcsi yactas
nepeKoHpurypanusi, To MOryT ObITh ucnonab3oBaHbl ZDA - 30HOBBIE CETMEHTHI C
y371aMU KOHCOJIUJIAIINH.

Takum o0Opa3zoM, CTPYKTypUpOBaHHas KaOeiabHas cCUCTeMa JJis LIeHTpa 00paboTKu
JAHHBIX TPEJCTaBIsieT COOOM 4YacTb KOMIUIEKCHOTO CJIOXKHOTO  HHXKEHEPHO-
MH()OPMAIIMOHHOTO PEIICHHUS.

Oco0ennoctu noacucrem CKC O/

BuyTpu rimaBHoi moacuctembl (Main Distribution Area) m mis eé coenuHeHus ¢
ropusontanbHo (HDA) nmns maructpanein HeoOXoauM Kadelb ¢ MaKCHMaJbHBIMU
napaMmeTpaMi HIUPOKOMOJIOCHOCTU. DTO MOXKET OBITh BOJIOKOHHO-ONTUYECKUN Kalesb
OM3, OM4, OMS5 wunm kabenb ¢ BUTBIMU ITapaMyu | 3alTUTHBIM dKpaHoM 6-i, 7-i u 8-i
kareropuu ¢ noanepxkkoit 10/40/100/400Gigabit-npunoxenwid.

Kabens mexxny HDA u EDA 3aBucut ot pabouyux MNPUIOKEHUN U MOABEPKEH
JOCTAaTOYHO YacThiM u3MeHeHussM. K HemMy BMecTeé € BBICOKOW IJIOTHOCTBIO
NPEAbSABISIOTCS BBICOKHME TpeOOBaHMS MO THOKOCTH W MPOCTOTE MOHTaxa. [loaTomy
HauOosiee ONTUMAaJbHBIM BapUaHTOM OYIyT CHCTEMBI, KOTOpbIE YCTaHABIMBAIOTCS
MaKCUMaJIbHO OINEpaTHBHO, O€3 TOCIENYIoIIero TECTUPOBAHUS, Kak, Hampumep,
cuctema MPO u Butas mapa MRJ-2.

Ormuusa CKC pasa HOA:

B IO/ wucnone3yercsa apyras TONOJOTHS CETH C HOBBIMH HEPAPXUUYECKUMHU
YPOBHSIMU, TaKMMH, KaK MOMEIIEHUE BBOJAa BHEIIHUX CEPBUCOB M MECTa 30HHOTO
pacripeielieHusi, KOTOpbl€ MCHOJB3YIOTCS MJig yA0OCTBa SKCIUTyaTaluu KaOelbHOM
CUCTEMBI.

B IO/l Beime munumanbHble TpeOboBanus k CKC, Takue, Kak MCIOIb30BaHUE
KaTteropuu 6 W BBIIIE JIJIST METHOW TOJICUCTEMBI 1 000pynoBanus kiaacca OM3 u Bbiie
JUTSL ONTUYECKOMN MOJACUCTEMBI.

CKC ans HO/L nonmxHa ObITh O0JIee 0TKa30yCTOMUMBOM 3a CUET Pe3epBUPOBAHUS
KaOeJIbHBIX MOJCUCTEM PA3HOTO YPOBHS UEPAPXUHU.

Bcé yamie B kabenbHbix cuctemax LHO/] nmpumensiercs o0opyaoBaHUE KaTEropuu
6A, onucannoe B HOBOM crtaHmapte Ha CKC TIA-568C. B stom xe amepuKaHCKOM
CTaHJapTe MPOMKUCAHO TECTUPOBAHUE TAKUX KAOEIbHBIX CUCTEM.

Crangaprsl 00 CKC npumenureabno k HHO/

B Hacrosmiee Bpems 1eCTBYIOT 6 OCHOBHBIX cTaHaapTa B oomactu CKC:

EIA/TIA-568B Commercial Building Telecommunications Wiring Standard
(aMepuKaHCKUW CTaHAAPT);



ISO/IEC IS 11801 Information Technology. Generic cabling for customer
premises (MexyHapOIHBINA CTAaHAAPT);

CENELEC EN 50173 Information Technology. Generic cabling systems
(eBpoOTEHCKUIT cTaHIApT).

TIA-942 «TenexkommyHukanmonHass wuHpacTpykrypa LentpoB OO6paboTku
JlaHHBIX»;

EN 50173-5 «Mudopmannonusie TexHonoruu. CTpyKTypupOBaHHbIE KaOeIbHBIC
CUCTEMBI»;

ISO 24764 «Hudopmarmonnsie TexHonoruu. OOmme KaOEIbHBIE CHCTEMBI IS
JaTa-IEeHTPOB» (0KUIACTCS PUHSTHE).

EN 50600-2-4 CRC s smocramyaranpen LG vanp, :
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Puc.4.8. IIpumep ctpykrypsl CKC crangapta EN 50600-2-4

Cranpapruzamus LHOJ no Tier Standard

Knaccudumnupyercs wa crangapr Tier Standard: Topology u crangapr Tier
Standard: Operational Sustainability, koropsie monmpazmensitorcst Ha 4 ypOBHSI.
Kaxxaplil u3 ypoBHEH BKIIIOYAET B ce0s TpEOOBaHMS BCEX MPEABIIYIINX YPOBHEN.

Tier | — 6a3oBas uHppacTpyKTypa 0e3 pe3epBUPOBAHNS;

Tier Il — undpacTpykTypa ¢ pe3epBHBIMH MOIIIHOCTSIMH,

Tier lll — undpacTpyKTypa, MOAICPKUBAIOINAS TTApAJUICTLHBIA PEMOHT;

Tier IV — orkazoycroitunBas uHppacTpyKTypa.

Tononozun — 510 WHpPaACTpyKTypa IIeHTpa 00paboTKH MaHHBIX. Jlomyckaer
MHO>KECTBO PELIEHUM, FapaHTUPYIOUIMX T'MOKOCTh CHCTEMBI, YTO MO3BOJIAET JOCTUYb
JKenaeMol MPOU3BOJUTEIBHOCTH M COOTBETCTBOBAaTh MECTHBIM HOpPMaM, KoOJE€KcaM U
paBUiIaMm.



Oco0eHHOCTH CTAaHAAPTA:

Omnpenernser TpeOOBaHMS U IPeUMYIIecTBa Kitaccudukarmid Tier HHPpacTpyKTypbI
[HOM. Kaxnmprit ypoBeHb (Tier) COOTHOCHUTCS C OIpPEACICHHOW KOMMEPYECKOM
(GyHKIIMEH U yCTaHABIMBAET COOTBETCTBYIOIIUME TPEOOBAHUS K 3JIEKTPONUTAHMUIO,
OXJIAXKJICHUIO, TEXHUYECKOMY OOCITYKUBAHHIO U 0€30TKa3HOCTHU pPabOTHI.

Crangaptel Tier | u Tier |l sBast0TCS TAKTUYECKUMHU PEIICHUSIMH, U1 KOTOPBIX Ha
MIEPBOM MECTE CTOUT CTOMMOCTh MPUOOPETEHUS U CPOK BHIBOJA MPOAYKTA HA PHIHOK, a
HE CTOUMOCTh OOBEKTA C YUYETOM CpPOKaA CIY>KObI U TpeOOBaHUS K MPOU3BOAUTEILHOCTH
(0€30TKa3HOCTH).

Cranmapter Tier Il u Tier IV npeabsBisioT )XecTKHEe TPeOOBAaHUS K TapaHTHH
MOCTOSTHHOM ~ paboTOCIOCOOHOCTH. PelieHust  AOMKHBI MMETh CPOK  CIIYXOBI,
npeBbImaromui Tekymue UT-moTpeOHOCTH, 1 UMETh BO3MOYKHOCTh MOJEPHU3AIIUH.

Onepayuonnan ycmouuueocms — 3TO YIPaBICHHUE [IEHTPOM 00paOOTKU TAHHBIX.
OO0beauHseT yrpaBiieHHEe O0BEKTOM U (YHKIIMOHATBLHOCTh MHPPACTPYKTYpPHI OOBEKTA,
MOJNTBEPXKIACHHOW  Tier. DKCIuTyaTallMOHHAs YCTOWYMBOCTB  OMNpPEACIAeTCS  Kak
MOBEJICHUE U PUCKH 3a Mpe/iesiaMi TOMOJIOTUH WHXKEHEPHBIX CUCTEM, KOTOPbIEC BIUSIOT
Ha goctwkenue 1ened I[[OJla wnm  pemenne OW3HEC-3aJa4 B JIOJATOCPOYHOM
MEPCIIEKTUBE.

Oco0eHHOCTH CTAaHAAPTA:

Onupaercst Ha BBICTpAUBaHUE MPOILIECCOB PAOOTHI CIIY>KOBI SKCIUTyaTalliu BO BCEX
BO3MOKHBIX CUTYallUsAX U UX JOKYMEHTUPOBAHHUE.

OnucbiBaeT HEOOXOJUMOCTh MPOBEACHUS OOCTYKMBaHMSI U  PErYJSPHOTO
OTCIIC)KMBAHUS  COCTOSIHUS ~ WHXKEHEPHBIX CHUCTEM  COTJIaCHO  PEKOMEHJAlUsIM
MPOU3BOIUTEIICH.

OnucbiBaeT HEOOXOAUMOCTh PA3BUTHS M TOBBIIMICHUS KBAIM(UKALUKA MIepCOHama
CIy>k0 dKCIITyaTaruu

YuuthiBaeT HEOOXOJUMOCTh MOHUTOPUHIA CHUCTEM W BO3MOXKHOCTH OBICTpOU
uaeHTuuKau o00py1I0BaHUs, UX UHCTPYKIUNA U MECTOPACIIOIO0KEHUS.

VYuutsiBaeT yciaoBus MmectoHaxoxaeHus 1{O/] u ocoOeHHOCTH ero KOHCTPYKIIHUH.

4.8. Ontnueckue kadeaun O, Muoromoaossie OM1-OMS5 (MMF)

MHOroMOI0BbIC COCIMHUTENIbHBIE KaOeIu ¢ pa3bEMHBIMU KOHIIAMH (TTaTY-KOP/IHI)
OMHUCBHIBAIOTCS [0 HUX CEPACYHUKY UM JuaMmeTpaMm 000J04ku. OOBIYHO JuaMeTp
MHOTOMOJIOBOT'O TIaT4-KopJia coctapisieT 50/125 MM wmimm 62.5/125 mxwm.

B mnactosimiee BpeMsi UMEIOTCS MSTh TUIIOB MHOTOMOJOBBIX MaT4Y-KOPJIOB:
OM1, OM2, OM3, OM4 wu OMS. bykBer «OM» 03HAYalOT ONTHYCCKUI
MHOTOMOJOBbIA. KaxIplii THN NaT4-KOPJOB HMMEET CBOM PAa3HBIE XAPAKTEPHUCTHUKHU.
Kaxnple «OM» nmeror TpeOboBaHME HA MUHUMAJIbHYIO MOJOBYIO HIMPOKOMOJIOCHOCTD
(MBW). OM1, OM2 u OM3 omnpenenstorest crangaprom 1SO 11801, koTopslii OCHOBaH
Ha MOJIOBOH HIMPOKOIIOJIOCHOTH MHOTOMOJIOBOTO matd-kopjaa. B aBrycre 2009 rona,
TIA/EIA yrBepmmna w Beimmyctwia 492AAAD, xoTopelii ompenesiseT KpUTEpHid
spdextuBHocTH st OM4. Xots oHu pa3paboTanu OpHWTHHAIBHBIE 0003HAYCHHS
«OM», |[EC BeImycTHII yTBEP)KICHHBIM SKBUBAJICHTHBIM CTAaHJIAPT, KOTOPHIH B KOHIIC
KOHIIOB OyJeT JOKyMEHTHpPOBaH Kak Tun natd-kopnaa Ala. 3 8 IEC 60793-2-10.



Accommanus TEJICKOMMyHUKAIIUOHHOMN MPOMBILIJIEHHOCTH (TIA)
WHUIMUpOBaJIa pabouyro rpynmy B okTsope 2014 roma mist pa3pabOTKH pyKOBOJICTBA
M0 CTaHJApPTy IIMPOKOIOJIOCHOrO0 MHOoromojoBoro BosiokHa (WBMMF) 50/125 mkm
JUIST TIOAJICPKKU TIEpeladydl ¢ MYJIbTHIUICKCUPOBAHUEM C KOPOTKOW JUTMHOW BOJHBI
(SWDM). Cranmapt TIA-492AAAE 6bi1 omyonukoBan B utone 2016 roma. KabGens
OMS mnpenHa3zHayeH A MOACPKKA KaK MUHUMYM YETHIPEX JUIMH BOJH B JUAIA30HE
850-950 uM, dYTrO TO3BOJSIET ONTUMAJIBHO TMOANCPKUBATH KOPOTKHUE BOJHBI C
MYJIbTHIUIEKCHPOBAHUEM C KOPOTKOBOJHOBBIM pasjencaueM BoiaH (SWDM), koTopsie
YMEHBIAIOT KOJUYECTBO MAapaUICIbHBIX BOJIOKOH, IO MEHBINEH Mepe, B YEThIpE pasa,
4TOOBI 00ECICUNUTh MOCTOSHHOE HCIIOJIb30BaHUE BCETO JBYX BOJIOKOH (a HE BOCHMH)
st nepenayn 40 I'6ut/c m 100 ['6ut/c m yMeHbIIIeHHuE KOTUYECTBA BOJIOKOH I Oojee
BBICOKHX CKopocTeit (puc.4.9).

MHOroMof1080€ BONOKHO

2015 — 100GBase-5R4

100 M no OM4 2017 — 400GBase-SR16
100 m no OM4 OM5
2010 —
400G 100GBase-SR10
150 m no OM4 : 20197 — 2020
' . 200GBase-SR4
o 100G ," 50GBase-SR
g "-H]G 2002 — ! 100 M no OM4
g 10GBase-SR )
E 300 m no OM3 2010 — 2016 —
o 10G 10GBase-SR4 25GBase-SR
= 150 m no OM4 100 m no OM4
o
(=]
=
= G 1995 —
S 1 100Base-FX o
SR 1000Base-SX
550 m no OM2
100M .
1990 2000 2010 2020
PaspabatbiBaembli -~ [lnaHupyetcs
CTaHnapT NPUHAT cTaHgapT - K paspa6oTke

Puc.4.9. JlocTrkeHus IS ONTHYSCKUX MHOTOMOJIOBBIX BOJIOKOH 1[O/]

Xapaktepuctuku s kaoenei 11O/l nmpuBeeHbI HIDKE.



Kabens OM1 TumnyHO MMEET OpaH)KEBYIO OOOJOUKY W €Tr0 pa3Mep CepACcUHHKA
cocraBisgeTr 62.5 mukpomerpoB (Um). Ou moxket moaaepxkath 10 Gigabit Ethernet na
paccTostHuH Makc. 10 33 MeTpa. OH HanboJIee MUPOKO UCTIOTB3YETCS IS IPUIIOKEHUN
100 Mbit Ethernet.

Kabenr OM2 Takxke mmeeT opamkeByro o000mouky. Ero pasmep cepaednmka
cocraisieT S0pUM, a He 62.5um. On nognepxuBaet 10 Gigabit Ethernet Ha paccrossaun
Makc. 10 82 merpa, HO HauboJiee IMUPOKO HCIOJIb3yeTcs Ui npriokennid 1 Gigabit
Ethernet.

Kabenr OM3 umeet npemyiaraemyro 000JI049Ky 3elieH0-roryooro msera. Kak OM2,
ero pasmep cepaeunuka coctapiser 50pum. OM3 nognepxuaer 10 Gigabit Ethernet na
pacctosauu 10 300 metpoB. Kpome storo, OM3 mosxker noaaepsxars 40 Gigabit u 100
Gigabit Ethernet mo 100 merpoB. Haubosee mupoko ucnonb3yercs a1 10 Gigabit Eth.

Kabenr OM4 taxke uMeeT mpejiaraeMyo 0001049Ky 3eIeH0-Toay0oro nBeta. OH
uMeeT JanbpHelee ymydmenue mo cpaBHeHnio ¢ OM3. On Taxke mcmoiszyer SOUm
cepaeunuk, Ho nogaep:kuBaet 10 Gigabit Ethernet na paccrosauu 1o 550 metpos u 100
Gigabit Ethernet na paccrostanu 10 150 metpos.

[Tonoca mponyckanwust: mpu 850 NM MUHUMATBHAS MOJOBAs IUPOKOIMOJIOCHOCTH
OM1 cocrasnsger 200MI'i*km, OM2 — 500MTI'it*km, OM3 — 2000MTI ' it*km, OM4 —
4700MI'r*km. OM3&0OM4 TIpesocxoaaT OM1&OM2.

Boigokna OMS wuMeOT OrpaHHYEHHYIO MPOMYCKHYH crocooHocts (4700
MI'1 « kv Ha 850 M m 2470 MI'n = kM Ha 953 HM) U MMOKa HESICHO CMOXKET JU OHO
KOHKYpHUPOBAaTh C OJHOMOJIOBBIM BOJIOKHOM. TeM He MeHee, pa3BUTHE TEXHOJIOTH
SWDM  mpomomkaercs. Pa3paboTumkym  TUTAHHPYIOT — YBEIWYUTh  KOJUYECTBO
WCIIOJIb3yEeMBIX BOJIH 70 8, miis nmoanepkanus ckopocreit 200 I'6ut/c u 400 I'6uT/c.

[Ipumepsl KoHCTpYKIMM coenuHuTenbHOro kaoens [{O/] ¢ Bonoknom OM4 u OM5
npeacTasieHsl Ha puc.4.10, 4.11.



Puc.4.10. Ontuueckuit maru-kopa LC-LC Cabeus FOP-50-OM4-LC-LC-25m 50/125
(OM4) 25 metpoB

Puc.4.11. Hlnyp ontrueckuii (matdy-kopa) duplex SC-SC 50/125 mm OMS5 (mymna 150
METPOB)



4.9. Onrnuyeckue kadean HHOA. OnnomonoBbie pemenuss SMF

Bce cranmapter |IEEE B Ethernet 100/200 / 400/800G HoBoro mokoiyieHUs: OyayT
pabotare 6o ¢ SMF, mu6o ¢ MMF, HO B GONBIIMHCTBE CUTyalluid 3TH CKOPOCTH
CJIEYIOIIETO MOKOJIEHUS MOTPEOYIOT OJJHOMOJOBOTO BOJIOKHA, MOocKoJibky |EEE Bcerna
CTpeMuTcs pa3paboTarh OyaylIMe CTaHAApThl, KOTOpblE pabOTalOT C OCHOBHOU
YCTaHOBJICHHON 0a30i KaOenbHOW MHQPACTPYKTYpPHI, MOITOMY KIHUEHTHI MOTYT JIETKO
MEpEUTH Ha HOBBIE CKOpoCcTU. Kpome TOro, HM OIMH M3 3THUX JIEUCTBYIOUIHAX
nevctByromux cranaaptoB |EEE, opuenTHpoBaHHBIX Ha CKOpOCTH ClEAYIOHIETO
MOKOJICHHsI, He OYJIeT UCIoNIb30BaTh TexHoJIoruo SWDM.

B nentpe oOpabotku manaeix (I1OJ]) wumcmoassyercs 40GBase-SR4, uToObI
YBEJIMYUTHh TUIOTHOCTH MOPTOB, BhIpBaB 40G Ha 10G ¢ momoImpi0 MOIyNsl MPOPBIBA
MTP wnu kabenst mpo6ost MTP. D10 Takxke SBIsIETCS MPEUMYILIECTBOM HOBBIX MOAYJIEH
100GBaes-SR4, xotopsie nucnonb3yioT kadenu OM4. Oxrako, ecinu qucneTdep IeHTpa
00paboTKu JaHHBIX pemuT ucroiab3oBaTh 100G SWDM4-monymu ¢ kabemsimu OMD,
OHH HE CMOTYT IPOOMBATHCA B KaHAIBI 25 ['0UT/C, 9TO CTAaHET peasbHON MPOOIIEMOH 10
Mepe TOoro, Kak skocuctema 25 ['6ut/c OymeT MoMHOCTHIO pa3BUTA, M MBI HAYHEM BUJIETh
6omwmie 25G Ha cepsepe.

XoTs 1eHa ogHoMOo10Boro BosiokHa (SMF) cHmkaeTcs B mocienHee Bpems H3-3a
MPUMEHEHUSI HOBBIX TEXHOJOTHH, CTOMMOCTh TMOIKIIOYAEMOW ONTHKH MO-TIPEKHEMY
orpannumBaeT peanusanuio SMF B eHTpax 00paboTku naHHbIX. [1o cpaBHEHUIO ¢ ATUM
OMS5 mokeT MyTbTHIUIEKCUPOBATh YETHIPE JJIMHBI BOJIH, PACIIONIOKEHHBIX B HAMAa30HE
ot 850 HM 10 953 HM, yBenMUMBas EMKOCTh JJAHHBIX B UETHIPE pa3a, a TaK)Ke yMEHbBIIas
CTOMMOCTH BOJIOKHA.

Kpome Toro, MMF umeer Oonbliie mpeuMyIIeCTB IPU YCTAaHOBKE, YCTPaHEHUU
HETOJIAJIOK, OYMCTKE M 00IIeM 00CITy)KMBAaHUH, UTO JEaeT ero JYUIINM PEIIeHUEM MPU
MOCTPOEHUH IIEHTPOB 00paboTku maHHbIX. OgHako npodiema MMF - s3to paccrosHme.
MakcumalibHOE paccTosTHUE OyAeT yMEHBINAThCs M0 Mepe YBEIWYCHHUS CKOPOCTH
nepenadn JaHHbeIX. [103TOMy MHOTOMOOBOE BOJIOKHO MMEET 00JIee BRICOKYIO IIEHHOCTh
JUTSL BIIaJieblieB ceTeld Ha paccrosHue 10 500 M, a OMS5 no3BosseT nepeHocuts 10 400
I'out / ¢ Ha paccrosiaue 10 150 M.

st paccrosinmii 6os1ee 500 M ciexyeT BLIOPATH OIHOMOI0BOE BOJTOKHO!

OaHOMO/10BOE BOJOKHO MOXHO pa3aenuth Ha kateropuun OS1 m OS2, xotopsie
SBIISIFOTCSL €T0  pa3uuHbIMH  crenudukarmusamu.  OmxaoMomoBoe BojokHo OS1
cootBeTcTBYeT cTagmaptam I TU-T G.652A wm ITU-T G.652B. Kpome Toro, BOJIOKHO
C HU3KUM BOJSHBIM MHKOM, omperaenennoe cranmaptamu ITU-T G.652C u G.652D,
Takke OTHOCHUTCA K Kareropun OS1.

Takum ob6pazom, OS1 coorBercTByeT cnenudukarusam ctagaapra ITU-T G.652.
Tam BpeMmenem Kateropuss OAHOMOJOBOTO BoJIOKHA OS2 COOTBETCTBYET TOJBKO
cragmapram ITU-T G.652C wmm ITU-T G.652D, u9to 03Ha4aeT BO3MOXKHOCThH €TO
MPUMEHEHUST TOJBKO JJIsi MPOM3BOJCTBA KaOeliel ¢ HU3KUM BOJISHBIM MHKOM. Takoe
BOJIOKHO 4acToO HCIoyb3yercs s npuwioxennii CWDM (HermoTHOe CHeKTpaabHOe
YILIOTHEHHE KaHAJIOB).

Kpome cranmaptoB, rnaBHbIM oTimuneMm kareropuii OS1 m OS2 sBnsercs
KOHCTPYKITUs camoro kadems. Bomokno OS1 ucmons3yercs Ayt Mpou3BOACTBA TIOTHO



https://www.fs.com/ru/c/fiber-patch-cables-261

ymakoBaHHoro kaoOens (tight buffered), koropelii ucCHOIB3yeTCS BHYTpH 3IaHHMA
(HarpuMep, KaMITyCOB WIJIH JaTa-IIEHTPOB) HAa MaKCUMaJIbHOM nuctaHimu 10 kM.

Bosnokno OS2 - 310 kabenmb co cBoOomHOHM ykiaakoi BojokHa (loose tube),
CO3JIaHHBIA CHEIHAIBHO JIJII HAPYXKHBIX NMPUMEHEHHH (Hampumep, BAOIb YJIUI, TOJ
3eMJIei Wiu B TpyOax), rjie MakcuMaibHas quctanius gocturaet 200 k.

BryTtpennuii kabenr OS1 xapaktepusyetcs OONBIIMMH TIOTEPSMH CHUTHaAIA 3a
KIJIOMETP, 4eM HapyxkHbli kaOemp OS2. Kak mpaBuio, MakcuMajabHOE 3HAYCHUE
saryxanus g BojgokHa OS1 - 1,0 nb/kwm, a ais Boimokna OS2 - 0,4 nb/km.

[To xaGensm o6enx kateropuit OS1 u OS2 Bo3mokHa mepenava ruradbutHoi u 10-
rurabutHo# cetu Ethernet. Kareropus OS2 Taxxe nogaepxusaet 40 ['out u 100 'out
Ethernet.

OS1 mamuoro nemesne OS2. Hmxke crmemyer Tabmuma 1, kotopas OOBSICHSET
ocHOBHBIE paznuuus Mmexay OS1 u OS2.

Ta6muna 4.1. Knaccudukarys oTHOMOAOBBIX Kabeme

PR oy

RATETODW i =i

W3yunB pazmuuusi MeXAy KaTeropusmu oaHomogoBoro BoimokHa OS1 m OS2
npuMmeHuTeNnbHO K 11O/, MOKHO IPUCTYNHTH K BEIOOPY KaOers.

Bo-niepBBIX, €cnyi  TIAaHUPYETCS MCIOJb30BaTh €T0 BHYTPH 3/IaHUS, HAWTYUITUM
BEIOOpOM siBisieTcst OS1. J{ns HapykHOTO IprMeHeHwusI 60bIne mogoimer OS2.

Bo-BTOpBIX, TIpH TUCTAHIIUA A0 2 KM HE OIIyTHMa Pa3HHIA MEXKIY KaTeTOPHsIMU
u npenmymectB OS2. Kareropus OS2 mydnie nposiBasieT ce0s1 Ha TUCTAHIUSAX CBBIIIE 2
kM. K Tomy sxe BomokHo OS1 ropaszgo nemenne, uem OS2.

Ecmu cokonomuts u OS1 noctaTodHO AJIsl TOCTYDKEHHS IIENieH, TO HET HUKAKOW
HeoOxomumoctr BeIOMpaTth OS2. KoMmmanuu mpojaroT OJHOMOAOBBIE Kabermu obOenx
kateropuiit OS1 u OS2, a Takke Bce THUITBI MHOTOMOJIOBBIX KaOenei. DTO ONTUMAaIbHBIH
BBIOOP MOCTABIIMKA.

Ha ocHOBe MHOTOMOIOBOW OTNITHKHU YCIICIITHO Pa3BUBAIOTCS HE TOJHKO JIOKATHHBIC
cet Ethernet, Ho m npyras HeoThemiieMas YacTh CETEBBIX MHOPACTPYKTYp MHOTHX
LHOdoB — cetu xpanenus gaHasix SAN Ha 6a3e Fibre Channel. IIpuyuem Bce Gombliee
pactpoCTpaHeHHE TMOJydaeT TEXHOJIOTUS TMapajuieIbHOW Tmepeaaun Tpaduka 1o


https://www.fs.com/ru/c/os2-9-125-single-mode-simplex-1082

HECKOJBKMM BOJIOKHaM, peanu3yeMas C WCIOJIb30BAaHUEM TPETEPMUHHUPOBAHHBIX
CUCTEM, OCHAIIICHHBIX MHO0208010K0HHbIMU (2pynnosvimu) coedunumenamu MPO.

Tax, wHanpumep, 24-pomokoHHbli Tpakt MPO Bmoiane mnomonmer IS
dopmupoBanus 12 nymnexcHeix juanid 10GDE. 3atem Ha ero 6ase (myTteM mpocCTOi
3aMEHbl HEJOPOTUX OKOHEUHBIX KOMIIOHGHTOB) MOYKHO pPeajr30BaTh IMEPEXOJ] Ha TpH
auaun 40GbE u pmanee, nmpu HeodOxomumoctu, — Ha 100-ruraOutHbiii kaHan. Takum
obpa3zoM oOecreunBaeTcss MpocTas MUTpaAlus Ha Bce 00jee BBICOKOCKOPOCTHBIC
MIPWIOKEHUS C MAKCUMAJTLHBIM COXpPaHEHUEM CCTaHHBIX HHBECTHUITUH.

[Ipu Bcex mpenmyIecTBaX MHOTOBOJOKOHHBIX cucTeM Ha 6aze MPO y Hux ecth
OJIMH CEPhE3HBI HEIOCTATOK — OOJBIIOE YHMCIO HeoOXoauMbIX BojiokoH. B I1O/lax
YBEIMYCHHE 4YHCIa BOJIOKOH 3a4acTy0 HEXENIAaTelbHO, IOCKOJIbKY JTO Tpedyer
JOTIOTHUTENIBHBIX ~ PAacXoJ0B, B TOM YHCJI€ Ha BBIJCICHHE JOPOTOCTOSIIETO
MIPOCTPAHCTBA MOJT KabeNbHBIC JIOTKHA, OPTaHU3aTOPHI U TIP.

CkopocTh Tiepemaun Tpaduka MOXKHO TOBBICUTH M JPYTHM CIIOCOOOM: ITyTeM
OpraHu3aliy HeCKOJbKUX KAaHAJIIOB HA OCHOBE OJTHOTO BOJIOKHA. DTO XOPOIIIO U3BECTHAS
Ha TEJIICKOMMYHUKAITAOHHOM pPBIHKE TEXHOJOTHsl CHEKTPAJBLHOI0 YINJIOTHEHHS
(WDM).

MyabTUBOIOKOHHBIE pa3beMbl MPO BbICOKOI MUIOTHOCTH 1JI51 COeTMHEHUI B
1{0 I

Hcnonp3oBanue 24-BOJOKOHHBIX MAruCTPaIbHBIX Kabeleld MOXKET MOIEPKUBATh
npunoxenus 10G, 40G u 100G (puc.4.12). JIns npunoxenuit 10G xaxmoe u3 24
BOJIOKOH MOJXET HCIonb3oBaTthes misg mepemaun 106G, Bcero 12 kamamos. Jlms
npunoxennit 406G, nmns koropeix Tpebyercss 8 BosokoH (4 mepemarommx u 4
NPUHUMAIONINX), 24-BOJIOKOHHBIN MarucTpajibHBIA KaOeib oOecredrBacT B OOIIeH
cioxkaoctr Tpu kKaHana 40G. Jns 100G, mist kotoporo tpedyeres 20 Bosiokon (10 ms
nepenaun 1 10 s nmpuema), 24-BOJOKOHHBIM MaruCTpalibHBIN KabOenb oOecrieunBacT
onny muau0 100G.
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Puc.4.12. MynbTUBOJIOKOHHBIE Pa3bEMBI



Kounsepcuonsrnii kabens 1 X MPO-32, 32 Bonokon pazseM MPO nHa 2 X MPO-16,
16 Bosnokon pazseM MPO ka6ens otBeTBienusl X MPO-32, 32 BomokoH pazsem MPO
Ha 2 X MPO-16, 16 BonokoH pazseM MPO kabenb OTBETBICHUS.

Tarluz mpennmaraer 16 BosmokoH omntoBONIOKOHHBIE cOopku MTP/MPO 400G
MPO/MTP nns ynoBieTBOpeHHs OyayImux TpeOOBaHWH K MPOIMYCKHOW CHOCOOHOCTH
cetu. COOpKHM TIpemyIararoTcsi B OJHOPSIHBIX KOoH(UTyparusx ¢ 16 BoimokHamu u 32
BOJIOKHAaMU (2 ymHUM X 16 BOJIOKOH) IS JOCTHOKEHUS HAWOOJbIIEH IIOTHOCTH
(bU3UYECKOr0 KOHTAKTA JIJII MHOTOBOJIOKOHHBIX COSJIUHUTEINICH HAa PhIHKE.

OTOT MarucTpanbHbli KaOellb BBICOKOM IUIOTHOCTH MOXET  HANPSAMYIO
MOJKITIOYAThCSI K aKTHBHBIM yCTpoicTBam 16X25G, KOTOpbhle COOTBETCTBYIOT
crannaptam Telcordia GR-326 Core, TIA 604-18 (FOCIS 18) u IEC (61754-7-3).

http://www.tarluz.com/ru/product-details/konBepcronHbIi-KabeTb-MPO-32-Ha-2-X-
mpo-16/

CBepxBbICOKasi MO COBPEMEHHBIM MEpPKaM MPOU3BOJUTEILHOCTh ONTUYECKOTO
KaHajia CBS3U HE IMO3BOJIAET MepeiaBaTh MH(POPMAIIMOHHBIM MOTOK B OJTHOM BOJHOBOM
kaHaje (B OJHOM BOJIOKHE) MPOCTOH TexHojorueil. MHadye roBops, pa3pabOTUHUKH
BBIHYK/ICHBI MPUOETHYTH K NMapajuieIbHON Mepeade JMHEMHOTO CUTHAIA CO CKOPOCTHIO
He MeHee 25 ['ouTt/c B 01HOM cyOKaHalle, Ha OJTHOM ONTHYCCKOH MOJHECYIIeH 9acToTe,
npudeM s GopMHUPOBaHUSL OTACIBHO B3SITOr0 cyOKaHanda MOTYT OBITh MCIOJIb30BaHbI
pa3HOOOpa3Hble TEXHUYECKHE cpeacTBa (Tadi.). B pamkax peanu3anuu 1000HOM
CTpaTeTruy MPUMEHSIOTCS KaK TPaJIUIIMOHHBIC, TaKk U HOBbIe pemeHus (puc.4.13, 4.14).

500 m 2 KM 10 kM
4 gonokya x 2 A x 506G NRZ 1 sonokHo X 8 & x 506G NRZ 1 sonoxun x 8 & x 50G NRZ
4 ponokHa ¥ 2 4 % 50G PAN4 1 ponokHe ¥ 8 & ¥ 50G PAM4 1 gonokuo X 8 A x 500G PAM4
4 ponokHa x 1 & x 100G NRZ 1 sonokuo x 4 & x 100G PAM4 1 BonokHo X 4 A x 100G DMT
4 gonokHa ¥ 1 & x 100G DMT 1 8onokHo & 4 & x 100G DMT

Puc.4.13. BapuaHThl OBBIMIEHUS MTPOITYCKHOW CITOCOOHOCTH BOJIOKOH C MPUMEHECHHEM
CHEKTPATIbHOTO MYJIbTUILIEKCUPOBAHUS ISl PA3IUYHBIX JUCTAHIIUMI



100 Gbis

Puc.4.14 BapuanTtsl HapamBanus ckopoctu nepeaadu Ethernet 8 HO/]

PasBurtne cranmapruzanuu Ethernet mpencrasneno puc.4.15.
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Puc.4.15 Pasputne cranmpaptusanuu Ethernet



Crermudukanus uatepgdericos Ethernet

CneuunduKaymn PacctoaHue, i MpumeyaHue
. H M BOJIOKHa™ P

400GBASE-SR16 100 MM Mo 16 BONOKOH Ha Npuem 1 nepeaavy

A00GBASE-DRA 500 SM YeTblipe NapannenbHbiX BOJIOKHA B 060MX
HanpasneHusx, 100 Gb Ha ogHO BonOKHO

A00GBASE-ERS 2000 SM WDM (aBa BONOKHa, O4HO Ha NpUem, Apyroe Ha
nepeaauy)

400GBASE-LR8 10000 SM To e

200GBASE-DR4 500 SM YeTblipe NnapannenbHbiX BOJIOKHA B 060MX
HanpaB/eHnsX

200GBASE-FR4 2000 SM WDM (aBa BONOKHa, O4HO Ha NpUem, Apyroe Ha
nepeaauy)

200GBASE-LR4 10000 SM To e

4.10. Daexrpuueckue kadenu LHOJ. Mexnynapoansniii cranmapt ISO / IEC
11801 "Hugpopmauuonnvie mexnonozuu — yHueepcaibHvle Kadeau 011 NOMew,eHull
3akazuuka'

Kmacc D: coemmnenme / kaman go 100 MI'm ¢ wmcmons3oBanumeM kabems [/
pPa3bEMOB KaTErOPUU SE.

Kmacc E: coemmnenme / kaman mo 250 MI'm ¢ wucmons3oBaHumeM Kkabemns [/
pa3beMOB KaTeropuu 6

Knacc E a: coemunenue / xaman mo 500 MI'ny ¢ wucnoins3oBanueM kabens /
pazbemoB kareropuu 6 o ([TonmpaBku 1 u 2 k 1SO / IEC 11801, 2-¢ u3n.)

Kmace F:. coemunenme / xamanm mo 600 MI'm ¢ wucmonb3oBanmeM kabens /
Pa3beMOB KaTeropuu /.

Kmacec Fa: coemmnenme / xaman mo 1000 MI'ny ¢ wmcmonb3oBanumeM kabens /
pa3bemoB kareropuu 7 a ([lompaBku 1 u 2 x 1SO / IEC 11801, 2-¢ u3n.)



https://translated.turbopages.org/proxy_u/en-ru.ru.9614be04-6395d605-0ba8c5fd-74722d776562/https/en.wikipedia.org/wiki/Category_5e_cable
https://translated.turbopages.org/proxy_u/en-ru.ru.9614be04-6395d605-0ba8c5fd-74722d776562/https/en.wikipedia.org/wiki/Category_6_cable
https://translated.turbopages.org/proxy_u/en-ru.ru.9614be04-6395d605-0ba8c5fd-74722d776562/https/en.wikipedia.org/wiki/Category_6a_cable
https://translated.turbopages.org/proxy_u/en-ru.ru.9614be04-6395d605-0ba8c5fd-74722d776562/https/en.wikipedia.org/wiki/Category_6a_cable
https://translated.turbopages.org/proxy_u/en-ru.ru.9614be04-6395d605-0ba8c5fd-74722d776562/https/en.wikipedia.org/wiki/Class_II_cable
https://translated.turbopages.org/proxy_u/en-ru.ru.9614be04-6395d605-0ba8c5fd-74722d776562/https/en.wikipedia.org/wiki/Class_II_cable
https://translated.turbopages.org/proxy_u/en-ru.ru.9614be04-6395d605-0ba8c5fd-74722d776562/https/en.wikipedia.org/wiki/Class_II_cable

Kmacc BCT-B: coemunenme / kamam mo 1000 MI'm ¢ uCHOIb30BaHHEM
KOoaKCHaIbHBIX Kabenen s npuinoxkenuit BCT. (ISO/IEC 11801-1, penakmus 1.0
2017-11)

Kmace | coemunenne / kamanm go 2000 MI'm ¢ wmcmons3oBanumem kabens [/
pa3bemoB kareropuu 8.1 (ISO / IEC 11801-1, penakuus 1.0 2017-11)

Kmace Il coemmnenne / xaman mo 2000 MI'm ¢ wucmoms3oBanueMm KaOeneit /
pa3bemoB kareropuu 8.2 (ISO / IEC 11801-1, penakmms 1.0 2017-11)

JaWMuwaHHan BMTan napa STP He skpaHWpoBaHHaR BATaA napa UTF S3KpaHMpOBAHHAA EWTAA Nnapa FTP
(Shielded twisted pair} {Unshielded twisted pair (Foiled twisted pair)

Puc.4.16. ITpumeps! KOHCTpYKIUi snekTpruueckux kademneir L{O/]
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Puc.4.17. Dnexkrpuueckue kabenu L{O/l. Butas napa u CKOpOCTHBIE PEXUMBI


https://translated.turbopages.org/proxy_u/en-ru.ru.9614be04-6395d605-0ba8c5fd-74722d776562/https/en.wikipedia.org/wiki/Class_II_cable

OcHoBHble dnekTpudeckue kadenu IO/,

Cat7 xabenu nHauye Ha3bBaloT kabeaem Ethernet xareropuun 7. OH moanep:xuBaeT
BBICOKOCKOPOCTHYIO cBsi3b Ethernet mo 10 I'6ur / ¢. Kabens Cat7 oOpaTHO COBMECTUM C
kareropusmu kabenmerr Cat6, CatS5 wm CatSe. Om mpemmaraer 100-meTpoBbiii 4-
KOHTaKTHBIN KaHAJ C UCIIOJIb30BAaHUEM SKPAHUPOBAHHBIX KaOene u mpeaHa3HadeH s
nepeaayn curanoB ¢ yactoroi 600 MIm.

Kabenu xateropun 7 TpeOyrOT, 4YTOOBI BHUTHIE NPOBOJAA OBUIM TOJHOCTHIO
OKpPAaHMPOBAHHBIMHU, HW3BECTHBIMH KaK JSKpaHWpoBaHHas BuTas mapa (SSTP) wmm
SKpPaHHPOBAHHAS BUTas Mapa u3 GoaprupoBaHHoM BUTOM mapsl (SFTP), 4To MOIHOCTHIO
YCTpaHSIET  MEPEKPECTHhIE  IMOMEXH, TpPH  OTOM  3HAYMTEIBHO  YyJIydmias
MOMEX0YCTOMYMBOCTh. TakuMm 00pa3oM, OH MO3BOJISIET MOJB30BATENI0 MOJMy4aTh OoJiee
BBICOKHE CKOPOCTH JaKe IMPHU UCTIOJIBb30BaHUU O0JIee JIIMHHBIX KaOeme.

Cat 8 xabenn, nnu kabenp KaTeropuu 8, mpeacrarisier coboit Ethernet xaGens,
KOTOPBIN CHJIIBHO OTIWYACTCS OT MPEABIAYIINX KaOelel TeM, 4TO OH MOAJICPKHBAET
gactoTy g0 2GHz(2000MHz), u orpanndyen 30-MeTpoBBIM KaHajioM 2-pa3béMma. Cat8
kabenp Takxke TpeOyeT SKpaHupoBaHHoTOo KaOems. Ethernet xabemm Cat8 moryr
noJiIepuBaTh ckopocth 25Gbps wmm nmaxe 40Gbps. Buemnuit Bun kabens Cat8
aHAJIOTUYEH C KabelieM HWKHEW KaTeropuu M OH TEPMHHUPOBaH pazbéMoMm RJI45 win
apyrum pazsémom. Cat8 xabens Takke 0OpaTHO COBMECTHM CO CBOUMU MPEIBITYIIIMHU
BepcusMHU. Tak 94TO MOKHO HCIIOIH30BaTh €r0 CO CTaHAAPTHRIM pazbemom Cat7.

[Ipu cpaBHenun Cat7 m Cat8, wactora mepemaym M JIMHA KaOels TaKKe HUMEIOT
BakHOe 3HaueHHe. Cat7 kabenp obecreumBaeT Hpou3BoAUTEIbHOCTH g0 600MHz, a
Cat8 kabens mo 2000MHz. Makcumanwshas mnuHa kabems Cat7 cocraBmser 100m c
10Gbps, a Cat8 - 30m ¢ 25Gbps umu 40 Gbps.

KabGenu xkarteropum 8 nemieBie, 4YeM ONTHYECKHE, OOECTICUMBAIOT OOPATHYIO
COBMECTUMOCTh € KaOelssMu Kateropuu 6 (pasHble MOPTHI OJHOIO0 KOMMYTATOpa MOTYT
MOJIZICPYKUBATH Pa3HbIe CKOPOCTH), TaK UYTO MPH MX MCIIOJIb30BAHUHU 3aKa34UK MOJTydaeT
YHUBEPCATbHYIO HH(PPACTPYKTYpy, CIOCOOHYIO paboraTh Ha ckopocTsax oT 1 mo 40
I'outl/c.

Cat8 — uncanpHbIi BapuaHT qiId MainbiXx ¥ cpeaaux 11OJloB, B MaIIMHHBIX 3ajlax
KOTOPBIX B OHOM psixy pasmemniaetcss He Oomee 30 ctoek. B kpymubeix [[O/lax, roe
ctoek B psaax 6onee 30 u TpeOyroTcs ckopoctu Beimie 40 ['0ut/C, cnemyer mpuMeHSTh
OTITOBOJIOKHO.

[Mpunsateiii opunmanpao 14 wrons 2016 r. kabenpubid cTanmapt ANSI/TIA-568-
C.2-1 na kateroputo 8 (Cat8) comepkuT TpeOOBaHUS K KaHAJTy HA OCHOBE BUTOU IMaphI
mmHOM 10 30 M — TpaguIMOHHBIA 4-TIapHBIM KaOeh OKOHIIOBAH 8-TIO3WIIMOHHBIMHU
MonynbHbIME THe3gaMu RJ-45. Kondurypamnus otnuuaercs ot obmenpunstoro 100-
METPOBOTO KaHana, onmucaHnHoro cranaaptoMm 1A 568-C.2, ymeHbIIEeHHON JIMHON U
MEHBIITUM KOJIMYECTBOM TOYECK COCIUHEHUS — WX MaKCUMyM JBe, a HE 4YeThipe. B
TaKuX KaHaJax IS MOAKITIOYEHUS aKTUBHOTO OOOPYIOBAaHHSI MOTYT UCIOJIB30BATHCS
TOJBKO MEKCOCIUHEHUS, Ha KOHIAX 3aJIeICTBOBAHO TOJBKO IO OJHOW E€IUHUIIC
KOMMYTAITMOHHOTO O0OPYIOBAaHMS: TIOPT MAaTY-MIAHETW WM PO3ETKH Ha OJHOM KOHIIE
W TOpPT MaTy-MAaHeNH WU PO3ETKU Ha JApyroM.Ima KoHuzypauus omaudHo
nooOXo0um 0ns ueHmpoe odpadomku Oanuwvix, Kak ¢ tomojoruei «top of rack» (B
KOKIOM IKady YCTaHABJIMBACTCS CETECBOM KOMMYTAaTop), TaK M C TOIOJOTUEH



https://www.fs.com/ru/c/cat7-patch-cables-980?c_site=community_ru&c_ctype=knowledge&c_from=wordlink&c_cat=BMCS5103-Ethernet_Cable&c_rel=21431
https://www.fs.com/ru/c/cat8-patch-cables-3371?c_site=community_ru&c_ctype=knowledge&c_from=wordlink&c_cat=BMCS5103-Ethernet_Cable&c_rel=21431
https://www.fs.com/ru/c/cat8-patch-cables-3371?c_site=community_ru&c_ctype=knowledge&c_from=wordlink&c_cat=BMCS5103-Ethernet_Cable&c_rel=21431
http://www.tiaonline.org/tia-issues-new-balanced-twisted-pair-telecommunications-cabling-and-components-standard-addendum-1

«end of row» (kpaiiHuii 1mKap B KaKIOM POy HrpPacT POJb PACIPEACTUTEIS |
COJICP)KUT TaT4Y-TIAHENIM, TOPU3OHTAIbHBIC KAOEIH OT KOTOPBIX BEAYT K ITAHENSIM,
YCTAHOBJICHHBIM BO BCEX OCTaJbHBIX INKadax psaa). OrpaHHYeHHE O KOJUYECTBY
Touek coeauHeHus He umeeT Ui [{OJ] mpakTHYeCKOro 3HaueHUs, MOCKOJIBKY B HHUX
HET HYXIbl HH B KPOCC-COSAMHECHUAX (g vero morpeboBayiach Obl BTOpas maTd-
MaHelNb Ha KOHIIE), HU B HCIIOJIh30BAHHH KOHCOJMIAIMOHHOMN TOUYKH (YTO MOBJICKIIO OB
3a c000¥ YCTaHOBKY €Ille OJIHOW MaT4-MaHelu B cepeHe cerMenTa). Ha camom nene,
JUTS BCeX KOHQUTYpALMA ¢ TPEMS WIIA YeThIPhMSI KOHHEKTOpaMH B KaHaJle XapaKTepHa
OlHA W Ta >K€ MOHTaXHas NpoOJieMa: YYacTKHM TOPU3OHTAIBHBIX KalOenel c
nojiHOoTebIMU JkriiamMu (SOlid) mpuXoAaWTCsT OKOHIIOBBIBATH MOJIYJIBHBIMH BHIIKAMH,
YTO BCETJa HEXKEIATeIbHO.

Cat. 8 40MouT/c

NMpumep KoHPpUrypauynm kaHana kareropum 8

| <——[opu3oHTanbHbLIN KaHan—>|

A B C
AKTBHO®E AKTUBHO®E
] T

obopynoBaHue L | L= obopygoBaHue
C1 L2

KaGenu v wHypbl
AnnapaTHble WHYPbLI A, C
[opu3oHTanbHbIN Kabenb B

Kannbp MaKcmmanbHas
KommyTaumnoHHoe o6opyanoBaHne NPOBOAHMKOB anvHa A + C, m
MopgynbHble rHe3pa 2 25 B WHypax, AWG
MakcnmanbHan g/iviHa 22-23 8
A+C oM. Tabnuuy 24 6
B 24 M 26 4

Puc.4.18. KoncTpyknust kabenst KaTeropuu 8 v MpuMep ero HCIOIb30BaHUS



N3menenne TpeOOBaHMI K KOHPUTYpAIlMU KaHaja B KaTETOPUH 8 B CPaBHCHHH C
MPEAIIECTBYIOMUMHU  KaTeTOpUsIMA  BBI3BAHO TEM, YTO YACTOTHBIM JHamna3oH
pacIIMpUiICs BYETBEPO OTHOCUTEIHLHO KaTeTOpuH 6A — MOTOJIOK YacTOT COCTABIISECT HE
500 MTI'm, a 2000 MI11.

UtoOb1 000pyI0BaHUE MOTJIO BOCIIOJIB30BAThCS TAKUM IIUPOKUM JIMAMA30HOM, K
KaHaIy TMepe/ladyd NPeIbABISIIOTCS Topa3io 0ojee cTporue TpeOoBaHUs MO BHOCHMBIM
MOTEPSIM, IEPEKPECTHBIM HABOJIKAM U BO3BPATHBIM MOTEPsM. MakcuMalibHas TOJIIMHA
MPOBOJHUKOB [IJIi CHUCTEM Ha OCHOBE BHUTOW Taphl, JOIMYycKaeMas CTaHAapTOM,
cooTBeTCcTBYeT KanmuOpy 22 AWG, u 3TO OrpaHMYMBAcT BO3MOXXHOCTH YIIYUIIUTH
3HAYeHUE BHOCUMBIX NOTEPh B TOPU3OHTAIBLHOM cerMentre. Ha camom nene, maxe
kamuop 22 AWG co3maer onpeaeneHHble CI0KHOCTH, TOCKOIbKY Kabelb MmoixyJdaercs
JOBOJILHO JKECTKHIA, a €r0 BHEIIHWWA AuameTp gocturaeT 9 mm. B Takux ycmoBusx
€MHCTBEHHBIN peanbHBI CIOCO0 00eCeUnTh XOPOIINE XapaKTepUCTUKU Mepeladd B
KaHaJie — YMEHBIIUTH €ro JJIUHY.

Kpome BHOCHUMBIX TOTEPh HEOOXOJUMO YYUTHIBATH U HABOJKH (ITOMEXH) MEKITY
napaMmu kKalessi U MEeXAy KaOensiMh — 3TO TOXKE 3HAYUMbIA (akTop, OCOOCHHO IS
BBICOKHX 4acToT (puc.4.19.). UccnenoBanus nokasand, uto (MeXKaOeIbHbIC) HABOIKH
B HEdKpaHuUpoBaHHOW BHTOM mape UTP caumkoM BBICOKH, YTOOBI MOXKHO OBLIO
peanu3oBaTh Iiepefady AaHHbIX 1o 1potokony 40GBase-T. UtoObl moOUTHCS
MpUEMJIEMbIX 3HAQYEHUW  MEXKMApHBIX HABOJOK, HeoOXoauMo mpuderatb K
SKPAHUPOBAHHIO. ITO MOXET OBITh KaK OOIIWI dKpaH, OXBaThIBarOIINK 4 mapbl (kabeb
F/UTP), Tax 1 nHAMBUAYATbHOE SKPAHUPOBAHUE KAXKJIOW Maphbl TUIIOC OOIIUH dKpaH B
Buje Goabru wim orietku (kademu F/FTP u S/FTP cooTBeTCTBEHHO).

3aryxaHue nepexofHbIX NoMex Ha bnwkHuiA KoHel, , Ab
40 -

507 psANEXT
_| AnA KaHana
60 Kareropumn 6A

100 . | | |
1 10 100 1000 10000

Yacrota, My

Puc.4.19. MexmapHbie HaBeAEHHBIC IOMEXH JIJIs Kateropuii 6 u 8



Jna O/l cymecTByrOT peKOMEHAALUH IO HWCIOJIb30BAHUIO PA3JIMYHBIX THUIIOB
KaOenpHOUW CTPYKTYpHl. Hirke mpuBeneHbl MpUMEpHBIC MPEAOYTESHUS HCTIOIb30BaAHUS
METAJJTUYECKOTO U ONTHYECKOTO Kabenei.

Mauste koprioparusabie IO/ Ib1 (miomans UT-30u menee 100 m°)

. [IpenmyIiec TBEHHOE UCITOJIH30BAHUE BUTOMIAPHBIX KaOEIeH.

. OnHOMOJIOBBIC JIMHUHM TPUMEHSIOTCS [JISI CBSI3M C TOPOJCKHM BBOJOM
OTIEpaTOPOB CBS3H.

Cpeanue xkopnopatuBubie I{O/Ib1 (momaas UT-30u 100-300 M2)

. OrpaHnyeHHOE WCIIOJIB30BAHUE ONTHYECKUX Kalene, HO OoybmIoi
noTeHIma s pocra. [omynspHa apxurekrypa Top of Rack (ToR).

Bouabmue kopmnoparuBasre LOIbr (300-1000 M%), a TakKe THIHYHBIE
kommepueckne L0 b1 (500-5000 m?)

. 60-90% nuHUIT — MHOTOMOJOBAs ONTHKA, BCE Yalle HCIOIb3YIOTCS
nperepMuHupoBaHHbie MPO-kabenu.

. PasnooOpasue apxutektyp (TOR, EOR/ MoR, Centralized Switching), Ho
yare npeamnourenue orgaercs 10R.

. «Menp»  Kareropum 8  paccmaTpuBaeTcsi ~ Kak  aJbTepHATHBA
MeXarmapaTHhIM KaOesM.

Kommepueckne merallO/b1, o0jayHble HW  rumepMaciuradéupyemble
(Hyperscale) kommiexcn (3000-50000 m? 1 6outee)

. JIOMHMHHPYIOT OJTHOMOJOBBIC THHUH (MX H0J1s1 MOoxkeT mocturath 100%).

. Ckopoctu 40G m 100G, mepcrektuBbl BHenpenus Texnojorun 400G nHa
OJHOMO/TOBBIX JIMHUSIX.

. [TIpeTepMuHUpOBaHHBIE MPO-kabenu JUTSE BBICOKOCKOPOCTHBIX
MPUIIOKEHUM.

. CooTHOIIICHUE J0JeH METHOXHIBHBIX U ONTHYECKUX JUHUM B KaOeIbHOM

nndpactpykrype [1OJla BO MHOTOM ompenensercss €ro IUiomaapio. Tak, B MajbIX
kopriopatuBHbIX [10/lax, e miomans UT-300 He npesbimaer 100 M, JTOMUHUPYIOT
BUTOMApHbIE Kabenun — I8 HEOOJBIIMX  PACCTOSHUNA  BIOJIHE  XBaTaer
«J1aTbHOOOMHOCTU» MEIHOXUIBHON TMPOBOJAKH. B KPYMHHBIX )K€ KOPIOPATUBHBIX
1eHTpax o0paboTku maHHbIX (6osee 300 Mz), a tarkke B Kommepueckux [1O[lax Ha
MHOT'OMOJIOBYIO ONTHKY mpuxoautcs yxke 60—90% Bcex JMHHM, TP 3TOM ITOCTOSHHO
yBeIMuuBaeTcss n1oas JuHui ¢ BoidokHOM OM4. Kpome Toro, Ha Takux OOBEKTax
BCE Yallle HCHOJB3YIOTCA Kaldenu ¢ MNPeTepPMUHUPOBAHHBIMA MHOTOBOJOKOHHBIMU
MPO-coequHUTENSIMI;, OTH TEXHUYECKHE PEIICHUS TIO3BOJSIOT OINEPATHBHO U C
MUHHMMAaJIbHBIMU 3aTpaTaMHU [0 Mepe HEOOXOJUMOCTH MepedTH Ha Oosee BBICOKHE
ckopoctu: Hanpumep, ¢ 10GbE na 40GbE u nanee na 100GbE.

. OtnenbHO crnenyeT yHNoMsiHyTh Tak HasbiBaeMble MerallOler — B
YaCTHOCTH, OIpOMHBIe runepmacmradbupyembie (Hyperscale) xomruiekcel, Ha 0ase
KOTOPBIX MHOTHME WHTEPHET-TUTaHThl MPEAOCTaBISAIOT oOjlauHble cepBUCHl. Ha Takux
00BbEKTaxX JOMUHUPYIOT OJHOMOJOBBIE JIMHUM, MPUYEM HUX JOJII MOXKET JIOCTUraTh
100%. IIpeumymieCTBEHHOE WCIIOJIH30BAHUE OJHOMOJIOBOM TEXHHUKH OOYCIOBICHO
pSAIOM TpPUYMH, B TOM YHcle OONBIIMMHU paccTosHUSIMU Mexnay WT-monynsmu wu
3aJlaMM, a TaK)Xe BBICOKMUMH TpeOOBAHUSIMU K MPOMYCKHOW CIIOCOOHOCTH CeTe —
Biaaebipl Meral[OJloB oHUMEU U3 TIEPBBIX Hadad MpuMeHATh TexHojoruu 40GbE u



100GbE. Henb3st He ymoMmMsHYTh U O TOM, YTO HEKOTOpPBIC M3 HUX pa3padaThIBarOT
cobctBeHHble mpuHLOUNBl opranu3zanuu CKC, KkoTopele NONy4YWiIM JanbHeEnIee
pa3BHTHE B paMKax HHHIMHpoBaHHOro Facebook mpoexkra Open Compute Project
(OCP).

Ewmé pa3 nosropum, uro CKC O/l cocTouT u3 cijieayoummnx noacucrem:

I'naBubiii pacnpeaeaureabubiii mynkt (MDA / Main Distribution Area).
JlaHHas cuctema obecrnieurnBaeT HHTepeic J0CTyIa B IICHTP, a TAKKE OCYIICCTBIIICT
neneHue Tpaduka, KOTOPBIA MOCTYMAET MO TJIaBHOW MarucTpalid, MEXy BHYTPCHHUMHU
MarucTpajisiMi. BkirtouaeT B ce0s1 MapIpyTH3aTOPhl, MArUCTPaIbHBIE KOMMYTATOPBHI,
000pyI0BaHHUE OMEPATOPOB CBSI3U.

TopuszontanbHas pacnpeneauTeannasi cucrema (HDA /Horizontal
Distribution Area), koTopas OCyIIECTBISICT pacnpeeiicHue Tpaduka oT BHYTPCHHEH
MarucTpaiv 10 JOKAJIbHBIM JIMHUSAM, KOTOPBIE TIOJXOIST K alliapaTHbIM 30HaM. [{iirHa
JIOKJIbHBIX JIMHUH He ToJpkHA npeBbimath 100 meTpos.

AnmapaTHasi 30Ha, TJIc Pa3MEIIalTCs cepBepa, KOMMYTATOPbI, KOMMYTAallMOHHBIE
TIaHEeIH.

Cucrema pacnpeneienns Tpadpuka no obopynosanuio (EDA /Equipment
Distribution Area). JlanHas cucTemMa OCyIIECTBIIICT paclpeeicHie TpapuKa MexK Ty
cepBepaMu U JPyruM 000pyJTOBAHUEM.

4.11. OcHoBHbIe BapuaHThI KabeabHOoil uHGpacTpykTyphl CKC 1
pasMmenieHuss kommyraropos B LHO/{

Bapuanter Middle of row (MoR), End of row (EoR), Top of rack
(ToR) mpencrasnenst prc.4.20.

OnTusecimns Kabani

LieHTpanuaosanHan ————— BHTONAPHLIE K&
KOMMYTALMA

LLikachel & CRTERIM
obopy noEaHWem LAN

. Llikaget ¢ copEapanm

MoR

[lixadisl CATH XPEHEHWA DaHHLIX SAN LWikadial CETH XpAHEHWA DaHHBIX SAN

KaBensHuie BBOOLI OT ONepaToOpoB

Puc.4.20. BapuanTts! kabenpHOM nHPpacTpykTypsl CKC 1HO/]



ApxutektypHble pemieHns CKC B L[O/[ B 30HaxX NOAKIIIOYEHUS KOHEYHBIX
yctpoiictB  11O/la ompenensercss pacmoyiOKEHUEM aAKTUBHOTO  O0OpYIOBaHUS
(koMmmyTaTopoB). Ha mpakTuke momydmiiv pacrnpocTpaHEHHe TPH OCHOBHBIX BapUaHTa
Takoro pacnonoxxkenus. llepBwiif, u Haubojee mNONyNSAPHBIM, — YyCTaHOBKA
KOMMyTaropa B Kaxmaon croiike ¢ WT-o6opymoBanuem (TOR). Bropoit —
KOHLEHTpaIMsl KOMMYTAaTOpPOB, OOCIYXHUBAKOIIUX OOOpYAOBAaHME [AaHHOTO pAna, B
oJHOH cTolike. CTOMKa ¢ KOMMYTaTOpaMH MOXET HaXOJUThCs B KoHIE psina (EOR) mmm
B ero cepenune (MOR). Hakonen, TpeTuii BapuaHT — HEHTPAIN30BAaHHOE Pa3MEICHUE
aKTUBHOTO 0OOpymoBaHus, oOcayx)uBaroniero ceppepusiii 3an (Centralized Switching)
(puc.4.21). B 3TOM ciyyae KOMMYTAaTOpPhI YCTaHABIMBAIOTCS B TJIABHOM Kpocce, a B
CTOMKaxX HaXOJIUTCS TOJbKO naccuBHoe obopynoBanue CKC.

CENTRALIZED CABLE

Bl MDA Fiber Cable M Switch
B EDA CopperCable I HDA

Puc.4.21. Apxutektypuoe pemenue B [{O/] ¢ nieHTpann30BaHHONW KOMMYTAIHEeH U
MIOCTPOEHUEM KaOeIbHON HHPPACTPYKTYpPHI

Cokpamienust Ha puc.4.21: MDA (Main Distribution Area) — Space where core
layer equipment such as routers, LAN/SAN switches, PBXs, and Muxes are located.

HAD (Horizontal Distribution Area) — Space where aggregation layer equipment
such as LAN/SAN/KVM switches are located.

EDA ( Equipment Distribution Area) — Space where access layer equipment
such as LAN/SAN/KVM switches and servers are located.

ZDA ( Zone Distribution Area) — Space where a consolidation point or other
intermediate connection point is located.



ApxurexktypHoe pemienne TOR mus HOJI.

Top of rack (TOR) — 310 Mojenh KOMMYTAIMH, KOT/Ia B KaXKJIOH CTOWKE CTOUT
KOMMYTAaTOp, KOTOpbI 00palaThiBaeT TpauKk C CEpBEpPOB B ATOM CTOMKE, U
COEJIMHEH C KOMMYTATOPOM SijIpa WIN C arperupyromM ciaoeM (B 3aBUCUMOCTH OT
Kom4yecTBa ypoBHer) (puc.4.22). CoriiacHO pe3ysbTaTaM OomIpoca, MPOBEICHHOTO
B 2015 romy, TOR Opwia nHambornee MOMyJsipHOW CHUCTEMOW, Kak B LIEHTpax
00pabOTKM JaHHBIX, TaAK U B KOPIOPATHUBHBIX LEHTpaX OOpaOOTKH JaHHBIX.
Hcxonst w3 HBIHEUIHEW TEHACHUWH, OH OyAeT MIMPOKO PacHpOCTPaHEH Kak B
HACTOSIIIEM, TaK U B OyAyLIEM.

TOP OF RACK (ToR)

Bl MDA W FiberCable B Switch

B EDA CopperCable I HDA
Puc.4.22. ApxurextypHoe pemenue TOR mis O/

Cokpamienust Ha puc.4.22: MDA (Main Distribution Area) — Space where core
layer equipment such as routers, LAN/SAN switches, PBXs, and Muxes are located.
HAD (Horizontal Distribution Area) — Space where aggregation layer equipment
such as LAN/SAN/KVM switches are located. EDA ( Equipment Distribution Area)
— Space where access layer equipment such as LAN/SAN/KVM switches and servers
are located. ZDA ( Zone Distribution Area) — Space where a consolidation point or
other intermediate connection point is located.

Apxurexktypa Top of Rack (B HEKOTOpBIX aHIJIOA3BIYHBIX ITYOJIMKAIHSIX
UCTIONIB3YETCS €€ COKpAaIleHHOEe HaMMEHOBaHUE B BUAE 10R) oCHOBaHa Ha yCTaHOBKE B
BEPXHEHW YaCcTH KaXKIOTO CEPBEPHOTro mkada OMHOTO WM HECKOJBKUX TOTPAHUYIHBIX
KOMMYTAaTOpOB. BepxHsisi yCTaHOBKa 3THUX YCTPOMCTB HE SIBISETCS OOA3aTEIbHON U



MPAKTUKYETCA HUCKIIOUUTENHHO U3 COOOpa)X€HUM MPOCTOTHI pabOThl C HUMH B TeX
HEMHOTOYHCIICHHBIX CITydasiX, KOra TpeOyeTcs BBIMOTHEHUE PYYHOW KOMMYTAIUH.

OOpatieHue K apXUTEKType paccMaTpUBAEMOU pa3HOBUHOCTU BIIEUET 3a cO0Oit
CYILIECTBEHHOE yNpolleHue ropu3onTanbHon noacucteMsl CKC u3-3a Toro, 4ro cepsep
HEMOCPEJACTBEHHO  TMOAKIIOYaeTcss K  [OpTaM  KOMMYTaTopa  OOBIYHBIMH
KOMMYTAIMOHHBIMH IIIHypamMu. B pe3ynbrare U3 psia CEpPBEPHBIX MKA()OB BBIXOISIT
UCKJTIOYMTEILHO  COCAWHHUTEIbHBIC JIMHUKM  OT  UP-liNK-TopTOB  MOrpaHUYHBIX
KOMMYTaTopoB. KpomMe TOro, mMOIKJIIOYEHHWE HOBBIX CEPBEPOB B CTPYKTYpPY
OrpaHUYUBAETCS (PAKTHUYECKH TOJBKO HAJMYUEM CBOOOJHBIX MOPTOB Y IIKAQHOTO
KOMMYTAaTopa.

ITockonbky TOR sBnsiercss HamOoJiee MOMYJISIPHBIM IPOCKTOM CHUCTEMbI LIEHTpA
00paboTKH NTaHHBIX, KOMMYyTaTOpbl TOR cTaHOBATCS MOMyJsipHbIMU. BOT HEKOTOpbIE
npousBoAuTeNbHBIC TOR SWitch ¢ pa3nmnyHOl CKOPOCTHIO MTEpeiayu TaHHBIX OT cepBepa
kK cepBepy, B muamnazone oT 1G mo 100G. Bce xkommyratopbl TOR mopmepxuBaroT
¢byakum  L2/L3, IPV4/IPv6, Moctbl 1ieHTpoB 00paboTku gaHHBIX (puc.4.23)
KommyTtatopel TOR 10omkHBI ObITH MHOTOIOPTOBBIMU M C MaJIOW 3aJ€P>KKOW CHTHANA,
MMOCKOJIBKY UM TMPUXOUTCS UMETh JIEN0 ¢ TpapuKaMH Pa3HBIX YPOBHEH.

Top-Of-Rack (TOR) - Network Connectivity Architecture

Top of
il Rack
Switch

Aggregation
Switch
Metwork
Rack
Rack Mounted

Senver

Puc.4.23. BapuaHT BKIIOYEHUS KOMMYTaTOpoB TOR

B xonctpykuuu TOR, mo kpaitHelt Mepe, OJIMH CETEeBON KOMMYTATOP pa3MelleH B
KOKJIOM CTOWKE, a cepBepbl B CTOWKE MOJKIIOYEHBI K KOMMYTAaTOpy, OOBIYHO, C
nomoupl0 MegHoro kabens. Ilociae 3TOoro, KOMMyTaTOpbl B KaXAOW CTOWKE
noJIKIIroyaroTcst kK TOR switch.

[IpeumymiectBa TOR: Menubie kabenu ocTalOTCs ‘B CTOMKE”; CHMXKEHBI 3aTPaThl
Ha TMPOKIAAKy KalOenei; mnoanepKuBaeTcss MOJyjibHas U rTuOKas “B cToiike”
apXUTEKTypa; IepcreKkThBa Ha Oosiee BBICOKME CcKopoctu. llpu peanuzanum



https://www.fs.com/ru/c/10g-sfp-plus-63?c_site=community_ru&c_ctype=knowledge&c_from=wordlink&c_cat=BMCS2017&c_rel=14919

apxutekTypel 10p Of Rack 3amaua pesepBUpoBaHHS CBSI3€H OTIENBHBIX CEPBEPOB C
CEThI0 MOXKET PeIIaThCsl ABYMs pa3iM4HbIMU criocobamu. CoriacHo NepBoMy M3 HUX,
OCHOBHOM M pE3EpBHBIA MOPTHI CETEBBIX HHTEPPEHCOB CepBEpa MOAKIIOYAIOTCA K
pa3IUYHBIM KOMMYTATOpaM, KOTOpPbIE HaXOASATCS B oAHOM Iikady. Bo BTopom ciyuae
KOMMYTAaTOpbl JUI1 TOAJEPKKHM OCHOBHOM M PE3EPBHOM CBS3EH Ppa3MEIIAIOTCs
00513aTeNILHO B pa3HbIe KOHCTPYKTHBHI (puc.4.24).

Internet
ion router
Data ;EAggregatinn switch
Center == ’ S

— ] Top of rack
= switch (TOR)
Network Rack
racks servers

Puc.4.24. Apxutexktypunoe pemenue TOR mma ILIOJ c pesepBupoBanueM u
BBIXOJIOM Ha HHTEPHET

ApxurexktypHble pemienusi EOR, MOR u ka6enbHas undpacTpykrypa

Ecnmu roBOopuTh 0 MEpCHEKTHUBAX HCIIOIB30BaHMS BBICOKOCKOpPOCTHBIX (25 m 40
['6ut/C) TtexHomormii Ha 0a3e BuTomapHod mpoBoaku Kareropuu 8, TO OHH
IpeIHa3HAYEHBbI B IEPBYIO OYEPEb IS alapaTHRIX 00JacTel ceTei, MOCTPOEHHBIX 110
apxutektypam TOR, EOR u MoR. B ciyuae EOR (puc.4.25) paccrosiHue ot cepBepoB
710 KOMMYTaTOPOB HE TPEBBIIIACT JUIMHBI psia CTOeK, a B Bapuante MOR (puc.4.26) —
MOJIOBUHBI JJIMHBI psifia, UYTO YKJIAABIBACTCS B YK€ yMOMsHYTble orpannyeHus 30 .
VYHuBepcanbHble KabenpHbIe cucTeMbl Kateropum 8 wmoryt crtath 3(h(eKTuBHOM
3aMeHoO# kabOenmed mpsimoro moakimoueHus (Direct-Attach Cable, DAC), koropsie,
IOMUMO CBOEH HECTaHIApTHOCTU (OHU TPUBS3aHBI K KOHKPETHOMY OOOPYAOBAHHUIO),
BecbMa Joporo croAr. OpHako OJHO3HAYHO OTBETUTh Ha BOIPOC, CMOXKET JIU
Kareropus 8 crarh xopormieil 3amMeHON MHOTOMOJIOBOM ONTHKE HAa HEOOJIBIINX
PACCTOSIHUSIX, TOKa HEBO3MOXKHO.



END OF ROW (EoR)

W MDA W FiberCable B Switch
Il EDA CopperCable I HDA

Puc.4.25. Apxutekrypnoe pemenne EOR mns LHO/]

MIDDLE OF ROW (MoR) :

W MDA M FiberCable M Switch
M EDA Copper Cable B HDA

Puc.4.26. Apxutextypnoe pemenne MoR mns LHO/]

Coxpamenus Ha puc.4.25, 4.26.

MDA (Main Distribution Area) — Space where core layer equipment such as
routers, LAN/SAN switches, PBXs, and Muxes are located. HAD (Horizontal
Distribution Area) - Space where aggregation layer equipment such as
LAN/SAN/KVM switches are located. EDA ( Equipment Distribution Area) — Space
where access layer equipment such as LAN/SAN/KVM switches and servers are



located. ZDA ( Zone Distribution Area) — Space where a consolidation point or other

intermediate connection point is located.
Ha puc. 427 wu 4.28 mnpencrtaBieHbl OICHOYHBIE 3HAYCHHUS TI0 BBIOOPY

UHPPACTPYKTYpbl KOMMYTalMK U ¢pu3ndecko cpeanl coenuenuit B O/,

KommyTauuoHHaa uHdgpacTpyktypa ana LO[

Other
Centralised 59% Top-of-rack
switching switching
33% 42%
NS

Middle-of-row End-of-row
switching switching
5% 15%

Puc.4.27. llpenmoureHus B BEIOOpEe KOMMYTAaMOHHON MHGpacTpykTypsl L{O/]

Kommepyeckue
Manwi Cpenxui Bonbiwod Kommepyeckun  merallOfbl, ofinayHee
mmn:ﬁnﬂ:m kopnopatieHei LIOL  kopnopamwessst UOJ  kopnopamaeses O uon M THNEPMACLLTAGHPYEMble
<100 100-300 M 3001000 w2 500-5000 w2 (Hyperscale) komnnekce!
' 1 Gonee
(piHOMO ROBOE BONOKHD

Beog B 30aHue

[NaBHan pacnpene- ONTHYECKOR BONOKHD
e

0fnacTh ONTHYECKOR BONOKHO
ofopyposasms  Medb

Puc.4.28. Pexomennarus o mpuMeHeHHIO Gu3ndeckoid cpeasl coenuaernit B [1O]]



4.12. llperepmunnpoBanHbie coennnenusi B LHO/I

[IpeTepMuHMpOBaHHBIE KaOEIbHbIE PEIICHUS ISl BOJOKOHHO-ONTUYECKON MOJCUCTEMBI
CKC peanusyercs NPEUMYIIECTBEHHO B BHUJAE MOJYJIbHO-KACCETHBIX PEIICHUIN
(puc.4.29). CTumMyaoM K UX BHEIPSHHIO CTAJIO HCIOIb30BaHKue o0opynoBanus 10GDhE u
3aJI0)KCHHBIE B TAKUE PEIICHHUS BO3MOXKHOCTH Iepexojia Ha 0oJjiee BBICOKOCKOPOCTHBIE
texHosoruu. IlperepmunnpoBannbie pemenus s IO/l paccuuransl Ha OBICTPBIA U
KAUeCTBEHHBI MOHTaX. Takue CUCTEMbl TECTUPYIOTCS B 3aBOACKHUX YCIOBHSIX. OHU
MOTYT BKJIIOYATh B C€0sl KOMMYTAl[MOHHbIE [TAHENH, IPETEPMUHUPOBAHHBIE KACCEThl U
MOJAYJH, CHELHAIbHbIE KpPEIUIEHUS M KPOHIUTEHHBl JJs OpraHu3aliid TOYEK
KOMMYyTallid B NPOCTpaHCTBE MOJ (HajblINOIOM, HaJ MOHTaXHBIMH UHIKadamuy,
O0BENMHATh pa3NU4YHbBIe CpeAapl mepenadn npu  d(QPEKTUBHOM HCHOIb30BaHUU
nosne3Horo npocrpanctea B LHO/I.

Puc.4.29. [lpumep ncmonb30BaHus MPETEPMHUHUPOBAHHOTO ONMTHYECKOTO Kabems OMS
st coenuaenuit B L{O]] ¢ momynem SWDM

-

Puc.4.30. IIperepmunupoBanabie KoMmoHeHTHI A1t L{O/]
HoBunku nperepmunupoBanus (puc.4.31) mpeaHa3Ha4YeHBI ISl CO3/IaHUS JABEHAIATH
BOJIOKOHHBIX TPAaKTOB cO CKOpocThio mepemaun a0 400I'6ut/c, a B MX OCHOBE Nexar



konHekTopel MTP PRO «kmaccos: Standard w Elite. TIlepBble moaxomsr s
OJTHOMOJIOBBIX BOJIOKOH, BTOpbIe — 1t OM3 1 OM4. D10 obecnieunBaeT MUHUMATLHBIE
MOTEepPH 1O JIMHHUSIM TIPSIMON M OOpaTHOHM mepenadd, 4TO YIOBJICTBOPSICT MPOTOKOJ
100GBASE, rue 6romKkeT moTeps Ha OJTHO COeTMHEHUE Ha JoikeH npeBbimath 0,351b.

[TpuMepsl HCTIOIB30BaHUS MPETEPMUHUPOBAHHBIX PEIICHUN MpeAcTaBieHbl puc.4.32,
4.33,4.34., 4.35.

Main Distribution Area (MDA1)
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| | Main Cross (MC1) Equipment Rack Equipmanl Rack |
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|
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Cross (EC) : |

Fibsar
prangl

Main Distribution Area (MDAZ)

| e L T
| | Main Cross (MCZ) Equipment Rack Equipment Rack
|
|
Servar Disk Array | = FC Swilch DWEM
LC ports LC poris | LC poris LC poris
|

R
—T Fiber panel =

=

CrpykTypHan cxema NogrniiHeHna obopyn0BaHua MalLMHKOND 3ana
npMMEHEHWEM kafeneHbx cHopoK 33B0ACK0MD MAMOTORNEHWA © NPETEPMUHUPOBAHHEIMK PEILEMAMMN,

Puc.4.32. Tlpumep cxemsl kabenpHbix coemuHeHuit L{OJl ¢ mpeTepMHUHHpPOBAHHBIMU
pazpémMamMu



[0pu3oHTanbHaA noacucTemMa

KOMMyTauUoHHbIE CranpapTHble
naxenin PanViewlQ . KOMMYTaUHOHHbBIE
7. o oo Somm oo T A LA § naxenu
Kommyrgun@auﬁla naxenu : =5 -
anView
CTaHnapTHbie
Cross-Connect : _m mim KOMMYTaUWOHHbIE
KOMMy TaUMOHHbIE e D m e T LWHYPBI
naxenm : e :
PanViewlQ

+ AWKLBHHOE W KOHTPONMPYEMOE None
KOMMYTAUMIN MEKAY KOMMYTALUWOHHLIMI
naxenAnit PanView i0 npegoTepaliaet
NOBPEXOEHIA NOPTOB KOMMYyTaTOpa

1 Cepeepa

CTaHOapTHLIE WHYPLI
BUNKa-MOfyNb

« OTCnexuBaeTCA NOOKNKYERE
KOMMYTaUMOHHBIX WHypoB PanView iQ
Cross-Connect mexny cepeepom

W KOMMYTATOPOM, 4TO 0ONeryaet
NePEKOHMIYPALND CETH

+ KoMmyTaunonHbie nanenn PanView iQ
NETEKTAPYIOT HAMEHEHNA COCTOAHNA
MOAKMIYEHNA 1 YBEAOMARKT

AnMNHWCTRETO|
KomMmyTatops Cepeepsl .
KommyTaumoHHan — KoMMyTaunoHHaA CTanpapTHan
naHenb Iian\!lewlﬂ naHensb Ean‘.flewlu KOMMyTaublounaa naHens
KommyTatop ﬁ Cepsep
CTaHgapTHbie "OMMYTaUNOHHbI lopu3oHTansHan CTaHnapTHeil
WHYPbI wHyp PanViewlQ nogcucTema KOMMYTaLMOHHBIA
BUnka-Mogyny  Cross-Connect WHYp

Puc.4.33. Ilpumep cxembl coeqnHEHNH cepepa u kommyTtaTopa [{O/]

’ @_U—@_U_@ @_U_@E
oy iy :

Puc.4.34. Ilpumepsl BapHaHTOB CXeM MpeTepMUHHpPOBaHHBIX coeamHennii B CKC:
a) IBYXKOHHEKTOpHasl; 0) TPEXKOHHEKTOPHAS; B) YETHIPEXKOHHEKTOPHASI

a4 B=o=4 [=2tTe

Eléctroniis 2x12-Fibér MTP Adagter Platé 2k Ixl2-hber TP MTP Adagter Plate 2x12-hbeés Electromcs
1o 1x24-fibar Trunk: Cables to 1e24-fibar
MTP Harnass MTP Harnéis

Puc.4.35. [Ipumep coeqmauTensHol 12 BonokoHHOU cucTembl Ha ckopocth 100 ['6ut/c



4.13. Coequnenusi mexxay IO/l (na mpumepe kommiiekca ooopynosanusi BOJIT'A,
T8)

OcobeHHOCTh MHPPACTPYKTYpPbl LIEHTPOB OOpaOOTKH AAHHBIX — 3TO HaJIUYHE
XOJOMHOTO ¥ TOPSYEro KOPUAOPOB ¥ COOTBETCTBYIOIIAS CXEeMa OXJIAXKICHHS
obopynoBanusi B 11OJl. BaxubiMm TpeOoBaHMEM K TEIEKOM-000PYIOBAHUIO SBIISIETCS
MO/IJIEP)KKa BBICOKOCKOPOCTHBIX KIMEHTOB, WX A((EKTUBHAS arperanus B KaHalIe C
BBICOKO MPOMYCKHOM CIIOCOOHOCTHIO.

[Mlaccu g 11O/ (DCI) mo3Boasitor oneparopam oprannzoBate DWDM-kaHabt
BBICOKOW €MKOCTH JIJISl COSAMHEHUS IICHTPOB 00paOOTKH JaHHBIX B PaMKax ropoja Uiu
Ha Oouiee ynaneHHbie paccrosHus (puc.4.36-4.38). KommakTHas miaTdopma mo3BosieT
He Toiibko 3pdektuBHo pasmectuth a0 aBYyX (V3 DCIl) wim mectu (V6 DCI)
BBICOKOCKOPOCTHBIX arperaropoB, HO M ONTHYECKYIO JHHEHHYIO CHUCTEMY B OJHOM
I1accH.

C momompio nmHEHHBIX KapT cemeiictBa M1200 B DCl-ucnomnennn MOXKHO B
onuom maccu V3 DCI opranuzosats nepenady nadpopmanuu a0 2.4 Tout/c, a B maccu
V6 DCI — no 7.2 Tout/c.

OtBeuas Ha norpedHoctr 1[{O/[-kmuenToB, B pamkax DCl-nuneliku, kommanus T8
pazpaboTana KapThl C I[MAPOKUM HAOOPOM  MYIBTHCEPBUCHBIX  KIMEHTCKUX
uarepderico. Tak  Omox  arperaropa  M400-2C2-20P2Q  moaaepxuBaeT
BbIcCOKOCKopocTHbIe ommmu  CXJ[-nporokosioB FibreChannel wapsny c¢ Ethernet-
kiuentamu 10 400GE.

VS DO

V3 DCI 8 x 600G V3 DCI
U | M200 A\ [ M1200 3U
| w200 ({]] | mizoo )
V3 DCI V3 DCI
3y | M1200 OnTuueckui GlogxeTt Ao 15.5 ok (Pre-Amp) [ M1200 3u
.M OnTuueckui Gioaxet ao 19.2 B (Pre-Amp + Booster) B

Puc.4.36. Ilpumep oOopymoBaHus W cXeMbl BKItoueHus misa mexnay [[O]]
COEIMHEHUN



V1 DCI

vé DCI

Puc.4.37. O6opynoBanue Jisi OpraHU3aIlid BHICOKOCKOPOCTHBIX MEKCOCTMHEHHU I
HO/I. BapuanTel kommuiekroBanus st LHO/]

bnok arperartopa M800-1-8Q

Arperaums go B x 100G knuedToe v nepegaya go 800 Méut/c no oMol anvMHe BoNHy

CLEMT 3 CLIEsT 3 CLEHT i CLEAT & CLNT & LR T L §

py
i i
CEFFIE L /UPC
MakCHMONEHOA B MUDE CROPOCTE MNepenoyi OOHHEX LA, | ——
NS COHOW OANKMHE BONHBI o | carem
* n—‘ m Ling £
Cl-mu-: OTH i
a FEC Corawasr iz
OocTynHele MCAORHEHWA: EETTRIC =N PRELLLEE T
o | o=
Lo | Tenekom ST —

Puc. 4.38. OGopynoBaHue sl OpraHU3AINH BEICOKOCKOPOCTHBIX MEKCOSTMHEHUI
LHO/I — mykcmounaep 8x100I"6uT/c

JIns mpoBEeAEHHs SKCHEPUMEHTAJIbHBIX HccaenoBanuid no mexay LHOoBeiM
coequHernsiMm B 2023 romy wucmonp3oBaiach mepenoBas oredectBeHHas DWDM-
mwiatopma «Bonra» kommanunu «T8». PaccmarpuBaeTcs: mpuMeHeHHE pa3paOOTKH ISt
CO3/1aHUsI KBAHTO3AIMIIEHHBIX KaHATOB CcBsA3U Mexay L1O/Jamu.



4.14. bezonacHocth kommyTanuii B {O/]

YesioBeueckni pakTop

Kak moka3piBalOT MHOTOYMCJICHHBIE HWCCIECIOBaHUsA, OJHHUM W3 OCHOBHBIX
(hakTOpOB, TPHUBOMSIIMX K OTKa3aM B CETH, SBISICTCA 4YeJoBeUeCKHil ¢akTop. A
MpeACTaBbTe, Kakue (PUHAHCOBBIE MOTEPU MOTYT OXKHAATh KOMIIAHUIO, €CJIH KTO-TO W3
TEXHUKOB MO OIIMOKE BBIACPHET IIHYpP NOAKIIOYEHUS W3 THE3/la KaKoro-HUOYb
aktuBHOTO 0OOpymoBanus B [1O/]? BepoaTHOCTh TaKOTO COOBITHS yBEIMYUBACTCS TEM
obcrosaTenbcTBoM, uTo B [IOJ] MoryT paboTaTh HE TOIBKO MHKEHEPHI-KAOETbITUKH, HO
U CIEUUAIIMCTHI, 3aHSIThIE OOCITY>KUBAaHUEM KAKUX-TUOO JIPYTHX HWHKEHEPHBIX CUCTEM
WJIM OCHOBHOTO 000pY/I0BaHUS.

OueBHIHO, YTO 3aIIUTa TOYEK (DU3UIECKOrO MOJKIIOUYCHUSI OTHE CAHKII U O H U
P OBaHHBI X U CAyYalHBIX JEUCTBUH SBIISIETCS BAXKHEHIIIMM 3JIEMEHTOM 00eCTIeYeHU s
oezomacnoctu  IIOJ[. Jlms »>TOro KOMIIAHUW  TPOW3BOJIUTEIIN peanus3yoT
TPEXYpPOBHEBYIO CUCTEMY O€30MacHOCTH, KOTOpas MOCTPOCHA HAa OCHOBE KOHIIEHIIUU
"YMHBIX OTBEpCTU'. Bce KOMMYTallMOHHBIE TAHENIN U PO3ETKU BBIITYCKAIOTCS C TAKUMU
OTBEPCTHUSIMH, MOJITOTOBJICHHBIMU J1JIsl YCTAHOBKHU CPEJCTB 0€30MacHOCTH.

YpoBenn 1, BU3yajibHOe KOAMPOBAHUE

[[BeTOBOE KOAMpPOBAaHHWE PA3bEMOB, PO3ETOK M KOMMYTAIMOHHBIX MaHEIEH,
OCYIIECTBIISIEMOE C TMOMONIBIO CIEUUAIBHBIX KIHIC, KpBIIIEYEK M PaMOUEK,
"MmojckaspiBaeT OOCIY)KHUBAIOIIEMY TMEPCOHANTY, KaK MPaBUIBHO MOAKIIOYATh MEIHbBIC
u ontuueckue MmHyphl (puc.4.39). CHHIO BHIKY B CHHIOIO PO3CTKY, KPacHYIO B
KpPacHYIO H T. 1.

Puc.4.39. Ilpumep BU3yaabHOTO KOAUPOBAHHUS

YpoBeHb 2 , K IIBETHOMY /00aBJIsfieTCsI MeXaHH4YeCKoe KOJANPOBaHUe
(puc.4.40)
MexaHnueckoe KOIUPOBaHHE pealn3yeTcs ¢ MmoMolnbio diemeHntoB Data Safe
Lock, koTopble MeXaHWYECKH MPEHATCTBYIOT HEMPABHIIBHOMY IOJKIIIOUCHUIO
pPa3beMOB.



Puc.4.40. IIpumep MEXaHUYECKOTO KOJTUPOBAHUS Pa3bEMOB
YpoBeHb 0€30MaCHOCTH 3 0JIOKHMPOBKA Pa3beMHBIX COeTMHEHUI

Tpetuit ypoBeHb 0€30MACHOCTH, MPETOXPAHSIONIANA OT CIYYalHOTO Pa3beIUHEHHUS,
COJICP)KUT OJIOKHpYIolee yeTpoicTBo (puc.4.41-4.44). 3amuTHbIE JIACTHKOBBIC PAMKH
"Plug Guard" u "Fiber Guard",HamexHo 3allMIAIONIAE pPa3beMHBIC COCIUHEHUS B
pO3eTKax M Ha MaHENsIX MEPEKIIOUEHUs], MOTYT OBITh OTKPBITHI TOJIBKO MPHU MOMOIIH
CHeUaNbHOr0 Kitoya. TOJBKO aBTOPU30BAaHHBINM IEPCOHANT MOXKET OCYIIECTBUTH
nepernoKioueHue  yctpoicTB. I[loTeps naHHBIX yke HeBo3mokHa. "Plug Guard"
MPOM3BOAUTCS B TpeX pasIuyHbIX IBeTax, 'Fiber Guard" umMeer HOMOIHHTEIbHBIC
CMEHHbIC 1IBETOBBIE KiUICHL. Korma ke HaM HeoOXOAMMO 3alIUTUTh Ty WM HHYIO
po3etky RJ45 oT moaKIIOUEHUsT UCIONIb3YeTCs ClienaibHas 3anuTHas BcTaBka Jack
Guard". Ona ycranaBiauBaeTcs B MoAyiabHyr0 pamky "Plug Guard" m moker OBITh
M3BJICYCHA M3 €€ TOJIbKO MPHU MOMOIIHU KJI0Ya. DTO Jydllias 3all1uTa OT MOJKII0YEHUs K
Bameii cern. "Safe Clip" ucmonms3yercs Ha mHypax nepernroueHus RJ45. Jlannas
KJIUIca OJOKUPYET A3bIUOK pa3beMa, YTO JEIaeT HEBO3MOXHBIM €ro W3BJIEUECHUE W3
MOIynsl. MOXKET ¢ YCIeXOM HCHOJIb30BAaThCs C aKTHBHBIM 00OpymoBaHueM.''Patch
Guard" " HOBOE pemieHHe. Y CTPONCTBO YCTaHABIMBACTCS HA IIHYPBI TIEPEKITIOUCHUS, U
MoCJe MOJICOCMHEHUS] HAJeKHO OJIoKUpyeT si3bi4ok RJ4AS pazbema. PazbnokupoBaTh
YCTPOMCTBO MOXHO TOJBKO MpPU IOMOIIM CHEHUAIbHOIO Kitoda. Pa3HOUBETHBIE
KJIUTICHI TOMOTYT 3aKOJIMPOBATH pa3iinuHble cepBUChl. KoMmakTHast popma ycTpoiicTBa
o0OecrieunBaeT BO3MOYKHOCTb HCIIOJIb30BAaHUS €ro Ipu paboTe C aKTUBHBIM
000py/I0BaHUEM, T/I€ TUIOTHOCTh MOAKIIOUEHHSI HEOOBIUaHO BHICOKA.



Puc.4.41. "Plug Guard" HajexHO 3aliuiaeT pa3beMHbie coeauaenns RJ45.
brokupyromnuii MexaHu3M MOXET ObITh OTKPBIT TOJIBKO IPU TIOMOIIH CIIEITHATEHOTO
KJTFOYa.

Puc.4.42. "Jack Guard" " 3amuTHas BcTaBka B po3eTku u nanesnm RJ45. Moxer
OBITh M3BJICUCHA TOJBKO IPHU MTOMOIIHU CIEITHAITBHOTO KITFOYA.

Puc.4.43. "Safe Clip" " pemenwue 1ist METHBIX pa3bEMOB, 3aIUTa OT OTKJIFOUCHUS,
B TOM YHCJIE ¥ OT aKTUBHOTO 000Dy IOBaHUSI.



Puc.4.44. "Patch Guard" HoBOe€ CJIOBO B 0€30IaCHOCTH TPH pabOTe ¢ AKTUBHBIM
000pyI0BAaHHUEM.

3amura KOpHOpaTHUBHOW HMH(OpMAalUMU CTOUT HA MEPBOM MeECTe UIsI MHOTUX
KoMIanui. U 31ech Helnb3d UATH HA KOMIIPOMHUCCHI: TIOTEPSl BaXKHOW MH(MOpPMAIUU WU
€€ TOMAaJaHue B PYKU 3JOYMBIIUIEHHHKOB YpEBATHl TPOMAJHBIMU YOBITKaMH, a,
BO3MOKHO, ¥ pa30peHUEM KOMITaHUHM. Hy>KHO y4HMTBIBaTh BCE BO3MOKHBIEC YSI3BUMOCTH

(puc.4.45).

M

Data Center Switch

=_

Fiber Raceway

RackfCabinet

Fiber Optic Transceiver

&~

Network Patch Cables

EEREE

MTP Modular Management

-

MTR/MFO Patch Cables

PO Power Skrips

Puc.4.45. Komnonentsl [HO/l, ysi3BUMBIE 1711 HECAHKIIMOHMPOBAHHOTO JOCTYIA K
MH()OPMAIIMOHHBIM CUTHAJIaM



4.15. Cucremsl odecneuenus 6ezomacHoctu O/

Lentpbr 00pabOTKM JAHHBIX SIBISIOTCSA MECTOM XpaHEHUsT U 00pabOTKHU
KPUTHYECKU BAXKHBIX JAHHBIX OpraHU3allui, BKIoUYas UHGOPMAIUIO, KOTOpasi HOJAKHA
ObITh HaJIe’KHO 3amuineHa. [lepeMelienue Bce OOJBIIET0 KOJIMYECTBA JIaHHBIX B
uudpoBoii popmart, pactymuidi 00beM Tpaduka, FTeHEPUPYEMOr0 HACEICHUEM TUTAHETHI,
NHtepHeToM Belled MW OHJIAWH-TPAH3AKIUSAMM, YBEJIMYEHUE YHUCIA TPEANPUATHH,
BHEPAIONINX MIATPOPMBbI  OOJIAUHBIX  BBIYHMCICHHUH, PAacOpOCTPAHEHHE HOBBIX
TEXHOJIOTUH, TaKUX KakK BUpPTyaldu3alusi pabouux MeECT, MOSBJICHUE MPOTPAMMHO
OMpENENAeMbIX  XPaHWIUII, OPOTPaMMHO  OMNpPEEIASEMbIX CETe  YMHOXKAIOT
COBOKYITHBIN 00beM HMH(pOpPMAIINK, KOTOpasi CTAHOBUTCS BCe Oojiee ysA3BUMOM IS aTak
BpPEJIOHOCHBIX MPOTpaMM U Yrpo3 BTOPKEHHUS, BBI3BIBAIOT MOTPEOHOCTh B YCUJICHHUU
3AIUTHBIX MEp M MOJAEPHHU3AIMHU CYIIecTBYOmUX cucteM OezomacHocTy [{O/]
(puc.4.46). KomOWHaIusi HECKOJBKMX pEIIeHUH i (u3Udeckol Oe30MacHOCTH ¢
cucTeMamMu UHPOPMAIIMOHHON 0€30MacHOCTHU MO3BOJISET LIEHTpaM 00pabOTKU JaHHBIX
peanu3oBaTh 3P (YEKTUBHYIO 3aIIUTY JTaHHBIX.

CermeHThbl PbiHKA PELLEHMI
obecneveHuns 6esonacHocTn LOA

WHdopmaunoHHan BezonacHocTb dunzmnyeckan GezonacHoOCTb
3awmTa BesonacHocTb KoHTponb PeweHune
OaHHbIX NPUNOKEHWMIA poctyna ANA MOHWUTOPWHIE
Ha obbekT
KoHTponb YnpaeneHue PeweHue ona
Hpyroe Apyroe
AOCTyNa COOTBETCTBMEM BugeoHabnogeHuns
K OdHHBIM

Puc.4.46. CermeHTanus pemeHui mo odecnedenuro oezomacaoctu [1O/]]

Nudopmanmonnas 6e3onacHocts. K cpeacTtBamMm 3ammMThbl JAHHBIX OTHOCSTCS
cpencTBa mudpoBaHus (MUQPpPOBaHWE BO BpeMs IMepenadyd JIaHHBIX, XpaHCHUE B
3amU(ppPOBAaHHOM BHJE), pPE3epPBHOEC KONMHPOBAHHUE W BOCCTAHOBIICHUE JaHHBIX,
apXUBUPOBAHUE, aBapuiiHOE BOCCTAHOBJICHUE, TOKEHU3AIHs, CpeJlcTBa
NpeJOTBpAIlCHUS] TOTEpPH JaHHBIX W T. N. TOKeHW3alusi — MOpoLecC 3aMEHbI
KOH(PUIACHIMATBHOTO 3JIEMEHTA JaHHBIX HA HEKOH(PUICHIMAIbHBIA SKBUBAJIECHT,
Ha3bIBa€MbIH TOKEHOM. TOKEH — WUJACHTU(DUKATOP, KOTOPHIA COMOCTABISETCS C
KOH(QUICHIMAIbHBIMU JTAHHBIMU 4Yepe3 CUCTeMy TokeHu3auuu. ConocTaBieHHE
HCXOJIHBIX JIAHHBIX C TOKEHOM HCIIOIb3YET METOJbl, KOTOPBIE JI€Nal0T HEBO3MOKHBIM
oOpaTtHoe npeoOpa3oBaHre TOKEHOB B UCXOHBIC TaHHBIE BHE CUCTEMbl TOKCHU3AIINH.

CpencrBa obecnieyenusi 0€30MACHOCTH MPHJIOKEHUI — 3TO HAOOp METOJOB U
MHCTPYMEHTOB 3alllUThl TMPUIOXKEHUN OT YIrpo3, BKIIOYAas HECAHKIMOHWPOBAHHBIN




JOCTYIl K KOAY MPUJIOXKEHUW M €ro M3MEHEHHE Ha MPOTSIKEHUM KU3HEHHOTO IMKJIa
MPUIOKEHHS. BOJBIIMHCTBO YCHENIHBIX aTaK MPOU3BOJIUTCS IMyTEM 3SKCILTyaTaluu
ySI3BUMOCTEM HA YpPOBHE MPWJIOKEHUM, U MHCTPYMEHTHI oOecredueHus: 0e30MacHOCTH
MPUIOKEHU M CITyXKaT JUIsl UCKIIFOUEHUS TOJ0OHBIX aTak.

Pa3znuyator  MHCTPYMEHTHI ~ CTaTUYECKOIO0  TECTUPOBAaHHS  0€30MacHOCTHU
MPUIOKEHUHM, JTUHAMHYECKOIO0 TECTUPOBAHUS U CPEJICTBA CAMO3AlIUTHI B XOJI€
UCTOTHEHU. IHCTpYMEHTBI CTaTUYECKOTO TECTUPOBAHUSA OE€30MACHOCTH MPUIIOKEHUN
(SAST, Static Application Security Testing) mO3BOJSIOT BBIIBHTH YSI3BUMOCTH B
HCXOJIHOM KOJI€ Ha paHHMX 3Tamnax IMKIa pa3pabOTKU MPOrpaMMHOTO OOecCTeYeHUS.
Cucrembr nuHamuueckoro TtectupoBanus (DAST, Dynamic Application Security
Testing) UMUTHPYIOT aTakk HA MPUIIOKEHUE B PEKUME PEaTbHOTO BpeMeHH. CHCTEMBI
camozamutel npwioxenuit (Runtime application self-protection (RASP)) B xome ux
MCIIOJTHEHUS MO3BOJISIOT 3alIUIIATh padoTaroMe NPUII0KEHUS, UMEIOIIUE U3BECTHBIC U
HEU3BECTHbIC YSA3BUMOCTH. K MOIOOHBIM cpeicTBaM 0O€30MacCHOCTU OTHOCATCS B TOM
YUCJIe aHTUBUPYCHI.

CpencTtBa KOHTPOJA J0cTyna K MHGoOpMamMM B cUCTEMaxX UHPOPMAIMOHHOMN
0€30MacHOCTH BKJIIOYAIOT CPEACTBA UICHTU(DUKAIIUY, ayTEeHTU(PUKAIIUY, aBTOPU3AIUU U
COCTaBJICHUS OTUETHOCTU. B oTimume oT KOHTpoJist (U3UYECKOrO JOCTYIA, KOTOPBIN
OCYHIECTBIISIETCSL B (PU3UYECKOU cpelie, TJie UCTOb3yeTcsl 000pynoBaHuE, K KOTOPOMY
HYKE€H JOCTYI, KOHTPOJIb JAOCTYNa K UH(OPMALIMK MOXKET OCYIIECTBISTHCS yAAICHHO.
Paznuune mexny uHOOPMaMOHHBIMM U (PU3MUECKUMH CHUCTEMaMu O€30MaCHOCTH
3aKJII0YAeTCsl B XapakTepe 00beKTa, B OTHOIIEHUH KOTOPOTO OCYIIECTBISETCS JAOCTYII:
nocTyn K uHGOpMAlMU MOpPEAnojaracT CUCTEMY HH()OpPMaIMOHHOW 0€30MacHOCTU —
nocTyn K ¢u3MYecKod cucreme — cucteMy ¢usndeckon OezomacHocTH. Cpencrtsa
KOHTPOJISI IOCTyIa BCTPAUBAIOTCS B ONEPALIMOHHBIE CUCTEMBbI, IIPUIOKEHUS, CUCTEMBI
yopaBieHus Oa3zaMu JaHHbIX W T. 0. Jlis ayTeHTHUKAMU U aBTOPU3ALUU
UCIIOJB3YIOTCS  Pa3MYHble METOJbl: MOJb30BaTEIb MOXKET MOATBEPAUTH CBOIO
MOJUTHHHOCTb (ITPEIBSABUTD MAPOITh, HASHTU(PUKAITMOHHBIN HOMED, KpUTITOrpadruaecKuii
KJIIOY, IMYHOE YCTPOUCTBO AaHAJIOTUYHOTO HA3HAUCHUS UM OMOMETPUYECKUI TapameTp

(roJstoc, OTIEYaTKH MAJIBILIEB U T. II.).

dusnyeckasi 0e30MaCHOCTD.

CyTtb MeTOon10B oOecrieueHusi (hpU3nyeckoil 0e30MacHOCTH CBOAUTCSA K PEHICHUIO
IBYX 3aJa4 — HEIOIMYIIEHUE WU OOHApyKeHUE HECAHKIMOHUPOBAHHOIO JIOCTyIa Ha
00BEKT WM B €ro omnpeaelcHHble 30HBI (momerneHus). Hambomee 3¢ ¢deKTHUBHO
¢uszmyeckas 0Oe3omacHocTh padoTaer B (GoOpME KOMIUIEKCHOM MHOTOYpPOBHEBOM
ctpaterun. OOecrieueHue (Qu3nM4Yeckor O€30MacHOCTH MpEArnoaracT He TOJBKO
HaJM4Yue MEePEUUCICHHBIX BbIIIE YCTPOMCTB M MPOTPAMMHOI0 OOECIIEYEHUs], HO TaKKe
MIOCTPOCHUE KOMIUIEKCHBIX PEIIEHUH Ha WX OCHOBE, HCMOJb30BAHHE MACCHUBHBIX
CpeACTB O€30MacHOCTH, a TAKXKE BHEAPEHUE MOJUTHUK OOecreyeHus Oe30MacHOCTH U
oxpaHbl 00beKkTa. B kauecTBe mpumepa MOMKHO MPUBECTH HUKECICAYIOUIYI0 MOJIENb
OpraHU3alMy HECKOJIILKUX IEPUMETPOB 0€30MaCHOCTH.

OCHOBHBIMH SIBIIIFOTCSL TPU YPOBHS JOCTyIa, WU MepuMeTrpa O0e30MacHOCTH.
[lepBbIM, BHEIIHUM MEPUMETPOM SIBIISIETCS] TPAHUIIA YYaCTKa, HA KOTOPOM PAaCIOJIOKEH
LHEeHTp 00paboTku AaHHBIX. Teppuropusi 3emenbHoro ywactka [[OJ] oOHocuTCs



OTpaXxJCHUEM, IO TEPUMETPY KOTOPOTO pa3MElIalOTCs KaMepbl BHACOHAOIIONCHHUS.
OrpaxeHre MOKeT ObITh OCHAIIEHO CHEIHAIbHBIMU CPEICTBAMU, NPEHSTCTBYIOIIUMHU
KaK IPEOJIOJICHUIO Orpajabl CBepxy (Hampumep, KoJtoyas IPOBOJIOKA), TaK H IOJ
orpagoil (Hampumep, 3ariyOJieHHS OTpakKICHUs HWXKE YPOBHsS 3emin). B Mecrax
MPOXO0/Ia U MPOE3/1a HA TEPPUTOPUI0 OPTaHU3YIOTCS KOHTPOJIBHO-IIPOITYCKHBIE ITYHKTHI,
KOTOpble ~ MOTYT  OBITh  00OpYAOBaHbl  TypHHUKETaMH,  TaMOyp-LLII03aMH,
aBTOMAaTUYECKUMU BOpOTaMu, OoiulapaaMu W nuiarbaymamu, WHTETPUPOBAHHBIMHU C
CUCTEeMaMHU KOHTpoJjsi u ympasienust pgoctynoM. Kamepst Ha KIII momkHb
(bukcupoBaTh HOMEpP aBTOMOOWJS U JuLO BoauTens. Kaxawlii Bbe37 U TpaH3UTHBIN
MYHKT JOJDKHBI MEPEHANPABIATh MOCETUTENECH OT OAHOTO KOHTPOJBHO-IIPOIYCKHOTO
IyHKTA K IPYrOMY, YTO MO3BOJISIET MPEANPUATHIO COCPETOTOUNTD JOCTYITHBIM NEPCOHAI
CIIyObl 0€30MaCHOCTH B KIIOYEBBIX MeCTaX. AJIbTEPHATUBHOM MEpOU sBIISIETCS
COIpoBOXIeHUE (ICKOPTHPOBAHUE) ITOCETUTEIICH 110 TEPPUTOPHH.

BTtopoii nepumeTp — nponycKHOW MYyHKT (PU3NYECKOW OXpaHbl Ha BXOJIE B 37aHUE.
Bxopl B 37aHHE TPEAYCMATPUBAIOT HAIMYKME MTOCTA OXPAaHBbI; TOCTYI OCYLIECTBISAECTCS
MOCPEJACTBOM TYPHUKETOB, TaMOyp-IILUIIO30B WM HMHBIX YCTPOMNCTB, JOMYCKAIOIINX
MPOXOJ B 3/IaHUE HCKIIOYUTEIBHO MO OJHOMY YEJIOBEKY, a TaKXKE HE IMO3BOJSIOUIAX
UCIIOJIBb30BaTh CPEJICTBA JIOCTYIA JIPYTUM JIUIOM (TO €CTh, HalPpUMEp, pa3perlaroninx
JIMIIb OJHOKPATHBIA MPOXOJ MO KapTe-KIo4dy B OJHY cTOpoHy). llemecooOpaszHo
pa3nenaTb BXOJ IS TOCETUTENEel ¢ 30HOM pa3rpy3Kd aBTOTpaHcrnopTa. B moOom
Cllyyae BHYTPEHHHE MOJIPa3/IeJICHUs JOJKHBI KOHTPOJIUPOBATH BCE BXOJIbI M BBIXOJIbI Ha
00bekT. [loxkapHbie BBIXOJbI JOJXKHBI OBITH O0OPYIOBAHbBI ABEPSIMU, KOTOPBIE HEIb3s
OTKPBITh CHApy>XU. ABapHilHble JBEPU JIOJHKHBI 3alMUPATHCS U3HYTPH, ABEPHBIE METIU
TaKKe€ JOJDKHBI OBITh PACIONOKEHBl BHYTPH, UTOOBI HENb3s ObLJIO CHSTH JIBEPD.
KonuuecTBO OKOH HaJl0 MUHUMHU3UPOBATh, OKHA B aJIMUHUCTPATUBHBIX MOMEIIECHUAX
JOJIKHBI OBITh M3TOTOBJIEHBI U3 MIPOYHOIO MHOTOCJIOWHOrO cTekia. Kontpons gocrymna
Ha 0aze OMOMETPUUYECKUX HUIACHTU(PUKATOPOB HEOOXOJUM BO BCEX KIIFOUEBBIX TOUYKAX
KakK JIJIsl IepcoHana, Tak u Juisl nocerureneil. BHyTpeHHui nepumeTp 60€30MacHOCTH 3TO
BXOJl B MAalIMHHBIN 3a)1 U TexHUYeckue nomeunlenus. Kak mpaBuio, B Jara IeHTpax
MIPUMEHSIETCSl HECKOJIBKO Ipoduiieil mpaB JOCTyIa, OCHOBAHHBIX HA €ro 30HUPOBAHUH,
yTO HE mno3BoiisieT, Hanpumep, MT-nepconamy LIOJ] momacte B TEXHOJOTMYECKHUE
MOMEIIEHUS WU aJIMUHUCTPATUBHOMY IE€PCOHAY MPOHUKHYTH B Mamzai. CHCTEMBI
(buznyeckord 0E30MacCHOCTH LIEHTPOB OOpPAOOTKM JAHHBIX MOTYT BKJIIOYATh 1O CEMU
YpOBHEH 3alllUThl, B TOM 4YHUCIE pa3nyHble (QOPMBI OrPAXKICHHS, 3aMKH,
OMOMETpUYECKHE CKaHEphl, HAuMHAs OT BXOJa Ha TEPPUTOPUIO O 3aMKOB Ha
OTJIEJIbHBIX CEPBEPHBIX MIKa(ax.

4.16. HOJbI B Poccun

«Pocrenexom-1{Od» u DatalLine Hagamm CTPOHMTEIHLCTBO MOCKOBCKOI'O JaTa-
nenTpa yposus Tier IV Ha 2 000 cToek

«Poctenekom-11O/I» cTtpour B MOCKBE HOBBIM AaTa-LIEHTP C MAaKCUMaJbHBIM
ypoBHeM HanexHoctd (Tier V). Jlata-1ieHTp MOSIBUTCS Ha I0r0-BOCTOKE MOCKBBI 10
aapecy: OcranoBckuii mpoesna, n. 22, ctp. 4. ITnomanka B 10 150 M2 Bmectut 2 000
ctoek mo S5 kBT kaxmas. OOmas MOIIHOCTH JaTa-lieHTpa coctaBuT 17 MBT.


https://habr.com/ru/news/t/512928/
https://habr.com/ru/news/t/512928/

CrtpoutenbcTBO BeleT oObeauHeHHas komaHga «Poctenmexom-110/1» u Dataline, mo
CTaHIapTaM MeXayHapoiaHoro wuHctuTyta Uptime Institute. B mpoekre 3amokeH
MaKCHMaJIbHO BO3MOXKHBIH YPOBCHD HAJIC)KHOCTH M OC30IMACHOCTH JaTa-IieHTpa — TI1er
IV. UerBepThlli ypOBEHH O3HA4YaeT, YTO BCE OJIIEMEHTHI CHCTEM W KaHAIBI
pacripefielieHuss HE TOJIbKO 3ape3epBUPOBaHbl, HO M 3alIUIIEHB OT (U3UYECKOTO
pa3pylieHus. PacloiOKEeHBl B OTICIBHBIX TIOMEMIEHUSX WIA TPOXOIAT Pa3HBIMHU
OyTSIMH B 3allMIIEHHBIX KOpoOax. JlaTa-mieHTp Takoro ypoBHSI TapaHTHPYET
OecniepeboitHOe 3FIEKTpOCHAOKEHUE M HempepbiBHOE oxiaxiaeHue MT-obopynoBanus
IIpU JIIOOOM OTKa3€ CUCTEM JlaTa-lIeHTpA.

Ceituac ciucok kpynHenmux onepatopos [{O/los B Poccuu Beirmsaaut
CJIEAYIOIHUM 00pa3oM:

. Poctenexom (35 L1O/loB B cTpane);
I Xcellerate (3 IO /da);
DataPro (3 IO/da);
Selectel (6 L1O/1oB);
MTC (2 1O/1a).

be30roBopoYHBIM TUACPOM CETMEHTA SABJsIeTCs «PocTenekoM» — y KOMIaHUU
CTOMKO-MeCT 0O0JIbIIIe, UeM Y BceX OCTalbHbIX npencraButeneit TOII-5 BmecTe B3ATHIX.
ITepBas nsarepka mo uroram 2022 roaa 3aHsia 6oibine 58% 0TeYeCTBEHHOTO PHIHKA.

Kpynnenmue [[O/] Poccun no konm4ecTBy CTOMKO-MECT

Hunw-:ecmn Knnute:'rnu Croiii, Mnaxbl
Nz Ne Ha3zpaHue CTONKO- CTONKO- - Ay no
2022 2021 xkomnaHwuK MECT Ha MEeCT Ha By;:zz - 3anyckam
31.12.2022 31.12.2021 : e 2023 r.
1 1 PocTenekom 15 461 14109 1352 6909
2 2 DataPro 6131 4 460 1671 422
3 3 IXcellerate 5443 4044 1399 836
4 4 Selectel 3500 3500 0 112
5 B MTC 2 883 2 883 0 1637

Mcmoyruk: CNews Analytics, 2023


https://www.cnews.ru/reviews/rynok_tsod_2022/review_table/4f274d2264fd0b78422f89e141180b22e8554291
http://survey.iksconsulting.ru/page30265406.html

KOHTpO.]]bH]JIe BOIIPOCHI

. Uto npencrasistet cobdoit [{O/]?
. lns gero npeanasznadens! 1{O/[p1?
. Kakue tuner [HO/] pa3znudgaroT B k1accuduxamm?
. YUem otimmuarorcss Tunsl [IO1?
. UTO OTHOCHUTCS K KpyTy WHKeHepHOU nHPpacTpykTypsl [IOJ1?
. Uto oTHOCHUTCS K (yHKIIMOHATLHBIM 371eMenTam [{O/]?
. Kakoe nHaznauenne nmeetr CKC B [IO/]?
. Uro BxoauT B nopcucteMsl CKC 11O /]?
. YUem otTimmuaroTcs pazauyabie Tomoaorun [1O1?

10. Kakue moacucTemMbl OTHOCSTCS K KabenpHOU nHppacTpykType LIO/]?

11. Yto oTHOCHTCA K yHKITMOHATBHBIM y3mam [{O]]?

12. Yto obo3HayatoT cokpamieHusi B ooo3nadeHusx ctpykryp CKC HO: MDA,
HAD, EDA?

13. B uém ocobennocTs coenuuenus mexay MDA nu HDA?

14. Kakue cranpaptsl onpeaenstor CKC I1O1?

15. Yro o6o3nauaet Tier Standard?

16. Kakue ontudeckue kadean mpeyCMOTPEHBI it ucnosb3oBanus B [{O/]?

17. Yto ocobGenHoro y ontudeckoro kadenss OMS mnsa npumenenus B [{O/]?

18. Uem otnmmyarotcst ontudeckue kabemn OM1, OM2, OM3, OM4, OM5?

19. B uém mpenMymiecTBO HUCIOTh30BAHUS OJHOMOJIOBOTO ONTHYECKOTO Kabems B
HoA?

20. Kakme mnpeumymiecTBa W  HEJOCTATKH  HWCIOJB30BAHUS  ONMTHYECCKUX
coequauteneii MPO B CKC LHO/I?

21. Kakve BapraHTBI OJTHOMOJIOBBIX ONTHYECKUX MHTEPPEHCOB MPETyCMOTPEHEI B
HoA?

22. Kakue BuIbI akKTUBHOTO 0OOpynoBaHusl coenuHsroTcs ¢ momombio CKC B
HoA?

23. Kakue xinacchl (KaTeropuu) JIeKTpudecKkux kadeneit mpumensitores B LOJ1?

24. B 4ém coCTOST 0COOCHHOCTH KOHCTPYKIIUNA U XapaKTEPUCTUK MEIHBIX KaOemen
Kareropui 6,7,8?

25. Kakue cymiecTByIOT IPEAMOYTeHHS 10 UCTI0Ib30BaHut0 kadeneit B [IO/1?

26.Yem oTnmuaroTcs tomosoruu kabdeimpHOM mHbpacTpykTypsl [IO/: ToR, MoR,
EoR, Centralized?

27. Kakas w3 Ttomosnoruii kabempHOUW wuHPpacTpykTypel 11O/l Haubonee
BOCTpeOOBaHa U TTOYeMYy?

28. Uto mpeacTaBisSiOT cO00M MPETEePMUHHPOBAHHBIC KaOENbHBIC PEIICHUS IS
HoA?

29. Kakue omTmyeckue MOIyIH MOTYT TPUMEHSTHCS B COCTaBe 00OPYIOBaHHUS
O/, nns moaaep K BRICOKOCKOPOCTHOM Tepenayu JaHHBIX ?

30. Yem mnopaepxkuBarorcs coeamHeHus wMexay [1OJlamu Ha KOPOTKHUX U
MPOTSHKEHHBIX TUCTAHITUSIX ?

31. Kakme xommanmm BAM wm3BeCTHBI, Kak HamOoJiee MPOABUHYTHIE II0
opranmzaruu 11O/ B Poccun?

OO0 NO O WNPEF



32. Kakue cuctemsl 6e30macHOCTH npexycMotpensl st [[O1?
33. UeM oTaM4aIOTCS CHUCTEMBbI MH(POPMAIIMOHHOW W (PU3NUECKONW O€30MacHOCTH
Hoa?

34. B uém coctouTt 6e3omacHOCTh kKommyTanuid B [{O/]?
3anaua 4.

CocraBuTh cxemy KabenbHbIX coeauaeHnil B [1O/] mo BapuanTy B Tabnmmax 1 u 2.
Ha cxeme oToOpa3ute cepBepbl, KOMMYTAaTOPhl arperaiuu, KOMMYTATOPHI siipa CETH,
TUIBI KaOelMbHOH Tpoayknuu (MEIHbIE W ONTHYECKHE), KpPOCC-KOMMYTAI[HOHHOEC
obopynoBanue ¢ KoHHekTopamu. I[lpu BbIOOpe KaOenbHONW MPOAYKIIMU YYECTh
CKOPOCTHBIC pEXUMBI mepegaun Ha kKaxiaoM ydactke CKC um pexkoMeHIanuu Mo
MPUMEHEHUIO KaOeJIbHON MPOYKIIUH.

Ta6n1.1l. Homep BapmaHTa COOTBETCTBYET MpeAnocieaHerl nudpe CTyISHUYECKOTro
OwiieTa Wi HOMepa Mmaposst

Bapuant 0 1 2 3 4 5 6 7 8 9
KomnuectBo 18 26 32 24 36 20 40 38 30 16
JIMHUM OT
CEpPBEPOB K
KOMMYTaTOpam

Tab6n.2. Homep BapmaHTa COOTBETCTBYET TOCHEAHEH mudpe HOMEpa CTYACHUYECKOTO
Owiiera Wiu nmaposis

Bapuant 0 1 2 3 4 5 6 7 8 9
Tun Hentpamu- | ToR EoR | MoR | Lentpa | ToR EoR | MoR | ToR EoR
COCJIMHECHUSI | 30BaHHBIN M-
30BaHH
bl
Ckopoctb 1,25 1,25 10
cepBep- I'6ut/c I'out/ I'6ut/c
KOMMYTaTOP C
Cxopoctb 10 40 100 10 25 100 40 100
KOMMYTaTop I'6ut/ | T'out/ | I'out/ I'out/ | T'our/ | Tour/ | ['our/ | T'our/c
- c c c c c c c
KOMMYTaTOP

MeToauyeckue YKa3aHUs:

1. Nzyunre tumel coequaenuit (puc.4.20-4.26) u cxembl COSTMHEHUH, TPUBEICHHBIC Ha
puc.4.33, 4.34.
2. Uctionp3yiiTe peKOMEHIAIMU TI0 MMPUMEHEHHUIO MEIHBIX M ONTUYECKUX Kalemei ms
KQKJIOTO THIA COSTUHEHUS.




5. IlpodeccnonaibHbIE CTAHAAPTHI HANIPABJIEHUA ONITUYECKUX CeTel U
KBAHTOBBIX KOMMYHHMKAIMH 115l CTIENMATUCTOB

5.1. CnemMa/IMCT MO MOHTAXKy M TEXHUYECKON IKCIIyaTaluu
KBaHTOBBIX ceTel 06.050

MoHTax U TeXHUYeCcKas IKCIJIyaTalus ceTell KBAaHTOBbIX KOMMYHUKaIU X

OcHoBHas1 neJb BHAA NPodeccCHoOHATBLHOM 1eATeIbHOCTH:

ObecrieueHne UCIPABHOTO COCTOSIHUS U (PYHKIIMOHUPOBAHUS B 3aJJaHHBIX
pexuMax 000pyIOBaHUS U CETEW KBAHTOBBIX KOMMYHUKAIIMI HEMOCPEACTBEHHO
IIPY BBOJE B 3KCIUTYaTAIMIO U B TCUCHUE MOCIECAYIOMIErO UCITOIB30BaHHUS 10

HAa3Ha4YCHHIO

MAHHCTERCTRO IOCTHIN POCCARCKOR SR Ramzn
JAPETHCTPHPOBAKO

| Pernetpaumonnuih M T/ %5

o 25 releedhf W22,

MHHHCTEPCTBO TPYJIA H COLIMAJIBHON 3AIIMThI

POCCHICKONH ®EJIEPALIMHA
(MHHTPY]] POCCHH)

IMTPUKA3

24 o;,m@{m 2059, ,,, 685

06 yreep:aennn npoecCHORAILHOND CTAHIAPTA
«CHeNHANNCT N0 MONTAXKY H TEXHHYECKOH IKCNIYATALHE KBAHTOBLIX ceTei»

B cootBetctiM ¢ mymktom 16  Tlpasun  paspaboTkn M yTBepHACHMS
npoecCHOHATBHBIX  CTAHIAPTOB,  YTBEPWACHHBIX  MOCTAHOBICHHEM [pasuTenscTea
Poccriickolt ®enepauun or 22 supaps 2013 r. Ne23 (Cobpamme 3aKOHOMATENbCTBA
Poccuiickoil @enepaupn, 2013, Ne 4, ct. 293; 2014, Ne 39, cr. 5266),npHKazB Ba:

l. YTeepnuts mpHNaraeMblii NPOQECCHOHANBHBI  CTAHIAPT «Cneupanict  no
MOHT@KY H TEXHHIECKOH IKCTUTYATAlHH KBAHTOBBIX ceTei,

2 VeTaHOBHTH, 9TO HacTOsumii npukas sctymaer B cuiy ¢ 1 mapra 2023 r
u geiicreyer go | mapra 2029 1.

MunncTp %)é/—d_—'—”/ AO. Kotakos

I'pynna 3ansaTui:



2153

NHKeHepsl 110 TEJIEKOMMYHUKALUASM

3522

CHGHI/IEUII/ICTBI-TGXHI/IKI/I 110
TEJIIEKOMMYHUKAIIHOHHOMY
000pyIOBaHHUIO

7422

CBA3HU

MOHTa)XHUKH U PEMOHTHHKH 10 - -
obcyxxuBanuto UKT u ycrpoiicts

[I. OnncaHue TpyAaoBbIX PYHKLNNA, BXOAALWMX
B npodeccuoHanbHbIN cTaHAapT (PyHKUMOHaNbHasa KapTa Buaa
npodeccuoHanLHOW AeATENIbHOCTH)

O060011eHHbIe TPYIOBbIE (DYHKIIUU

TpynoBbie QyHKINH

kon | HammenoBanume ypOBEHB KBaTU(UKAIIUN HAaWMEHOBaHUE | KOJ | ypOBEHBb
Yrto nmenaet (monypo
BCHb)
KBanu (hu
Kaluu
A MoHTax, KOHTPOJIb 3 Bxopnoit korTposs| A/01. 3
TEXHUYECKUX JomxHocTh: KabenpuKk-cnaiiink  |BOJIOKOHHO- 3
XapaKTePUCTUK U (BOJIOKOHHO-ONITUYECKOW JIMHAU CBSI3M [OMTUYECKOTO
TEXHUYECKOE 7-ro pa3psjaa Kabens (manee -
oOcyXKrBaHUE KaGenbuuk-crnaiumk BOJIOKOHHO- BOK)
OTNTUYECKOH YaCTH |ONTHUYECKOU JIMHUU CBSI3H 8-TO
CETH KBAaHTOBBIX paspsina MonTax BOK, AJ02. 3
KOMMYHHMKAIUI MOHTa)XHUK BOJIOKOHHO-ONITUYECKOH |OUTHICCKHUX 3
JINHUM CBSI3U KpOCCOB,
MOHTaXXHUK CETH KBAHTOBBIX MCXaHIHCCKIX
KOMMYHHKAIHiA COCIMHUTENCH U
Oopa3oBanue: [Ipodeccuonansnoe |KOHHEKTOPOB
o0y4eHue - MporpaMmbl
npﬁ%eccnomﬂmfoﬁ MOJITOTOBKH TIO Brmomenne AJD3. 3
npodeccusM pabounx, JOIKHOCTIM [P aGor no 3
CITy’KaluX, TPOrPaMMBbI H3MCPEHIAM
MePErnoAroTOBKU pabovHX, 11apaMeTpoB
CIIy’KallluX, TPOTPAMMBI TIOBBIIIICHUS OLTHHCCKOM HacTH
KBATH(UKALHE pabounx, coykamux |0 1 KBaHTOBbIX
OmnbIT: He MeHee o1HOTO To/1a TIo KOMMYHUKalHH
npodeccun KadenbIUK-CIaRIINK TexHIYECKOE AJO4. 3
oOciy>)kxuBaHue 3
ONTUYECKOMN YaCTH
CETH KBAaHTOBBIX
KOMMYHUKaIUK
B MomnTax 4 [Tpuemka B/01. 4
obopynoBaHUS JoaxHocTb: MOHTaXXHUK obopynoBaHUS 4
CTaHIIMOHHOW YacTh |000pYyA0BaHUS KBAHTOBBIX CETH KBAHTOBBIX




CCTHU KBAHTOBBIX

KOMMYHHKAIMH 6-ro pa3psaa

KOMMYHUKalUW Ha

KOMMYHHUKaIUN MoHTaXHUK 000pYyOBaHUS MOHTaXXHOHN
KBaHTOBBIX KOMMYHHKAIIHNA 7-TO IUIOLIAJIKE C
paspsina IIPOBEPKOM €ro
Oopa3oBanue: Cpennee COOTBETCTBUS
npoeccruoHanbHOe 00pa3oBaHUE - IIPOEKTHBIM
IIPOrpaMMbl IOArOTOBKHU JOKYMEHTaM
KBaJIM(HUIIMPOBAHHBIX paboOyHX,
CIYXKalllMX U JOIMOJIHUTEIBHOE Hoxroroeka B/02.
npoheccHonanbHoe 06pasoBanue o | 000PYIOBaHMS, 4
MPOrpamMMaM MOBBILLICHUS Y3JIOB U JieTalieH
KBaJIMpHUKAIMK pabouux, ciyxamux |CCTH KBAaHTOBBIX
1o pabote ¢ 06CIy)KUBaEMbIM KOMMYHHUKAIHH K
o0opya0BaHuEM MOHTaXYy B
OnsIT:........ COOTBCTCTBHU C
paboueit
JOKyMEHTaluen
npoekra u (1in)
CXEMOH
OpraHu3aluM CBSI3U
Momntax BOK B/03.
CTaHLIUOHHOM 4
4acTU CETU
KBaHTOBBIX
KOMMYHUKaIUK
Co6opka u MmoHTax | B/04.
apMaTypsl 4
HECYIIUX CUCTEM
MomnTax B/05.
o0opynoBaHus 4
KBaHTOBBIX
KOMMYHUKaIUK B
HECYLINE CUCTEMBbI
Opranuzanus ) Opranuzanus C/01.
MOHTaXHbIX paboT |domaxHocTh: MacTep o MOHTaXY MOHTaKa y4acTKa 5
U KOMIUIEKCHAast CETH KBAHTOBBIX KOMMYHHUKAIIUM CEeTH KBAHTOBBIX
IIPOBEPKa MOHTaXa |TeXHUK 110 MOHTaXy U TEXHUYECKOM |KOMMYHHUKALUN
y4acTKa CETH 9KCIUTyaTallui KBAaHTOBBIX CETEN
KBaHTOBBIX Oo6pa3zoBanue: Cpennee IIposepka C/02.
KOMMYHUKaIUN npoeccuoHanbHOe 00pa3oBaHUE - COOTBCTCTBUA 5
IIPOrpaMMBbI IIOATOTOBKHU pe3ynbTaTOB
crienuanucToB cpenHero 3BeHa (Cern |MOHTAXaA ydacTka
CBSI3U U CUCTEMbI KOMMYTaIINH, CCTHU KBAHTOBBIX
OnTHYeCKHE ¥ ONTHKO-3IEKTPOHHEIe |KOMMYHHKAIHH
npuOOPHI U CUCTEMBI) TEXHHYECKOH
OneIT: He MeHee ogHOro roga mo NOKYyMCHTalluHA
podeccun MOHTAXHUK CETH
Kgalf’)[OBLIX KOMMYHHKAIMHA WIH HpOBGI[GHI:IC C/o3.
WCTIBITAHUN S)




MOHTaXHHUK 000py10BaHUs CMOHTHPOBAHHOTO
KBaHTOBBIX KOMMYHHUKAITHHA y4JacTKa CeTH
KBaHTOBBIX
KOMMYHUKAIWH,
npeaBapuTeNIbHas
HaCTpoOKa
o0opynoBaHuUs IS
obecrieueHus
yIaJIEHHOTO
yIIpaBJICHUS
obopynoBaHueM
Opranuzanus 6 VYnpasienue D/01.
TEXHUYECKOIO HomxnocTb: MHxenep I1JIAHOBO- 6
oOciyxuBaHus 1 [MHXeHep MO 3KCIUTyaTalui CeTH npOUITAKTUYECKH
MaTepHaJIbHO- KBaHTOBBIX KOMMYHUKAITHHA MU paboTaMH Ha
TEXHUYECKOTO Wmxenep 1o TelIeKOMMYHHUKAIHSIM CTaHLIMOHHOM
oOecrieueHus Wmxenep 31eKTpocBs3U o0opynoBaHUU
TEXHUYECKON Oo0pa3zoBanue: Cpennee ydacTKa CeTH
HKCIUTyaTallK CeTH |IpodeccuoHaIbHoe 00pa3oBaHue - KBaHTOBBIX
KBaHTOBBIX POrpamMMmbl TOATOTOBKU KOMMYHUKAITHHA
KOMMYHUKAITHHA CMELUAIMCTOB CPEJIHETO 3BEHA U
JIOMOJTHUTENBHOE MpodeccHoHanbHoe | Y IPABICHHE D/02.
o0Opa3oBaHue 1o MporpaMmmam TCXHUICCKUM 6
MOBBINIEHUS KBATU(UKALIUU TTO 00CITy)KHBaHUEM
paboTe ¢ 00CIy)KHBaeMbIM NTMHEHHOH YacTH
060pyIOBaHIEM CEeTH KBAHTOBBIX
WIH KOMMYHUKAITHHA
Bricuiee o6pa3oBanue — 6akanaBpuaT
11.03.02 lupoxoOMMyHHKALIMOHHbIE MarepuanbHo- D/03.
TEXHOJIOTUU U CUCTEMBI CBSI3H, TCXHHHCCKOC 6
12.03.03 ®oToHMKa 1 06€CHCIICHI/IS3
ontonHpopMaTHKa TeXHIACCKON
Onbit: He Meree Tpex et paboTs 1mo | o1y aTalti
MOHTaXXy 000py10BaHHS CTaHIMOHHOTO
CTaHLIMOHHOM YaCTH CETH KBAaHTOBBIX obopynoBaHus
KOMMYHHKAIHH MM 1o oprafmsaruy |©0 1 KBaHTOBbIX
MOHT@)XHBIX PabOT i Kommekcroit | NOMMYHHUKALHH
MIPOBEPKH MOHTAXa y4acTKa CeTH
KBAHTOBBIX KOMMYHHUKAIMHA TPH
HAJIMYUU CPETHETO
po(heccHOHAIBLHOTO 00pa30BaHUS
He menee ogHoro mMecsiia paboThl B
00J1acTH MOHTaXa U HKCILTyaTalluH
KBAaHTOBBIX CETEH MPU HATUUUU
BBICILIETO 00pa3oBaHus - OaKajaBpuar
Ycrpanenue 6 Ycrpanenue E/01.
TEXHUYECKUX HomxHocTb: MHxenep TEXHUYECKUX 6
npobiieM u WuxeHep 1o sKcIuIyaTaliiy CeTu npobiieM Ha
TEXHOJIOTUYECKOE |KBAaHTOBBIX KOMMYHHUKAIIHHA y4yacTKe CeTH
oOecrieueHue WHxeHep 1o TeIEeKOMMYHHUKAIMSIM  |KBAaHTOBBIX




TEXHUYECKON NHxeHep 2IIeKTpOCBsI3U KOMMYHHUKaIUN
JKCILTyaTaluu Oo0pa3zoBanue:
y4acTKa CeTH Bricinee 06pasoBanie — Gakanappuar | 1eXHonorudeckoe | E/02. 6
KBaHTOBBIX 11.03.02 MudoxoMMyHHKAIIOHEEIe ~ |OOecTeueHne 6
KOMMYHUKaUK TEXHOJIOTUHU U CUCTEMBI CBA3H, TEeXHHYCCKOH
12.03.03 doToHuKa 1 IKCILTyaTalliu
ontonHpopMaTHKa U CTaHLIIMOHHOTO
JIOTOTHATENBHOE podeccHonanbHoe |000pyI0BaHM S
o0Opa3oBaHue 10 MporpaMmmam CCTU KBAHTOBbIX
MOBBINICHUS KBATU(UKALIUU TT0 KOMMYHHUKAIHH
paboTe ¢ 00CIy)KHBaeMbIM
o0opya0oBaHHuEM
OnbIT: He MeHee Tpex mMecs1ieB B
00J1acTH MOHTaXa U HKCIUTyaTalluH
KBAaHTOBBIX CETEH

3.5.1. TpyanoBasa dyHKUuAa (npumep ANA UHXEeHepa C obpasoBaHMEM
GakanaBpwuar)

YcTpaHeHue TEXHUYECKUX MpoOiIeM YposeHs
HaumenoBaHue|Ha y4yacTKe CETU KBAaHTOBBIX Konx|E/01.6 (TIoAypOBEHB) 6

KOMMYHUKAITHHA KBaJTU(UKAIIH
IIpoucxoxaenue 3aMMCTBOBAaHO

. Opurunan X
TpyAOBOH (pyHKIINH U3 OpUTHHANA
Kon Perucrpanmonnsiii Homep
OpurMHasia  Mpo(ecCHOHATIBLHOTO
CTaHJapTa

Tpynossie |[Tonyuenue u hopmanuzanus cOOOIIEHUH O HATMYUU TEXHHUUYECKHX MPoOIeM B
nercTBusl |paboTe ceTH KBAaHTOBBIX KOMMYHHUKAITHHA

IlepeBox ceTv KBAaHTOBBIX KOMMYHHUKAIIMIl Ha PE3EPBHYIO CXEMY OpraHM3alUU
CBSI3U B COOTBETCTBHH C rpapukoM 00X0I0B U 3aMeH

YcTaHoBleHue (1)aKTa u JJOKaJIn3anusa HCUCIIPABHOCTHU CTAaHIIMOHHOTI'O
OGOpy,Z[OBaHI/IH CE€TH KBAHTOBBIX KOMMYHHKaHHﬁ, BBI3BaBIIIEH TCXHUYCCKYIO
npobiemy B paboTe ceTu

3aMeHa HEHCIPaBHOTO 3JEMEHTa B COOTBETCTBUM C pa3pabOTaHHBIMU
TEXHOJIOTUYECKUMHU KapTaMH Ha 00CITyXKHBaeMoe 000py1oBaHHE

Kontponb ycTpaHeHuss HEHCHPABHOCTH CTAaHIIMOHHOTO OOOpYIOBaHUS CETU
KBAaHTOBBIX KOMMYHUKaIUK

BoccranoBiieHHE OCHOBHOM CXeMBbl OPTaHH3aIUH CBSI3U (PabOThl 000PYIOBAHMS)

Pa3paboTka mpeu1oKeHuil Mo yIydIIeHUIo TIpoliecca YCTPAaHEHUS TEXHUYECKUX
npo6isieM B paboTe ceTH KBAaHTOBBIX KOMMYHUKALIUN




Odopmiienne OTHpaBKM HEUCHPABHOTO 3JEMEHTAa Ha JONOJHHUTEIbHOE
HCCIIeIOBAaHUE/PEMOHT B CEPBHUCHBIN LIEHTP

JIoKyMeHTHpOBaHHE paboT MO PELICHUI0 TEXHUUECKOH MpoOieMbl B paboTe ceTH
KBAaHTOBBIX KOMMYHUKaUK

HeoOxoau |M3Bnekars U3 cOOOMIEHUH O HAMMYUU TEXHUYECKOW mpoOjeMbl B paboTe ceTtu
MBbIe KBAaHTOBBIX KOMMYHUKAIMi HHPOpMaIUIO, HEOOXOAMMYIO s YCTPaHCHHS
YMEHHUS  |TeXHHYECKHUX MPOOJIeM Ha y4aCTKEe CETH KBAHTOBBIX KOMMYHHKALIUI
Jlokanu3upoBaTh  HEHCIPABHOCTH  CTAHIIMOHHOTO  OOOpYIOBaHHMS  CETH
KBAaHTOBBIX KOMMYHUKaIUK
[TepexoauTh Ha PE3EPBHYIO CXEMY OpraHU3aIMu CBs3U (paboThl 000PYIOBaHUS)
B COOTBETCTBUU C Tpa)ukoM 00X0JI0B U 3aMEH
[TpoBOANTE 3aMEHY HEUCTIPABHBIX FJIEMEHTOB
KonTponupoBarh ycTpaHeHHE HEUCHPABHOCTH CTAHLIMOHHOTO O00PYHOBaHUS
CEeTH KBAHTOBBIX KOMMYHUKALIUK B pe3yJbTaTe 3aMEHBI JJIEMEHTA
[lepexonuTh TmOCIE YCTpPaHEHHWs HEHMCIPABHOCTH 3aMEHOM »JJIeMEHTa Ha
OCHOBHYIO CXEMY OpraHu3aluu cBsi3u (paboThl 000pyIOBaHMs)
OnuchIBaTh ONBIT YCTPAHEHUS TEXHUYECKUX MPOOIeM B paboTe CeTH KBAHTOBBIX
KOMMYHUKaIUK
OdopmiaATe  OTHPaBKYy HEUCIPABHOTO  JJIEMEHTa Ha  JONOJHHUTEIHHOE
HCCIICIOBAaHUE/PEMOHT B CEPBUCHOM LIEHTpE
JIOKyMEeHTHpOBaTh pabOThl MO pEHICHHI0O TEXHUYECKOW mpoOjeMbl Ha
CTaHIIMOHHOM 00OpPYJOBAaHUHU CETH KBAHTOBBIX KOMMYHHUKALIUI
Heo6xomu |Teoperrueckue 0CHOBBI AJIEKTPOCBA3U U MHYOKOMMYHUKALMOHHBIX TEXHOJIOTUI
MbI€
SHAHHS Teopus pacrpocTpaHEHHs CBETA B HAIIPABICHHOM cpelie

Teopernueckne OCHOBBI ~KBAaHTOBBIX KOMMYHHKAIMi, B TOM YHCIE:
MaTeMaTHYeCKUi aHalu3, TEOpUS BEpOSATHOCTEW, KBAaHTOBas MEXaHHKa,
KBAaHTOBAsi KpUIITOTpadust

DU3HUKO-TEXHOJIOTHUYECKHE OCHOBBI BOJIOKOHHO-ONTHYECKON TEXHUKHU

[Tpennoceiku pa3paboTKH, NpUHIHIEI U cTpyKTypa OSI

CtpykTypa  CcHCTeMBl  pEeKOMEHHAllMd M  CcTaHJapToB B oOnactu
TEJICKOMMYHHUKALIUI

OcCHOBHbIE TOJIOXKEHUSI PEKOMEHAALMI W CTaHJapTOB B OO0JACTH KBaHTOBBIX
KOMMYHUKaIUK

[IpaBmia TeXHWYECKOW OKCIUTyaTallMM CTAHIIMOHHOTO OOOpYIOBaHUSI CETH
KBAaHTOBBIX KOMMYHUKaIUK

CocTaB 1 3KCIUTYaTal[HOHHBIE XapaKTEePUCTHUKH 0OCITYyKUBAEMOT'O CTAaHIIMOHHOTO




000pyIOBaHUS CETH KBAHTOBBIX KOMMYHHKAITUI

MeTonpl  NOKaNM3AIMA  HEUCIPABHOCTEH OOCIy)KMBaeMOro o0OpyHOBaHUs
KBAaHTOBBIX KOMMYHUKaIUK

AJTOPUTMBI TIepexX0Ja Ha pPE3EepPBHBIC CXEMBbI OpraHM3alUU CBs3U (pPaboThI
000pyI0BaHNU)

OCHOBHBIE HEUCTPABHOCTH CTAHIIMOHHOTO OOOPYIOBAaHUS CETH KBaHTOBBIX
KOMMYHHUKAIUU U UX NIPU3HAKU

[Topsitok 3aMeHBI AIEMEHTOB 0OCITY>)KHBAEMOT0 00OPYIOBAaHUS CETH KBAaHTOBBIX
KOMMYHUKaIUK

ANTOpPUTM ~ KOHTpPOJIA  YCTPAHEHHS  HEUCIPABHOCTU  OOCIYyKHMBAaeMOTO
000pYZIOBaHHUs CETH KBAHTOBBIX KOMMYHUKAITUI

[IpaBuna odopmiieHne OTHPAaBKH HEUCIPABHOTO JIEMEHTA HAa JOMOJHHUTEIbHOE
HCCIIEIOBAaHUE/PEMOHT B CEPBUCHOM LIEHTpE

[IpaBuna JOKYMEHTHPOBaHUS pabOT MO yCTPAaHEHHIO TEXHUYECKUX IMpoOJieM B
paboTe ceTu CBS3U

[IpaBuna TEXHHMYECKOW OKCIUTyaTallud, TPHUMEHUMBIE K OOCIYy)KHBaeMOMY
0o0OpYyJIOBaHHIO  CETH  KBAHTOBBIX  KOMMYHHKAIIHH, YCTaHOBJICHHBIE
PYKOBOJAIIMMU JTOKYMEHTAMHU OTPACIIH

[IpaBuna wuHpOpMaIMoOHHON Oe30macHOCTH TpH padore ¢ 000pydOBaHHEM
KBAaHTOBBIX KOMMYHUKaUK

OcCHOBHBIE BO3MOXHOCTH IPOIPaMMHOI0 OO€CHEYeHHUs, MPUMEHSIEMOro IpU
pa3paboTke, peNaKTUPOBAaHHM, SKCIEPTH3E, COIJIACOBAHMU U YTBEPXKICHUU
JOKYMEHTOB

TpeOGoBaHMs HOPMATHUBHBIX MPABOBHIX AKTOB MO 3alIUTE OXPAHSIEMOW 3aKOHOM
TallHbI

OcHOBHBIE TpaBa U 0053aHHOCTH PaOOTHHKA U pabOTOAATENSI B COOTBETCTBUH C
TPYAOBBIM 3aKOHOAATENBCTBOM Poccuiickoit Denepanuu

OOmme TpeboBaHUS  OXpaHbl TPYAa, MPOTUBONOXKAPHOW  3AIIUTHI |
9KOJIOTMYECKOH 6e30macHOCTH

MexoTpacneBsle  TpeOOBaHMA ~ OXpaHbl  TpyAa TpPH  OKCIUTyaTal[uH
3JIEKTPOYCTAaHOBOK

[IpaBuiIa TEXHUYECKOH KCILTyaTalluy 3JIEKTPOYCTAHOBOK MOTpeOUTENIeH

TpeboBanus oxpaHbl Tpy/a Ipu paboTax Ha 0OCTYKUBAEMOM 000PYIOBAaHHH

[lpaBuna u mOpsAAOK OQGOPMICHHS TEXHUYECKOM M  TEXHOJIOTHYECKOM
JNOKYMEHTALUU




5.2. ChneumajucT N0 HCCJIeI0BaHMSIM M pa3paboTkaM B 00JacTH
KBAHTOBBIX kOMMYyHukauuil 06.054

Pazpabotka oOopynoBaHusi, NPUOOPOB U KOMIUIEKCOB [IJIi CHUCTEM KBAHTOBBIX
KOMMYHUKAIIMH, HCCIIEIOBAaHUS B YKa3aHHOU cepe

OcHoBHasi neJb BH/JA HpO(l)eCCHOHaJILHOﬁ JeATEeJbHOCTU:
Ob6ecneuenne Pa3BUTHUA TCXHHUKH U TEXHOJOTMI KBAHTOBBIX KOMMYHI/IKaI_II/Iﬁ
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MEHHCTEPCTAO W THENK POCCHACKAR S5R N
3APETHCTPHPOBAHO

Perncrpanmnonnsi M E.Z/? 5"? |

ur ifﬁ&fw 2027,

MHHHUCTEPCTBO TPYIA H COIIHAJILHOH 3ALLIHTbI

POCCHACKON ®@EJEPAIIUH
(MHHTPV]] POCCHH)

[MPUKA3

Mﬁ Mkrak N 32 74

06 yreepaienns npodeccHoHAILHOMO CTANAAPTa
«CrieuHaIHCT Mo HCC/1E10BAHHAM H paspafoTkaMm B 001aCTH KBAHTOBBIX

KOMMYHHKALHI»

B coorsercteuu ¢ myHktom 20 [lpasun  paspaGoTkH M yTBepWKIEHHA
npod)eCCHOHANBHBIX ~ CTAH/IAPTOB, YTBEPKIEHHBIX mnocTaHoBieHMeMm [lpaswTenbcTea

Poccutickoii ®enepaipm ot 10 anpena 2023 r. Ne 580, npu K a3 bl B a0

1. Yreepaums npunaraeMeiii npodeccHonansHeili  crangapt  «Creupanuct  no
HCC/IeJOBaHHAM H paspaboTkaM B 00MacTH KBAHTOBBIX KOMMYHHKALMI».

2. VYcraHoBHTB, YTO HacTOAuMil npukas serynaer B cway ¢ | cenrabpa 2023 r.
u geiicteyet 1o | centabpa 2029 r.

MusucTp %ﬁ,—ﬁi A.O. Kotaxos



I'pynmna 3ansiTmii:

1223|PykoBoauTenu moapa3aeieHui o 2149(CrernanucTsl B 00J1aCTH TEXHUKH,
HAyYHBIM HCCIIEIOBAHUSAM U pa3paboTKaM HE BXOJISIIUE B IPYTHUE TPYIIITHI
2153|Nnxenepsl M0 TENEKOMMYHUKALTUSAM 3119|Texnuku B 001aCcTH PU3MUECKUX U
TEXHUYECKUX HAYK, HE BXOJISIINE B
JpyTUe TPYIIIbI
3522 |CrennaaucTb-TEXHUKH II0 3323|3akymiuku
TEJICKOMMYHUKAIUOHHOMY
000pyIOBaAHUIO

OTHeceHue K BHJIaM IKOHOMHUYECKOH JeATEJIbHOCTMH.

61.10 JleaTenbHOCTh B 00J1aCTH CBSI3M Ha 06a3e MPOBOIHBIX TEXHOJIOTUI

72.19 Hayunsbie nccnenoBanus 1 pa3pabOTKU B 00JIACTH €CTECTBEHHBIX U
TEXHUYECKUX HayK NMPOYHe

(xox OKBD/JI <2>) (HaMMEHOBAHHUE BUIa SKOHOMHUYECKOM IEATEIHbHOCTH)

II. OnucaHue TpyaoBbIX pyHKLUNA,
BXOAALWMX B NpodpeccuoHanbHbIM cTaHaapT
(dbyHKUMOHanNbHaA KapTa BuUAa npoceccuoHanbHOu AeATeNIbHOCTH)

O060011eHHbIE TPYIOBBIE (DYHKIIUU TpynoBbie QyHKIHH
KOJ HaMMEHOBaHHE YPOBeHb HaMEHOBaHHE KOJ YPOBEHb
KBaJTU(PUKAIHT (momypos
CHb)
KBaTU (UK
anuu
A Obecneuenue 5 Onpenenenue A/01.5 5
aJIeMeHTHOM 6a30i U |/10JEKHOCTD! COOTBETCTBUSA
KOHCTPYKTUBHbIMU  [ToBaposen MIPEeUIOKEHUN
u3enusaMu npouecca | Crenuanict no 3JIEMEHTHOH 0a3bl U
pa3paboTku CHA0>KEHUIO KOHCTPYKTUBHBIX
o0opynoBaHus, MPOU3BOJICTBA U3JICITHI,
npubOpoB U o0opya0oBaHus npeTHa3HAYCHHBIX
KOMILJIEKCOB ISt KBaHTOBBIX st cOOpKU
CHCTEM KBaHTOBBIX  |KOMMYHHUKAIIMN OTIBITHBIX 00Pa3LOB
KOMMYHUKAITHHA Oo0pa3oBaHue: o0opynoBaHUs U
Cpennee pruOOPOB IS
npodeccruoHalibHOE CUCTEM KBAaHTOBBIX
oOpa3oBaHHeE - KOMMYHHKAITUH,
pOrpaMMBbl TpeOOBaHMSIM
MOJITOTOBKH TEXHUYECKOH
CIELUAINCTOB CPETHETO | JOKYMEHTAIH




3BEHA
u

JlonmoIHUTEIBHOE
npodeccuoHalbHOE
oOpa3oBaHue -
pOTrpaMMBbl
MTOBEIIIEHUS
KBaM(pUKaIMK B
007acTH ANMEKTPOHHBIX,
OITUYECKUX M OITHKO-
AIIEKTPOHHBIX

Obecneuenue
HAJTN YU
MaTepHaJIOB,
KOMIUICKTYIOLIUX U
obopynoBaHus,
HEOOXOIUMBIX IS
pa3paboTku
obopynoBaHu,
npuOOpoB U
KOMIUIEKCOB TSI
CHCTEM KBAaHTOBBIX

A/02.5

puOOpPOB, YCTPOMCTB U |KOMMYHUKAIHIA;
CHCTEM cOopku
OnpIT:...... CXEMOTEXHUYECKUX
peLIEeHNUI 1JIst
CHCTEM KBAaHTOBBIX
KOMMYHUKAIUH;
cOopxH,
TECTHUPOBAHUA U
HaCTPOMKHU OIBITHBIX
o0pa31oB
obopynoBaHus U
npuOOpoB st
CHCTEM KBAaHTOBBIX
KOMMYHUKaUK
BxonHO# KOHTPOJIB S) BxonHo# KOHTPOJIB B/01.5
KayecTBa J0JI2KHOCTD ! 3JIEMEHTHOH 0a3bl U
sneMeHTHOH 0a3el 1 |KoHTposep KOHCTPYKTHUBHBIX
KOHCTPYKTUBHBIX KOMIUIEKTYOLITUX U3JENuH,
U3JEeTUi U1 COOPKH |MaTepHaioB JUIs npeIHa3HauYeHHBIX
o0opynoBaHus U IIPOU3BOJICTBA st cOOpKU
npuOOpoB ISt o0opya0oBaHus OTIBITHBIX 00pPa3LoB
CHCTEM KBAaHTOBBIX  |KBaHTOBBIX o0opynoBaHus U
KOMMYHUKaIUN KOMMYHHUKaIUN npubOpoB st
OmnepaTop BXOJTHOTO CHCTEM KBAaHTOBBIX
KOHTPOJIS KOMMYHUKAIIUH, Ha
Oo0pa3zoBanue: IIpeaIMeT
Cpennee COOTBETCTBUS
npodeccruoHalbHOE TpeboBaHUM
oOpa3oBaHHeE - TEXHUYECKOU
IPOTrpaMMBbl JTOKYMEHTAIU!
MOJITOTOBKH
crenuanicTos cpeaero [[lOKyMEHTHpOBaHHE B/02.5
3BCHA pe3yabTaToB

BXOJTHOT'O KOHTPOJIS
U TIpETeH3HOHHAs
paboTa o Bompocam
Ka4yecTBa
3JIEMEHTHOI 0a3bl U
npuOOpoB IS
CHCTEM KBAaHTOBBIX




KOMMYHUKaIUK

C6opka mozeneit 5 OcyiecTBiieHue C/01.5
CXEMOTEXHUYECKUX |[LOJIKHOCTD: cOopku Mojieneit
peuieHui Uit CucTeM | TeXHUK-KOHCTPYKTOP  |CXEMOTEXHUYECKUX
KBaHTOBBIX o0opya0oBaHus pereHuit 1is
KOMMYHUKAIHH; KBaHTOBBIX CHCTEM KBAaHTOBBIX
cOopka, KOMMYHUKAIHHA KOMMYHHUKAITHHA
TECTUPOBAHUE U TexXHUK-TeCTUPOBILUK
HACTpOWKa ONBITHBIX |000pyI0BaHUS OcymiectpieHue C/02.5
o0pa3sioB KBaHTOBBIX COOPKH OIBITHBIX
obopynoBaHus U KOMMYHUKAIUH 00pasLoB
npubOpPOB JIst OOpa3zoBanmue: o0opynoBaHus,
cucteM KkBaHTOBBIX |Cpennee pubOpPOB U
KOMMYHHKAIUI npogeccuoHanbHOe KOMILICKCOB I
oGpasoBaHue - CHCTEM KBAaHTOBBIX
IPOrPaMMBbI KOMMYHHUKaIUN
MOJITOTOBKH
CIICHUAIMCTOB CPEAHETO TIposenenne C/03.5
3BeHA TECTHPOBAHMA M
OnLIT: ... HACTPOMKH MoJieneit
CXEMOTEXHUYECKUX
peLIeHUN U
OTIBITHBIX 00Pa3IOB
o0opynoBaHus,
npuOOpoB U
KOMIUIEKCOB IS
CHCTEM KBAaHTOBBIX
KOMMYHUKaUK
JoxymentupoBanue | C/04.5
pe3yabTaToB
cOopxH,
TECTHUPOBAHUA U
HaCTPOMKH
obopynoBaHus,
npuOOpoB U
KOMIUIEKCOB IS
CHCTEM KBAaHTOBBIX
KOMMYHUKaUK
PaspaboTtka 6 [ToaroTroBka u D/01.6
o0opynoBaHus U JIOJIZKHOCTD IIPOBEJICHUE
npubOpoB ISt WHxeHnep-KOHCTPYKTOp |71a00paTOpPHBIX
cucreM KBaHTOBBIX  [KoHcTpykTOp UCCIIeIOBaHU I
KOMMYHHUKaIUN O0pa3zoBanue: Briciiee |CXeMOTEXHUYECKUX
obOpa3oBaHue — peleHui s
6akanaBpuat 11.03.02 [cucrem KBaHTOBBIX
NH(pOKOMMYHUKAITMOHH |KOMMYHUKAITUI
bI€ TEXHOJIOTUH U
CHCTEMBI CBSI3H, JIOKyMEHTHpOBaHUE D/02.6
12.03.03 ®oTonnka u  |1a00PATOPHBIX

HUCCIIENOBAaHUN




onrtouHpopMaTHKa

CXEMOTEXHUYECKHX
peLIeHu i

IIpoextupoBanue u
KOHCTPYMpPOBaHUE
obopynoBaHuS U
npuOOpoB ISt
CUCTEM KBAHTOBBIX
KOMMYHUKaIUK

D/03.6

Pa3paboTtka
IIPOEKTHOMN
KOHCTPYKTOPCKOU
JTOKYMEHTAIIHH,
paboueit
KOHCTPYKTOPCKOU
JOKYMEHTAIUH TIPU
MIPOEKTUPOBAHUU
obopynoBaHus U
npubOpoB IS
CHCTEM KBAaHTOBBIX
KOMMYHUKaIUK

D/04.6

[ToaroroBka
OTIBITHBIX 00Pa3IOB
obopynoBaHus,
npuOOpoB U
KOMIIJICKCOB JIJISt
CUCTEM KBAaHTOBBIX
KOMMYHUKAIWAN It
nepesavy Ha dTarl
AKCIUTyaTaI[u1

D/05.6

PaspaboTtka
WHHOBAITHOHHOTO
obopynoBaHus U
KOMILJIEKCOB JIJISt
CUCTEM KBAaHTOBBIX
KOMMYHUKaUH

;
JIOJI5KHOCTD !

Benymuii KOHCTPYKTOp
Benymuii unxenep -
KOHCTPYKTOP
Oopa3oBanue: Briciiee
oOpa3oBaHue -
CIELIMATIUTET,
marucrparypa 11.04.02
HNH(pOKOMMYHUKAITMOHH
bl€ TEXHOJIOTUH U
CUCTEMBI CBSI3H,
12.04.03 ®oToHuKa U
ontonHpopMaTHKa,
11.05.04udpoxkoMMyHH
KallMOHHBIE TEXHOJIOTUH
U CUCTEMBI
CIIELUATILHOM CBS3HU
OmnbiT: He menee

Pa3paboTtka
CXEMOTEXHHUYECKUX
peLIEeHH JIst
CHCTEM KBAaHTOBBIX
KOMMYHUKaIUK

E/01.7

IIpoextupoBanue u
KOHCTPYMPOBAaHUE
MHHOBAIIMOHHOTO
obopynoBaHus U
KOMIIJIEKCOB ISl
CUCTEM KBAaHTOBBIX
KOMMYHUKaIUK

E/02.7

PaspaboTtka
IIPOEKTHOMN
KOHCTPYKTOPCKOU
JOKYMEHTAIUH,
paboueit
KOHCTPYKTOPCKOU

E/03.7




OJIHOTO IoJia Ha
HUHKEHEPHO-
TEXHUYECKON
JOJDKHOCTH B
COOTBETCTBYIOLIEH
npoUITIO OpraHu3aluu
oTpaciiu

Oco0ble yci10BHA
AOIyCKa K padore:
Hannune nomycka
rOCYAApCTBEHHOM TaliHe

JOKYMEHTAIUU [IPU
MIPOEKTUPOBAHUU
WHHOBAIIMOHHOTO
obopynoBaHus U
KOMILJIEKCOB JIJIsi
CUCTEM KBaHTOBBIX
KOMMYHUKAaIUH,
IIyTEH U CPEICTB UX
peanu3anuu

IlatentHOE
obecrnieucHue
pa3paboTku
obopynoBaHus,
npuOOpoB U
KOMILJICKCOB ISt
CHUCTEM KBaHTOBBIX
KOMMYHUKaIUK

E/04.7

OncHka

3¢ dEeKTHBHOCTH
pelieHus 3a1a4
pa3paboTku
obopynoBaHus,
npuOOpoB U
KOMILJICKCOB ISt
CHUCTEM KBaHTOBBIX
KOMMYHUKaLUN C
MIPUMEHEHHEM
METO/JIOB
MaTeMaTHYECKOTO,
¢bu3nyuecKoro,
KOMITLIOTEPHOTO
MOJEITUPOBAHUS U
HATYPHBIX
UCHBITAaHUN

E/05.7

IIpoBencHue
Hay4HbBIX
HUCCIIeIOBaHUI B
0071aCTH KBAHTOBBIX
KOMMYHUKaUN U
odopmiieHHE UX
pe3ynbTaToOB

7
Homxnocrb: Hayunbiit
COTPYIHUK

Benymuii Hay4HbIN
COTPYIHUK
Oopa3oBanue: Briciiee
oOpa3oBaHue -
CTELUAIUTET,
maructpatypall.04.02
NH(pOKOMMYHUKAITMOHH
bI€ TEXHOJIOTUH U
CHCTEMBI CBSI3H,
12.04.03 dotonuka u
ontonH(popMaTHKa,

IIpoBencHue
TEOPETUUYECKUX U
AKCIIEPUMEHTAIIbHBIX
HCCIIeJOBaHMUI B
00J1aCTH CO3IaHMS U
JKCIUTyaTalluu
obopynoBaHus,
puOOpoB U
KOMILICKCOB JJIS
CHCTEM KBAHTOBBIX
KOMMYHUKaUK

F/01.7

[ToaroroBka
PEKOMEH 1aliuil IO
CTaHAapTU3aIUU

F/02.7




11.05.04upokoMMyYHH
KallMOHHBIE TEXHOJIOTHH
U CHCTEMBI
CHeIUaIbHOM CBSI3HU

U ap.

OnbiT: He MmeHee
OJIHOTO roja Ha

pernieHuii B obnactu
CO3JIaHMs U
IKCILTyaTaI[|iK
obopynoBaHus,
npuOOpoB U
KOMIUIEKCOB IS
CUCTEM KBAaHTOBBIX

Hay4YHOW JTOJDKHOCTH B |KOMMYHUKAITUH
COOTBETCTBYIOIIEH
npoduimo opranuzammn |[10AroToBKa F/03.7
oTpacin myOIMKaIuii B
OcobbIe yCa0BHS 00J1acTH CO37aHuUs U
Hannuwue nomycka SKCIUTyaTaluu
rOCyJlapCTBEHHOW TailHE obopynoBaHus,
Jlns Begymero nprOOpoB 1
HAay4YHOT'O COTpyAHHKA - (KOMIUICKCOB JUIA
HaJTMYHe Y4eHO CUCTEM KBaHTOBBIX
CTEIeHU KOMMYHUKAIUH
Odopmiienue F/04.7
pe3ynbTaToOB
HAyYHBIX
UCCIeOBaHUN B
00JacTH KBAaHTOBBIX
KOMMYHUKaIUK B
COOTBETCTBUHU C
TpeOoBaHUAMU
CTaHJapTOB
PykoBozactBo 8 Omnpenenenue nenu G/01.8
pa3paboTkoit JoJyxkHoCTh: ['1aBHBINA (M MOCTAaHOBKA 3a1a4
o0opynoBaHus, KOHCTPYKTOP pa3BUTHUS
npudOpoB U Oopa3oBanue: Briciee|TexHOJIOT Ui
KOMILJIEKCOB JIJIsi oOpa3oBaHue - MIPOU3BO/ICTBA
CUCTEM KBAaHTOBBIX |CHEIMAIHTET, obopynoBaHus,
KOMMYHUKAIUN U Marucrparypa npubOpPOB U
pa3BUTHE u KOMILJIEKCOB JIJIsi
TEXHOJIOTHU UX JlononHuTenbHOE CUCTEM KBaHTOBBIX
IIPOU3BOJICTBA npodeccruoHalbHOE KOMMYHUKAIUH,
oOpa3oBaHue - MyTel U CPEeJICTB UX
MporpamMMbl peanu3anuu
MOBBIIICHUS
kBanu(UKaLuy, PazpaboTka G/02.8
npoeccuoHaIbHON CTpaTCruu pelCHHs

NEePEnoArOTOBKH B
o0JacTy ynpasieHus
OpeANpUITHEM

OmnbiT: He Menee nsatu
JIeT Ha WH)KECHEPHO-
TEXHHYECKUX U

PYKOBOISIIIIUX

3a1a4
UCCIIEI0BATENBLCKOTO
Y TIPOEKTHOTO
XapakTepa,
HAITpaBJICHHBIX Ha
pa3paboTKy U
3aITycK
MIPOM3BOJICTBA




JOJIKHOCTSAX B
COOTBETCTBYIOIIEH

npoduIto opraHu3anun

oTpaciau

Ocoo0ble yci10BHA:
Hanunume ponycka K
rocyapcTBeHHON TaHe

obopynoBaHus,
npuOOpoB U
KOMILJICKCOB JIJISt
CUCTEM KBAaHTOBBIX
KOMMYHUKaUK

OncHka
3KOHOMMYECKOM
3¢ eKTHBHOCTH,
HEOOXOUMOCTH U
BO3MOXKHOCTH
WHBECTUPOBAHUS
CPEeICTB B CO3/IaHUE
TEXHOJIOTHYSCKOM
0a3bl IS BBITYCKA
obopynoBaHus,
npuOOpoB U
KOMILJICKCOB ISt
CHUCTEM KBaHTOBBIX
KOMMYHUKaIUK

G/03.8

Pacnipenenenue
peCypcoB st
BEJICHUS TIPOEKTHBIX
u
AKCIIEPUMEHTAIBHBIX
paboT MO CO3aHHIO
TEXHOJIOTUH,
HEOOXOIUMBIX JUIS
MOATOTOBKH
MIPOU3BOJICTBA
obopynoBaHus,
npuOOpoB U
KOMIIJIEKCOB JIJIS
CUCTEM KBAaHTOBBIX
KOMMYHUKaUK

G/04.8

YcraHoBiIeHHE
o0Bbema, mopsiika u
rpaduka
(dbuHaHCUPOBAHUSA
MIPOEKTHBIX U
HKCTIEPUMEHTATbHBIX
pabot B obnactu
MIPOU3BOJICTBA
obopynoBaHu,
npuOOpoB U
KOMIUIEKCOB IS
CHCTEM KBAaHTOBBIX
KOMMYHUKaUK

G/05.8

OueHka

G/06.8




BO3MOKHOCTHU
3ammycka
MIPOU3BO/ICTBA
obopynoBaHus,
npuOOpoB U
KOMILJIEKCOB JIJIsi
CUCTEM KBAaHTOBBIX
KOMMYHUKAaIUH,
IIyTE€ U CPELICTB €ro
peanu3anuu Ha
OCHOBE
pa3paboTaHHOI
TEXHOJIOTUU U
TEXHOJIOTUYECKOU
6a3bl

3.4.1. TpynoBasa dyHKUuAa (npumep ANA UHXeHepa C obpasoBaHMeM
GakanaBpwuar)

IToaroroBka u mpoBelicHIE
J1a0OPATOPHBIX IfCCJIGI[OBaHI/Iﬁ Yposerb
HaumenoBanue patop . Koxn|D/01.6| (momypoBenn) |6
CXEMOTEXHUYECKUX PEIIECHUN TSt
o KBasi(puKamu
CHUCTEM KBAaHTOBBIX KOMMYHUKAIIHI
IIpoucxoxaenue 3aMMCTBOBAaHO
. Opurunan X
TpynoBo# pyHKIIUK W3 OpUTruHan€a
Kon Perucrpanmonnsiii Homep
OpurMHaza  MpodecCHOHAIBLHOTO
cTaHaapra
TpynoBsie O3HaKOMJIEHHE C OTEYECTBEHHBIM M 3apYOCKHBIM OIBITOM Pa3pabOTKH
JIIEUCTBUSA CHUCTEM KBAaHTOBBIX KOMMYHUKALIMM U UX COCTABHBIX YACTEN

O3HakomIieHHE C pe3yJbTaTaMU paHee NPOBEACHHBIX TEOPETHUECKUX H
HKCIIEPUMEHTAIBHBIX MCCIEIOBAaHUNH B 00JacTH co3laHus 00pa3ioB
CHCTEM KBAaHTOBBIX KOMMYHUKALIUI

PazpaGoTka wuH(QpacTpyKTypHOro JIMCTA, NPOTPaMMbI M  METOIUKU
71a00paTOPHOTO UCCIEIOBAHUSA CXEMOTEXHHUYECKOTO PEUICHUS Ul CUCTEM
KBAaHTOBBIX KOMMYHUKaLAW

[lonrotoBka ammapaTHOW M TNPOTPaMMHOM 4YacTH J1abOpaTOpHOTO
UCTIBITATEIILHOTO CTEHJIa B COOTBETCTBUH C MH(PPACTPYKTYPHBIM JIUCTOM,
[IpOrpaMMou u METOAUKON 71a00paTOPHOTO UCCIIE0BAHUSA
CXEMOTEXHUYECKOTO PELICHUs JIsl CHCTEM KBAHTOBBIX KOMMYHHUKAIUI

[TpoBenenue 1a00paTOPHOTO UCCIEAOBAHUS CXEMOTEXHIHUECKOTO PEIICHUS
JUTS. CUCTEM KBaHTOBBIX KOMMYHHKAIUI




IlepBuuHasg perucrpauusi pe3yJbTaToOB J1aDOPAaTOPHOIO HCCIIEN0BAHUS
CXEMOTEXHUYECKOTO PELIEHUs JIsI CHCTEM KBAHTOBBIX KOMMYHUKAIUN

O6paboTka pe3yNnbTaToB 1abopaTopHOTO UCCIIeI0BAHUS
CXEMOTEXHUYECKOTO PEIICHHS ISl CHCTEM KBAHTOBBIX KOMMYHUKAITUH

HO,Z[FOTOBKa OoT4ycTa O na60paT0pH0M HUCCICAOBAaHNHN CXCMOTCXHHYCCKOTO
peuicHud it CUCTEM KBAHTOBBIX KOMMyHI/IKaLII/Iﬁ

PazpaboTka pekoMeHAanMii W  3aKIIOYEHUH 10  HCIOJb30BAHUIO
Pe3yIbTaTOB JTA0OPATOPHOTO UCCIIEIOBAHUS CXEMOTEXHUYECKOTO PEIICHUS
JUIsL CUCTEM KBAHTOBBIX KOMMYHHKAIUN

Heo6xonumsie
YMEHHUS

OOpabaTbiBaTh CBeleHUS 00 OmbITE pPa3pabdOTKH CHCTEM KBAHTOBBIX
KOMMYHHUKAIlMii ¥ MX COCTAaBHBIX 4YacTeil ¢ IENbl0 BBISBICHUSA
uHbOpMaIMY, TOJE3HON I MPOBEACHUS JTabOPaTOPHBIX HCCIEIOBAHHUN
CXEMOTEXHUYECKUX PEIICHUH ISl CUCTEM KBAaHTOBBIX KOMMYHHUKAITHIA

OOpabaTbIBaTh pe3yNbTaThl paHee MPOBEACHHBIX TEOPETUUYECKUX H
HKCIIEPUMEHTAIBHBIX HCCIEIOBAaHUNH B 00JacTM co3daHus 0Opa3loB
CHCTEM KBAaHTOBBIX KOMMYHHUKAIIMI C IIeNIbIO BBIABICHUS WH(pOpPMAIINH,
MIOJIE3HOM ISt [IPOBEICHUSA 71a00paTOPHBIX UCCIIEN0BAHUN
CXEMOTEXHUYECKUX PELICHU U1l CUCTEM KBAaHTOBBIX KOMMYHUKALIWI

PazpabaTbiBaTh mporpaMMbl W METOAMKH HCCIEIOBaHUI B oO0jactu
cO3/1aHus 00pa3LOB CUCTEM KBAHTOBBIX KOMMYHHKAIIHHA

OnuceiBaTh TpeOOBAaHUS K alIapaTHON M MPOrPaMMHBIM YacTSM CTEHJIOB
ISl TIPOBeIeHHsT Ta00paTOPHBIX UCCIET0BAaHUN

[TporpammupoBaTh Ha (PYHKIIMOHAIBHBIX S3BIKAX

IIpoBoauTh HMCCIENOBAaHUA B COOTBETCTBUU C IPOIPAMMON M METOJUKOU
uccrneoBaHuii B oOjactu co3maHus oOpas3loB CHCTEM KBaHTOBBIX
KOMMYHUKaUK

[TpoBoauTE 00PabOTKY PKCTIEPUMEHTAIBHBIX JAaHHBIX C MCIOJIb30BaHUEM
ANEKTPOHHBIX  Tabmui, ©0a3 JaHHBIX W CHCHHAIU3UPOBAHHOTO
MPOTPAMMHOTO O0eCTICUeHUs

I"'oTOBUTE 3aKJIIOYEHHUS 1O HCITOJIH30BAHUIO PE3YIBTATOB TCOPCTUUCCKUX U
OKCHICPUMCHTAIIbHBIX I/ICCJIGI[OBaHI/Iﬁ B o0jactu CO3JaHuA 06pa3u0B
CHUCTEM KBAaHTOBBIX KOMMyHHKaI_[HI)'I

P%paGaTBIBaTB OTYCTHI O MPOBCACHHBIX UCCIICAOBAHUAX

Heo6xoaumsie
3HAHUA

TeopeTndeckne OCHOBBI D3JEKTPOCBA3M U UH(POKOMMYHUKAIMOHHBIX
TEXHOJIOTUN

[MpuHIMOBl (QYHKIMOHUPOBAHUS CHCTEM M CPEICTB DJICKTPOCBI3H U
MH()OKOMMYHUKAIIMOHHBIX CHUCTEM, B TOM 4YHCJIE€ CHUCTEM KBAHTOBBIX
KOMMYHUKAIHMN.

TeOpeTquCKHG OCHOBBI KBAaHTOBBIX KOMMYHHKaHHﬁ, B TOM YHUCIIC.




MaTEMaTUYECKUW aHAIU3, JUCKPETHASI MaTEMATHUKa, TEOPHUS BEPOSTHOCTEH,
OCHOBBI KBAaHTOBOW MEXaHWKA W HEIUHEHHOW ONTUKH, (U3UKO-
TEXHOJIOTUYECKUE OCHOBBI BOJIOKOHHO-ONITHYECKON TEXHUKHU

CtpykTypa CHCTEMBI pEKOMEHJAMA U CTaHAApTOB B  0O0JacTu
TEJIEKOMMYHHUKALIUI

OcHoBbl  3akoHOnaTenbcTBa  Poccuiickoit  ®epepaunu B obnactu
MHTEJUIEKTYaJIbHOU COOCTBEHHOCTH

IToHsATHE KXU3HEHHOTO OUKJIa U3ACITHUA

OcCHOBHbBIEC TIOJIOKEHUSI PEKOMEHJAMA U CTAaHAApPTOB B  OO0JIACTH
KBAaHTOBBIX KOMMYHUKaLAW

YcrpoiicTBa  pacmpesiiesieHuss  ONTHYECKOro  CHrHayia  (CILTMTTEpHI,
UPKYJIATOPHI, MOJAPU3ATOPhl, (Ha30BbIe MOIYJIATOPHI, YIUIOTHUTENIN
YaCTOThI, ITOJIOCOBBIC q)HHBTpBI, ATTCHIOATOPbI, BOJIOKOHHBIC GPCFFOBCKI/IG
pELIeTKN)

HUcTounuku U3IYy4YCHHUA. MOJYIPOBOAHHMKOBEIC JIa3€pbl, BOJOKOHHLIC
JIa3C¢Pbl U YCUITUTCIIN, O,Z[HO(bOTOHHBIC U CTOYHHUKHU

W3mepurenbHble  yCTpPOMCTBA Il MCCIENOBAHMS  KBAaHTOBBIX
KOMMYHHKAIIM:  BOJIOKOHHBIE  HHTEPPEPOMETpPhI,  CIEKTPOMETPHI,
M3MEPUTEIN MOUTHOCTH, CBETOIHOAbI, 0THO(POTOHHBIE AETEKTOPHI

ITpoTOKOIIBI KBAHTOBOW KPUNTOTpa(puu M UX OCHOBHBIC pPEaTH3aLUN

MeTo 161 MaTeMaTH4eCKOl 00pabOTKU JaHHBIX

[TporpammHOe obecrieueHre BU3yalln3aluu 1 00pabOTKH JaHHBIX

TpeboBanus K cucTeMaM KBaHTOBOW KOMMYHHUKAITUU

OCHOBBI ~ NPOEKTHPOBAHMSA,  KOHCTPYHPOBAHHMS M  IPOU3BOJCTBA
UHTEPHEPOMETPOB

OCHOBBI TMPOEKTUPOBAHUS, KOHCTPYMPOBAHUS M MPOU3BOACTBA CUCTEM
KBAaHTOBBIX KOMMYHUKALAW

OcHOBEBI MPOCKTUPOBAHUA CJIOKHBIX CUCTEM

ApXUTEKTypa U OCHOBBI IPUMEHEHMS IMPOLIECCOPHBIX MOJYNEH “cucrema
Ha Moxyie"

OOBEKTHO-OPUEHTUPOBAHHBIE u (byHKIMOHABHBIC A3BIKU
IIPOrpaMMHUPOBAHUS

MCTO,Z[BI BBITNIOJIHCHU A TATCHTHOT'O ITIOMCKa

TexXHUUeCcKUl aHTJIMUCKUN A3bIK B 00JIACTH CBS3U

IIpaBOBBIE OCHOBBI HHKEHEPHOU IEATEIbHOCTH




OCHOBBI CUCTEMBI MCHCIPKMCHTA Ka4CCTBa

Texnonoruu HHGOPMALIMOHHOMN MOAICPKKH U3EIUS

OtpacneBbie CTaHIAPTH U CTAHAAPTHI OPraHU3AIUH B 00J1aCTH pa3paboTKU
U CO3J]aHUsI KBAHTOBO-OIITUYECKUX CUCTEM

OCHOBBI )PrOHOMUKHU

SI3BIKM  TPOTpaMMHUpPOBaHHsI ¥ CHOCOOBI  pa3pabOTKH  BCTPOECHHOTO
MPOTPAMMHOTO O0eCTICUeHUs

[TpaBmina nHpopManMOHHON O€30MacHOCTH MPH paboTe ¢ 000pyIOBaHHEM
KBAaHTOBBIX KOMMYHUKaLAW

TpeboBaHMsI HOPMATHBHBIX MPABOBBIX AKTOB IO 3aIIUTE, OXPaHIEMOUN
3aKOHOM TaWHEI

OCHOBHBIE BO3MOXKHOCTH TEKCTOBBIX, TaOIMYHBIX U TpadUUecKux
pPEaKTOpOB M MPOrPaMMHOTO  OOECHeyYeHHs, MPUMEHSEMOro MpHU
pa3paboTke, peJaKTUPOBAHUH, HKCIIEPTH3E, COTIACOBAHUU U YTBEP)KICHUN
JTOKYMEHTOB

OcHoBHBIE TIpaBa M OO0f3aHHOCTH pPa0OTHHUKA U paboromarens B
COOTBETCTBUU C TPYIOBBIM 3aKOHOAATENBCTBOM Poccuiickont @enepanuu

OOmme TpeOGoBaHMS OXpaHbl TpyAa, MPOTUBOMOKAPHON 3alIUTHl U
9KOJIOTMYECKOH Oe30macHoCTH

HApyrue

XapaKTePUCTUKU

SI3BIKM IPOTPaMMUPOBAHMSL

- SI3BIKM CUCTEMHOT'0 IPOrPaMMHUPOBAHHUS, UCIIOIB3yEeMBbIE ISl pa3paboTKu
BCTPOEHHOTO NPOrPaMMHOI0 00ecTedeHus,

- SI3BIKM OTIMCAHMSA alMapaTypbl HHTETPATIBHBIX CXEM,

- SI3BIKM OTMCAHMA anmnapaTyphl,

- OMOIMOTEKH JUTSl HAYYHBIX M MH)KEHEPHBIX PAacyeTOB




KOHTpO.]]bH]JIe BOIIPOCHI

1. Kakas ocHOBHas 1enb BUAa MPO(PECCHOHATBLHON NMEATETLHOCTH ISl CIICIHATUCTa
npodcrangapra 06.0507?

2. Korma u kem yTBepKI€HBI U BBeZIeHHI B AeiicTBUe nmpodcranaapts 06.050 u 06.0547
3. Kakune kooBBIC TPYIIIHI CIIEHATMCTOB MTpeaycMoTperbl poderangapTom 06.0507?
4. Yem oTnmuaroTcs TpeOOBaHUS ypOBHS KBaMM(UKAINK B KOMOBEIX Tpymnmax A, B, C,
D, E?

5. K xakum xomoBeiM Tpynmam mpodcranmapra 06.050 oTHOCATCS BBIMTYCKHUKH
OakamaBpuara 11.03.027

6. Kakue 3HaHWS MOJDKHBI MMETh CIEIUATUCTBI KOAOBOW Tpynmnbel E s 3aHsATHSA
COOTBETCTBYIOMIEH JOIKHOCTH?

7. 1ns gero paspadortan mpodcranmapt 06.0547?

8. C Kakol JesTeTbHOCTHIO CBSI3aHBI O0SI3aHHOCTH CHEIHAINCTAa KOJAOBOU rpymmbl D
npodcrarmapra 06.0547

9. B kakux xomoBbIx rpymmax npodcerangapta 06.054 tpebyercs obpazoBaHue ypOBHS
CTICIUAINTETA /W MaruCTpaTyphl?

10. B uém momkHA 3aKIIOYaTCS NEATCIBHOCTh CIENUaTucTa KojoBou rpymmbl G
npodcrarmapra 06.0547

3akiaouyeHue

[IpeacraBieHHbld  COOPHO-O030pPHBIM  JIGKUIMOHHBIA ~ Marepuans  JUCHUILTMHBI
«OnTUYecKrue CEeTH W KBAHTOBbIE KOMMYHHUKAIIMM» SIBJISIETCA MEPBBIM IIArOM JJIsi
O3HAKOMJICHUS HAYMHAIOIIMX CIEHHAINCTOB COBPEMEHHBIX TEJICKOMMYHUKAIUNA C
HOBBIMU HAIpABJICHUSIMU PA3BUTHUSI TEXHUKU OINTUYECKOM CBA3U. ODTO pa3BUTHE
0o0yCJIOBJIEHO  pealibHbIMM  MHOTPEOHOCTSIMU  UH(OpMalMOHHOrO  oOOIlecTBa B
HapallMBaHUM CKOPOCTHBIX PEXKUMOB TPAHCIOPTUPOBKM HHPOpManuu U €€
0€30MacHOCThIO Ha BCEX 3Tanax OT KJIMEHTCKUX TEPMHUHAJIOB JI0 IEHTPOB 00OpabOTKU U
XpaHeHusi UHpopMalru, OT UCTOUYHUKOB HHPopManuu 10 e€ norpedurteneid. HyxHo
noXenaTb OyIylIIUM OTpPacieBbIM CIIEIUATUCTAM HE OCTAHABIUBATHCS HA IYTH
Mpo(eCCUOHATLHOIO COBEPILICHCTBOBAHUS M OOPETEHUS HOBBIX 3HAHUW, YMEHUU H
HaBBIKOB. [IyCTh 3Ta NUCHUIIIIMHA UM B YEM-TO MIOMOXKET MPUHATH PELICHHUS.
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