ucunnnumHas.
OnTu4yecKkne cetn N KBaHTOBble KOMMYHMKALLMM
Tema 3aHATUA. N3yuyeHmne cnocoboB 3alMUTHOrO
KogmnposaHusa B TpaHcnopTHoM cetn OTN-OTH w
peannsaumm B 0bopygoBaHUN

JTabopaTopHO-NpaKTUYecKkoe 3aHATHE.

Obuee Bpema 3aHATMA 2 4Yaca



Ha3Ha4vyeHue 3Ton paboTbl — CMCTEMHbIE 3HAHUA DyAYLLINX
crneymnanncTos

MoaroroBuTb 06YYaOLWMXCA K BOCMPUATUIO TEXHUYECKUX PeLleHnit Nno
Kpuntorpadpmnyeckon 3awmte MHPOPMALUUOHHOIoO TpadmKa B KaHanax
ONTUYECKUX TPAHCMOPTHbLIX CETEN C BbICOKMMU CKOPOCTAMU Mepeaayu
Ha ocHoBe obopyaoBaHua OTN/OTH pasnnuHbIXx nponssoauTene.



Llenb paboTbl, NOPAA0K BbINONHEHUA N coaepKaHue paboTbl

Llenb paboTbl: wM3yunTb Ccnocobbl  3aWMTbl  ONTUYECKMX  KaHanos  OT
HECaHKLMOHMPOBAHHOIO CbéMa nHpopmaumu du3nyeckmmm 7
Kpuntorpapmyeckumum peeHnaMmn Ha OCHOBE CTaHAAPTHbIX NPOTOKO/I0B.

MopAAOK BbINOAHEHUA: WU3YYUTb BO3MOMHOCTU 3aWMUTbl COEAMHEHUM B NATU
BapuaHTaX; nNpeMmyllectBa Kpuntorpapuyeckor 3awmtbl TpaduKa ONTUYHECKUX
KaHanoB; cnocobbl n cpeactsa wudpoBaHna Tpaduka B o0bopyagoBaHUMU
TPAHCNOPTHbIX ceTen; obopygoBaHue AnA WNEHPOBAHUA OTEYECTBEHHbIX WU
3apybeXHbIX NpousBoAUTENEN; BO3MOMKHble CEPTUOUKALMOHHbIE pelleHua Aans
TPAHCNOPTHbIX CETEN CBA3M.

CopeprkaHne paboTbl: U3YyUUTb TeopeTUYecKkne pasgenbl U OTBETUTb Ha
KOHTPO/IbHbIE BOMPOChHI, PeLlnTb 3a4au4y.



CopeprkaHue oTyeTa

1. Ha3BaHue paboTbl. ©.1N.0. ncnonHUTENA C NOANUCHIO.
PykoBoautenb 3aHATUA. [laTa BbINONIHEHUA.

2. Llenb 3aHATUS.

3. CoaeprkaHme 3aHATUA C NepeyHeM U3yyaemMbiX pa3aenos.

4. KpaTKue oTBeTbl Ha KOHTPO/IbHbIE BOMPOCHI.

5. PeweHue 33434 1 BbIBOAbI MO pe3ynbTaTam BbINOAHEHUA PaboThI.



PekomeHayemas nintepatypa Ana CAaMOCTOATE/IbHOMO U3y4YeHun

1. O630p nuHerkn KBasap, moaynen wndpoBaHUA Ana Kpuntorpadmnyeckom 3almTbl KAHANOB CBA3M.
WcTouHuk: https://www.anti-malware.ru/reviews/Kvazar

2. ObopyaosaHue ana wudposaHma Ha yposHe L1 . Uctounuk: https://packetlight-russia.ru/products/layer-1-

encryption.
3. Supplement 76 to ITU-T G-series Recommendations (12/2021) Optical transport network security

4.TOCT P 34.12—- 2015 UndopmaumoHHas TexHonorua. KPUNTOMPA®NYECKAA 3ALLLUTA MUHOOPMALNU
BnouHble wnopsl. M.: CtanaaptHoopm. 2015.-25c¢.

5. TOCTP 34 .1 3 - 2015 NHpopmaunoHHasa TexHonorus. KPUMTOI PAONHECKAA SALLNTA
NMHOOPMALNIN. Pexnmbl paboTtbl 6rnoyHbIX wudpos.- M.: CtaHgaptuHdgpopm. 2016.- 30c.

6. Cobones M.A.. CPABHUTE/IbHbIN AHA/IN3 POCCUMNCKOIO CTAHAAPTA LUM®POBAHMA MO rOCT P 34.12-2015
N AMEPUKAHCKOIO CTAHOAPTA LUN®POBAHWA AES // MonutexHnyecknin monoaexHblii xypHan. 2022. Ne 04

7. Katanor npoaykuumn KomnaHum T8. https://t8.ru

8. https://skzi.ru Katanor npoaykuumn cpeacts KpunTtorpaduueckoin 3awmutbl nibopmaumm (CK3M) MLL-TPfc
MLU-MUXs BMLL-TP-1U BMLU-MUXfc-1U APM UK/, CoBmecTMmocTb 060py 08B




YpOBHM 3aWUTblI COEANHEHUN U UHPOPMALMOHHOWN Harpy3Ku
(TpaduKa) TpaHCNOPTHOM CETU U CETM A0CTYNa

3awmTa MmoxKeT bbITb peannsoBaHa Ha NHOOOM U3 YeTbIPEX YPOBHEN onTUYecKoh ceTu (cornacHo
mogenu ISO/0SI):

Cemesoli yposeHb, Mapuwipymusayus

e Layer 3. IP/MPLS: IP Fast Reroute (FRR) (link, path, and node) and equivalent MPLS FRR
(M3MeHeHWe MapLUPYTOB BMPTYyasbHbIX coeauHeHunn). Kpunmoepaguyeckas 3auuma coeouHeHul
VPN (s8upmyanbHbix yacmHeix cemeli)

KaHanoHbIl YPOBEHb nakemHol cemu
e Layer 2: Carrier Ethernet: G.8032

e Layer 2: MPLS-TP: 1:1 LSP protection (kommyTaums BUPTyanbHbIX COEAUHEHUIA B CETAX NHODObLIX
KoHbUrypauuin). Kounmoepagudeckaa zawyuma coeouHeHuli VPN

dusuyeckuli yposeHb onmu4ecKoli cemu

e Layer 1: OTN: Subnetwork Connection Protection (SNCP/I and SNCP/N), 1+1 and 1:N (un¢posasn
kommyTaumua ODUk, ODUCNH B AnHeHbIX U KObLEBbIX CETAX)

+ Kpunmozpadguyeckaa 3aujuma coeduHeHua Ha ckopocmsaAx 10/100 réum/c u keaHmoeo-
KpunmozpaguyecKas 3aujuma coeduHeHuA (NpumeHeHUe KBaAHMO08020 pacnpedeneHus Kawvell)

du3uvecKuli yposeHb cemu CUHXPOHHOU Yyughpoeol uepapxuu

e layer 1. SONET/SDH: 1+1 APS/MSP, 1+1 UPSR/SNCP, 2F-BLSR/MS-SPRING (uudposan
kommyTauma VC-3/4, VC-12 B nuHenHbIX U KOAbLEBbIX ceTAX). Kpunmozpaguyeckaa 3awuma
coeduHeHuli SDH

Onmuyeckuli yposeHb cemu

e Layer 0 (WDM): Y-cable at transponder and muxponder level (onTuyeckaa kKommyTtaums
BoNHOBbIX KaHanos B ROADM, OXC u TpaHcnoHaepax/myKcnoHAepax), KBaHTOBas ONTUYeCKan
ceTb



BapuaHTbl 3aWNUTbI COEAUHEHUN U KIMEHTCKOTO TpadmnKa B ONTUYECKOM
CEeTU. YHMBEpPCasibHAA rMbKaa ABYXCTOPOHHASA 3awimTa VP, KaHanbHanA
sawmTa CP); 3awmTa Tpakta (PP); 3alumMTa KaHabHOM KapTbl KIMEHTA

(CCCP); 3awuTa Ha ypoBHe Knunenta (CLP)

Transponder/ ROADM ROADM Transponder/
Muxponder FOADM FOADM Muxponder

Channel Protection CP
Path Protection IPP
N - CGGP

__Client Layer Protection J CLP



3almTa BOIOKOHHO-0OMNTUYECKOM IMHUM (NepeKkatoyeHne BonoKoH) VP.
Bpemsa kommyTaumm go 15mc

Transponder/ < ROADM ROADM e=plransponder/
FOADM Muxponder

Channel Protection

Path Protection

Client Layer Protection




3alWmMTa ONTUYECKOTro KaHala C KOMMYTaLMen B TpaHcNoHaepe
CP

ROADM ROADM
Transponder/ FOADM FOADM Transponder/

Muxponder h-"l uxponder
“.1 E‘“’.




3awmTa mapLupyTa ¢ KommyTaumen Ha yposHe ODUK, L2 Ethernet u
T.40. PP

ROADM ROADM
Transponder/ FOADM FOADM Transponder/

Muxponder Muxponder

T £ -‘:I
, i
o — T -

OTN Network =
ADM Network R —
L2 Network




3alnTa KapTbl KAMeHTa (MHTepdelica) c NCNoNb30BaHMEM ABYX
TpaHcnoHaepHbix 6n1okoB CCCP

ROADM ROADM
Transponder/ FOADM FOADM Transponder/

Muxponder @ Muxpﬂ nder

o8 8,
-8 &

SPUT

1




3almTa Ha ypoBHe obopyaoBaHus KanenTa CLP

ROADM ROADM
Transponder/ FOADM FOADM Transponder/
Muxponder u:p(:ndi?r
3 —
-H-

IF |
-

i |
[ IF_pa
-

£
-

o — s ©



3alLMTa ONTUYECKOro KaHana ypoBHA TpaHCcNoHAepa ¢
MCnoab30BaHMEM oTAeNbHOro 6noka kommyTtaumm OPPM (Optical Port
Protection Module)

OPPM

'ﬂ-TRP f_E:t
N

g —

FSP 3000
Metwork

141 Transponder Network Port Protection




3awmTa onTn4ecknx coeamHeHnim onokom OPPM

1+ 1 Protection

]
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Kpuntorpadumyeckas 3awmta B MOAYAAX TPAHCNOHAEPOB U
MYKCMOHZEepOoB ONTUYECKMX KaHaN0B TPaHCMNOPTHOM ceTn

» " TpaHcnoHaepsl 1 MyKCNOHAEPLI C CeTesble uHTEpMEHCH! ANA NUHMI
VIHTEp(EIiCH! KTHEHTOB TPEHCMOPTHOM CETH  yychnoRaHMEm B MOSYNBHOM HCMIOMHEHHH Pa3NUUHOI NPOTSKEHHOCTH
SR4, LR4,
ER4F
——— Cal 208G FC, 10GbE ;
QSAP02 " '
—— pm|  STM64, 0C192 o i
———Jowuz2 bl OTU2,0TU2e . G.709 framing — T N s
=mt 124 16G FC - i U-i;':l;. EaH‘r oTU4
————— Ll 6x 25GDE 32G FC ’ ]—-_
=q_ _ GCC0/1/2 _ OTU4 QSFP28 L
-~ 4y 40GhE _
asPio b GFEC
—— 2x 100GbE
8, 165 418, SR
10G: DAL, ADC, 41, 574
250, 320G: DA ADC, SR, PShUM
A0 DAC ADC 5R4, LR

100G: DAC; AOC, 5R4, LR, ER4F, PSM, CWDMA



[MpenmyLLLecTBa UCNO/Ib30BaHUA WNDPOBAHMA AaHHbIX B KaHaiaX
onTuyeckoi TpaHcnoptHon cetn OTN/OTH (ODUZ2, 4) ans Harpysku co
ckopoctbto 10 reut/c n 100 rémt/c 8 none OPU2, OPU4

Wucbpoearue IP sec MAC sec ODU sec .
YpoBeHb YpoeeHb 3 (IP) YpoeeHb 2 (Eth) YpoeeHb 1 (OTN)

Beicokasn nPoOWIBO4ANTENDE-
HOCTE U HW3KaA LUeHa

Manoe BpemMsa oXKUaaHWusA X

3aronoeok npoTokona BonbLuoii ?Manbm

M}FﬂbTHﬂpﬂTGI{DﬂbHDCTb X

ODU sec

ODU Payload (Data Plane) Encryption

« AES-256-GCM (256-bit key, Galois/
Counter Mode)

« Encryption of ODU4 payload (OPU4)
and ODU2 payload (OPU2)




3thpeKTUBHOCTL Nponycka

MpenmylLecTsa UCNONb30BaHMA WMPPOBAHMA AaHHbIX B KaHa/laX ONTUYECKOM

WHopMaunoHHoro Tpaduka

100%

95%

90%

85%

80%

75%

70%

65%

60%

55%

50%

TpaHcnopTHol cetn OTN Encryption npu cpaBHUTENbHOWN OLLEHKE

3agencTBoBaHHbIX pecypcoB MACsec un IPsec

W

P

T
Z

= |EEE MACsec (8-byte SecTag, 16-byte ICV)
= |Psec AES-GCM-ESP Tunnel Mode

/. /
F
64 128 256 512 1,024 1,280 1,518
PasmMep kagpa ¢ wudpoBaHuem, banT
sm= OTN Encryption — |EEE MACsec (8-byte SecTag, 8-byte ICV)

IPsec AES-GCM-ESP Transport Mode



MpenmyLLecTBa UCNONb30BaHMA WMPPOBAHMA AaHHbIX B KaHa/laX ONTUYECKOM

TpaHcnopTHou cetn OTN Encryption

B mupe Ansa 3aWMTbl ONTUYECKMX KAHAMOB YXKe AaBHO MPUMEHSIOTCS YCTPOMCTBA
Knacca L1 Services Encryption. MNepemelweHne Kpuntorpadpuyeckon 3awmTbl C
yposHeln L2 / L3 Ha 6bonee HM3KMI ypoBeHb L1 npuBoaAUT KO npeaenbHO mManomy
BIMAHUIO PYHKUMOHANBbHOCTU MHPOPMaUMOHHOW H6e3onacHocTn Ha WUT-cepBuUCHI.
[na nepenaym AaHHbIX NO OMNTUYECKMM JIMHUAM C UCMONIb30BAaHMEM MPOTOKO/A
OTN L1-wndpatopbl ynakoBbiBatoT UX B crieumanbHble 610kM npoTtokona (OTUsec,
ODUsec), ogHoBpeMeHHO 3alndpoBbiBad. 3a CYET 3TOro yAaETCA CyLLeCTBEHHO
YMEHbLUINTb BpemaA 3aTpayMBaemoe Ha wudpoBaHMe AaHHbIX. Nocne nepepaym
610KM pacnakoBbiBalOTCA M pacwndposbiBatoTca L1-wumdppatopom Ha npuémHomn
CTOpOHEe. B AaHHOM chny4yae 3aWMLIAeTca BeCb HanpaBAsieMbl B TPAHCMOPTHYHO
ceTb TPAadUK, BKAOYAA CAYKEDOHYIO MHPOPMALUIO BbILLECTOAWMX NPOTOKONOB be3
NX U3MEHEHMUS.

CornacHo Bbille npeacTaBaeHHbIM rpadpukam yctpomctBam Knacca L1 Services
Encryption cBolicTBEHHbI MaKCMMasibHasi U He3aBUCALLAA OT pasmepa NaKeToB
NPONYCKHas CnocobHOCTb, CBEPXHM3KaA BHOCMMAn 0bopyaoBaHMEM 3aJepKKa (He
3aBUCUT OT 3arpysku KaHana), anbTepHaTMBHOE coeAunHeHue (aNna coeamnHAeMOoro
060pya0BaHWNA TAaKOM KaHa/l NOHOCTLIO NPO3payeH).

Mpn aTom Kpuntorpaduyeckme cpeactsa yposBHA L1 He ctouT paccmaTtpuBathb B
KayecTBe KOHKYPEHTOB TeM, KoTopble paboTatoT Ha ypoBHAX L2 / L3, NOCKONbKY Y
Ka)K[4oro M3 3TuUX TUMOB CBOE LeneBoe npeaHasHavyeHue. YcTpoictBa Knacca L1
Services Encryption a¢¢deKTMBHbI NpM MOCTPOEHMU ONTUYECKMX KaHaNoB CBA3M
BbICOKUX CKOPOCTEN NMepeaayun.



0630p wndposaHma B onTudeckmnx KaHanax OTN/OTH

B pekomeHgaumm MCI-T Sup.76 (12/2021) no 3awmte ONTUYECKUX
TpaHcnopTHbix ceten OTN/OTH npepactaBneHbl pekomeHAyemble ceTeBble
peleHns no 3awmnte MHGOPMaLMOHHOro TpaduKa Noib3oBaTeNnem ONTUYECKUX
KaHaNoB B BapuaHTax C UCMO/b30BaHUEM CPeacTB WNPPOBAHUA KINEHTOB U
ONepaTopoB TPAHCMOPTHbIX ceTei. Mpu 3TOM AONYCKAeTcs MCNo/Jib30BaHMe
O4HOWM UNKN ABYX MHCTaHUMN wndpoBaHmsa OTN SEC u KnmeHTcKoro wndpoBaHuA
ypoBHa MAC sec (puc.l). WndposaHue pasgensetrca ana OTN sec Ha aBa
BapuWaHTa mcnonab3oBaHusa: B cTpyKType ODU sec J ¢ pasgeneHnem Harpysku
KAneHTa no otaenbHbim 6510kam ODUCNH gna cTpykTypbl TMBKOro onTUYeckoro
N\)yé'IbTMI'IJ)'IEKCMpOBaHMFl n X FlexOsec n B otaenbHom 610ke ODUsec ODUK (k=2,
4) (puc.2).

Ona noanepKkm obmeHa Kaoden wmndposaHmna ncnonbsyetca npotokon IKEVZ ¢
AaTarpamHon nepepgadeir PPP(point-to-point protocol) gaHHbix B oTaenbHowm
CeTM nepeAaum p[aHHbIX unam B KaHanax GCCn (n=1,2), pasmewaembix B
3aronoskax ODUK (puc.3). NosTopsaemocTb obmeHa Kawyamu WwndpoBaHUa oT
30 cekyHa go 14 cytok. OnA KoaupoBaHMA MHPOPMALMOHHOM HArpy3Ku B
6nokax OPUk npumensaetca AES 256-bit Galois-Counter-Mode (GCM).



30Hbl NPMMEHEHNA Kpuntorpapumyeckon 3awmTol Layer-1
(OTU/ODUsec) ans ceteit OTN/OTH (puc.1)

Omneparop TPaHCIOPTHOM CETH 1

OTN switch OTN switch

CTBIKOBKA KIHEHTCKOIO
obopyaoBaHHA ¢ 000pyI0BaHHEM
ONTHYECKOH TPAaHCIOPTHOH CeTH

OTN switch OTN switch

Omnepatop TPaHCMOPTHOH ceTH 2

]
&] ODUsec 1 HHCTAHITHA ﬁODUscc 2 HHCTAHIHA 3amuTa coeguaeHuii OTN

@ 3amHTa Ha YpOBHE KIHeTcKoTro oGopymoBarua MACsec



BapnaHTbl MyAbTUNAEKCUPOBAHUA MHOOPMALLMOHHOM Harpy3Ku KNMeHTa B
3awwmwwaemblit ontuyeckmii KaHan cet OTN/OTH no pek. G.709.1 (puc.2)

Client pre-mapping CI

!

OPUj payload

ODUj —

OH
!

ODUsee secured ODUj

SMOH

F

oPUj
OH

OPUK : :
OH OPUk payload
ODUK
OH OPUk

!

ODUsec secured ODUk
=y I

N
T
Of)[_‘l'-{cn OPUCn payload SMOH OTUk
F Y
See ITU-T G.709.1
nxFlexO
nxFlexOsec
See ITU-T G.709.1
v |

OTS1 or OTSIG




Cxema B3aMmoaencTena no obmeHy Kntoyamm wndposanma IKEVZ B
KaHane onTuyeckom cetn ¢ obopyaosaHnem NCS 1004 (Cisco) (pumc.3)

S

Data NCS

)  'CS  Data
Center 1004 . . 1004 Center
(Site A) 256 bit encryption (Site B)

....... IKEV2 Session
....... L1 OTN Encryption



TunoBas 610K-cxema ¢ Kpuntorpadpuyeckom 3anuTon
onTu4yeckoro KaHana Ha yposHe OTU4 100 réut/c AES-GCM

Node A Node B
100G AES-GCM OTN Cryptography Engine 100G AES-GCM OTN Cryptography Engine
—-I Encryption * + Decryption I—t
opua oDu4 oDu4 v I oDu4
. Encryption] OTNOH oTU4 otus | | [TOTNOR |Emervem N
5 ACryption - NCrypicn
Mapper | —/ Overhead | Processor <—:> Framer ﬁ Framer [~ Processor | Overhead <"_V el
Framer T Framer
OTN I
| I Crypto Link i Bl i
FAS / MFAS Control FAS / MFAS FAS / MFAS Control _ FAS f MFAS
Fail Interface Fail Fail Interface Fail
1 i
£ 1
ol
Host Host

CPU CPU




CTpyKTypa PyHKUMOHaNbHOro 6/10Ka wndpoBaHna (MUKPOCXeMbl

wundpoBaHMA)

KnweuTckas cTopoHa uHTepdelica

e

NuHeliHan cTopoda wHTepdeiica

Loopback Mux TX Processor
(loopback_mux) TX Data Path Bypass
- Data Path
» i | Flow
\ i OPU T Replacement | | e
_,| Cryptography . s Signal : ntro
) % | Engine (oh._insarter) Generator | | (flow_control)
&1 | lerypto_engine) . (repl_sig_gen) | |
s e ECEURRR RN SN LR AEEDY| SEEREIT) SN PO LRECRLL, pli UL S
= 1 1 55F Bypass |
Loopback Push/Pull
Client Side Costrol Engi Line Side
Far-End e “E'“E Far-End
Loopback (control_engine) Loopback
Bypass + + Loopback
Push/Pull S5F - ]
et K A e = e e e S R E‘
Data Path | Authentication D obuoH | % ( i
PR ‘ Cryptography |, o
Flow * Buffer Ergine Extractor !
: h -
Control | (auth_buffer) et ahaine] (oh_extractor) . \ -
{flow_control) -
RX Data Path Bypass Lﬂﬂpba[k Mux
RX Processor {loopback_mux)

S5F, MSF, TSF curnane
CHHXPOHUIAUWK UMKNOB (KagpoB),
CBEPXUMKNOB, TAKTOR



r 3

CtpykTypa Kagpa OTUK ¢ wndpyembim nonem Harpyskm OPUK u
MeTKamM onosHaBaHusA WwndposanHua (Tag) u uaeHtnpukaumm AAD

OTUk Payload Frame

1 15 16 3824
o Encryption
OTUk Overhead - Boundary
3|e
& 2|8 Authentication
= 1L]
@ £ 3 Tag
v @ E
8| % ODUk Payload Area
ODUk Overhead =l
5| 3
o
o]
RES[3:8] E
DIGI-G4

PM5990




B nocneposaTenbHoctu Kagpos OTUK co3paéTca KpuntonakeT ¢
yetblpbma nonamu: TAG, Encrypted OPU, ADD, IV. Nopsgok
bOpPMMPOBAHUA METOK NPeACTaBAEH Ha PUCYHKE

Crypto Packet Crypto Packet
[n-1] [n]

Crypto Packet

[n+1]

TAG

Encrypted OPU

Encrypted OPU

Encrypted OPU

AAD

U

U




Obo3HayeHune nonem MeToK, EMKOCTb B bamTax 1 UCNONHEeHue

(HW, annapatHoe, SW, nporpammHoe)

Field Description Size (byte) | Managed by
TAG | Message Authentication Code (MAC) 16 HW
AAD | Additional Authenticated Data 4 SW
CSKS — Crypto Session Key Selection 1 SW/HW
v CSID — Crypto Session ID 4 SW
CBID — Crypto Block ID 4 HW
CPID — Crypto Packet ID 3 HW




Ha3sHayeHue nonen KpMnTonakeTa

AUTHENTICATION TAG, ono3sHaBaTtenbHbi npu3Hak —noae TAG cooTBeTcTBYET KoAeKcy
yCTaHOBNEHUA NoAAMHHOCTU coobweHns (MAC), npousseaéHHoro anroputmom AES-
GCM wu wucnonb3yetrca npuémHuMKom. lepenaétca M3HA4Ya/bHO ANA COKPaALLEHUA
BPEMEHU  OXUAAHUA-XPAHEHMUS-OTNPAB/NEHUS B TEYEHWM  OMO3HaBaTE/IbHOro
npouecca.

AAD, pononHuUTenbHble 3aBepeHHble AaHHble 4 6aiTa, BKAKOYAaEMble B KPUNTOMAKET.
Mcnonb3yetcs onepaTopom TPAHCMOPTHOM ceTu Ana nepegayn wuHbopmaumm o
MOHUTOPUHTE, HA/IMYUN NN OTCYTCTBUU WNPOBAHUA.

IV, BEKTOp MHUUMaNM3aLNN, NOCTPOEHHbLIA HA OCHOBE ABYX MOJEN: YCTaHOB/EHUA U
obpauleHma. Heobxoanmo ana Bbibopa Kntova WndpoBaHus.

Crypto Session Key Selection (CSKS), Bbibop Kntoya wndpoBaHUA ceccum BMecTe C
CSID obpasytoT nakeT wWndpoBaHUA C YHUKAIbHOM pa3nndmmocTbto B |V.

Crypto Session Identification (CSID) 4-byte number, Homep wuaeHTUdUKaTOpPa
Kpuntoceccmmn

Crypto Block Identification (CBID) 4-byte number, yka3sbiBaeT Ha pa3mep nakeTta
wndposaHus (64 nakeTta WndpoBaHMA) B OAHON MYNBTUCTPYKTYPE (CBEPXLIMKE)

Crypto Packet Identification (CPID) 3-byte number, ngeHtnpuKkauma Homepa nakerta
WndpoBaHMUA.

YHukanbHocTb |V npeaycmoTtpeHa yncnom 2 B ctenenn 232 u yMHOXKeHHoe Ha 64, npu
Kpuntonepuoae 4,67/2mMKc, T.e. ANUTENbHOCTb UCMNO/Ib30BaHUA ceccun WndpoBaHUA
14,86 gHel. PeanbHO Takow nepuoa He TpebyeTca.



Obpa3oBaHMe KPUNTONAKETA C ero ONo3HaHMEM NPOUCXOAUT B
yeTbIpEéx Kaapax no ceepxumnknam (MHamkauma MFAS B 3aronoske
OTUK) Ha no3unumsx 6anT, paHee 3apesepsmpoBaHHbIx (RES) B
3aronoske ODUKk

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Frame Alignment Overhead OTUk Overhead
PM TCM
RES £ | o TCM6 TCMS5 TCM4 FTFL | 9pUk
TCM3 TCM?2 TCM1 PM EXP OH
GCC1 GCC? APS/PCC RES
MEAS RES (row, col)
[0 | 2 1) | 22 | 49 |10 ] @11 @412)] @ 13) ] @4 14

0 TAG TAG TAG TAG TAG TAG TAG TAG
1 TAG TAG TAG TAG TAG TAG TAG TAG
2 AAD AAD CSKS | CSID CSID CSID CSID CBID
g, AAD AAD CBID CBID CBID CPID CPID CPID




CTpYyKTypa KpunTonakeTa A/ ONTUYECKOro KaHasia Ha ocHoBe 610K0B
oTu2/4

KpMI’ITDI’IaKET C MeTKamMiK

r ---------------------------------------
| 1 8 15 3824 3840 |
I
1! FA OH OTU OH i
12| TAG :
| Padding
13 ODU OH Wndppyemaa Harpyska OPU :
I
| 4 TAG I
I I
11 FA OH OTU OH :
I
12| TAG 1
I Wundopyemaa Harpyska OPU Padding I
13 ODU OH I
I I
4 TAG I
I I
11 FA OH OTU OH :
I
| 2| AAD I
LLin emas Harpyska OPU Padding I
: 3 ODU OH PPy Py I
I
: 4 CSKS CSID CBID ’
I I
1 FA OH QTU OH I
I I
2 | AAD I
: Wudpyemas Harpyska OPU Padding I
;3 ODU OH I
: 4 CBID CPID :
I I



Peanusauymsa 3awmtbl mukpomoaynem - PM5990 DIGI-G4 B 6nokax OTU4 ansa
KaHana Ha ckopoctu 400remt/c (https://www.microsemi.com)

DIGI-G4 is Microsemi’s fourth-generation OTN processing solution for next-generation OTN switching and
packet-optical transport (POTP/P-OTN), WDM/ROADM, and hyperscale data center interconnect (DCI)
equipment. Building on the innovations in Microsemi’s DIGI-120G, which is widely deployed in service
provider and hyperscale data center WAN networks today, DIGI-G4 is a 4x100G multi-service OTN
processor, scaling line card capacity by 4x, while reducing power per port by 50 percent, as compared to
previous generation OTN processors.

DIGI-G4 addresses the requirements of SDN-ready, encrypted optical transport infrastructure. Reusing
Microsemi’s proven, service provider-qualified DIGI family OTN switching software development kit (SDK),
DIGI-G4 can be leveraged across multiple applications and equipment platforms, providing OEMs with the
lowest risk, fastest time-to-market and lowest cost of development.

HIgh-density 400G single-chip line card solution for OTN switching on P-OTP/P-OTNs

Sub-wavelength Layer 1 OTN encryption solution to secure the cloud Supports 2nd-generation AES-256
OTN encryption Enables sub-wavelength ODUk encryption

25G granularity flexible OTN framer to DSP

High density 10G, 40G and 100G multi-service support, including Ethernet, storage, IP/MPLS and
SONET/SDH

gransport SDN-ready features, enabling OpenFlow extensions such as network element neighbor
iscovery

Single-Chip 400G OTN Line Card

Interlaken Fabric To
Interface Chip [4——# Switch
(FIC) Fabric

400G ; DIGI-G4
Coherent DSP | | PM5990

4% OTU4 -¢4— Optics




30Ha NpMmeHeHus WndpoBaHUA KpunTonakeTamm (coeanHeHme
nataueHTpos DC nan UOA)
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dunsnyeckoe MCNoaHeHue MoAayna LIJM(I)pOBaHMFI N ceteBoe NnpumeHeHue.
WCC-PCN-AES100GB-G is a WDM transponder for the transport of encrypted
100GbE and OTU4 client services over optical networks

Optical access Network infrastructure Data center interconnect (DCI)

ﬂ Connect
% . Guard™

Open optical network infrastructure %

from access to core
Business continuity
Disaster recovery

Protection switching
« 1+1 unidirectional revertive and non-revertive
switching
* Switching times <50ms
* Automatic protection switching (APS) channel per

sub-aggregate service for client channel card
protection

Encryption

* Encryption of payload according to AES-GCM with
258bit key

* Diffie-Hellman 4096 key exchange every minute
* Protection against modification
* Far-end authentication



KpunTtorpadunyeckasa 3amta ONTUYECKUX KaHaN0B CBA3M ypoBHA L1.
Moaynun «KBazap» B ONTUYECKOW TPAHCMNOPTHOM CETU

BbicoKonpoussoauTenbHble moaynu wudpoBaHua «KBasap» Ans 3aWmMThbI
MHOOPMALMM B ONTUYECKUX CeTAX NpeaHasHavyeHbl Ana obecnevyeHun
KOHOUAEHUNANbHOCTU U LE/IOCTHOCTU AaHHbIX, 3alUTbl OT HaBA3bIBaHUA
NNOXKHOIO COAEPXMMOro MO OTHOWeHuto K nepepasaemon B cetn OTN
nHbopmaumn. Moaynm wundppoBaHmna «KBasap» BbINONHAT GYHKUUMK
KpMnTo3awmTbl ¢ nponssoautenbHoctbio 10 n 100 Méut/c npn nepepave
JAHHbIX MO MarnmcTpasabHbiM BOJIOKOHHO-ONTUYECKUM JIMHUAM CBSI3U
MeXAY KAMEHTCKMM UM KaHanoobpasywmm obopyaoBaHMEM, a TaKXKe
MOTYT CaMM BbINOJHATL POab nocnegHero. MctouHuk: https://www.anti-
malware.ru/reviews/Kvazar

B Poccuu, yumTbiBas TpeboBaHUA AeNCTBYOLWLEro 3akoHogaTensctea (152-
®3, 187-d3, IOCT P 57580.1-2017 u 1. n.), HeobXoAUMO NPUMEHATH
ceptupumumnpoBaHHole B cucteme @DCb Poccum  Kpuntorpaduyeckue
cpeacTsa.

Moaynu wudpoBaHMs «KBasap» MNOAKAOYAOTCA MEXKAY KAUEHTCKUM
obopyasoBaHnem M KaHanoobpasywuwmum obopyasosaHnem ceterr OTN wu
obecneuynBatoT BbINOJIHEHUE bYHKLUMM KPUNTO3aLWmnTbI C
npoussoautenbHoctbto 10 T6ut/c mn 100 T6uT/c nNpu nepepave
MHPOPMaLMK NO MArNCTPaNbHbIM BOJIOKOHHO-ONTUYECKUM JIMHUAM CBA3MW.

CueHapum ncnosnb3oBaHUA
Tononorma cetTn: TO4KaA-TOUYKa, KONbLO.




Kpuntorpadunyeckas 3aLimta ONTUHECKMX KaHA/I0B CBA3WN YPOBHSA

L1. Moaynu «KBa3ap» B ONTUYECKOM TPAHCMOPTHOM CETU

TexHMuecKue xapaKTepucTtuku mogyna Keasap

KaHan: ontuka, OTN ¢ popmatom kagpa OTUZ2 (10 rémt/c)/OTU4 (100 réwmt/c).
KnueHt: ontuka 10Gbit Ethernet namn 8x1Gbit Ethernet.

MpownssoauTtenbHocTb WndpposaHmna 10/100 reumt/c.

Anropntm wndposaHua: FOCT P34.12-2015 (Marma nan KysHeuuk). Lndp nmeet
128-6UTHbIN pa3mep BXoAHOro 610Ka AaHHbIX, 256-6UTHbIM Katod 1 BbinoaHaeT 10
payHAaoB wudpoBaHus. B nocnegHem payHae WwWndpoBaHUA BbINONHAETCS TO/IbKO
O/lHa onepaunsa — HaJIoXKeHMe PayHA0BOro K/awua.

LLiIndbpoBaHMe AaHHbIX OCYLLECTBAAETCA B PEXKUME raMMUPOBAHUA B COOTBETCTBUM
c FOCT P34.13-2015.

MmunTo3aLlmTa AaHHbIX ocyllectBaseTcs B cootseTctBum ¢ FTOCT P34.13-2015.
dopmupoBaHME N KOHTPO/Ib UMUTOBCTABKM 3a Kaxkabi Kagp OTUZ,

Knwoum — napHble.

Koppekuma ownbok FEC RS (255, 239).

CK3MW «KBaszap» — moayam wuoposaHma MILUW-TPfc wn  MLW-TPfc-1U
(TpaHcnoHaepsbl), MLW-MUXs n MLW-MUXs-1U (arpervpytowme TpaHCnoHAepbl),
obecrneymBaeT KPUNTOMMMUTO3ALNTY U nNpeobpasoBaHWE KAMEHTCKOro MNOTOKa
nHdopmauum no nHtepdeicam 10 Gbit Ethernet nnam 8 Gbit Fibre Channel;

CK3N «KBazap-100» — moaynn wwudpposanna BMLU-TP-1U ana opraHmsaumm
3alLKUTbI BbICOKOCKOPOCTHOro KaHana 100 remt/c.



JInHenka obopygoBaHmna «Keasap»

ApxutekTypa «KBas3apoB» CnpoekTMpoBaHa TakMm obpasom, 4yTobbl obecneuunTb
3pPeKTUBHYIO paboTy C ONTUYECKOM cpeaor nepeaayn AaHHbIX 6e3 BAUAHMA Ha
XapPaKTEPUCTUKN CETU B LLEJIOM.

Moaynb wudpposaHna «KBasap» nomellaeT Kaapbl KJANEHTCKUX NpOToKonoB L2
LLe/IMKOM B ropasfo 60sbliKniA Kaap NpOTOKONA Nepeaadym AaHHbIX MO ONTUYECKOM
cetn (L1/L0) u notom wwudpyer ero. [anee 3T Kagpbl AOCTAaBAAOTCA yepes
ONTMYECKYIO CETb M PaACMaKOBbLIBAOTCA YCTPOMCTBOM WIMPPOBAHUA Ha Apyrom eé
KoHLe.

«KBa3sap» 3awimuiaeT Becb HanpaBAAeMblA B TPAHCNOPTHYIO CeTb TPaduK.
JInHenKa «KBa3ap» BK/ItOYAET B cebs:

CK3M «KBaszap» — moaynum wudposaHms MLW-TPfc wn  MLUW-TPfc-1U
(TpaHcnoHaepsbl), MLW-MUXs 1 MLW-MUXs-1U (arpervpytowme TpaHcnoHaepsbl);
CK31 «KBa3ap-100» — moaynn wwudpposanna BMLU-TP-1U ana opraHmsaumm
3alLKUTbI BbICOKOCKOPOCTHOro KaHana 100 reur/c;

CK3u «Keaszap-CKP>» —  mooynu wugpoesaHusa c KeaHmoeoli
KpunmoezpaguyecKoli cucmemol ebipabomku u pacnpeoeneHus Kaw4eli MLL-
TP-CKP;

CK3WN «KBa3ap-2» — 3KcnopTHble BapuaHTbl moaynei wmdpposaHua MLI-TPfc-1U
n ML-MUXs-1U.



CoBmecTnmocTb moaynen «Ksasap»

Moaynn wuopoBaHmsa «Keasap» noaaeprkusatotr dopmat OTUZe, a «Ksasap-
100» — d¢opmat OTU4, uto paét mm cosmectumoctb ¢ DWDM-cucremamm
Beaywmx npoussogutenen, Takux Kak Huawei, ADVA Optical Networking,
Packetlight Networks, 000 «T8x», BTI (Juniper), Ciena, Infinera, Ekinops.
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Mpumep obopyaoBaHUA. BHelwHMI BUA moayns WndpoBaHUA
MLL-TPfc-1U

Moaynb wudpposanma MLU-MUXS — arpernpytowmin TpaHcnoHaep
(MyKcrnoHAep), BbIMNOJIHEHHbIN Ha OCHOBE MNAaTbl C YCTAHOB/IEHHbIMU HA HEWN
JINLLEBOW NAHEeNblo U BEPXHEN 3aWMTHOM KpbIWKOW. MNpeactaBnaeT cobomn
BCTaBHOM BNOK, yCTaHAB/IMBAEMbIN B CMELMANN3UPOBAHHOE LWACCKU. 34echb
TaK)Xe BO3MOKHbI ABa BapMaHTa UCNOJHEHUA — C BOKOBbIM 1 GPOHTANIbHbIM
obaysom. ObecneunBaeT KPMNTOMMUTO3AWNTY U Npeobpa3oBaHme
KNMEHTCKOro noToka nHdopmaumm no nHtepdeicam 8x1Ghit Ethernet nnbo

8xSTM-1 / 8xSTM-4 / 4xSTM-16.

UcTouHuK: https://www.anti-malware.ru/reviews/Kvazar
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SALMTA KAHANOB

100:GE BE3 MPUMEHEHMA WDM
BEZ PESEPBMPOBAHWA

Jlzrnce pomeane ACABCARET 220UATHTE
TN 2N 00 (OpocTss 80 100 N ¢ mrmou
ceneaca W0GE na ogHol nape Bosces

e penetss MAEARST SmpTs S87u0e
CETTHRECKME RHAAI 00 CO0CT=0 40 100 M ¢ Tnaos
cepanaca 1000GE no ograci e 300 () wan Mo QEHOR
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16 100GE MO MAPE BOMOKOH C MPUMEHEHWEM AKTMEHOTO W NMACCMBHOTD MYNBTHNNEKCMPOBAHMA

CUTHARNA
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Ax100GE MO NAPE BOAOKOH C NMPUMEHEHWEM
AKTHEHOTO MYNBETUMNEKCHUPOBAHWA CHIHAMA
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MPEMMYILIECTBA

LiindpoeaHle Ha CKOPOCTTH AnHNK 100 MBuT/c
MHHMMaNEHOE BAXAHNE HE XADAKTEPUITHKHM CETH NEPEAaYH JaHHLDN M CEpBHCHI

Mepenaya JaHHe 583 UIMEHEHWA MX WOHOZHOA CTDYKTYDH M 3IMHHACTEETHEHOH MHDODMALIMK
Moglepxka MyNETRIEPENCHLIX C2TER

« BeICTpODE BHEApEHWE DE3 BAMAHWA Ha CETEEY0 TONOAOTHED (Transparent mode)

XAPAKTEPHMCTHIKA

Ko AMEHTOOE MHTEDGERCE
TNMistiefinsie wemepdeiice
MpoMIBOAMTEALHOC TS
Japeoexa (Latency), mc
Krace CK3M

Kpesrmarpadsueckaii anropum

Peswvm usadipo BaHMA

Pesnm spipaboTim
MMMTOBCTABKM

JMCTAHLMOHHDS YIIDaRNEHHE

Cepmadmkara DB

PaboTa no sTEMHOMY BOROKHY® W C SKTHEHEM 0G0pyRosaHneM DWDM pazaWuHED NPOMEE0JMTENSHA
CaMOCTOATEAEHER MeHEPaLMA W YAANEHHAA CMEHE KNKDYEH (B COCT3ES KOMMASKCE)
LIMposME EO3MOKHOCTH MaowT26MpoEaHHA

1x100Ghit Ethemet
TeOTU-4
100 I'ow/c
000043
KC3
MOCT P 34.12-2015 (Gnoursid wwdp <KysHeuus)
TOCT P 34.13-2015 (pesnm raMMHpOsaHs)

TOCT P 3413-2015

Cpegcraamy APM-LYC,
Beb-wHrepdeic ¢ cepaepa LIYC (TonskD AA8 MOHMTOPHMHIE CETH]
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Cxema nogkntodyeHna moaynen «Kesasap» B cetb ¢ DWDM

Ethernet
HommyTatop

Ethernet
KommyTtaTtop

Fibre Channel
KommyTaTop
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Fibre Channel
KommyTaTtop

8GFC

Cywecreyowaa DWDM cuctema

M

e

DWDM MUX

DWDM MUX

OTU2e

MLL-TPfc Ethernet
KommyTtarop

MILL-TPfc Ethernet
KommyTatop

MLU-MUXs Ethernet
KommyTtatop

MLW-TPfc Fibre Channel
KommyTaTop

MILL-TPfc Fibre Channel
KommyTtatop



Cxema 3awmtbl DWDM-pewenna ana ceten 106G, 1G n 8GFC
UctouHuk: https://www.anti-malware.ru/reviews/Kvazar
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BbIBOAbI MO BO3MOXKHOCTAM Moaynel «KBasap»

[na 3aWmTbl BbICOKOCKOPOCTHbBIX ONTUYECKUX KaHa/N0B CO CTPOrMMW TpeboBaHMAMM K MapameTpam CeTu NpUMEeHAITCA
ycTpoiictBa Knacca L1 Services Encryption. «KBasap» — 370 eAMHCTBEHHOE Ha CEroAHALWHUA AeHb cepTUPUUMPOBAHHOE B
cucteme OCb Poccum KpunTocpeacTBO Ha POCCMMCKOM PbIHKE C MNOALEPMKKOM POCCUNCKUX KPUMNTOANTOPUTMOB ANA
wndpoBaHua Ha ypoBHe L1 B onTnyeckux cetax.

C nomouwbto moaynen «Keasap» MOXKHO NOCTPOUTb 3ALLMLLEHHbIE KaHaNbl Mexay duananamm KoOMnaHWM, OCHOBHbIMU U
pesepBHbIMK LIOJamu, obecneunTb 3alLUTy Pa3NMYHbIX MY/NbTUCEPBUCHbLIX ceTel (noTokoBoe Buaeo, BKC, tenedoHus,
nepeaava AaHHbix). L1-wmppatopsl «KBazap» 3pdeKTUBHBI NPU NOCTPOEHUN ONTUYECKMX BbICOKOCKOPOCTHbIX KaHA/10B CBA3M
Mexay naolwaakamu, Koraa npeabasnawTca TpeboBaHMA No 3almTe nepegaBaemMon UMHPoOpmaUMM C MPUMEHEHUEM
ceptuduumpoBaHHbix CK3U, a TaKKe NpU HaIMYMUU CUCTEM U CEPBUCOB C BbICOKMMM NoKasaTenamm SLA.

Hannune ceptudukara coorsetctamnsa tpebosaHmam PCb Poccum kK CK3U no knaccy KC3 gaét BO3MOMKHOCTb MCNO/b30BaTh
moaynn wnppoBaHua «KBasap» B COCTaBe KOMMJIEKCOB 3aLWMUTbl CUCTEM, TAe NPUMEHEHUE CePTUPUUMPOBAHHBIX MPOLYKTOB
o6a3aTtenbHO (rocygapcTBeHHble WMHPOPMALMOHHbIE CUCTEMbI, WUHPOPMALMOHHbIE CUCTEMbI MNEPCOHANbHbLIX AaHHbIX,
¢dunHaHcoBble (baHKOBCKME) cUCTEMBbI, Mognagatowme nog TpebosaHma MOCT P 57580.1-2017).

Mogaynn «KBasap» noMuUmo GYHKLMIA KPUNTO3ALWMUTbI TAKKEe MOTYT BbINOMHATL POAb KaHanoobpasytouiero o6opyaoBaHuA.
Hu3Kne nokasaTenn BHOCMMOW 3afepXKKM y «KBasapoB» Hapady C OTCYTCTBMEM [XKMTTEpPA U NOTEPb Aaxke npu
CTONPOLEHTHOM 3arpy3ke KaHajla MO3BONAKT MHTErpMpoBaTb KpUNTOCpeacTBA B ceTb 6e3 BAMAHMA Ha paboty
MHPOPMALMOHHbIX CUCTEM U CEPBUCOB.

Mpo3payHasa paboTta «KBazapos» He TpebyeT MX yyacTMAa B MAPLUIPYTM3ALMU UM KOMMYyTaumMm naketos. COBMeCTMMOCTb
«KBaszapos» ¢ DWDM-cuctemamn gaét BO3SMOXKHOCTb paboTaTb Ha CKOPOCTU NMHUKU U He BHOCUTb M3meHeHuin B DWDM-
cUcTemMy cylwiecTBytowein cetn, obecneumBaa 3awWwmTy nocneaHer 6e3 orpaHUYeHWA e€ NPonyckHoM cnocobHoctu. Kak
TAKOBbIX HEL,OCTAaTKOB OBHapY»KeHO He BblN0, NOCKONbKY NPOAYKT ABAAETCA eANHCTBEHHbIM B CBOEM poae Ha pbiHKe. O4HaKo
MOYHO OTMETUTb HEKOTOpble HloaHCbl, 0bycnoBneHHble crneuudukon L1 Services Encryption — yuuTbiBasi To, YTO BCe
3arooBKM L2 1 Bbiwe wWndpytoTca, BO3MOMXKHO TO/IbKO No3BEHHOe wudpoBaHMe (B Tom umcne B Konbuesblx cetax OTN).
Bcneacteme 3Toro HEOH6X0AMMO MCNONb30BaTb HONbLIOE KONNYECTBO TaKNX WNHPATOPOB.

DoctonHcTBa: OTeyecTBeHHas paspaboTtka, L1-wmnpposanume ¢ npumeHeHmnem anroputma FOCT. CepTUdMKaT COOTBETCTBUA
TpebosaHnam ®Cb Poccum K CK3U no knaccy KC3. MuHumanbHoe BAuaHue Ha WT-cepsucbl bnarogaps yHUKanbHbIM
CeTeBbIM XapaKTEPUCTMKAM, MNPOCTAA MHTErpauns M BHeppeHue 6e3 nepepbiBa CEPBUCOB, BKAKOYAA WHTErpauuio ¢
CUCTEMAMM MOHUTOPUHra. PeanbHasa npounssoautensHocTb 10 1 100 M6umT/c 6€3 notepb, BO3MOXKHOCTb MacLITabMpoBaHUS.
Mpn MCNONb30BAHUM AOMOSHUTENBHOTO KOMMYHUKauMoHHoro obopyaosaHua DWDM BO3MOXHO MynbTUMIEKCMPOBATH
NOTOKM Heckonbkux CK3WM B 0ogHO onTMyeckoe BOMOKHO, HapawmBasa HeobxoaMmyio MpPOU3BOAUTENbHOCTb MO 3aluuTe
MHbOPMALMK, MPU 3TOM HE YBENIMYMBAA KOIMYECTBO UCMO/Ib3yeMbIX ONTUYECKUX BOIOKOH. 3aLLmMTa MY/IbTUCEPBUCHDIX CETEN
(notokoBoe BuAaeo, BKC, tenedpoHus, nepepaya AaHHbIX) obecneumBaetcs 6e3 HeobxoaMMOCTM pas3feneHna MNOTOKOB
MHPOPMaLMK. BO3MOXKHOCTb NOAKNOYEHMA K MarncTpaabHbim KaHanam OTN, noaaeprkka OCHOBHbIX MPOTOKO/IOB Nepeaaym
panHbix (Eth 1G, 10G, 100G, 8GFC, STM 1-4-16), coBmectumocTtb ¢ ntobbim DWDM mnnm pabota no «TEMHOMY» BOJIOKHY.
MacKknpoBaHue Tvna TpadumKa B KaHanax cBA3U. BO3MOXKHOCTb MCNONb30BaTb B POAM KaHanoobpasyowero obopygoBaHums.
Hu3Kkas cToMmocTb B nepecyéTe Ha rmMrabumT 3aWmEHHON MHPOpMaLUK.



ObopyanoBaHue 3apybexxHbIx NponsBoanTenen ¢ PyHKUMEN KPpMNTo3aLmTbl TPadUKa

Komnanusa PacketlLight npeanaraet peweHna ontuyeckoro wnMdpoBaHUA AaHHbIX ypoBHA Layer-1 ans ceteit
DWDM, OTN n TémHOro Bon0KHa 6€3 CHUMKEHUA NPONYCKHOM CNOCOOHOCTU BCEX KaHaNOB.

PeweHne obecrneumBaer KOHOUAEHUMANbHOCTb M LIEJIOCTHOCTb MepeAasBaembiX AaHHbIX, OCHOBAaHHbIX Ha
cTaHgapTax wuoposaHua GCM-AES-256, nopaepxuBas obmeH kawodamu Auddu-Xennmana (DH) c
nepuoanYHoOCTbO A0 1 MUHYTLI. ITO pelleHne noaaepmeaeT nepeaady aAaHHbix GbE, 10/40/100Gb Ethernet
n 4/8/16/32G FC pna Takmx 3afay, KaKk 3alULEHHOE MOAKAIOYEHUE UEHTPOB 06paboTKM AaHHbIX AnA
dMHaAHCOBOro ceKkTopa, WndpPoBaHHNE CEPBUCOB A1 ONepaTopoB CBA3U, CO3AaHME 3aLLULLEHHbIX CeTel AN
rOCYapPCTBEHHbIX YHPEKAEHNIN U KOMMEPYECKUX KOMMAHUN.

https://packetlight-russia.ru/products/layer-1-encryption

Komnanua Gemalto, mnposon nngep B8 obnactn umdposoit 6esonacHocT, 0b6BABMAA O 3anycke HOBOTO
peweHna - wndpaTtopa SafeNet Ethernet CN9100, obecneumBatoulero opraHmMsauuam becnpeueaeHTHYHO
CKOpPOCTb, NpPOM3BOAUTENBHOCTL WM 6e3omnacHoCTb BO Bpemsa WWUGPOBaAHMA AaHHbIX B 061a4YHbIX WU
KOPNOPaTUBHbIX NPUOXKEHUSAX, @ TaKXKE B BbICOKOCKOPOCTHbIX KOPMOPaTUBHbIX CETAX.

SafeNet Ethernet CN9100 wudpyet akeusaneHt 20,000 dpunbmos B Bbicokom paspeweHun (HD) scero 3a
OHY CEKyHAy.

Be3onacHo wndpya AaHHble Ha ckopoctn 100 réuT B cekynay, SafeNet Ethernet CN9100 obecneunBaeT mera
6€30MacHOCTb AaHHbIX U BbICOKOCKOPOCTHYO NMPOM3BOAUTENBHOCTb B CETU CO Y/IbTPAMAsION NATEHTHOCTbIO
(Bpemsa CKpbITOro oxuaaHus < 2 MKc).

O6e3onacus Ethernet tpadpuk BbicokockopocTHbIM WndpposaHmem 2 yposHa, CN9100 oteeuaeTt TpeboBaHUAM
K CEeTAM C HM3KOW JIaTEHTHOCTbIO M 6e3 noTepu MOSIHOM MPOMNYCKHOM crnocobHOCTU KaHana, obecneymBas
beckomnpomMmmnccHyto 6e3onacHocTb Ana 60MblINX U AaXKe Mera AaHHbIX, NepeAaBaeMbiXx MO CETAM MeXAy
UoA v B obnakax.

HoBeliee Aono/sHEHME K CEMbe BbICOKOCKOPOCTHbIX Wwudpatopos HSE (High Speed Encryptor) SafeNet
Ethernet CN9100 oTBeuyaeT Ha MOCTOAHHO YBEAWYMBAIOLLMICA POCT 06BEMOB AaHHbIX M crnpoc Ha 6onee
BbICOKYIO MPOMYCKHY cnocobHocTb ceTn Ethernet. OH obecneumsaet 6e3onacHoe WKNdpPoOBaHME rONOCOBOIO
M Buaeo TpaduKa, nNepeaayn MaccmBoB JaHHbIX Ha ckopoctn 100 6uT/c Mo TEMHOMY BOJIOKHY,
cetam MAN n WAN, a takske Ethernet-cetam. UaeanbHo noaxoaut ana WnppoBaHMA NPOBaNAEPCKUX CeTel,
CoeAMHEHUA UeHTPoB 06paboTKM AaHHbIX M pe3epBHbIX MOLWAA0K, NOAAEPHKMBAET BCE TOMOJIOMNKU CeTel,
BK/ItOYAA TONONOIMMI0 K MYNBTUTOYKA» - KMY/IbTUTOYKA.

https://www.senetas.com/gemalto-launches-cn9100-100gbps-ethernet-network-encryptor/




O6opyaoBaHue komnaHum PacketLight c npumeHeHnem KpunTtosawmThl

PL-4000M

400G Muxponder

Aggregation of flexible mix of services into

a 400G DWDM uplink

Features Overview

Flexible high capacity architecture based on

400G pluggable digital coherent optical modules

Supported clients: 10/25/100Gb Ethernet,
16/32G Fibre Channel, OTU2/2e/4

Flexible mix of client services mapped into a
single 400G DWDM wavelength

Supports O-FEC on the line side

Uplinks: Dual 400G CFP2-DCO Open ROADM
pluggable coherent modules

Clients:

= 4 x QSFP28 for 100GbE or OTU4

= 24 x 5FP+ / SFP28 for all others

Layer-1 GCM-AES-256 encryption

Elliptic Curve Diffie-Hellman key exchange

Comprehensive line and service performance
monitoring

Integrated EDFAs pre-amp/booster (optional)

400G Metro and 200G Long Haul Applications

The PL-4000M is a modular and cost-effective solution for rolling out multi-
rate 10/25/100GbE, 16/32G FC, OTU2/2e/4 services, or increasing existing
network capacity. The device delivers 400G in a 1U chassis using dual 400G
CFP2-DCO Open ROADM standard-based pluggable coherent modules for
metro and long haul applications.

Main Benefits

B Cost-effective high capacity transport of 400G over single
wavelength

B Supports flexible mix of client interface protocols
B Embedded Layer-1 GCM-AES-256 encryption

B Integrated EDFAs and optical switch in 1U chassis
B User-configurable 200G/400G operation mode

Flexible Architecture, Facility Protection Support

The PL-4000M provides full demarcation point between the service and

the OTN/DWDM uplink, and is interoperable with any third party switch or
router. This provides full visibility and performance monitoring of both line
optical transport layer (OTN) and 10/25/100GbE, 16/32G FC, and OTU2/2e/4
service interfaces.

400G Muxponder Diagram
ncse ——__ o] [@
25GbE
e 400G Coherent
10GbE Uplink .
OTU2/2e/4 "
16G FC s

B Facility protection using an integrated optical
switch (optional)

B Remote management using in-band GCC or
out-of-band OSC



CepTudunKauma — ob6a3aTesibHbIN 31EMEHT KpMNTOrpadpuruyecKkou
3aWMTbl ONTUYECKMX KaHA/I0B B NPMUMeEpPaXx

Cepsuc WnchpoBaHna ¢ cepTudukauueil onepartopa
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CepTudunKauma — ob6a3atesibHbIN 3NEMEHT KpMNTOrpadpuruyecKou
3aWMTbl ONTUYECKMX KaHA/I0B B NPMMeEpPaXx

CepBuc WKUpoBaHUA ¢ cepTUdUKaLnei No oTaenbHbIM CEKUUAM MyNbTUNNEKCUPOBAHUA
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Service 4

Service 5
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KoHTponbHble Bonpocbl. OTBeYaTb KPaTKO M Mo cyulectsy!

1. Kakne Bunabl 3awmnTbl MIHGOPMALMOHHOIO TpadpuKa NPeaycMoTPeHbl Ha GU3NYECKOM U ONTUYECKOM YPOBHAX CETU
cBA3n?

2. KaKkure naTb ypOBHEN 3almTbl TpadMKa NpesycMoTpPeHbl B TPAHCMNOPTHOM ONTUYECKON ceTn?
3. YTto 0603HauaeT 3awmTa suga 1+1 OPPM?
4. B Kakom 060pyA0BaHUM TPAHCMNOPTHOM ONTUYECKOW CETU YCTaHABAMBAIOTCA 3N1eMEHTbI KpUNTorpaduyeckom 3awmTbl?

5. B 4ém cocToAT NpenmyLLecTsa WndpoBaHMa (KPUNTO3aWMTbI) AaHHbIX B KaHaiaX ONTUYECKON TPAHCNOPTHOW CeTu
OTN/OTH?

6. [oe Bbiwe 3¢ deKTUBHOCTL Nponycka Tpadumka npu wmndpposaHmm B8 OTN/OTH? B MAC sec? B IP sec?

7. Yto npegycmoTtpeHo pekomeHgaumen ITU-T Sup.76?

8. [ina yero HyxHbI IKEV2?

9. Kakas vactb Kagpa OTUK nognexuT windpoBaHMIO C LENbIO 3aLLMTbl KAMEHTCKOTO Tpaduka?

10. Ana yero Hy*kHbl nona TAG, Encrypted OPU, ADD, IV B kpunTonakeTe?

11. YT1o BXOAUT B KpmnTonakeT L1?

12. Kakolt Bug, wuoposaHua peanmsyetca B cxeme PM5990 DIGI-G47?

13. Ha KaKkux yyacTKax onTUYeCKOM TPAHCNOPTHOM ceT Hanbonee akTyasibHO NpUMeHeHMe WwudpoBaHmA?

14. Kakue 3awmiaemble peleHns ansa onTudeckmx cetei moxket noggep:katb moaynbs WCC-PCN-AES100 GB-G?
15. Y7o ob0o3Hauaet DH 4096 key?

16. ina yero npeaHasHavyeHbl moaynun «Keasap»?

17. Toe [oNKHbI NPUMEHATLCA Moaynun «Keasap»?

18. Kakne KNMeHTCKME CKOPOCTHbIE PEXMMbI Nepeaadn noaaepKmMBaoT Moaynmn «Keasap»?

19. Kakoit Bug, wndpoBaHMa UCMoNb3yeTca B Moaynax «Keasap»?

20. YTo OoTHOCUTCA K INHENKe moaynei «KBasap»?

21. C KakMm 0bopyaoBaHNEM TPAHCMOPTHbLIX CETEN COBMECTUMbI MoAyAn «KBa3sap»?

22. Yto B obopyaoBaHmm komnaHum Packet Light oTHocutca kK anemeHTam kKpuntorpadumm?

23. Y10 obo3Hauvaetr GCM-AES-2567

24. Kakne Buabl ceptuduKaumm obasaTtenbHbl A5 3aWMTbl TPadUKa KIMEHTOB B ONTUYECKUX KaHaax?

25. KaKkas rocygapctBeHHan CTpyKTypa P® obecneumBaeT cepTUdUKaLMIO 3aWMTbl MHPOPMALUM B TEIEKOMMYHUKALMNAX?



3apava: COCTaBUTb CXEMY OpraHM3aLmMm CBA3U TPAHCMOPTHOM CeTU ¢ NpuMeHeHnem obopyaosanua T8 BOJITA u moaynen
KpunTto3awmtbl (MK3) no HanpaBneHMAM COrlacHoO BapuMaHTam. MUHMMM3MPOBATb YMCAO BOJIH U HAa3HAYUTb BOHbI A5
ONTUYECKMX KaHa/10B No AaHHbIM 0b6opyaoBaHus BOJITA. CocTtaBuTb TabauLbl KOMNAEKTALMM MO KaXKA0MY Y31y
(1,2,3,4,5,6). YkazaTb HazBaHMe moaynen, n B Tom uncie wndpoBaHusa «KBasap».

BapuaHT cooTBeTcTByeT nocneaHen uudpe Homepa crya. 6uneta uam napons

MapameTpbl
2 3 4 5 6 7 8 9 0
CTpyKTypa NuHen Konbuo NuHen KonbLo NuHen KonbLo NuHen NuHen Konbuo NuHen
bur3nYecKon cetTu u HanA HanA HanA HanA HanA HanA
yncno uenb uenb uenb uenb uenb uenb
MY/IbTUN/IEKCOPOB
TepmuHan/Bsopga-
BbiBoga (ROADM) 2/2 0/5 2/3 0/4 2/3 0/5 2/2 2/4 0/4 2/3
Yucno u
wudpyemble
Harpysku
ONTUYECKUX
KaHanoB no
HanpaBAEHUAM
1-2 1x100GE  4x100GE 6XxSTM1 6xSTM4 12x1GE 8xSTM16 5xSTM1 3x100GE 16x1GE 9xSTM1
1-3 4xSTM16 8xSTM1 2x100GE 2xSTM16 4xSTM4 1x100GE 6x100GE  2x100GE 2x100GE 3x100GE
1-4 8x10GE 2xSTM16  4xSTM16 5x100GE 8x100GE 4xSTM1 9xSTM16  1x100GE 6x100GE 7XSTM16
1-5 - 1x100GE 7xSTM4 - 3x100GE 7x1GE - 4xSTM16 - 2x10GE
1-6 - - - - - - - 4x100GE - -
PeKOMeH,D,VEMbIe
MYKCMOHAEpbI MS100EQ MS400E TD200E MS800E MS800E MS100EQ MS800E MS400E MS1200E MS400E
obopynosaHua MS100EQ  MS100EQ MS400E MS400E TD200E TD200E MS800E MS200E
BOJITA ans MS100EQ  MS100EQ TD200E
obbeanHeHns
Wwnppyembix

UNPPOBbIX NOTOKOB B
ONTUYECKME KaHabl



Mpumepbl 0603HaYEHUI HA CXeMe OPraHN3aLMKN CBA3U C 3aLUMLLEHHBIMU ONTUYECKMMU KaHAlaMU: a)oNTUYECKNe
YCUIUTENIN Ha ABYXBOJNIOKOHHOMN NHWM (2 yeunutens); 6) TepMUHANbHBIN ONTUYECKUIA
MY/NBTUNNEKCOP/AeMYNBTUNNIEKCOP C ABYMA PabourmMmn BOSTHAMM, NOAKNHOYEHHBIMU [, BYXBOSIOKOHHBIMM ONTUYECKUMU
WHYpamu K arpernpytowemy mynstunaekcopy (mykcnonaepy) MS400E, K gpyroit cTopoHe KOTOPOro TaKxke
ONTUYECKUMM LIHYPAMU NOAKIOYEHbI Moaynu wndposaHma «Keapcuc» BMLU-TP Ha KnmeHTcKkon ckopoctn 100r6ut/c
Ethernet, onTuuyeckas AMHUA NOAKNOYEHA K MY/IbTUMNIEKCOPY ABYMA BOJIOKHAMU, B KOTOPbIX UCMO/b3YOTCA ONTUYECKUE
yCUIUTENN Nepesayn U Npuéma; B) ONTUYECKMIA MYy/IBTUINIEKCOP BBOAA/BbIBOAA C BO3MOXKHOCTbIO NEPECTPOMKM
(ROADM) c ontnyecknmm yeunutensmu (scero ux 4) u LOCTynom K ABYmM ONTUYECKMM KaHa/lam, B KOTOPbIX NepeaaéTcs
COBOKYNHbIM Tpaduk ao 400rémt/c cpeactsammu mykcnoHgepa MS400E ¢ wnppoBaHMeM KIMEHTCKMX CUTHANOB Ha
ckopoctu 100réut/c Ethernet mogynamu BMLU-TP. https://skzi.ru
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Mpumep cxembl OpraHn3aumm cBA3N B KOHPUrypauum «JIMHenHan uenb» C
npumeHeHnem obopyaosaHmna BOJITA T8 n moaynen wndppoaHms «KBasap»
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Mpumep cxembl OpraHn3aunm cBasm B KOHPUrypaumm «1Byxs0IOKOHHOE
KONbLO» C NnpumeHeHnem obopyaosaHua BOJITA T8 n moaynen wmndppoBaHua

«KBasap»
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