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Abstract. Histogram shifting is a data hiding technique which has been
proposed since 2004. In this paper, we provide an overview of recent
contributions pertaining to the Histogram shifting technique. It discusses on this
method and its development in terms of payload capacity and image quality.
From these discussions, we can state that which schemes are beneficial in terms
of capacity-PSNR control. Overally, Histogram shifting is a valuable technique.
Its practical applications are expected to grow in years to come.
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1 Introduction

Security problems, such as interception, modification, duplication, etc on the Internet,
have encountered critical situation [1]. Data hiding conceals the secret data in the cover
medium (which can be a digital image) as a method that have been proposed to protect
the security [2]. Reversible recovery of the cover image is preferable for some
applications such as medical diagnosis, legal documents, etc [3]. Lossless restoration
of the original image is required after the message is extracted. Several reversible data
hiding schemes have been proposed [4][5][6]. These schemes can be divided to three
category: spatial domain, frequency domain, and index domain. In the spatial domain
schemes, Celik et al proposed generalized least significant bit(G-LSB) method [7].
Difference expansion data hiding was proposed by Tian in 2003 [8], in which the
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redundancy of the pixels is explored. The histogram of the pixels in the image was
applied by Ni et al [9] in 2006. The peak and zero pair of the histogram was explored.
In the histogram-based data hiding, the number of pixels in the peak point, represents
hiding capacity. Another reversible data hiding was proposed by Tsai et al[10] in 2005,
in which a pair wise logical computation(PWLC) for data hiding was utilized. In the
frequency domain, some reversible data hiding schemes was introduced. Fridrich
et al [11] proposed LSB-based data hiding in 2001. The LSB plane of the quantized
DCT coefficients was compressed. The compressed data with the secret message were
embedded in the LSB bits of the coefficients. In 2002, Xuan et al. [12] explored the
relationship between the bit planes of the discrete wavelet transformation (DWT)
coefficients. Kamstra and Heijmans [13] proposed a data hiding scheme in 2005 that
employed DWT coefficients to embed secret data. In the index domain, secret data is
embedded in the vector quantized image. In 2005, a data hiding scheme was proposed
by Chang and Wu [14] which was based on vector quantization (VQ).

The rest of this paper is organized as follows: In Section 2, histogram-based data
hiding techniques are briefly described. In Section 3, the simulation results are
illustrated. Conclusions are made in Section 4.

2 Related Works

In this paper reversible histogram based data hiding techniques and its developments
since 2004 has been described, which its basic idea proposed by Ni et al in 2004 [15].

In the basic histogram shifting data hiding, first a zero point and a peak point are
found. Zero point (or minimum number of pixels) corresponds to the gray scale value
which no pixel in the cover image assumes. Peak point corresponds to the gray scale
value with the maximum number of pixels in the cover image. The goal of finding the
peak points is to increase the payload capacity as large as possible. Since the number
of bits which are embedded into an image equals to the number of pixels associated
with the peak points, two or more pairs of zero and peak points can be used for
increasing the capacity and generally in any method which is based on image
histogram (directly or indirectly), it is aimed to increase the number of peak points.
Here for simplicity in illustration of the principle of the algorithm, only one pair of
zero-peak values are applied.

Thus, in the next step after finding zero-peak pair, the image is scanned in a
sequential order. The gray scale value of pixels between peak and zero points are
incremented by 1 unit. This step is equivalent to shifting the gray scale values of pixels
between peak and zero points in the histogram, to the right hand side by 1, leaving the
gray scale value of peak points empty. The whole image is scanned again, once a pixel
with gray scale value of peak point is encountered, if the corresponding bit to be
embedded is 1, the pixel is incremented by 1, otherwise the pixel remains intact. It can
be observed that the payload capacity of this algorithm equals to the number of pixels
that assume the gray scale value of the peak point, when there is only one pair of zero-
peak points. Clearly if the required capacity is greater than the actual capacity, more
pairs of peak and zero points (maximum and minimum) is needed. The embedding
algorithms which is presented below use multiple pairs of maximum and minimum
points.
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2.1 Pseudo Code Data Hiding Algorithm with Multiple Pairs of Peak
and Zero Points

In this section for the case of three pairs of peak and zero points, a pseudo code
embedding algorithm is presented which has been proposed by Ni et al in 2006 [16].
It is aimed to generate this code to reach the cases where any number of multiple pairs
of peak and zero points are used. This algorithm has two phases like any other data
hiding methods: Embedding process, Extraction process. These processes are
described as the following.

2.1.1 Embedding Process
First foran M x N image, with gray scale value of each pixel x e [0,255] :

Step.1: Generate its histogram H (x) .

Step.2: In the histogram g (x)> find three minimum point H(b,)s H(b,) H(b3)'
Assume three minimum points satisfy the following condition:

0<b, <b, <b, <255

Step.3:In the intervals of (0.5,) and (bz,b3)s find the maximum points h(a,)> h(a,)>
respectively, and assume a, € (0,5, ) a, € (b, ,255)-

Step.4: In the intervals (b,.b,) and (bz’bz) , find the maximum points in each

interval. Assume they are: j(a,,)» h(ay, ). b, < a,, < a,, <b, and h(a,,). h(a,, )
b, <a,, <a; <b;-

Step.5: Find a point having a larger histogram value in each of the following three
maximum points pairs (h(a, ) n(a,,))s (h(ay, ) h(ay))s and (h(as, ), h(ay))s respectively.
Assume h(a1 ), h(a 2 ), h(as) are the three selected maximum points.

Step.6: (hla, ), b))+ (h(a L h(b,)) and (a,)h(b,)) are the three pairs of
maximum and minimum points. For each of these three pairs, apply Steps 3-5. All of
these three pairs are treated as cases of peak and zero points pairs.

2.1.2 Extraction Process
For simplicity only one pair of peak and zero points is described here, because the
general cases of multiple pairs of maximum and minimum points can be decomposed
as a one pair case.

Assume the grayscale value of peak and zero points are ¢ and b, respectively.
Assume g <p in the marked image of size M xN , where xe [0,255 |-

Step.1: Scan the marked image in the same sequential order as that used in the
embedding procedure. If a pixel with its gray scale value g +1 is encountered, a bit
“1” is extracted. If a pixel with its value @ is encountered, a bit “0” is extracted.

Step.2: Scan the image again, for any pixel with gray scale value xe (a,b], the
pixel value is subtracted by 1.

Step.3: If there is overhead information found in the extracted data, set the pixel
grayscale value (whose coordinate (j, ;) is saved in the overhead) as 5 .
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2.2 Data Hiding Scheme Using Predictive Coding and Histogram Shifting

The similarity of neighboring pixels in the cover image is applied in this scheme which
is proposed by Tsai et al in 2009[17]. By using the prediction technique and the
residual histogram of the predicted errors of the host image, the secret data is
embedded in the residual image by using a modified histogram-based approach. To
increase the hiding capacity of the histogram-based scheme, the linear prediction
technique is employed to process the image. Here, the pixels of the image are predicted
from the residual image. Secret data are then embedded in the residual image by using
a modified histogram-based approach. The proposed scheme consists of two
procedures: the embedding procedure and the extraction and image restoration
procedure.

2.2.1 The Embedding Procedure

According to the histogram based data hiding, the more the amplitude of a given
histogram changes, the more the hiding capacity is. To apply the similarity between
neighboring pixels, first the cover image is divided into 3x3, 5x5, 7x7, ... pixel
blocks. One pixel in each block is selected as the basic pixel for prediction. All pixels
in the block are processed by the linear prediction technique to generate the prediction
errors, which is called the residual values. By calculating the difference between the
basic pixel and each pixel, the prediction error is determined. Each block is
sequentially processed in the same way. After processing all blocks, the residual image
is generated. Next, the histogram of the residual image is generated. All values in the
residual image are not employed to generate the histogram. After finding the
occurrences of residual values that correspond to these non-basic pixels in the cover
image, the residual histogram is generated. The residual histogram can be divided into
two parts: non-negative histogram(NNH) and negative histogram (NH). After the
residual histogram is generated, the secret data are embedded in the residual values of
the residual image. If sb is the secret data to be embedded, first the pairs of peak and
zero points in NNH and NH have to be searched. If there isn’t enough space to embed
the secret data, more pairs of peak and zero points in NNH and NH have to be
searched.

Each residual value in the peak point is employed to carry 1-bit secret bit sb. One of
two possible cases is found for such residual value. If the value of sb equals 1, no
change is needed for the residual value. Otherwise, the residual value is shifted closer
to the value of the zero point by 1. The remaining residual value ranges between the
peak and zero points are shifted closer to the value of the zero point by 1. The residual
values that are outside the peak and zero pairs remain unchanged. The modification for
secret embedding is employed to both NNH and NH. After the secret data is embedded
in the residual image, the residual stego-image is generated. By performing the reverse
linear prediction on the residual stego- image, the stego-image of the proposed scheme
is obtained. The residual values corresponding to the basic pixels in the cover image
are not included in calculating the residual histogram. In other words, residual values
are used in each block of pixels in the cover image. In addition, to provide a good
image quality for the stego image, the absolute distance between the original residual
value and its modified values is at most 1. Therefore, the absolute distance between one
pixel in the cover image and its corresponding pixel in the stego image is at most 1.
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2.2.2 The Extraction and Restoration Procedure

When the stego image and the pairs of peak and zero points are ready, the procedure
can be started. First, the linear prediction technique used in the embedding procedure
is applied to the stego image. Then, the residual stego-image is obtained. The pixel of
the residual stego image is examined to extract the embedded secret data sb and to
recover the original image. This procedure is similar to that of the original histogram
based extraction procedure. Two different cases are considered:

1-If pixel of the residual stego image is not within the peak and zero points
range, this pixel is skipped and the pixel value remains unchanged for image
reconstruction.

2-Otherwise, three cases are discussed:

a) In the first case, if pixel value is in the peak point, 1-bit secret data valued at
1 is extracted and the value of pixel is unchanged.

b) In the second case, if the absolute difference between x and the peak point
is 1, 1-bit secret data valued at 0 is extracted and the pixel value is replaced
by the value of the peak point.

c) finally, the remaining pixels are shifted close to peak point by 1 and no secret
data is extracted. After that, the embedded secret data is extracted from the
stego image. The original image can be restored by performing reverse linear
prediction to the reconstructed stego image.

2.3 Data Hiding Based on Histogram Modification of Difference Images

In this section, another method of histogram based data hiding technique described
which has been proposed by Chia-Chen Lin et al [18] in 2008. In this scheme which is
based on the difference image histogram modification, the peak point are used to hide
secret messages. This method is divided into three phase: Difference histogram
creating, hiding and extracting phases.

2.3.1 Creating the Histogram Phase
A difference image of an image must be generated before the hiding phase, to create a
enough free space for data hiding. For a gray scale image /(;, j) with M x N pixels

in size, a difference image D(i, j), with M x(N —1) pixels can be generated from the

original image (i, j) by using following formula:

D(i, j)=|1(, j)-1G, j+1) 0<i<M-1 0
0<j<N-2

The maximum pixel values in a difference image tend to be around value 0. The peak
point in the histogram of a difference image is used to create the free space for hiding
messages. Therefore, by using the difference image histogram, a larger number of
messages can be hided in comparison with the original image.
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2.3.2 Hiding Phase
Step 1: Divide the original cover image into blocks AxB in size. Generate a
difference image p, (i, j) of size AXB~1 for each block by using following formula:

Db(i7.j): ‘Ib(i’j)_lb(i’j+1) V=
M XN
AXB

()]

0<j<B-2 0<b< -1

Step 2: Generate the histogram of the difference image p,(;, j) and record the peak
point p, for each block.

Step 3: If the pixel value p, (;, j) of block b is larger than the peak point P, of block
b, change the pixel value p ( ) of block » to p (,' j)+1. Otherwise, the pixel

value p, (i, j) remains unchanged. The modification principle is defined as

o D)+ i Dij)>p, 3)
D)= {D,, (i, )) ow.

For 0<i<A-1, 0<j<B-2, OSbsﬁjxg—l,where D, is the peak point of block b.
X

Step 4: For the modified difference image py, the pixels having grayscale values the
same as peak point P, , can be modified as follows to hide embedded message bit #1:
v [P )+mif Dl g)=p, @)
Dh (l7 ): s(e .
Db(l, 7) ow.

where p,is the peak point of block b, and m e {1,0}.

Step 5: Use the original image and its hidden difference image to construct the
marked image by performing the inverse transformation 77'. For the first two pixels
in each row, the inverse operation is as follows:

, 1,(i0)+m  if 1,(i,0)> 1, (1) 3)
SOO){ 1,(.1)+ D7(.0) o,
5,(0)= 1,(i.0)+ D}(i.0) if o 10)<1,(i1) ©6)
(z ) ow.
Forgcica1 ocp<XN .
AxXB

For any residual pixels, the inverse operation is defined as:

5,6.1)— { N R N R R R VR RN ) O

P78, -0- 76 j-1) om.

For o.icas1  o0<j<p-2  o0<p<MXN

AXB
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2.3.3 Extracting and Restoring Phase
The embedded message is extracted in this phase in addition to restoration of original
image. The basic steps for the extraction and restoration process are as follows.

Step 1: Divide the received marked image into blocks Axpin size. Generate the
difference image SD, (i, j) of block b from the received marked image by using the

following formula:

8D, (i, j) =18, i, j) =S, i, j+1) ®)

For 0<i<A-1 0<j<B-2 o<p<MXN _,
AXB

Step 2: Perform the embedded message extracting on the difference image SD, (i, j) of
block b by using the following rule:

{0 if  SD,i.j)=p,

m=

L SDig)=p ©)
For 0<i<A—1 0<j<B-2 0<b< XN _,
AXB

Where p,is the received peak point of block b. We first scan the entire difference

image of block b. For block b, if the pixel with p, is encountered, bit O is extracted. If
the pixel with ( P, + 1) is encountered, bit 1 is extracted.
Step 3: Remove the embedded message from the difference image sp, (;, j) for block
b by using the following formula:
oy [P ) =1 i SDj)=p, +1 (10)

D =

SDi(i.J) {SDI, (i) ow.
Step 4: Shift some pixel values in the difference image gp;(;,j) to obtain its

reconstructed original difference image gp, (;, j) according to:

kD, (i )= [SOE)1 i 8D )> (11)
SD, (1, ]) ow.
For 0<i<A-1 0<j<B-2 0<p<MXN_4
AXB

Step 5: Finally, obtain the recovered original image RH (i, j) by performing the

inverse transformation 7'~'. Similar to Step 5 in the hiding phase, for the first two
pixels of each row the inverse operation is expressed as:

‘ ,@60) i 8,0)<S, (1) (12)
RH, (10)= { S,(1)+RD,(:0)  ow

RH,(i1)= {?El 0)+RD,i0)if  5,(.0)<5, (1) 13)

L(0) ow
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For the remaining pixels, the corresponding inverse operation is shown as

RH, (i, /)= RH,(i,j~1)+RD,.j~1) if  8,(i.j-1)<5,(0)) (14)
PTARH, (i, j-1)-RD, (1) if ow

MXxN
xXB
Because the hiding algorithm is based on a multilevel concept, the algorithm can be
performed repeatedly to convey a large amount of embedded messages.

For 0<i<A-1 0<j<B-2 0<b< 1.

2.4 Data Hiding Scheme Based on Three-Pixel Block Differences

In this section a data hiding scheme has been proposed that embeds a message into an
image using the two differences, between the first and the second pixels as well as
between the second and the third pixels in a three-pixel block. In this method, the
term “histogram” is not used necessarily, but its fundamental concepts have been
indirectly applied, which are using peak points, zero points and shifting the gray scale
between these two values. This scheme has been proposed by Ching-Chiuan Lin et al
in 2008 [19]. In the cover image, an absolute difference between a pair of pixels is
selected to embed the message. In the best case, a three-pixel block can embed two
bits and only the central pixel needs to be increased or decreased by 1. First an image
is divided into non-overlapping three-pixel blocks, where the maximum and minimum
allowable pixel values are 255 and 0, respectively.

2.4.1 Embedding Process
Let g(d) be the number of pixel pairs with absolute difference equal to d, where

0 <d <253 and pixel pairs in the block which contains a pixel value equal to O or
255 are not considered when calculating g(d)- Before embedding a message, the

proposed scheme selects a pair of differences M and m such that (3)> ¢(m’) and
g(m)< g(m’) for all 0<M’,m’<253. Let (bio’bil’biz) denote a block i with pixel
b,.b,) and min(b,,.b,,b,,) denote the

i0°7il>™i i0°™il>™i

values equal to by, b, > and b, and max(b
maximum and minimum pixel values in the block, respectively. First, blocks
satisfying the following two conditions are selected:

(@ 1<b,.b,.b, <254

(b) max(b,y,b,,b,,) =254 and min(b,,,b,,b,)=1-
For each block i satisfying the above conditions (a) and (b), call the embedding
procedure shown in Figure.l.to embed the message. The brief procedure is described in
two steps. The steps are expanded in detail. After invoking the embedding procedure, if
max (b,,,b,,,b,,)=255 or min(b,,b,,b,)=0, record block i in the overhead

information. For each selected block i , the sender performs the following actions:

Stepl: Increase d,, by 1 if M+1<d,, <m-1, and increase dl.1 by 1 if
M+1<d,<m-1, where d; = ‘biO _bil‘ and d, =\b, —b,

>

Step2: Embed a message into block i if d,=M or d,=M;
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Then, the sender scans the image again and performs the following actions for each
block i with 2<p, b, b, <253.

Step 1': Increase d, by 1 if M+1< d,<m-1, and increase d, by 1 if
M+1<d,<m-1.

Step 2 : Embed the overhead information and the residual message into block i if
dg=M ord, =M.

Procedure of embedding:

ifdi0 ==M {
ifdil==M
embed 2 bits;
else {
ifM<dil<m

embed 1 bit and increase difference;
else
embed 1 bit and leave unchanged;
}
}
Else if M < di0 <m {
ifdil==M
increase difference and embed 1 bit;

else {
if M <dil<m
increase 2 differences;
else
increase difference and leave unchanged;
}
}
else {

ifdil==M
leave unchanged and embed 1 bit;
else {
ifM<dil<m
leave unchanged and increase difference;
else
do nothing;

Fig. 1. Embedding procedure

Then go to step 1 until the message is completely embedded.

2.4.2 Extraction Process
For extraction process scan the stego-image block by block in the order the message

was embedded. For each block i with 1< by, by, b, <254, perform the actions in

accordance with the conditions listed in Figure 2. After the respective actions have
been completed, save the extracted message bits in the list 1 if min(b,,,b,,b,,)=1 or

max (b,,,b,,,b,, )= 254, and save the extracted message bits in the list 2, if
2<b,,b,,b,, <253 List-1 contains a part of the message embedded in step 1,2 and
List-2 contains the message embedded in step 17, 2.
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Item Conditions Actions
1 di0 == M and dil == M Extract

M and dil == M + 1 and bil > bi2
M and dil == M + 1 and bil < bi2

M + 1 and bi0 < bil < bi2

M + 1 and bi0 > bil > bi2
M + 1 and bi0 < bil > bi2
M + 1 and dil == M + 1 and bi0 > bil < bi2
+1and M + 1 <dil m and bi0 > bil > bi2
+1and M + 1 <dil m and bi0 < bil < bi2
+1and M + 1 <dil m and bi0 < bil > bi2
+1and M + 1 < dil m and bi0 > bil < bi2
+ 1 and (dil <M or dil >m) and bi0 < bil
18 di0 == M + 1 and (dil <M or dil > m) and bi0 > bil
19 M + 1 < di0 m and dil == M and bi0 > bil

20 M + 1 <di0 m and dil == M and bi0 < bil

21 M + 1 <di0 m and dil == M + 1 and bi0 > bil > bi2
22 M + 1 <di0 m and dil == M + 1 and bi0 < bil < bi2
23 M + 1 <di0 m and dil == M + 1 and bi0 < bil > bi2
24 M + 1 <di0 m and dil == M + 1 and bi0 > bil < bi2
25 M + 1 <di0 mand M + 1 <dil m and bi0 > bil > bi2
26 M + 1 <diO mand M + 1 <dil m and bi0 < bil < bi2
27 M + 1 <di0 mand M + 1 <dil m and bi0 < bil > bi2
28 M + 1 <di0 m and M + 1 < dil m and bi0 > bil < bi2
29 M + 1 <di0 m and (dil <M or dil > m) and bi0 < bil
30 M + 1 <di0 m and (dil <M or dil > m) and bi0 > bil
31 (di0 < M or di0 > m) and dil == M

32 (di0 < M or di0 > m) and dil == M + 1 and bil < bi2
33 (di0 < M or di0 > m) and dil == M + 1 and bil > bi2

bi2=bi2 +1
bi2 = bi2-1

M and M + 1 < dil mand bil > bi2 Extract =bi2+1

Mand M + 1 <dil mand bil < bi2 Extract “07, bi2 = bi2-1

M and (dil < M or dil > m) Extract “0”

M + 1 and dil == M and bi0 < bil Extract “10”, bi0 = bi0 + 1
M and bi0 > bil bi0 = bi0-1

bi0 = bi0 + 1, bi2 = bi2-1
bi0 = bi0-1, bi2 = bi2 + 1
bil = bil-1

Extract “1” =bi0 + 1, bi2 = bi-1
Extract =bil-1

bi0 = bi0-1, bi2 = bi2 + 1
bi0 = bi0 + 1, bi2 = bi2-1

Extract 17

34 (di0 < M or di0 > m) and M + 1 < dil m and bil < bi2 bi2=bi2-1’
35 (di0 < M or di0 > m) and M + 1 < dil m and bil > bi2 bi2=bi2 +1
36 (di0 < M or di0 > m) and (dil < M or dil > m) Do nothing

Fig. 2. Conditions and their actions for extracting process of data hiding scheme based on
three-pixel block differences

2.5 Data Hiding Based on Correlation between Sub-sampled Images

In this scheme, a data hiding method is described which has been proposed by
Kim[20] that modifies the difference histogram between sub-sampled images. It
applies the spatial correlation in neighboring pixels to achieve higher capacity than
other histogram based methods. After explanation of embedding process, extraction
process have been described.

2.5.1 Embedding Process

Data embedding procedure, is composed of six steps as follows:

Step 1: Generate sub-sampled versions s, using two sampling factors (Au,Av) and
Eq.(1) by performing sub-sampling from an original image ;:

S, (i, j)= I(z’ SAv+ ﬂoor(%), j-Au+((k—1)mod Au)) (15)

Step 2: Determine a reference sub-sampled image § , o maximize spatial correlation
between the sub-sampled images. We selectsmf from the following Eq.(16). For

example, when Ay =3,Av =3, S, is determined as the reference one. It is defined as

S . =| Round ﬂ—1 X Av + Round &
ref 2 2

Step 3: Create difference images between the reference and the other destination sub-
sampled images denoted by:

16)
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A7)
ref Des(k k ) Srej (kl’kZ) Des(k k )

where ¢ < g, SM/AV—I,OSkz < %u—l-
Step 4: Prepare empty bins in each histogram of the difference images according to an
embedding level L, where H =-255,...255. Depending on the desired degree, L

affects the performance of capacity and the perceptual quality. In order to achieve
this, the negative differences and then non-negative differences in the outer regions of
a selected embedding range should be shifted left and right, respectively. When
shifting H , only the pixels in the destination sub-sampled image are modified. The
embedding procedure will use the range [~ ;] in the shifted histogram. The shifted

histogram H can be calculated as follows:

H = H+L+1 if H=L+1 (18)
T \H-L-1 if  H<-L-1

Also, this can be obtained by:

re[ Des(k k ) Sref(k k ) SDPx(kl’k2) (19)
where
St (kyky) = S per (ki y) = (L+1) tf H>L+1 (20)
Snu( 1 2)+(L+1) if H<-L-1

Step 5: Embed message w(n) by modifying g, where w(n)={,0}. The modified
difference image p’ is scanned. Once a pixel with the difference value of —1 or +
is encountered, the message to be embedded is checked. This process is repeated until
there are no pixels with the difference value of +[. Then the embedding level
decreases by 1. These scanning and embedding steps are executed until L <0.
Likewise, only the pixels in the destination sub-sampled image are modified. The
message embedding can be formulated as follows:

ref —Des (k k ) Sref (kl ’k ) SDes (k k ) (21)
Where
Sholkk)+(L+1) if  D'=—Lw(n)=1 »
St (kyky)—(L+1)  if D’ =Lwn)=1 (22)
Snes(kl kz)— ’ . ,
SDax(kl’k2)+ L if D' =-L, W(n) =0
Shelkisky)— L if D' =Lwn)=0
For L=0& L>0 (23)

Step.6: Finally, obtain the marked image [ through the inverse of the sub-sampling
with the unmodified reference sub-sampled image §_ ; (k,,k,) and the modified

destination sub-sampled images §7 (k,.k,)
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2.5.2 Extraction and Restoration Algorithm

The extraction and recovery steps are as follows:

Step 1: Obtain two sampling factors (Au, Av) and the embedding level L from the
LSB of the selected pixels using the secret key.

Step 2: Generate sub-sampled versions in Eq.(1) by performing sub-sampling from
the marked image / ,» using the sampling factors in Step1.

Step 3: Determine a reference sub-sampled image S, by Eq.(2).

Step 4: Create difference images between the unmarked reference sub-sampled image

S

rer and the other marked destination sub-sampled images denoted by:

Dref—W (kl’kZ)zSref(kl’kZ)_SW(kl’kZ) (24)

where o< <M/ 10<k, <N/ 10 W= AuxAv
Step 5: Extract the hidden message w(n) from each difference image. The extraction

process is the inverse of embedding process. After a new variable [’ is set to 0, the
difference image pis scanned. Once a pixel with the difference value of 1 is
encountered, bit 1 is restored. If the pixel with the difference value of O encountered,
bit 0 is restored. This process is repeated until there are no pixels with the difference
value of 0 and 1. After L’ is increased by 1, the difference image is scanned again,
and the message is extracted using the following rule:

W(n):{o zf D=2L’or—2L , (25)
1 if  D=2L"+lor—(2L'+1)

This scanning and extracting process is executed until L' > L.
Step 6: Remove the hidden message y(») from the difference images.

0 if D=2L"or-2L' (25)
O A T
if D=2L"+lor—Q2L"+1)

This scanning and extracting process is executed until L' > L.
Step 6: Remove the hidden message (») from the difference images.

For L'’=0

S,k ky )+ L if D(k,,k,)=2L" (28)
’ S, (klskz)+(L +l) if D(k,,k2)=2L'+l
Sy (ky ky)= ’ '
Sw(kwkz)'*‘L if D(klykz):_ZL
S, (k. ky)-(L'+1) if  D(k.ky)=-2L"-1
For 1SL'<L.

Step 7: Shift each histogram g of the difference image back to obtain its original
difference histogram H as follows:

_[H,-L-1 i H,
- H

>
HS+L+1 lf <-2L-2 (29)
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This can be obtained by
D:/ef—W (kl’kZ):Sref (kwkz)_S;v (kwkz) (30)
Where
57 (ko k)= S7(ky,ky )+ (L+1)  if H, >2L+2 31
PRI (ko ky )~ (L+1)  if H, <-2L-2

Step 8: Finally, obtain there covered original image [ through the inverse of the
sub-sampling with the sub-sampled images.

In the next section, all of the described methods are simulated to illustrate a
comparison in terms of quality and capacity.

3 Simulation Results

Simulation are performed to evaluate the performance of all histogram based data
hiding schemes. In terms of embedding capacity and invisibility, the performance of
these algorithms are measured by comparing with each other and with Ni et al’s
scheme. The capacity (bit per pixel) measures the amount of data that can be hidden.
The peak signal to noise ratio (PSNR) is utilized to show the distortion or invisibility
of the stego-image. For an j x y gray scale image, the PSNR value is defined as
follows:

2552 x M x N
PSNR =10xlog| =75 dB (32)

> > (16.)-16.5) )

i=0 j=0

’

where (;, j) and [(;, j) denote the pixel values in i th row and j th column of the cover

image and the stego-image, respectively. Table 1 & 2 show the maximum payload
capacity, in bpp and bits respectively, that the test images can offer using all the
schemes which are proposed in sections 2./. to 2.5. In all simulation, three gray scale
images of 512x512 pixels are tested as depicted in Figure.4. The message bits to be
embedded were randomly generated using the MATLAB function.

Embedding variables of Kim’s scheme[19], (Au, Av) and Lis adjusted to 3 and O,
respectively. Kim exploited the fact that the difference values having small
magnitudes occurred frequently because of the high spatial correlation between sub-
sampled images. The embedding capacity of the Kim’s algorithm depends on how
many the difference images are used and how many pixels having the difference
values between — L and L in each difference image exist. In addition, sampling
factors affect embedding capacity. Pixel redundancy and spatial correlation between
the determined reference sub-sampled image and the other ones are high at the
selected sampling factors. From this result, the performance of capacity versus
distortion depends on the characteristics of the images. In Tsai et al.’s scheme [16] the
negative histogram and non-negative histogram of the residue image are employed
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and provided high capacity enhancement compared to original image histogram. In
the simulations, these test images are first divided into blocks of 3 x 3 pixels and then
the linear prediction is performed to generate the residual images. In other words, 8
residual values are generated for each 3x3 block. To evaluate the performance of
the these methods, the hiding capacity and the stego-image quality are computed. The
size of the embedded secret data is determined according to the capacity of the
supported image. From this results, the performance of capacity versus distortion
depends on the characteristics of the images. Tables 1 and 2 summarized comparison
results of histogram-shifting based algorithms for three test images: Lena, Baboon
and Boat. The hiding capacity of Chia Chen Lin et al’s scheme[18] is equal to the sum
of the number of pixels associated with the peak points of the blocks in the difference
image. Based on the nature of an image, the gray scale values close to O in its
difference image may be the maximum number of pixels. In addition, the number of
pixels that correspond to the peak point in a difference image is always larger than the
number in its original image. Based on this property of the difference image
histogram, a large amount of embedded messages can be hidden in a marked image in
comparison with its original image. The embedding performance of the Chia Chen
Lin et al.'s scheme did not achieve more than 0.22 bpp for the test images, because the
amount of the peak information for all blocks exceeded the whole embedding
capacity. In other words, it suffered from the lack of capacity control due to the need
for embedding all peaks information for blocks. Experimental results supported that
Kim’s algorithm achieved high embedding capacity in comparison to other reversible
schemes while maintaining the distortion at a low level.

In Ni et al’s scheme [14] two pairs of maximum and minimum points are utilized in
data embedding and extraction process. The histogram-based Ni et al.'s scheme
showed the fixed PSNR quality, 48.2dB, but the achievable capacity was a little
varied for each image. In Ching-Chiuan Lin scheme [19] the peak signal to noise ratio
(PSNR) is utilized to show the distortion of the stego-image. The payload capacities
and PSNR values of this method are higher than Ni et al.’s in embedding process.
Table 1 shows that in each level Ching Lin’s scheme provides higher capacity than
other schemes. Because it uses three pixel blocks and two differences in each block.
The secret bits are embedded in these differences. Thus it provides high payload
capacity. The second scheme that provides higher capacity is the Kim’s one that uses
the correlation of subsampled image, Since the secret bits are embedded in difference
image of each subsampled image with the reference one. Thus it provides a large
amount of space for hiding secret bits. Tsai [16] and Chia Lin have similar capacity
and Ni et al scheme have almost 0.25bpp for payload capacity. For comparison of
image quality and invisibility, Tsai has the highest PSNR, but the image quality of
Ching Lin’s scheme is satisfactory. Overall comparison between the existing
reversible data hiding techniques in Terms of pure payload and the PSNR is presented
in Table 1. In terms of embedding capacity(bit) and image quality(dB), the algorithms
are compared with each other in 16 levels for the Lena as shown in Fig. 4. Ching lin
scheme showed relatively high embedding capacity versus PSNR value, whereas the
Tsai scheme had low embedding capacity compared to other schemes.
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psnr for each embeddedcapacity

e = =
| | |
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Fig. 3. Comparison of embedding capacity (bit) versus image quality (dB) of methods for test
image lena

Fig. 4. Test images: (a) Boat; (b) Baboon; (c) Lena

Table 1. Comparison between histogram based data hiding algorithm in terms of the payload
capacities and the PSNR values for Lena in 4 level

Level 1 2 3 4

Kim PSNR(db) 49 43.5 41.5 38.5
Capacity (Bit/pixel) 0.07 0.225 0.34 0.44

Ni PSNR(db) 48.3 48.3 48.2 48.2
(2006) Capacity (Bit/pixel) 0.042 0.14 0.13 0.24
Tsai PSNR(db) 59 55 52 50
Capacity (Bit/pixel) 0.02 0.05 0.08 0.21

Ching PSNR(db) 48.67 43.02 39.64 37.21
Lin Capacity (Bit/pixel) 0.216 0.38 0.53 0.66
Chia PSNR(db) 47 43 38 37
Lin Capacity (Bit/pixel 0.084 0.087 0.107 0.22
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Table 2. The performance of the histogram based data hiding schemes

Methods Kim’s | Ni2006’s Tsai’s Ching | Chia Lin’s
scheme scheme scheme Lin’s scheme

scheme
PSNR(db)Lena 48.9 48.2 50.59 30.0 48.67
Capacity (Bits) 20121 5460 52322 308474 65349
PSNR(db)Baboon 48.7 48.2 51.03 30.4 48.67
Capacity (Bits) 6499 5421 18410 161118 38465
PSNR(db)Boat 68.9 48.2 47.66 30.4 48.67
Capacity (Bits) 21442 7301 53510 307193 56713

4 Conclusions

In this paper, reversible histogram-based data hiding schemes is presented which all
of them have been developed in few recent years. All the schemes intend to improve
the histogram-based data hiding scheme which embeds secret data in to the peak
points of the image histogram. To achieve a higher hiding capacity, more peak-zero
pairs are explored instead of using only one pair in each histogram. Experimental
results supported that Ching Lin’s scheme and Kim’s algorithm achieved higher
embedding capacity than other reversible schemes while maintaining the distortion at
a low level and it has satisfactory PSNR for image quality. The performance of Kim’s
algorithm can be enhanced by deciding optimum sampling factors considering the
characteristics of a given image.
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