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Abstract

This paper discusses an adaptive method of image steganography issues based on the
application of a linear hash function over the GF (2) field to control the embedding process.
The method uses staggered splitting of an image into 8 × 8-pixel blocks to provide blind
steganography. Classification thresholds are defined as the percentiles of the distribution of
gradients throughout the image, allowing for efficient load distribution between textured
and smooth areas. Experiments on the BOSSBase, SIPI and Kaggle kits show that the
method provides an actual capacity of up to 0.7 bpp at PSNR 47–50 dB and is resistant
to statistical tests and RS analysis. At the same time, like other approaches based on
modification of pixel differences, it remains vulnerable to modern stegoanalysis based
on spatial rich models (SRMs). However, thanks to the modular structure of embedding
control based on linear hash function, the proposed architecture allows direct integration
with many modern adaptive strategies aimed at minimizing statistical anomalies.

Keywords: steganography; adaptive embedding; linear hash function; chess partition;
gradient; difference container; PSNR

1. Introduction
The modern digital environment is characterized by huge volumes of transmitted data,

which makes information security especially relevant. In addition to traditional methods of
protection, such as encryption, technologies aimed at hiding the very fact of transmission
of a message are becoming increasingly important. One of the effective solutions in
this direction is steganography, dedicated to the hidden introduction of information into
ordinary digital objects, which are most often images due to their wide distribution, high
redundancy and the ability to mask minor changes without visual loss of quality.

In this regard, the development of adaptive steganographic methods that seek to
minimize statistical anomalies due to the local features of the image. Such algorithms
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analyze the texture complexity of each site and decide on the amount and method of data
to be implemented based on this complexity. This allows data to be placed predominantly
in areas with high texture complexity, where natural visual noise effectively masks the
introduced distortions, thereby increasing stealth and stability of the stegosystem [1,2].

Adaptive strategies are used both in reversible data hiding (RDH) [3] tasks, where
the ability to restore the original image is critical, and in irreversible blind steganography,
focused on maximizing stealth at a given capacity.

However, analysis of the evolution of methods shows the existence of two main
directions in ensuring stealth. On the one hand, there are highly efficient algorithms
that use machine learning and complex distortion functions whose practical applicability
is limited by computing power requirements. On the other hand, the development of
lightweight solutions that can operate in the conditions of limited resources characteristic
of real-time systems, mobile and IoT devices remains relevant.

Within the framework of this work, an original approach to adaptive steganographic
embedding is proposed, in which the order of modification of pixels is controlled by a
linear hash function over the GF (2) field. Unlike modern resource-intensive methods
that use deep learning or complex cost functions, our approach is focused on simplicity,
transparency and modularity. Thanks to the use of simple bit-to-bit operations (XOR, shifts,
polynomial division), the algorithm does not require the connection of heavy libraries, GPU
acceleration or the learning stage, which makes it suitable for deployment on devices with
limited resources. The algorithm can work effectively on mobile devices, video surveillance
systems and IoT platforms, where energy efficiency and processing speed are important.

The structure of the work is as follows: In the second section the review of related
works is presented, in the third the materials and methods of the proposed algorithm are
described, in the fourth the results of experiments are presented, in the fifth the comparative
analysis is performed, and in the last section the main conclusions are formulated.

A thorough examination of contemporary adaptive steganographic methodologies
has exposed a discernible disparity between two distinct approaches. On one hand, there
are methods that are remarkably robust but are computationally exorbitant, necessitat-
ing the utilization of GPUs, deep learning, or an optimization step. On the other hand,
there are lightweight algorithms that, despite their statistical robustness, are susceptible
to vulnerability. In order to address this gap, the present paper presents a study of a
lightweight adaptive information embedding algorithm with deterministic O(N log10 N)

computational complexity, no training step, and the ability to run efficiently on a central
processing unit (CPU) without the use of GPUs.

2. Related Works
The fundamental principle of modern adaptive methods is the classification of image

blocks based on the analysis of their properties. At the same time, various methods offer
alternative solutions for selecting a classifying feature and algorithms for determining
thresholds. For example, in the field of reversible data hiding (RDH), where the recovery of
the original container requires strict control of distortion, adaptability becomes a determin-
ing factor in the effectiveness of methods. For example, in [4], an adaptive RDH method
based on the combined use of paired PVO and PEE is proposed; in another study [5], an
adaptive method is presented that uses for classification the noise level calculated on the
perimeter of the block. Based on this value, blocks are classified into several categories
and each category uses its own optimal number of pixels processed in each pass. The
method additionally uses pairwise PEE for the most “favorable” pairs of errors, which
further reduces distortion and increases PSNR compared to traditional PVO approaches.
A promising approach is presented in paper [6], where an adaptive PVO method is pro-
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posed, using a global adaptive classification based on the analysis of the histogram of the
entire image. Despite the fact that these methods are developed within the framework of
reversible data concealment, the principles of adaptive block classification and distortion
distribution proposed in them are of considerable interest for the development of persistent
blind stegosystems to which the method proposed in our work belongs.

Another approach to adaptability is implemented in [7], where the strategy of Adaptive
multiple Histograms Modification (AMHM) is proposed. Unlike methods based on the
classification of blocks by complexity, the authors use the absolute distance between
correlated pixels within the block to consistently generate error sub histograms. This
approach allows to adapt the embedding procedure to the local structure of the image.
Although the method is developed in the context of reversible concealment, its adaptive
idea is also of interest for blind steganography, where it is necessary to minimize statistical
anomalies without knowing the key.

In the field of irreversible adaptive steganography, methods that minimize distortions
with the help of cost functions, such as HIgh-pass, Low-pass, Low-pass (HILL) [8] and
Wavelet observed Weights (WOWs) [9], have become common. Both approaches implement
the principle of content-adaptive embedding, directing changes to textured areas of the
image, where natural statistical heterogeneities most effectively mask the implementation.
The HILL method determines the cost of changing each pixel based on the high-frequency
residues obtained with three directional high-frequency filters. The higher the local com-
plexity, the lower the cost of modification. The WOW method determines the cost of
changing each pixel based on the residues in the wavelet domain. To achieve this, the
image is decomposed using a bank of Dobeshi directional filters. The obtained coefficients
of the high-frequency subranges are interpreted as measures of local complexity: The higher
the absolute value of the coefficient, the less noticeable the change in the pixel. UNIWARD’s
universal approach [10] generalizes this concept by evaluating distortions in the wavelet
view regardless of the domain in which the embedding is performed. The cost of changing
an individual element is defined as the total relative change in the wavelet coefficients that
are affected by this change. Since wavelet coefficients are small in smooth regions and
along clear boundaries, even a small perturbation causes significant relative distortion, so
the algorithm does not embed into this area. In contrast, in texture and noise-like areas, the
coefficients are large, so the same changes lead to little relative distortion, hence such areas
are used to hide data.

To increase stealth, methods based on the difference in pixel values (PVD, Pixel-value
Differencing) are also widely used [11]. These methods demonstrate resistance to statistical
attacks, since they adapt the capacity depending on local contrast. In subsequent works,
modifications of PVD are proposed, aimed at eliminating statistical artifacts arising at the
boundaries of the range of differences. In particular, in [12], an adaptive PVD method
is proposed, in which embedding is performed in three-pixel blocks while maintaining
the relative order of brightness and using a dynamic threshold to select only the “safest”
textured areas. In [13], a method is proposed in which the number of embedded bits is
determined not by the difference of two pixels but by the deviation of the target pixel from
the average value of its 5–8 neighbors. This approach provides a more accurate estimate of
local contrast and avoids embedding in homogeneous areas where even small changes are
easily detected. This approach is further developed in [14], where an adaptive block scheme
is introduced based on the partition of the image into non-overlapping blocks of 4 × 4.
However, despite these improvements, PVD-based methods are not aimed at countering
modern stegoanalyzers using multidimensional feature spaces, such as the spatial rich
model (SRM).
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In the context of this work, the method proposed in article [15] is also of interest,
which implements the concealment of data not in the image itself, but in the code, book
used in the compression of images by the method of vector quantization. The adaptability
of the method is provided by an adjustable threshold value, which controls the amount of
information to be introduced depending on the properties of the code words. Work [16] is
interesting because the authors propose a method that uses fuzzy logic to adapt data into
images based on the brightness of each pixel. The entire intensity space (0–255) is divided
into five levels on which the number of bits to be inserted depends. Up to three bits can
be safely embedded in dark pixels, since distortion in these areas is almost invisible. In
medium-dark there can be two bits, and in medium and medium-light pixels one bit each
can be enbedded. Light pixels remain unchanged, since even minimal modifications in them
easily give out the fact of hiding data. This approach takes into account the peculiarities
of human vision and provides high-quality steg images with significant capacity. In
experiments, the average values of PSNR ≈ 58.6 dB and SSIM ≈ 1.00 were achieved, and
the real capacity of the method is from 1.0 to 2.0 bits per pixel with a maximum theoretical
capacity of 3 bits per pixel. Also, this method demonstrates resistance to stegoanalysis, and
the detection accuracy does not exceed 29.3% even with large volumes of hidden data.

Unlike traditional methods, the approach in work [17] combines gradient contrast
analysis with the application of threshold values in RGB space, offering embedding in
medium-contrast (MCCE) and extreme-contrast (ECCE) channels. The authors conduct a
comprehensive stegoanalysis of their proposed methods and demonstrate a statistically
significant improvement in quality indicators even with respect to methods based on GAN
and other deep learning architectures.

At the same time, the last decade has been actively developing approaches to steganog-
raphy using machine learning and artificial intelligence methods, such as neural network
models for generating stegcontainers (for example, based on GAN—Generative Adversar-
ial Networks). Special attention is drawn to adaptive methods that automatically determine
the optimal positions for the introduction of secret data with minimal image distortion.
Among the most significant developments is the ASDL-GAN model [18], which implements
automatic training of the cost of embedding using generative-adversarial networks. This
architecture includes a generator that creates a map of the probability of changing pixels, a
data embedding emulator, and a discriminator that evaluates the detectability of hidden
information. Then, an upgraded version of UT-SCA-GAN [19] was proposed, replacing
the emulator with a differentiable activation function Tanh-simulator, which significantly
accelerated network training and improved the quality of the resulting stegcontainers.

Another promising direction is methods based on opposing examples (adversarial
examples). Models such as ADV-EMB [20] use gradients obtained from stegoanalyzers
to change the cost of embedding in individual pixels, thereby reducing the likelihood
of detecting hidden data. At the same time, modern AI-oriented methods, although
they demonstrate high resistance to stegoanalysis, require large computational resources,
long learning time, and also depend on the quality and size of the training sample. For
example, a significant contribution to image steganography is made in work [21], in
which the authors implement an adaptive approach to steganographic implementation
based on a deep neural network architecture of the “encoder–decoder” type. Modern
AI-oriented methods demonstrate high resistance to stegoanalysis, but at the same time
require large computational resources, long learning time and depend on the quality of the
training sample. In work [22], the scheme of encryption-authentication of images based
on pixel adaptive diffusion and singular value decomposition ghost imaging (SVDGI) is
proposed. Although this work is in the field of cryptography rather than steganography, it
demonstrates the idea of adaptive distortion distribution based on the analysis of the local
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structure of the container. In particular, the pixel adaptive diffusion mechanism, in which
the modification of each pixel depends on the values of previously processed neighbors,
provides a natural distribution of changes according to the local texture of the image. This
principle of adaptation to the local structure can be used in steganographic methods to
minimize statistical anomalies when embedding data.

The analysis of the evolution of adaptive steganographic methods allows us to state
that, despite the high efficiency of algorithms based on machine learning, their practical
applicability is limited. This confirms the relevance of the development of lightweight
solutions that can function in conditions of limited resources, which determines the purpose
of this study.

3. Materials and Methods
In work [23], a method was proposed that allows changing only one bit of the built-in

sequence of an empty container so that another longer secret message is inserted into it.
This approach is based on the use of linear hash functions, which allows transmitting a
secret message with minimal possible distortions of the container statistics.

In our work, we apply this approach in an adaptive steganographic method for
embedding data into images. First, we consider in more detail the essence of the idea
of using linear hash functions that allow evenly distributing changes in the container,
providing maximum capacity with minimal detectability. Such a function should have
two properties: mixing property and linearity.

Let λ be a function defined on binary words of length N and taking values from
the set of binary words of length m, and N ≥ m ≥ 1. If for any v ∈ {0, 1}m,
Pr{λ(w) = v} = 2−m, where w are selected from the set of words {0, 1}N indepen-
dently and with equal probabilities. Then, this function is called a stringing function.
Also, the function λ has the linearity property if for any c, d ∈ {0, 1}N the identity
λ(c ⊕ d) = λ(c)⊕ λ(d) holds.

The idea of our steganographic method is to apply this approach for adaptive block-
by-block embedding of information depending on the difference characteristics of lo-
cal blocks. We propose to divide the image into 8 × 8 blocks, since this size is small
enough to accurately reflect local features of the image, but at the same time it is large
enough to provide sufficient data for analysis, such as variance estimation. Most often,
8 × 8 blocks contain statistically homogeneous areas of the image, which allows us to
more accurately classify the block and apply the most appropriate implementation strategy.
When processing blocks, we divide the actions for “white” and “black” cells in staggered
order. A chess grid is defined as the division of a block into two subsets.

βblack = {(x, y) | (x + y) mod 2 = 0}—“black” positions,
βwhite = {(x, y) | (x + y) mod 2 = 1}—“white” positions.
First, a pseudo-random seed number is generated to determine the order of block pro-

cessing. Then, the classification thresholds are calculated. For the source image I ⊂ ZH×W ,
H = W = 512, gradients of local blocks β16

p,q of size 16 × 16, where p, q are coordinates
of blocks, are calculated. This block size minimizes computational complexity while
maintaining statistical significance.

∆(β16
p,q) =

2
|M|(|M| − 1) ∑pi ,pj∈M

i<j
|pi − pj|.

where M is the set of pixels on the “white” positions of the chess grid.
The calculation of the mean absolute gradient requires only addition, subtraction, and

modulus taking operations, which provides linear complexity with respect to the number
of pixels analyzed and, unlike the variance, does not require squares calculation and root
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extraction. And the mean absolute deviation is less sensitive to single extreme luminance
values than the variance, which quadratically amplifies the effects of emissions.

Thresholds t1, t2 are defined as the 20th and 60th percentiles of an ordered sample
{∆(β16

p,q)}. Then follows the adaptive embedding process, which consists of several stages,
which we now look at.

3.1. Classification of Blocks

At this stage, the image is divided into non-intersecting blocks β
(8)
i,j of size 8× 8, where

i is the row number of the block and j is the column number of the block. To classify
individual blocks, a gradient is calculated:

∆(β) =
2

|M|(|M| − 1) ∑
i<j, pi ,pj∈M

|pi − pj|,

where M is the set of white pixels of the 8 × 8 block. For each block, the type τ ∈ {1, 2, 3, 4}
is calculated:

τ(β) =


1, ∇(β) < t1 and the block is not rejected by condition φ1,

2, t1 ≤ ∇(β) < t2 and the block is not rejected by conditions φ1(0) and φ1(1),

3, ∇(β) ≥ t2 and the block is not rejected by conditions φ1(0), φ1(1), and φ1(2),

4, otherwise (the block is rejected by φ1(r) for any r ∈ {0, 1, 2} or by φ2).

where φ1(r) is the uniformity condition for the rth least significant bit (r ∈ {0, 1, 2}) among
all white pixels of the block. A block is rejected by φ1 if there exists an r such that the value
of the rth bit is the same for all white pixels in the block (all 0 or all 1):

φ1(r) = ∀p ∈ Pwhite : (p ≫ r)& 1 = c, c ∈ {0, 1}.

A block is considered rejected by φ1 if φ1(r) is true for at least one r ∈ {0, 1, 2}.
φ2 is the condition for “black” pixels. A block is rejected by φ2 if more than half of the

“black” pixels have extreme values (0 or 255):

φ2 =
|{p ∈ Pblack : p = 0 or p = 255}|

|Pblack|
> 0.5.

3.2. Formation of a Differential Container

Next, a container Cτ needs to be formed with type τ ∈ {1, 2, 3} based on local differ-
ence characteristics invariant to uniform shifts of brightness. For each pixel (x, y) ∈ βblack,
a canonical neighbor is defined (x, y + ∆y) ∈ βwhite according to the rule:

∆y =

+1, if x mod 2 = 0,

−1, if x mod 2 = 1.

This selection ensures topological connectivity and minimizes boundary effects.
The absolute difference in brightness is defined as follows:

dx,y =
∣∣∣Ii+x,j+y − Ii+x,j+y+∆y

∣∣∣, (x, y) ∈ βint
black,

where βint
black are the internal “black” pixels having a canonical neighbor within the block.

Thus, the number of internal black pixels |βint
black| = 32 for the 8 × 8 block.

A container Cτ is a bit sequence formed as follows:
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1. For each difference dx,y, the lower bits are retrieved:

δx,y = (dx,y mod 2τ)2.

For example, at τ = 3 and dx,y = 5 (1012): δx,y = [1, 0, 1] (the senior bit is written first).
2. Pixels from internal “black” pixels βint

black are processed in raster scan order, that is,
from top to bottom and left to right. Bit groups δx,y are concatenated in bypass order,
resulting in a sequence:

Cτ = δx1,y1 ∥ δx2,y2 ∥ . . . ∥ δxk ,yk ,

where k = |βint
black| is the number of internal black pixels.

As a result, the length of the container is fixed depending on the type of block:

• For Type 1 blocks: 32 bits.
• For Type 2 blocks: 64 bits.
• For Type 3 blocks: 96 bits.

Thus, the modification d′x,y = dx,y + ∆, where |∆| < 2τ , results in a change in the
brightness of the pixel by no more than 2τ − 1. For τ = 3, this ensures ∆I ≤ 7, which lies
within the threshold of vision sensitivity. In this case, the theoretical upper limit of the
block capacity is determined by the entropy of differences:

Hmax = ∑
(x,y)

log2

(
min

(
2dx,y + 1, 2τ+1 − 1

))
,

Using pairwise differences instead of direct pixel values reduces correlation between
the container bits and normalizes the distribution of the lower bits.

3.3. Embedding a Message Using a Linear Hash Function

After forming a differential container Cτ with a length of τ = 32, 64 or 96 bits (de-
pending on the type of block τ), the algorithm begins to embed a secret message using a
linear hash function implemented in the StegoContainer class [24]. The container is divided
into non-overlapping groups of n = 3 bits. For each such group, an embedding scheme
is applied, in which 2 bits of information are implemented by modifying no more than
one bit in the group. The linear hash function is denoted λ(C) and is the calculation of the
remainder of the division λ(C) = C mod g, where C is in this case the sequence of an empty
container and g is a primitive polynomial in the field GF(2). The primitive polynomial is
chosen so that the size of the secret message is one less than the length of the primitive
polynomial in binary form. For most practical applications, there are ready-made tables
of primitive polynomials [25]. Let s be a secret message; then, to obtain a new embedded
sequence c′ in which the secret message s is encoded, u needs to be calculated, which is the
value of the hash function, and the intermediate variable v:

u = C mod g;

v = u ⊕ s;

The permissible distortions of the container that can be made to secretly transmit the
message in the method under consideration are denoted as D̂ = {s1, . . . , sN}, each of which
is a set of zero bits and a single bit with a value of 1. A single bit inherently determines
the position of the changeable bit of the container in the embedded sequence (analog of
the mask). That is, in essence, D is a set of all the permissible modifications of the original
sequence in the container that the system can make while remaining invisible.
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We find one d ∈ D̂ for which λG(d) = v, that is,

d = λ−1(v).

Then the embedded sequence c′ = d ⊕ c is written into the container.
Next, the resulting sequence has to be mapped back into the space of brightness

pixels. For each black–white pixel pair (pblack, pwhite), the algorithm calculates the required
absolute difference d′x,y in which the τ lower bits coincide with the corresponding substring
Cτ . Since the brightness of the white pixel is immutable according to the algorithm, the
brightness of the black pixel has to be selected so that:

|pblack − pwhite| mod 2τ = d′x,y mod 2τ .

Selection is carried out by searching all integer values in the neighborhood up to ±20
of the original black pixel value. Among the values that give the required difference bits
(the τ lower bits), the one that deviates minimally from the original value is selected:

min
p′black

|p′black − pblack|,

under the conditions:
0 ≤ p′black ≤ 255,

|p′black − pwhite| ≤ 20.

If a suitable value is not found in the specified range, then the pixel remains unchanged;
however, in the current implementation on a large sample of containers such situations do
not occur, and their probability tends to zero. This process is repeated for all blocks in a
pseudo-random order specified by the shared secret key. Thus, the embedded information
is contained in the absolute differences between the brightness of “black” cells and their
canonically matched white neighbors.

3.4. Retrieving the Embedded Sequence

The process of extracting the embedded sequence is fully symmetrical and corresponds
to the blind steganographic scheme. Using the shared secret key, the order of processing
the blocks is determined. For each image block, the same thresholds t1 and t2 as in the
embedding step are calculated based on the 20th and 60th percentiles of the distribution
of the mean gradient modules calculated from 16 × 16 blocks. Then each block 8 × 8 is
classified according to the same criteria as in the embedding process. The unambiguity
of the extraction process is provided by the staggered order of processing pixels, when
all calculations are carried out on immutable “white” cells, and the built-in information is
contained in “black” cells (Figure 1).

For each classified block, the procedure for constructing a difference container is
repeated, which in turn determines the sequence C′ containing embedded information.
Three-bit groups of this sequence are entered into the procedure for calculating the hash
function, in which each group is divided by a primitive polynomial to obtain the embedded
bits of the message. All extraction steps are based solely on the analysis of the stego
image and do not require storage or transfer of additional parameters other than the
key. An example implementation in accordance with the proposed method is provided at
https://github.com/KaterinaMerzlyakova/Application-of-a-Linear-Hash-Function-in-
Adaptive-Image-Steganography/wiki (accessed on 8 January 2026).
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Figure 1. Block 8 × 8, example of forming container Cτ .

4. Results
This algorithm was implemented and tested on a sample of 500 files from a set of 8-bit

grayscale images of the dataset [26] database with a size of 512 × 512 pixels.
Adaptive selection of thresholds t1, t2 used to classify image blocks allows automatic

adjustment of the embedding strategy to the local characteristics of the container. The
value t1 was chosen as the 20th percentile of the ordered sample

(
β(p(16)

p,q )
)

and provided
a cut-off of 20% of the smoothest blocks. The value t2 was chosen as the 60th percentile,
which provides a selection of 40% of the most textured blocks that can hide the maximum
amount of data with minimal visual distortion. This range allows flexible distribution of
the load, avoiding both excessive embedding in smooth areas and underestimating the
capacity of textured zones. For experimental verification of the validity of the selected
parameters, a sensitivity analysis was carried out. Average capacity and visual quality were
used as performance metrics. The experiments were conducted on a subset of 100 images
of the database.

As can be seen from Table 1, the proposed configuration (20, 60) provides the best
compromise between capacity and quality.

Table 1. Analysis of sensitivity of threshold parameters t1, t2.

Percentile Capacity, bpp PSNR, DB

5, 45 0.735747 46.8952
10, 50 0.696225 47.3276
15, 55 0.660577 47.7659
20, 60 0.626629 48.2362
25, 65 0.59286 48.7442
30, 70 0.562006 49.2778
35, 75 0.532791 49.8412

A comparison of texture metrics was also conducted to justify the gradient selection.
The results of the evaluation of the four alternative metrics are shown in Table 2:

Table 2. Comparison of texture complexity metrics.

Metric Capacity, bpp PSNR, dB

Mean absolute gradient 0.626629 48.2362
Brightness dispersion 0.618162 48.3835
RMS difference 0.621156 48.3312
Entropy 0.607898 48.374
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The experiment was conducted on a subset of 100 images of the database [26]. The
results presented in Table 2 show that the proposed metric provides the best measure
of average capacity at comparable visual quality. Alternative metrics show a capacity
reduction of 0.9–3.0% without statistically significant improvement in quality.

The capacity of the developed method is expressed as a function of the block type τ,
which takes values 1, 2 or 3 depending on the local texture complexity. Each difference dx,y

for the “black” pixel holds τ − 1 bits. Thus, the capacity per pixel is:

Cpixel(τ) =
Nblack · (τ − 1)

N
, bit

where N is the total number of pixels in a block and Nblack is the number of internal “black”
pixels used for embedding. For an 8 × 8 block, N = 64 and Nblack = 32:

Cpixel(τ) =
32 · (τ − 1)

64
=

τ − 1
2

, bit

The theoretical upper limit of the method capacity is reached at τ = 3. When using
the linear hash function method, 2 bits of the message are embedded. Thus,

Cpixel(max) = 1 bit.

The modification of the pixel is carried out by selecting the value p′ in the vicinity of
±20 from the original p so that τ lower bits of the difference coincide with the target bits.
The expected value of the modification p′ − p depends on τ:

For τ = 1, the modification is not more than 1 brightness unit.
For τ = 2, the modification is not more than 3 luminance units.
For τ = 3, the variation is not more than 7 luminance units.
MSE upper bound for block type τ:

MSEτ ≤ (2τ − 1)2

12
.

For a mixed image with slices of blocks f1, f2, f3, where f1 + f2 + f3 ≤ 1:

MSEtotal ≤ ∑3
τ=1 fτ ·

(2τ − 1)2

12
.

For uniform type distribution f1 ≈ f2 ≈ f3 ≈ 0.3:

MSEtotal ≤ 0.3 ·
(

0
12

+
1
12

+
36
12

)
≈ 0.92,

which corresponds to PSNR ≥ 10 · log10

(
2552

0.92

)
≈ 48.3 dB.

The average practical capacity, as well as the minimum and maximum actual capac-
ity, was calculated experimentally by embedding the maximum possible number of bits
according to the algorithm for the given containers and the block size of 8 × 8 pixels. The
results of this study are shown in Table 3.

Table 3. Quality indicators for 500 BOSS containers.

Values for the Entire Dataset Minimum Average Maximum

Capacity, bpp 0.502602 0.626558 0.692841
PSNR, dB 47.3713 48.2392 50.5584
MSE 0.571793 0.982471 1.1911
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The maximum capacity in the given dataset was ≈0.7 bpp and was achieved for this
container, represented in Figure 2, with the actual calculation of t1 = 19.6567, t2 = 38.062
and the obtained values PSNR = 47.4305, MSE = 1.17498.

(a) (b)

Figure 2. Cover (a) and stego (b) at this value, 0.7 bpp, for boss base.

The minimal capacity in the given dataset was ≈0.5 bpp and was obtained for this
container, shown in Figure 3, with the actual calculated values t1 = 0.307087, t2 = 1.0812,
PSNR = 48.4925, and MSE = 0.920082.

(a) (b)

Figure 3. Cover (a) and stego (b) at this value, 0.5 bpp, for boss base.

The obtained data confirm the peculiarity of the application of this algorithm for noisy
images, which achieve maximum capacity. Images with multiple homogeneous blocks
classified as Type 4, in contrast, have minimum actual capacity.

Figure 4 below shows a graph of the implementation capacity versus PSNR for 500 test
images. The color scale reflects the value of the RMS Error (MSE) so that darker dots
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correspond to less distortion. As can be seen from the graph, there is an inverse correlation
between the capacity and the quality of the stegimage: as bpp increases, the PSNR values
decrease. But even at maximum capacity, the PSNR value remains above 47 dB, and the
MSE does not exceed 1.2, which indicates the high quality of the received stegcontainers.

Figure 4. Capacity (bpp) versus PSNR, taking into account MSE for boss base.

Further, similar experiments were conducted for 38 image files of various textures
from the SIPI database set [27]. The results of this study are shown in Table 4.

Table 4. Quality indicators for 38 SIPI base containers.

Values for the Entire Dataset Minimum Average Maximum

Capacity, bpp 0.0141602 0.583689 0.66246
PSNR, dB 47.1735 48.6694 62.7363
MSE 0.0346298 0.946319 1.24662

The maximum capacity in the given dataset was ≈0.7 bpp and was achieved for this
container, shown in Figure 5, with the actual calculated values t1 = 79.8171, t2 = 85.9449,
PSNR = 47.1735, and MSE = 1.24662.

(a) (b)

Figure 5. Cover (a) and stego (b) at this value, 0.7 bpp, for SIPI base.
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The minimal capacity in the given dataset was ≈0.01 bpp and was obtained for this
container, shown in Figure 6, with t1 = 0, t2 = 0, PSNR = 62.7363, and MSE = 0.0346298.

(a) (b)

Figure 6. Cover (a) and stego (b) at this value, 0.01 bpp, for sipi base.

The data obtained once again confirm that the algorithm adapts depending on the
container so that embedding occurs in the most secure areas of the container. The set of
containers with texture images contained predominantly noisy images, but there was also
a very smooth image in the set, which clearly demonstrated the case of limiting embedding
into smooth areas of the image. Figure 7, similar to Figure 4, shows a graph of the ratio of
the implementation capacity to PSNR for 38 images of different textures.

Figure 7. Capacity (bpp) versus PSNR, taking into account MSE for SIPI base.

In order to evaluate the algorithm’s performance in relation to medical images, ex-
periments were also conducted for 275 files from the Kaggle database [28,29] containing
images of patient examinations. The results of this study are shown in Table 5.
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Table 5. Quality indicators for 275 Kaggle containers.

Values for the Entire Dataset Minimum Average Maximum

Capacity, bpp 0.0587463 0.547763 0.672256
PSNR, dB 47.6012 48.7473 58.0883
MSE 0.100983 0.877752 1.12968

The maximum capacity in the given dataset was ≈0.7 bpp and was achieved for this
container, shown in Figure 8, with the actual calculated values t1 = 0.532111, t2 = 5.07837,
PSNR = 47.637, and MSE = 1.12041.

(a) (b)

Figure 8. Cover (a) and stego (b) at this value, 0.7 bpp, for Kaggle base.

The minimal capacity in the given dataset was ≈0.06 bpp and was obtained for this
container, shown in Figure 9, with the actual calculated values t1 = 3.32099, t2 = 7.62008,
PSNR = 58.0883, and MSE = 0.100983.

(a) (b)

Figure 9. Cover (a) and stego (b) at this value, 0.06 bpp, for Kaggle base.
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From the results obtained, it follows that there is a significant variation in capacity
on different datasets—the maximum capacity is achieved on textured or noise-like im-
ages, and the minimum capacity is observed on smooth, mostly homogeneous images.
Figure 10, similar to Figure 4, shows a graph of the implementation capacity versus PSNR
for 275 medical images.

Figure 10. Capacity (bpp) versus PSNR, taking into account MSE for Kaggle base.

Thus, the proposed adaptive steganographic method demonstrates high sensitivity to
the local structure of the image. The use of a linear hash function in this implementation
allows to introduce the optimal number of bits per pixel, while the image quality remains
high. At maximum capacity, distortion is visually invisible, as the algorithm maximizes
capacity where it is safe.

The computational complexity of the proposed steganographic algorithm has the order
O(N × log N), where N represents the total number of pixels in the image. This quasilinear
complexity is due to the need for adaptive classification of texture regions of the image,
requiring sorting of local brightness gradients. In this case, the percentile sorting operation
is the dominant factor in the overall algorithm and has complexity O(K × log K), where
K = N/256 corresponds to the number of 16 × 16 blocks used to calculate the gradient
distribution. The 8 × 8 block classification has complexity O(B × P2), where B = N/64
is the number of blocks and P ≈ 32 is the number of pixels analyzed in staggered order.
Operations in finite Galois fields have complexity O(G × M2), where G is the number of
groups in the container and M ≤ 9 is the degree of a primitive polynomial. Implementation
and data extraction use arithmetic in GF(2M) through precalculated lambda tables. Pixel
modification has complexity O(B × C × R), where C ≈ 32 is the number of modified pixels
in the block and R = 41 is the search range for the optimal value (±20 of the original
brightness). For a typical 512 × 512 pixel image, the algorithm performs approximately
2.6 × 107 operations, which corresponds to an execution time of 26–260 ms on modern
processors at a clock rate of 1–10 operations per clock.

For experimental verification of theoretical estimates of the computational complexity
of the proposed method, the execution time of the algorithm on a platform with an Intel®

Core™ i5-9600KF processor (3.70 GHz), 32 GB RAM, SSD NVMe, in QT 6.4.2 environment
(MinGW compiler 11.2.0, build mode Release) was measured. For 512 × 512 image process-
ing, the average run time was 243.06 ms (median 245 ms, range 209–274 ms) per image.

Compared to machine learning methods (neural network approaches with O(N × L),
where L is the number of layers), the algorithm demonstrates predictable execution time
without dependence on iterative optimization procedures.

To analyze the resistance to different types of attacks, such as pruning, compression,
filtering or adding noise of the proposed method, an experiment was conducted to extract
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embedded messages from stegcontainers subjected to different types of attacks. The
metric used was the percentage of bits that were correctly retrieved relative to the original
message. The results showed that any impact that changes the pixel values or geometric
transformations destroys the difference container, making extraction impossible. Thus,
the method is intended for trusted transmission channels where the stegcontainer is not
subjected to additional processing.

To quantify the similarity of cover and stego images, the SSIM and PCC metrics
were additionally computed, as well as RS analysis, pixel brightness histogram estimation,
χ2-square statistical analysis, JS-divergence, and difference histogram estimation for sam-
pling containers from each of the datasets under study and mentioned above. The results
of this study are presented in Table 6.

Table 6. Examining containers from BOSS database.

Containers Embedded, Bytes RS Detection, Bytes SSIM PCC PSNR

Cover (1) 410 0.9998 0.9998 48.2101
Stego (1) 20,717 227
Cover (2) 33 0.9996 0.9996 48.4743
Stego (2) 20,008 117
Cover (3) 1347 0.9998 0.9998 48.0068
Stego (3) 20,188 1027
Cover (4) 165 0.9998 0.9998 48.5070
Stego (4) 19,698 502
Cover (5) 123 0.9999 0.9999 48.6797
Stego (5) 19,672 228
Cover (6) 446 0.9998 0.9998 47.9849
Stego (6) 21,424 617
Cover (7) 568 0.9999 0.9999 48.3136
Stego (7) 21,031 651
Cover (8) 315 0.9997 0.9997 48.3736
Stego (8) 20,170 325
Cover (9) 98 0.9996 0.9996 48.3424
Stego (9) 20,449 76
Cover (10) 39 0.9998 0.9998 48.0076
Stego (10) 21,493 985
Cover (11) 306 0.9998 0.9998 48.0949
Stego (11) 20,972 367
Cover (12) 100 0.9996 0.9996 48.4667
Stego (12) 20,373 26
Cover (13) 168 0.9998 0.9998 48.6966
Stego (13) 20,309 263
Cover (14) 188 0.9999 0.9999 48.2413
Stego (14) 19,983 202
Cover (15) 360 0.9996 0.9996 48.9881
Stego (15) 19,628 18
Cover (16) 293 0.9995 0.9995 48.2653
Stego (16) 20,525 73
Cover (17) 394 0.9999 0.9999 48.2919
Stego (17) 19,429 644
Cover (18) 473 0.9999 0.9999 48.6233
Stego (18) 20,090 363
Cover (19) 425 0.9998 0.9998 48.2629
Stego (19) 20,558 204
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Table 6. Cont.

Containers Embedded, Bytes RS Detection, Bytes SSIM PCC PSNR

Cover (20) 1041 0.9998 0.9998 48.8433
Stego (20) 19,301 115

Based on the results presented in Table 6, the high and nearly equal SSIM and PCC
values indicate that the changes are locally balanced and do not violate either the linear
relationship between the pixels or the perceived image structure. Estimates of the volume
of hidden data for stegimages are in the same range as for the original cover images, and at
the same time are greatly underestimated relative to the actual volume of embedded data.
This indicates that the method does not create statistical anomalies in the container.

Figure 11 shows an example of a pixel intensity histogram for an empty and full
container from the boss kit.

(a) (b)

Figure 11. Image histogram for the boss base test image to showcase the similarity of cover images
(a) and stego images (b).

As can be seen from Figure 11, the pixel intensity distribution histograms for the
original (cover) and steganographic (stego) images are almost identical. This demonstrates
that the presented embedding method does not introduce noticeable changes to the global
brightness statistics. Full results of the image experiments (Figure 11) are available at
https://github.com/KaterinaMerzlyakova/Application-of-a-Linear-Hash-Function-in-
Adaptive-Image-Steganography/wiki (accessed on 6 January 2026).

To compare the observed distribution of the lower significant bits (LSBs) of pixels
in an image with the theoretically expected uniform distribution characteristic of natural
images, we used the visual χ2-square test. In this analysis, the results of which are shown in
Figure 11, a sliding window of 1000 pixels in increments of 1000 pixels was used. For each
position, the p-value of the χ2 test was calculated, reflecting the degree of agreement of
the observed LSB distribution with the natural image hypothesis. For comparison, graphs
for the original cover images and images filled with our stego method are presented (the
actual capacity of each container in bytes is shown in Table 6). The abscissa axis displays
the relative position of the center of the sliding window, expressed as a percentage of the
total length of the image. The ordinate axis represents the p-value of the χ2 test, calculated
for the distribution of the LSB pixels within the current window when testing the zero
hypothesis about the uniform distribution of even and odd intensities (expected ratio
1:1). The green dotted line in the graph shows the threshold p = 0.95. Values above this
threshold indicate an abnormally high consistency with the uniform distribution, which
is a typical sign of replacing the lower bits. Thus, sections of the graph above 0.95 are
interpreted as suspicious areas potentially containing a steganographic message. The blue
dotted line shows the threshold p = 0.05. Values below 0.05 indicate a strong imbalance in
the LSB, which is typical of textures or boundaries in natural images.
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The conducted steganalysis shows that the developed method does not increase the
probability of detecting a stego embedding in comparison with an empty container, which
indicates insignificant statistical distortions or their absence for the implementation method
using the linear hash function described in this paper. In Figure 12, the green (p = 0.95)
and blue (p = 0.05) dashed lines denote thresholds for detecting anomalously uniform
LSB behavior and strong LSB imbalance, respectively. The results for the remaining images
(Figure 12) are available at: https://github.com/KaterinaMerzlyakova/Application
-of-a-Linear-Hash-Function-in-Adaptive-Image-Steganography/wiki (accessed on
6 January 2026).

(a) (b)

Figure 12. For the boss base test image χ2 (cover images (a) and stego images (b)).

Figure 13 shows several covers of images from the BOSS base set that are enrolled in
the study number for clarity.

Figure 13. Cover test images of the boss base.

The following are the results of a similar study for the next SIPI dataset.
The results from Table 7 show that the trend of values has not changed from Table 6,

except for the characteristics of textured containers, where there is instability in the RS
analysis estimates. On a number of images with high and regular texture activity, the RS
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detector gives abnormally high values for cover images. This indicates that such textures
themselves contain statistical patterns that mimic the features of LSB implementation.
Figure 14 shows pixel intensity histograms for several empty and full SIPI set containers
corresponding to Table 7.

Table 7. Examining containers from the SIPI database.

Containers Embedded, Bytes RS Detection, Bytes SSIM PCC PSNR

Cover (1) 1208 0.9998 0.9998 48.2989
Stego (1) 19,785 4370
Cover (2) 0 0.9998 0.9998 48.5128
Stego (2) 19,603 314
Cover (3) 1699 0.9997 0.9997 47.8452
Stego (3) 20,860 919
Cover (4) 1740 0.9994 0.9994 47.4086
Stego (4) 21,691 2507
Cover (5) 1956 0.9995 0.9994 48.7279
Stego (5) 18,751 507
Cover (6) 4087 0.9997 0.9997 48.3188
Stego (6) 19,260 3892
Cover (7) 1072 0.9994 0.9994 48.0906
Stego (7) 19,983 470
Cover (8) 630 0.9982 0.9980 47.7580
Stego (8) 21,619 1389
Cover (9) 133 0.9993 0.9993 47.3783
Stego (9) 21,440 948
Cover (10) 1080 0.9995 0.9995 48.3273
Stego (10) 19,543 632
Cover (11) 1205 0.9998 0.9998 48.8760
Stego (11) 18,191 1239
Cover (12) 1250 0.9996 0.9996 48.1851
Stego (12) 20,778 341
Cover (13) 243 0.9998 0.9998 49.2146
Stego (13) 18,113 884
Cover (14) 3989 0.9999 0.9999 48.1874
Stego (14) 19,507 3574
Cover (15) 850 0.9999 0.9999 49.1487
Stego (15) 18,226 3751
Cover (16) 39,856 0.9999 0.9999 48.0080
Stego (16) 20,258 33,440
Cover (17) 12,080 0.9999 0.9999 47.1735
Stego (17) 21,707 11,288
Cover (18) 15,515 0.9999 0.9999 48.7941
Stego (18) 18,949 16,134
Cover (19) 15,084 0.9999 0.9999 48.1301
Stego (19) 19,155 17,765
Cover (20) 9558 0.9999 0.9999 48.3723
Stego (20) 18,825 11,955

The histograms in Figure 14 demonstrate that the proposed adaptive method does
not introduce statistically significant changes to the global brightness distribution, even
for textured containers. Additional image results can be found (Figure 14) at: https:
//github.com/KaterinaMerzlyakova/Application-of-a-Linear-Hash-Function-in-Adapti
ve-Image-Steganography/wiki (accessed on 6 January 2026).
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(a) (b)

Figure 14. Image histograms for the SIPI base test image to showcase the similarity of cover images
(a) and stego images (b).

Next, the results of the χ2-square test for the corresponding test set are shown in
Figure 15, where the green (p = 0.95) and blue (p = 0.05) dashed lines denote thresh-
olds indicating anomalously high conformity to a uniform distribution and strong LSB
imbalance, respectively.

(a) (b)

Figure 15. (a,b) Research method via χ2-square for SIPI base test images.

The results of the analysis show, similar to the previous data, that the studied method
does not introduce significant statistical distortions in the container. The results of the
experiments performed on the remaining images are available at: https://github.com/Kat
erinaMerzlyakova/Application-of-a-Linear-Hash-Function-in-Adaptive-Image-Stegano
graphy/wiki (accessed on 6 January 2026).

Figure 16 shows some of the SIPI base images included in the study for clarity.
The following are the results of a similar study for the next Kaggle dataset (Table 8).

Table 8. Examining containers from the Kaggle database.

Containers Embedded, Bytes RS Detection, Bytes SSIM PCC PSNR

Cover (1) 295 0.9998 0.9998 48.3412
Stego (1) 17,500 245
Cover (2) 109 0.9998 0.9999 48.5353
Stego (2) 20,416 130
Cover (3) 262 0.9998 0.9998 48.7026
Stego (3) 19,872 260
Cover (4) 106 0.9997 0.9997 48.8763
Stego (4) 19,854 14
Cover (5) 8 0.9999 0.9999 48.4894
Stego (5) 20,897 121
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Table 8. Cont.

Containers Embedded, Bytes RS Detection, Bytes SSIM PCC PSNR

Cover (6) 132 0.9995 0.9995 48.5076
Stego (6) 19,775 107
Cover (7) 88 0.9997 0.9997 47.9293
Stego (7) 21,641 84
Cover (8) 125 0.9999 0.9999 48.9166
Stego (8) 16,483 125
Cover (9) 302 0.9991 0.9991 48.5289
Stego (9) 20,393 418
Cover (10) 82 0.9998 0.9998 48.8194
Stego (10) 19,606 43
Cover (11) 82 0.9998 0.9998 48.8194
Stego (11) 19,606 43
Cover (12) 282 0.9999 0.9999 49.1604
Stego (12) 14,641 404
Cover (13) 409 0.9998 0.9998 48.6079
Stego (13) 20,481 475
Cover (14) 198 0.9998 0.9998 48.7305
Stego (14) 19,312 440
Cover (15) 461 0.9999 0.9999 48.1776
Stego (15) 20,595 865
Cover (16) 197 0.9998 0.9998 48.6119
Stego (16) 20,582 94
Cover (17) 1258 0.9999 0.9999 49.1553
Stego (17) 18,115 1079
Cover (18) 281 0.9998 0.9998 48.6219
Stego (18) 20,472 105
Cover (19) 197 0.9998 0.9998 48.7305
Stego (19) 19,312 440
Cover (20) 25 0.9995 0.9995 48.2285
Stego (20) 21,630 196

Figure 16. Cover test images of the sipi base.
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The results from Table 8 show that the trend of results has not changed from Table 6.
Figure 17 shows pixel intensity histograms for an example of an empty and full Kaggle
container corresponding to Table 8.

(a) (b)

Figure 17. Image histograms for the kaggle base test image to showcase the similarity of cover images
(a) and stego images (b).

The histograms in Figure 17 demonstrate that the proposed adaptive method does not
introduce statistically significant changes to the global brightness distribution for medical
images. All additional results of the experiment on the images (Figure 17) are available at:
https://github.com/KaterinaMerzlyakova/Application-of-a-Linear-Hash-Function-in-
Adaptive-Image-Steganography/wiki (accessed on 6 January 2026).

Next, the results of the χ2-square test for the corresponding test set are shown in
Figure 18. The results for the remaining cover image data are available at: https://github.c
om/KaterinaMerzlyakova/Application-of-a-Linear-Hash-Function-in-Adaptive-Image
-Steganography/wiki (accessed on 6 January 2026).

(a) (b)

Figure 18. For the Kaggle base test image χ2 (cover images (a) and stego images (b)).

The results of the analysis show, similar to previous data, that the study method does
not introduce significant statistical distortions in the container, including in the case of
medical images.

Figure 19 shows some of the Kaggle base cover images included in the study number
for clarity.

To quantify the visual and statistical indistinguishability of the stegimages from the
original (cover), the Jensen–Shannon distance (JS divergence) between the pixel intensity
histograms for containers from three test sets was calculated. The results are presented in
Figures 20, 21 and 22, respectively.
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Figure 19. Cover test images of the SIPI base.

Figure 20. The Jensen–Shannon divergence between the pixel intensity histograms of cover and stego
images for 10 base test samples.

The results of the JS-divergence analysis between the pixel intensity histograms for
10 image pairs (cover and stego) from the our dataset [26] show that all values are in the
range from 9.97 × 10−5 to 8.60 × 10−4 bits. This indicates a high degree of indistinguisha-
bility of stego images from the originals at the level of global brightness distribution. The
maximum value is observed for image number 5, but even it remains extremely small,
which confirms the effectiveness of the method used.
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Figure 21. The Jensen–Shannon divergence between the pixel intensity histograms of cover and stego
images for 10 test samples of SIPI base.

For the SIPI texture set, the average JS divergence was 7.82 × 10−4 bits, slightly higher
than for our dataset [26], which may be due to higher texture uniformity. However, all
values remain extremely small.

Figure 22. The Jensen–Shannon divergence between the pixel intensity histograms of cover and stego
images for 10 test samples Kaggle base.

For medical images, the JS divergence varies from 1.18 × 10−4 to 2.26 × 10−3 bits. De-
spite one anomalous case, the average value remains low, which confirms the applicability
of the method, taking into account the specifics of medical content.

Figure 23 shows pixel difference histograms for two examples of cover images and
their corresponding stego images from the dataset [26] corresponding to Table 6.
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(a) (b)

Figure 23. Histogram differences between covers (a) and theirs corresponding stegos (b) for 2 base
test images.

The graphs in Figure 24 show that the histograms are well preserved after the data are
hidden according to the proposed adaptive scheme, despite the capacity of up to 0.69 bpp.

Figures 24 and 25 show pixel difference histograms for several cover images and their
respective stegous from SIPI and Kaggle sets corresponding to Tables 7 and 8, respectively.

(a) (b)

Figure 24. Histogram differences between covers (a) and theirs corresponding stegos (b) for 2 SIPI
base test images.

(a) (b)

Figure 25. Histogram differences between covers (a) and theirs corresponding stegos (b) for 2 Kaggle
base test images.

The peculiarity of the graphs in Figure 25 is that the SIPI set in our case contained
images of textures, which are characterized by many sharp transitions. The general form of
the graphs for cover and stegois is preserved, but there are small local deviations in places.
This indicates that the proposed method does not introduce pronounced statistical artifacts
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in the histogram of pixel differences, even on textured images. The results of the graphs
in Figure 25 are similar to those of Figure 23 and also show no significant deviations in
the histograms.

For an objective assessment of the stability of the proposed method, a modern stego-
analysis based on spatial rich models (SRMs) [30] was applied, implemented in the form of
console utility srm.exe (version from 2013, DDE Lab, Laboratory in Durgapur, India). The
SRM method extracts a complete set of 34,671 characters per image. The obtained features
were used as input data for the ensemble classifier (Ensemble Classifier, version 2.0) [31].
The results showed a detection accuracy of 100%, which indicates the high vulnerability of
the current implementation to modern stegoanalysis. When the capacity in our proposed
method was reduced to 0.1 bpp, this stegoanalysis showed 98.5% detection. However, this
result is valuable because it involves the integration of more complex adaptive strategies
into an existing architecture, where embedding is controlled by a deterministic linear
hash function.

Comparative Analysis

In contrast to reversible methods such as PVO + PEE [4], adaptive multi-pass embed-
ding [5], PVO with optimized thresholds L, H [6] and adaptive histogram set modification
(AMHM) strategy [7], the proposed approach solves the problem of irreversible blind
steganography. All the listed RDH methods are focused on restoring the original im-
age. Methods [4,5] reach PSNR above 55 dB with a capacity of up to 0.076 bpp, and
method [7]—up to 0.19 bpp. Method [6] in the presented experiments demonstrates PSNR
in the range from 37 to 56 dB, depending on the chosen embedding mode. Our method
does not require the restoration of the original, provides a capacity of up to 0.69 bpp with
a stable PSNR of 47 to 50 dB, and at the same time has low computational complexity
(O(NlogN)), which makes it suitable for deployment on devices with limited resources.
Figure 21 presents a graph of comparison of the proposed irreversible steganographic
method with modern reversible RDH-approaches ([4–7]) in terms of capacity (bpp) and
visual quality (PSNR).

According to the presented graph, the inverse dependence is visible, when high
capacity is achieved by reducing the PSNR, but its value remains at a good level. The
authors of works [4–7] evaluate the quality by PSNR and visual analysis of histograms,
but our method passes a comprehensive assessment, including χ2-test, JS-divergence,
RS-analysis, and stegoanalysis based on SRM and ensemble classifier.

The approach we developed can be easily adapted to the problems of RDH meth-
ods. To achieve this, the algorithm is only supplemented by the interpolation process of
the source container to use the interpolated values as immutable “white” pixels in our
described method.

The HILL method [8], on the contrary, is designed for maximum resistance to modern
steganalysis at a moderate capacity of about 0.4 bpp. With PSNR in the range of approxi-
mately 48–52 dB, it requires significantly more computational resources compared to the
approach proposed in this paper.

PVD [11] provides up to 0.215 bpp (56, 291 bits in a 512 × 512 image) with PSNR in
the range of 37.9–48.4 dB depending on the texture of the image. In contrast, the proposed
method reaches a significantly higher capacity of up to 0.69 bpp with a comparable PSNR
of approximately 47–50 dB. However, like PVD, the current implementation is vulnerable
to modern SRM-based steganalysis. The methods proposed in [12,13] further increase
resistance to steganalysis due to a more accurate assessment of local complexity and
preservation of pixel ordering. However, their maximum capacity is limited to 0.16 bpp
in [12] at PSNR ≈ 47 dB, and up to 0.2 bpp in [13] with PSNR in the range of 44.2–50.6 dB.
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The authors in [11–14] argue that their methods are resistant to RS analysis because
they do not use LSB substitution but instead modify pixel values as a whole. The proposed
method also demonstrates resistance to RS analysis, which is experimentally tested and con-
firmed in Tables 6–8. In addition, the visual quality of the resulting stegimages, measured in
terms of PSNR as a function of payload, is illustrated in Figure 26. In [12], methods [11,12]
are evaluated for resistance to modern steganalysis using feature sets Shi-78D, Farid-72D,
Moulin-156D, and Li-110D, which are direct precursors of the spatial rich model (SRM). At
a capacity of 0.2 bpp, the classical PVD [11] is detected with an accuracy of approximately
88%, and adaptive PVD [12] at a capacity of 0.16 bpp with an accuracy of approximately
60% (still significantly higher than random guessing at 50%), which confirms the vulnera-
bility of both methods to SRM-like analysis. Methods [13,14], being PVD-based approaches
without optimization of the cost function for statistical indistinguishability, are presumably
also vulnerable to SRM-based steganalysis, although direct tests were not conducted in
the referenced studies. For clarity, Figure 27 presents a comparison of methods [5,11] and
the proposed approach in terms of steganographic resistance as a function of embedding
capacity (bpp). On the ordinate axis, a generalized resistance level is shown: values up
to 20% correspond to vulnerability to simple statistical characteristics; 20–40% indicate
resistance to RS analysis but vulnerability to statistical detectors; and 40–100% correspond
to resistance to modern steganalysis based on spatial rich models (SRMs).

Figure 26. Quality of stegimages (PSNR, dB) depending on payload (bpp) for the proposed method
and methods of reversible data hiding [4–7]. https://github.com/KaterinaMerzlyakova/Application
-of-a-Linear-Hash-Function-in-Adaptive-Image-Steganography/wiki (accessed on 6 January 2026).

The rest of the results can be viewed at the following link: https://github.com/K
aterinaMerzlyakova/Application-of-a-Linear-Hash-Function-in-Adaptive-Image-S
teganography/wiki (accessed on 6 January 2026). In work [15], an adaptive approach
with a threshold strategy is interesting, as it dynamically distributes bits depending on
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the structure of the codeword, but the process takes place in the VQ codebook, not in the
spatial region, so comparison with our method is not appropriate.

Figure 27. Comparison of steganographic methods in terms of the level of resistance and capacity of
the embedding.

Methods [16,17] offer adaptive embedding based on fuzzy logic and contrast analysis,
respectively, reaching a capacity of up to 0.8–1.2 bpp at PSNRR from 47 to 58 dB. However,
these results are obtained either at low capacitance in work [17], PSNR is about 62 dB at
≈0.03 bpp, or on textured images in the work [16], where it is up to 0.8 bpp on the image
aerial. Both methods, like ours, are RS-resistant, but have not been evaluated for SRM
resistance, indicating their potential vulnerability to modern stegoanalysis. In the context
of applying a linear hash function in methods with adaptive strategies, it is worth noting
the idea from paper [16] that more bits can be introduced into darker areas of an image.
By modifying our approach with only an additional assumption regarding this fact, it is
possible to easily increase the capacity of the implementation by adjusting the type of block
τ depending on the brightness, along with the gradient. In addition, in [17], the idea of
using a combined criterion for assessing local complexity is of value, which can be useful
in our adaptive method, since we can easily complement this aspect without changing the
approach with the linear hash function.

In works [19–21], modern but resource-intensive approaches are proposed using
the trained cost function, bearing the idea of distributing the capacity depending on the
local texture complexity of the image. Although such methods provide high resistance to
modern stegoanalysis, their computational complexity and the need for training make them
unsuitable for resource-limited systems. However, the idea of adaptive capacity allocation
can be integrated into our architecture to increase its statistical indistinguishability.

Table 9 presents the comparative characteristics of the proposed method and the most
relevant modern analogs.

Thus, the proposed method is positioned not as a direct alternative TO HILL or
WOW in the problems of maximum stealth but as a basic protocol for trusted transmission
channels. In contrast to methods based on deep learning, which require a learning stage
and do not guarantee the reproducibility of the result on different equipment, the proposed
approach provides deterministic complexity.
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Table 9. Comparison of the proposed method with modern adaptive approaches.

Method Testing Range,
bpp Cost Function Domain Complexity Security Metric

Proposed method 0.50–0.69 Spatial (gradients + paired
differences) O(N log N)

χ2, RS, JS
divergence

HILL [8] 0.10–0.50 Spatial (3-layer filtering) O(N2) SRM

WOW [9] 0.10–0.50 Wavelet domain (Directional
Filters, WDFB-D, Daubechies-8) O(N2) SRM

S-UNIWARD [10] 0.10–0.50 Wavelet domain (relative
distortion) O(N2) SRM

5. Conclusions
In the course of the study, an adaptive steganographic method based on the use of

a linear hash function over the GF(2) field and gradient classification of image blocks
was implemented and comprehensively tested. An experimental evaluation conducted
on three heterogeneous datasets showed that the proposed approach does not introduce
statistically significant distortions in the global characteristics of the container. Analy-
sis of brightness histograms, the χ2-test for the uniformity of the distribution of junior
significant bits, as well as the Jensen–Shannon divergence (JS) estimate confirm a high
degree of indistinguishability of stego images from the original cover images at the level of
macrostatistics. The advantages of the approach are high computing efficiency (243 ms per
image 512 × 512), adaptive capacity (0.01–0.7 bpp at PSNR 47–50 dB), and modularity of
the architecture. Limitations of the method include vulnerability to modern SRM-based
steganalysis and lack of robustness to common attacks (BCR ≈ 50%), which determines
its applicability exclusively to trusted transmission channels. Potential use cases include
embedding metadata into medical archives, covert data transfer in corporate networks, and
content authentication in IoT devices. At the same time, the architecture of the method pro-
vides a simple integration of adaptive mechanisms in the future, which makes it promising
for further research. Thus, the work represents a research basis for the development of
computationally efficient stegosystems combining low implementation complexity, high
and adaptive capacity, and potential resistance to modern stego analysis.
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