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Reliable Robust Adaptive Steganographic Coding
Based on Nested Polar Codes
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Abstract—Steganography is the art of covert communication
that pursues the secrecy of concealment. In adaptive steganogra-
phy, the most commonly used framework of steganography, the
sender embeds a “secret message” signal within another ‘“cover”
signal with respect to a certain adaptive distortion function that
measures the distortion incurred, contributing to the compos-
ite ‘“stego” signal that resembles the cover, and the receiver
extracts the ‘“‘secret message” signal from the stego. When the
communication channel between the sender and the receiver is
noisy, robust steganography is needed, in which robust adaptive
steganographic coding plays a central role. The existing robust
adaptive steganographic coding methods can only provide very
limited robustness, and they fail when the communication channel
is bad. To ensure the success of covert communication, we propose
a reliable robust adaptive steganographic coding scheme based on
nested polar codes that possesses the highest robustness among
the existing algorithms while the security performance is also
maintained. Theoretically, we show that for the most important
binary embedding, in the special case where the communication
channel is a Binary Symmetric Channel (BSC), the proposed
scheme is optimal under the constant distortion profile as the
cover length N tends to infinity through powers of two when
the design embedding rate is large enough. Experimentally, our
method is capable of making sure the perfect extraction of the
secret message in situations where the embedding rate is large or
the communication channel is bad, while the existing algorithms
are not applicable in these scenarios.

Index Terms—Robust adaptive steganographic coding, distor-
tion function, binary embedding, noisy channel, nested polar
codes, successive cancellation.

I. INTRODUCTION

NFORMATION embedding is about the reliable transmis-

sion of information embedded into a host signal [1], and
it has a lot of applications including digital watermarking
[2]-[6], [16] and steganography [7]-[17] where digital wa-
termarking seeks high robustness and steganography pursues
high embedding capacity. In steganography, the embedded
signal is called the “secret message”, the host signal is called
the “cover”, and the result composite signal is called the
“stego” [20], [22]. The sender would send the stego through a
communication channel to the receiver who extracts the secret
message from the stego. In the most widely used framework,
adaptive steganography, an adaptive distortion function is
applied to measure the distortion incurred by the embedding
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process, and the general aim is to minimize the average total
distortion for a given design embedding rate [20], [25].

Conventionally, steganography does not strive for robustness
like digital watermarking [18] as the communication channel
between the sender and the receiver is assumed to be noise-free
and lossless [19]-[22]. However, in real-world applications,
the communication channel is usually noisy. Taking image
steganography as an example, stego images uploaded onto
social networks or image-sharing websites may suffer from
lossy operations such as image recompression and visible
watermarking [18], [23], [24], which would lead to errors
in the extracted message at the receiver side, making the
covert communication fail. Therefore, to make steganography
practical, robust steganography is needed.

Taking real-world application scenarios into concern, many
robust steganography methods have been developed to enhance
the robustness of steganography [18], [23], [24], [26]-[30], in
which robust adaptive steganographic coding plays a central
role. Technically, there are two classes of robust adaptive
steganographic coding methods that can be distinguished by
the receiver behavior. In the first class, the secret message is
encoded through error-correcting codes and then embedded
into cover media. At the receiver side, the receiver first
performs steganographic decoding (message extraction) on
the received sequence. Then, the extracted sequence would
go through the error correction process to obtain the final
reconstructed secret message [23], [24], [27]-[30]. On the
contrary, for methods in the second class, the receiver would
perform error correction on the received sequence first, and
steganographic decoding (message extraction) is performed
after error correction [18], [26].

All the existing robust adaptive steganographic coding
methods can only provide limited robustness, and they fail
when the communication channel is bad. For instance, in
binary embedding where the cover and stego are both binary
sequences (e.g., the least significant bits of the pixel values of
8-bit grayscale images), all the existing methods fail when the
communication channel is a Binary Symmetric Channel (BSC)
whose transition probability is larger than 0.1. For methods in
the first class, they mainly use Syndrome-Trellis coding (STC)
[20] to perform the steganographic embedding and extraction.
The bit error rate in the secret message after extraction is then
susceptible to the constraint height h of the small submatrices
used in STC [18] which determines the density of the STC
encoding matrix [20]. Since an error that occurs in the stego
would lead to several error bits in the secret message subject to
the density of the STC encoding matrix, it is difficult to realize
perfect extraction by performing error correction on the secret
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message. Indeed, this is a common phenomenon which also
happens when STC is replaced by other steganographic coding
methods as the encoding matrices used in steganography are
always not sparse. In comparison to methods in the first class,
methods in the second class do not have a similar “error
dispersal” problem. However, the research in the second class
is still in the primary stage with the problem that the existing
methods cannot provide reliable robustness.

To ensure the success of covert communication and make
steganography practical, we propose a reliable robust adaptive
steganographic coding scheme in the second class that realizes
perfect extraction of the secret message even when the commu-
nication channel is fairly bad. It is a nested coding scheme [31]
inspired by the success of polar codes [32] and Steganographic
Polar Coding (SPC) [21] that show good performance in the
long-length scenario where we note that the cover is usually
very long in steganography. The scheme is flexible as it has
a robustness parameter 7y that controls the balance between
security performance and robustness. We provide analysis on
the robustness parameter v and give a direction on how to
determine the parameter based on the analysis, so that users
are able to maintain security performance while ensuring that
the secret message is transmitted without error. Furthermore,
we prove that in the special case where the communication
channel between the sender and the receiver is a BSC and the
design embedding rate is large enough, the proposed method
is optimal under the constant distortion profile as the cover
length N tends to infinity through powers of two.

The rest of the paper is organized as follows. In the next
section, we briefly introduce the background knowledge of
adaptive steganographic coding, polar coding, and SPC. In
Section III, we present the proposed robust adaptive stegano-
graphic coding scheme. In Section IV, we give an analysis of
the proposed algorithm, including the guide on how to select
the robustness parameter and the proof of optimality in the
special case. Experimental results are presented in Section V.
Finally, the paper is concluded in Section VI.

II. PRELIMINARIES

In this section, we first briefly review the fundamentals of
adaptive steganographic coding and polar coding. Based on
these, we introduce the polar codes-based adaptive stegano-
graphic coding method SPC.

A. Adaptive Steganographic Coding

Let Z be the alphabet of elements in the cover and {Z;} be
the alphabets of elements in the stego. When Vi, |Z;| = 2, the
embedding process is called binary [20], [22]. Similarly, when
Vi,|Z;| = 3, the embedding process is called ternary [20],
[22], etc. Binary embedding plays the most important role in
steganographic coding because the g-ary embedding can be
implemented through multi-layered binary embedding [20],
[33], [34]. Taking image steganography on 8-bit grayscale
images as an example, binary embedding is conducted on the
Least Significant Bits (LSBs) of the pixels of the cover image
where the model can be simplified to Vi,Z = Z; = {0,1}. We
mainly consider binary embedding in this paper which natu-
rally suits our goal of devising a polar codes-based scheme.
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1) Adaptive Distortion Model: Suppose that Vi,Z = Z; =
{0,1}. Let X = (Xy,..., Xn) be the cover random vector
of length N, Y = (Y3,...,Yn) be the stego random vector
of length N, M be the secret message random variable, and
T = (‘rlv "'7mN) € Iva = (yla ey yN) € INvm € {07 1}m
be their realizations, respectively. The real secret message is
usually compressed or encrypted in steganography [11], [20],
so it is commonly assumed that Vm € {0,1}™,Pr(m) =
2%,1, where m is the secret message signal to be embedded.
Adaptive steganography adopts an adaptive distortion function
D :IN xIN — [0,00) to measure the distortion incurred by
the embedding process. It is defined by

N
i=1

where each p; : Z x T — [0,00) represents the distortion
incurred by modifying x; to y;. Usually when z; = y;,
pi(zi,y;) =0, so we write p = {p;(z; # y;)} to denote the
distortion profile in the binary case. Note that the distortion
function D is dependent on the cover characteristics as it
measures the distortion incurred by modifying the cover.

Let {W(y|w) 2Pr(Y =y|X = w)} be the probability dis-
tribution of the modifications. Since the LSBs can be perceived
as random noise [35], we usually have Va € IN,Pr(X =
x) = 2% Then, the sender could send at most

H(m) =~ Y m(ylz)log, m(ylz)

yeIN

- Z Z mi(yilzi) logy i (yi|z:)

i=1 1y, €T

2)

bits information on average where x can be any fixed cover
vector [35]. The average distortion incurred by the embedding
process is given by [35]

E-(D)= ) w(ylz)D(z,y)

yeIN

N
= Z Z i (yilzs) pixi, vi)-

=1y, €T

3)

2) Performance Bounds: Fig. 1 shows the adaptive stegano-
graphic coding model where the distortion between the cover
and the stego is measured by an adaptive distortion function D.
Adaptive steganographic coding aims to embed the secret mes-
sage into the cover while minimizing the distortion incurred.
This pursuit can be described in two ways: payload-limited
sender (PLS) and distortion-limited sender (DLS) [20], where
for the PLS problem, the sender aims to minimize E,(D)

given a fixed design embedding rate HJ(\;F)HT )%; for the DLS
N

problem, the sender aims to maximize
design distortion E;(D) = d.

The PLS problem and the DLS problem are dual to each
other and they share the same bound. Here we note that the
PLS problem is the most commonly considered in practice as
the secret message to be sent is usually predetermined in covert
communication. On the contrary, the DLS problem plays an
important role in theoretical analysis as it is a rate-distortion

given a fixed
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Fig. 1. The adaptive steganographic coding model. The signals X,Y’, and
M are respectively the cover, the stego, and the secret message.

problem that fits the conventional information-theoretic setting
[36], [37]. The optimal probability distribution with respect to
the two problems follows a form of Gibbs distribution [25]:

(ylz) = Hm yilz) €5

where
eXP(*/\Pi (ﬂ% yz))

Yot ez xp(=Api(zis i)
By substituting (4), (5) into H(7w) = m for the PLS problem
or into E (D) = d for the DLS problem and solving
the equation, the parameter A\ is obtained. In practice, the
parameter is usually obtained through a binary search due to
the monotonicity of H(7) and E,(D) with respect to A [25].

m(y7ll‘1) = @)

B. Polar Coding

Suppose that W : {0,1} — ) is a Binary-input Discrete
Memoryless Channel (B-DMC) with transition probabilities
{W(ylz) | x € {0,1},y € V}. Define the Bhattacharyya pa-
rameter of W as [32]

23 VW (y0)W (y[1). 6)
yey
Define the symmetric capacity of W as [32]
W (ylx)

W (y|z) log . (D
% *SW o) + 5W(yl)

yey erX

The symmetric capacity and the channel capacity are the same
when W is symmetric. Both I(W) and Z (W) can be used to
assess the channel quality of W since I(W) =0 iff Z(W) =
1, and I(W) =1 iff Z(W) =0 [32]. 4
For any 1 < i < j < N, we use the notation a! =
(@i, @it1,...,a;) to denote the partial vector. For a set F' C
{1,...,N}, ar = {a; | i € F}. The core of polar coding is
the channel polarization phenomenon which consists of two
phases: the channel combining phase and the channel splitting
phase [32]. In the channel combining phase, a synthesized
channel Wy : {0, 1} — YV defined by
W (y1 W (¥ HW vilz:)  (8)

|U1 )

is obtained where u{’ is the information to be encoded and

2V = ul¥ Gy with Gy € GLy (GF(2)) being the invertible
generator matrix of polar codes [32]. In the channel splitting
phase, the synthesized channel Wy is split into [V coordinate

channels W {0,1} = YN x {01}, 1<i < N}
with transition probabilities [32]

1
Y. v Gud). ©

ul, €{0,1} N~

Wy ui ) &
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The blockwise channel combining and channel splitting
can be broken recursively into Arikan’s single-step polar
transformations [32]. The basic single-step transformation
{(W, W) — (W=, W)} is defined as

1
W™ (y1, yolur) = 5 Z W (y1lu1 & u2)W (y2|u2)
vz (10)

W (y1,y2, ur|ug) = %W(ylml @ uz) W (yaluz),
where
Z(WH) = Z(W)? (an
Z(W7) <2Z(W) = Z(W)? (12)
ZW™) 2 Z(W) = Z(W™). (13)

The equality in (12) holds iff W is a Binary Era-

sure Channel (BEC) and the equality in (13) holds iff

Z W) equals 0 or 1 [32]. This transformation extends to
g WI(V) _) (W (2i—1) W(21)

y (13), we can see that the single- step polar transformation
turns two basic channel copies of W into a better channel
W™ and a worse channel W~. The channel polarization
phenomenon states that as the length N goes to infinity
through powers of two, the coordinate channels polarize in
the sense that the fraction of good coordinate channels with

lim I(W( )) 1,]\}i_r>n Z(W](\;)) = 0 goes to I(WW) and

N—00 )
the fraction of bad coordinate channels with Nlim I (W](VZ)) =
— 00

0, hrn Z(W(z)) = 1 goes to 1 — I(WW) [32]. Moreover, it
was shown in [38] that
(I
(14)

The set of indices corresponding to the bad coordinate chan-
nels F' is called the frozen set and the construction of polar
codes is to determine the frozen set F. Then, a polar code
can be identified by a tuple (N, K, F¢,ur) where % is the
coding rate and ur is the fixed frozen bits assignment shared
by both the encoder and the decoder. The encoder encodes
the information bits to be sent by putting them on uge,
contributing to ul = upe Uup, and obtaining the codeword
2V = ulV G y. Polar codes achieve symmetric capacity of any
B-DMC W with a successive cancellation (SC) decoder [32]

that generates the decisions @V sequentially by computing

Y A Uq,
T ~
h (yl 7u11 1)7

where functions h; : YV x {0,1}*=! — {0, 1} are defined as

Hi<z<N Zw®) <
N

1 .
Vo< B < g Jim

ifieF

15
if i € Fe, (15)

Wi (Y a5710)
W wa ) ©
1, otherwise.

0, if

hi(yr a7 h) = (16)

C. Steganographic Polar Coding

SPC sees the steganographic modifications as the cover
elements going through BSCs with transition probabilities
{m;}; which are the same as the optimal probabilities of
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modifications (5). Then, the fixed channel W in channel
coding is replaced by a sequence of independent BSCs {W };
with transition probabilities {;};. The synthesized channel
Wi, : {0,1}¥ — {0,1}" after channel combining of the
non-stationary memoryless sequence of BSCs is defined by

N
Wi, (i [ul’) 2 T Wiyila:), (17)
=1

where #I¥ = ul¥Gy. The coordinate channels after channel

splitting are defined by
. . 1
WL ) 2 Y S W ul).
ul,€{0,1}N 1
(18)
Fortunately, the channel polarization phenomenon also hap-
pens for non-stationary memoryless channels [39]. So, by
estimating the Bhattacharyya parameters of the coordinate
channels after channel splitting and determining the frozen set,
the steganographic code construction is accomplished. SPC
employs a modified Arikan’s heuristic method [21], [40] that
perceives the sequence of BSCs as a single BEC with erasure
probability ¢ = 7. Then, F' is the frozen set containing m
indices corresponding to coordinate channels with the largest
Bhattacharyya parameters. Let ur = m and use the SC
encoder to “decode” x and then obtain u -, thereby, the stego
y = ulY Gy where ul¥ = upc Uup. At the receiver side, the
secret message is extracted by calculating uf = yGJf,1 and
setting m = up, where we note that G =GN [32].

III. NESTED POLAR CODES-BASED CODING SCHEME

In this section, we first demonstrate the basic idea behind
the proposed scheme and then look into the details.

A. Basic Idea

Suppose that the cover length N = 2™ € N. Let Fi, F5 be
the frozen sets of codes Ci,Cs respectively such that Fiy C
Ff Fy C F». Then, we have a pair of polar codes (C1,C2)
identified by (N, |F¥|, Ff,ar,) and (N, |F5|, F§, up,), re-
spectively. Our scheme is based on the following claim.

Claim 1: If Up, = UFynF, = UF), then Cy C Cq, i.e., the
pair (C1,Cz) defines a nested polar code.

Proof: We write
Ci = {’[L{VGN} = {(ﬂFl U’UFf)GN},
Cy = {u{VGN} = {(1LF2 UUF;)GN},

where up, and up, are fixed sequences with iup, = up,nF, =
ur,. So, we have that

C1 = {(ap, Uape )Gy} = {(ip Ulippp, Ulipe\r,)GN }

Cy = {(UF2 U’UJFQC)GN} = {(qu\Fl Uupg, UUF;)GN} .20
(20)
Since FP\Fy = {1,..., N}\Fy = F§ as F| C F», we write

19)

Cr = {(ap Ulp\F, UﬂFf\Fz)GN}
= {(up, Ulip,\F, Ulips)Gn }
D {(ur, Uup)\r, Uurg) Gy} = Ca,

21
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where the third line is because Gy is invertible and up,\ f, is
fixed but 4 p,\ , is not. This concludes the proof. O

By the above claim, we can split the set {1,...,N} into
three parts: Fy, F5\Fy, and F¥, among which FS is the set
of information bits and F} is the frozen set shared by both
Cy and C,. Since we want to devise a scheme in the second
class where the receiver performs secret message extraction
after error correction, we need the fine code (or outer code)
Cy to work as an error-correction code and the coarse code (or
inner code) Cy to work as an adaptive steganographic code. As
a consequence, the frozen set Fj of the outer code C; should
be the indices that are used for error correction where we can
just set ap, = up, = (0,...,0) for simplicity. For the inner
code Co, its frozen set F5 should be the indices that are used
for secret message embedding. As up, is already assigned, we
just set up,\;, = m to embed the secret message.

B. Code Construction

The main problem to be solved now is how to determine
the sets Fi, F5\Fy, and Fy. The basic idea here is to sort
the coordinate channels after channel splitting by the channel
quality and let Fj contain the indices corresponding to the
worst coordinate channels, let £ contain the indices corre-
sponding to the best coordinate channels, and let F5\ F; be in
the middle. Fig. 2 shows the schematic of the basic idea of
determining the three parts Fy, F5\F, and Fs.

uality Increasin,
Bad Channels Quality £

Good Channels

F F\Fy F;

Fig. 2. The schematic of the three parts F'1, F5\F}, and Fy. By sorting
the indices in ascending order of the quality of the coordinate channels, the
indices sequentially belong to sets F'y, F»\F1, and F.

Here another problem arises: as we know that polar code
construction is channel-dependent, since the steganographic
embedding channels {W;}; are non-stationary and memory-
less which are unlikely to be similar to the communication
channel W between the sender and the receiver, the order of
the quality of the coordinate channels after channel splitting
often differs for C; and Cy. This means that an index 7 may
correspond to a bad channel for C; but a good channel for Co,
ie., Fi ¢ F>. So, we cannot simply apply the standard polar
code construction by sorting the Bhattacharyya parameters
or the symmetric capacities of the coordinate channels after
channel splitting separately for C; and C to attain our goal.

We do the code construction through a modified approach.
Let v £ lij\}l be a robust parameter. We can see that -y
controls the fraction of the error-correction bits u,, which
means that the robustness of the method would increase as
v increases. Suppose that the secret message m, the cover
x, the communication channel W, and the robust parame-
ter v are given. First, we estimate the channel quality of
the coordinate channels {W](\;)t} based on (18) and choose
N — yvN — m indices corresponding to the best channels to
form the set of information bits Fy. This step is because
the inner code Cy should be a good adaptive steganographic
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code, and we want lower distortion incurred. Consequently,
the information bits Fy should be determined based on the
embedding channels {W;};. Then, we estimate the channel
quality of the coordinate channels {W](VL)} based on (9) and
choose 7NV indices corresponding to the worst channels from
set Fy to form Fy; where Vj € Fy,j ¢ F§. This step
assures that the requirements of nested polar codes are met
while keeping the outer code C; a good error-correcting code.
Finally, F>\F; = {1,..., N}\F§\ F; will be the set of indices
for the secret message m.

In practice, we would see the non-stationary embedding
channels {W;}; as a single BSC whose transition probability
p=H (% +~v) < 3 with H(-) being the binary entropy
function, i.e., V1 < i < N, W, is a BSC(p). This is because
the probability distributions {W; = m;}; are dependent on
the cover characteristics which are not synchronized to the
receiver as the receiver can only see the stego. Except for
that, the communication channel W is usually unknown to the
sender and the receiver in real-world applications. In this situ-
ation, we would assume that the communication channel W' is
a BSC(q) where ¢ = H~!(v) < 3 for convenience. Our code
construction method is optimal under the circumstances given
above. To justify this, we first give the following definition of
optimal channel pair for nested polar code construction.

_ Definition 1: Given two B-DMCs W : {0,1} — Y and
W:{0,1} - Y ,ifforany 1 <i <N,
Z(WI(\;)) =1= Z(W](Vi)) =1, 22)

lim
N=2" n—oo

lim
N=2" n—oo
we say that the pair (W,W) is an asymptotically optimal
channel pair for nested polar code construction.

Since the Bhattacharyya parameter of a bad coordinate
channel would go to 1 as N tends to infinity through powers
of two, the above definition essentially assures that F' C F
in an asymptotically optimal nested polar code construction
(C, é) even when C and C are constructed separately. In the
remainder of the paper, we would simply say a pair (W, W)
is optimal instead of asymptotically optimal for convenience.

The following proposition gives a sufficient condition for a
channel pair to be optimal.

Proposition 1: A pair of B-DMCs (W : {0,1} — Y, W :
{0,1} — V) is asymptotically optimal for nested polar code
construction if W is degraded with respect to W, i.e., if there
exists a DMC W' : ) — Y such that

Ve e {0,1L,5€Y,  W(jle) =Y W(gle)W (jlp).
gey
(23)
This proposition is proved in the Appendix. We make a
remark here that a B-DMC W is degraded with respect to
B-DMC W basically means that the degraded channel W is
a concatenated channel whose first part is W [41]. Now, we
have the following corollary about the optimality of our code
construction method under the given circumstances.

Corollary 1: Suppose that Tz > 0,7 > 0 and §t + v <
1. Assume that V1 < ¢ < N,W, is a BSC(p) where
p = H! (% +fy) < % and the communication channel
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W is a BSC(q) where ¢ = H~'(y) < 3. Then, the pair
(W, W;) = (BSC(g), BSC(p)) is optimal for nested polar code
construction and the code (Cy,C3) obtained using our code
construction method is optimal.

The corollary is proved in the Appendix. Indeed, the
steganographic embedding channel and the communication
channel are two BSCs with different transition probabilities,
and the optimal construction comes from the fact that if Wz(\;)

is a bad coordinate channel, WJ(\;)f is worse, i.e., I} C Iy
always holds. In the experiments of this paper, we estimate
the quality of the coordinate channels using the modified
Arikan’s heuristic method following SPC [21]. Therefore, the
embedding channel is considered a BEC(e2) where €3 = 5+
and the communication channel is considered a BEC(e;) where
€1 = . Fortunately, the optimality also holds for BECs.

Proposition 2: Suppose that 5 > 0, > 0 and 57 +v < 1.
Assume that V1 <4 < N, W; is a BEC(e2) where €3 = Tt +
and the communication channel W is a BEC(e1) where €; = 7.
Then, for any fixed N = 2" n € N, the code (C;,C2) obtained
using our code construction method is optimal.

This proposition is proved in the Appendix. Here we remark
that the optimality in Proposition 2 is not just asymptotic as
it holds for any N = 2" n € N.

The main reason that the above problem of code construc-
tion for the nested polar codes-based scheme arise lies in the
“nested” part by seeing the scheme as a robust extension
of the original SPC. Recall that the conventional adaptive
steganographic coding only consider the embedding channels
as the communication channel is noise-free and lossless, and
thereby, the code construction of SPC only splits the indices
into two sets where the secret message is concealed in the
frozen bits. By extending SPC into a nested polar codes-
based scheme, the embedding channels and the communication
channel are both taken into consideration, which would lead
to the problem of how to divide the indices into three parts.

C. The Detailed Method

At the sender side, given cover vector x of length N =
2™ n € N, secret message m of length m, distortion profile
p of length N, and robust parameter -, the first step is to
estimate the communication channel W. If W is known, we
can do the code construction using the method we proposed
in the last subsection. Otherwise, we would just assume that
W is a BSC(g) where ¢ = H~1(y). So, we will see the
communication channel W as a known input of the sender
in the following content. After code construction, the sender
will assign up,\ ;, = m and fix the frozen bits up,. Usually,
we can just let up, = (0,...,0) since the choice of the frozen
bits does not affect the error-correcting performance [32].

In the next step, the sender will calculate the optimal
probability distributions of the modifications (5). Note that in
the code construction step, we only need %”) +y=%+"
where the modification probability distributions {;}; are not
required. When doing the actual encoding, to minimize the



This article has been accepted for publication in IEEE Transactions on Signal Processing. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TSP.2024.3510755

distortion incurred, we need the SC encoder to operate based
on the following rule:

L a ) Ui,
i 2 ~
h (yl au’i 1)7

where each h; : {0,1}" x {0,1}*1 = {0,1} is defined as

ifi e Fy

24
if i € Fg, 9

Wi (yN,ai"t0)

0, if st
T WL et T

hi(yY, a7t 2 (25)

1, otherwise,

with V1 < i < N,W; = m; and W following (17) and (18).
Now, as 4 Fs is determined through the SC encoder and i, =
Uur,, the whole sequence @V is known. By performing polar
encoding y = 4} G, the stego y is obtained. The procedures
of the encoding method are presented in Algorithm 1.

Algorithm 1 Nested Polar Codes-Based Robust Adaptive
Steganographic Encoding Algorithm

Input: cover vector  of length N = 2" n € N, secret
message m of length m, distortion profile p of length N,
communication channel W, robust parameter ~.

Output: stego vector y of length N.

1: Do code construction through the method proposed in
Section III-B and obtain sets Fy, Fo\F}, F¥;

2: Set up,\p, = m,up, = (0,...,0);

3: Calculate the optimal probability distributions of the mod-
ifications {m;}, that follow (5);

4: Use the SC encoder with rule (24) (25) to determine ﬁ{v ;

5: Perform polar encoding y = 4 G ;

6: return y.

At the receiver side, the input consists of ¢ which is the
result of y going through the noisy channel W, embedding rate
%> communication channel W, and robust parameter v where
we note that the rule of selecting v is shared by the sender
and the receiver. The first step is to identify sets Fy, Fo\ Fy, F¥
through the same procedures employed by the sender. Then,
the receiver assigns the frozen bits up, = (0,...,0) and uses
the SC decoder that works based on (15), (16) to decode ¢ and
obtain 4 = dpe Udp, where ip, = up = (0,...,0). Then,
the secret message m = i p,\ r, can be extracted. Algorithm 2
presents the procedures of the decoding method.

Algorithm 2 Nested Polar Codes-Based Robust Adaptive
Steganographic Decoding Algorithm

Input: received vector ¢ of length N = 2" n € N, embed-
ding rate %, communication channel W, robust parameter ~.

Output: secret message m of length m.

1: Determine sets Fy, Fb\ Fy, Fs through the code construc-

tion method proposed in Section III-B;

2: Set up, = (0,...,0);

3: Use the SC decoder with rule (15), (16) to determine ﬁ{v ;

4: return m = Up,\ F, .

Finally, we consider the case where the cover length NV
is not a power of two. In this situation, we pad the cover
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with a sequence of wet elements with modification probability
0 following [21] so that the padded cover is of length 2"
where 2" > N and 27! < N. As this step is part of the
algorithm, the padding sequence of wet elements is known by
both the sender and the receiver. Then, by a shared permutation
7, the padding bits spread into the cover elements, which
increases the embedding success rate because the bits that
cannot be modified no longer stick together. At the sender
side, the input cover vector of the proposed algorithm would
become the padded and permuted vector, and the output stego
vector would go through the inverse permutation 7-! and
padding bits removal. At the receiver side, the padding bits
are appended to the received sequence y. Then, the permuted
vector 7(g) becomes the input of the decoding algorithm.

IV. THEORETICAL ANALYSIS

In this section, we provide theoretical analysis on the
robust parameter v and prove the optimality of the proposed
scheme under the constant distortion profile as N tends to
infinity through powers of two in the special case where the
communication channel between the sender and the receiver

m

is a BSC and the design embedding rate % is large enough.

A. Analysis on Robust Parameter ~y

We start by formalizing the communication problem model
of robust adaptive steganographic coding. The sender embeds
secret message signal M into cover signal X and contributes
to the stego signal Y where the secret message and the cover
are uniformly distributed in {0, 1} and {0, 1}?, respectively.
The stego Y is then transmitted through a noisy B-DMC W
and ends up in Y. The receiver extracts the secret message
from Y and obtains M. The schematic of the model is shown
in Fig. 3 where the distortion between the cover and the stego
is measured by an adaptive distortion function D(-,-).

Y -
X4'| Sender I—'| Channel W IL'I Receiver |L’

M

Fig. 3. The schematic of the communication problem model of robust adaptive
steganographic coding where the distortion between the cover and the stego
is measured by an adaptive distortion function D(-,-).

This model is very similar to the information embedding
model in [1] and the only difference lies in the way of mea-
suring the distortion incurred by the embedding process: the
classic model [1] considers a single-letter distortion measure
while our model adopts an adaptive distortion function.

The aim of robust adaptive steganographic coding has two
aspects: the first aspect is to make sure that m = m and
the second aspect is to optimize the PLS/DLS problem. In
our scheme, by employing a large robust parameter <y, one
can guarantee the first aspect in most cases. However, the
higher + is, the more average distortion would be incurred by
the embedding process for fixed embedding rate % because
as the number of information bits |Fj| gets smaller along
with the increasing v, |C2| gets smaller as well. Therefore,
by assuming a fixed robust adaptive steganographic coding
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method, optimizing the PLS problem is equal to finding the
smallest y such that perfect extraction m = m is confirmed.

Intuitively, the choice of 7 should depend on the channel
W, and this is indeed true.

Proposition 3: Given B-DMC W, to attain perfect extraction
of the secret message, v > 1 — I(W).

Proof: In the proposed robust adaptive steganographic
decoding algorithm, the receiver performs channel decod-
ing on the received sequence gy and then conducts adaptive
steganographic extraction to obtain the secret message M.
Consequently, perfect extraction is attained iff 7 = tUp,\ p, =
up,\ F, after channel decoding. Let &; denotes the event that
1; # u,. Then, following (15), (16), we have that

Vie Ff, &= {(uMlN) {0, 1} x YN

U I 1}
WA G i s 1)
(26)
Let £ denotes the event that m # m. Then, we have that

Vie R\F,, &céc |J &,

1€EF\Fy

PE)<PE < Y PE).

1€EFR\Fy

27

An upper bound on P(&;) is given by

1 N N
PE) = 3 e W et (ul,9])

uf oy

1 N N
>y FWN(ZJ{VW{VMQ(U{VJJ{V)

Il
M

vyl oy (WO @D 1,
- i) [~ i— N—
w2 N WYY e e 2

1 i i
-5 47 (W) - 2 (wY).

i 28)

where the third line follows from (26) and the forth line
follows from (9). Indeed, this is the same as the fact that
the Bhattacharyya parameter upper bounds the probability of
maximum-likelihood (ML) decision error [32]. By substituting
(28) into (27), we have that

PE)< Y Z(W](Vi)). (29)
i€F\Fy
So, when v = % > 1 — I(W) and the optimal code

construction is assumed, following (14), we have that

lim P(£) < lim |[F\Fi|-27Y" < lim N2~V =0,
N —o00 N —o0 N —o00
(30)
P < (W) and Vi € F{,Z (W};)) <

as N tends to infinity through powers of two. As a
result, when v > 1 — I(W), P(£) — 0 in N.

where we note that
9—N”
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The last thing to verify is that when v < 1 — I(W),
P(£€) > 0. To prove this, we first note that w >
I(W), which means that there are indices corresponding
to bad channels that are considered good. When optimal
code construction is}assumed, there exists j{ € N such
that limp e Z (W}VJ)) — 1 limy e T (W}V”) — 0, and
j € F5\Fy. Then, by definition (7), we should have that
v € VY Tt e {0,117 W @ ud'10) = WP (1w 1),

(BD
By substituting (31) into (15) and (16), we know that i; = 0
after SC decoding no matter what the original value u; takes.
This suggests that
1
lim P(&) =< < lim P(E),

N—oo 2 7 N—ooo (32)
where we note that the secret message bits are random. Finally,
when the code construction is not optimal, there may exist
indices {j € Fo\F1 : limy_0o Z (W](\ﬁ)) = 1} even when
v > 1 — I(W), which means that the error probability
would only get larger than the situation when optimal code
construction is assumed. This concludes the proof. O

In practice, since a lot of approximations are made in our
scheme, we may need larger v to reach the goal of perfect
extraction, but it should be at least larger than 1 — I(WW) for
an acceptable extraction precision.

B. Optimality in the Special Case

Our aim is to prove the following result in this subsection.

Theorem 1: Suppose that 5 > 0 is fixed and the commu-

nication channel W is a BSC(q) such that H(q) + % < 1.

Then, under the constant distortion profile p £ (1,...,1), if
m > H(1-2"H@) — H(q), by leting v = H(q), the

proposed method is optimal in the sense that it saturates the
classic rate-distortion bound for information hiding as N tends
to infinity through powers of two, i.e., the lowest possible
average distortion is attained as N = 2", n — oo.

Proof: Since p; remains the same for each 1 < i < N,
each W; = m; following (5) is a BSC(p) where p = H (2 +
v) = H='(% + H(q)) in our scheme. Then, by Corollary 1,
we have the optimal nested polar code construction (Cy,Cs).
As Wis a BSC(q), (W) = C(W) = 1— H(q) where C(W)
denotes the channel capacity of W. Similar to the proof of
Proposition 3, when v = 1—I(W) = H(q), by (30), we know
that the error probability tends to zero as N tends to infinity
through powers of two. So, perfect extraction is assured when
the fixed embedding rate is % and the robust parameter v =
H(q) as N tends to infinity through powers of two.

The next step is to calculate the average distortion. As we
know that steganographic polar codes are optimal under the
constant distortion profile given the exact Bhattacharyya pa-
rameters of the coordinate channels after channel splitting [35,
Cor. 1, 2], the average distortion incurred by the embedding
process is indeed F (D) following (3) where 7 with the form
(4), (5) corresponds to the solution of the equation

H(r) m

N N

(33)
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We write
m oy H(r)
NTTTTN
N

m =D im1 2yser MilYilwi) logy mi(yilxi)
— 4=
N N (34)
N1 > milyila) logy mi(yil )

yi €L

§ H7 = H @) = H (wi(ele) = Hp).

where the second line follows (2) and the third line comes
from the fact that all {m;} are the same. As a result, p =
mi(Z|@;) = H™'(% + ) where we note that p < 1. Then,

Er(D) = Z Z mi(yilzi) pi(@i, yi)

i=1y; €T
= Nppi(x; #yi) = Np

where the first line comes from (3) and the second line follows
from the fact that p = 7;(Z;|z;).

We have proved that pair (%, E“JS,D )) = (%,p) is achiev-
able in our scheme under the condition of perfect extraction
of the secret message. The classic rate-distortion bound of

information hiding [1] states that

Rp(d) = H(d) — H(q),

(35)

if dg<d <05

in the binary symmetric case where d, = 1 — 27 (@), Let
Rp(d) = 2, we have that

N
= = H(d) — H(q)
d=H" (% +H(q)) =p.

Since 2 > H (1 —27H@) — H(q), we write

d=p=H" (% +H()

N
>H! (H (1 — 2‘H(“)) — H(q) +H(Q))
=1— 2—H(Q)’

where we note that p < % As a consequence, the optimal pair

(=,d) = (%&,p) is achieved by our scheme. 0

Theorem 1 shows the optimality of the proposed method in
the special binary symmetric case under the constant distortion
profile when the design embedding rate is large enough. Unfor-
tunately, the optimality does not hold when the embedding rate
is small. An approach to optimality in the low-rate scenario is
through “time-sharing”. Specifically, suppose that we want to
embed m bits message m into a length-IV cover. Let R = %
and R = H(1-2"H@) — H(q) where R < R’. Then,
we have that N’ = # < N. Following Theorem 1, by
embedding the secret message m into the partial cover of
length N’ leaving the other elements of the cover unchanged,
as N, N’ tends to infinity, the pair (R, H(3% + H(q))%’)
is achieved with perfect extraction assured. We write

/

H! (% +H(q)) % - (1 - 2*H<q>) NW/ <1- 2H(<;;.)
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Then, following the classic bound [1], we have that

o (7 (5 --10) )

H(1—-2"H9Y —H(q) __,/m N (37
- 1-2-H@® a (ﬁ + H(Q)) v
_pN_m_p

N N
which confirms the optimality.

V. EXPERIMENTS

In this section, we evaluate the proposed method through
simulation experiments conducted on random binary se-
quences. In the code construction step, the quality of the
coordinate channels is estimated using the modified Arikan’s
heuristic method following SPC [21] throughout this section.

A. Experimental Setup

The communication channel W is assumed to be a BSC(q)
following the literature of robust adaptive steganographic
coding [18]. Our method is denoted as RSPC(q’) throughout
this section where v = H(q’). The covers and secret messages
in the experiments are randomly generated binary sequences of
lengths N = 2'2 and m, respectively, where the embedding
rate is given by payload = %;. Two distortion profiles are
considered: the constant distortion profile p = (1,...,1) and
the linear distortion profile p = (1,2, ..., N).

All the experimental results presented in this subsection are
averaged over 100 trials. To evaluate the security performance,
we calculate the average embedding distortion D between
cover  and stego y where the larger this distortion is,
the worse the security performance is for fixed payload. To
evaluate the robustness, we calculate the average bit-error rate
(BER) Renor Of the secret message. The extraction success
rate Ryuccess 15 also applied for evaluation which signifies the
proportion of successful extractions.

Two main robust adaptive steganographic coding schemes
are used for comparison: the widely used STC combined with
Reed-Solomon (RS) codes in the first class and Dual-STC
(DSTC) [18] in the second class. For STC+RS, we set the
STC submatrix height to 10 and the RS code is denoted
as RS(n*,k*). Dual-STC [18] is the state-of-the-art binary
robust steganographic coding scheme, and in this paper, we
use an improved version [26], denoted as DSTC(H,,,H;),
where H,, and H, are heights of submatrices used for message
embedding and error correction, respectively.

B. Comparison of Robustness

The channel we use for the robustness experiments is
BSC(0.02). We calculated Repor and Rgyecess Of different
algorithms in this scenario and the results are shown in
Table I and Table II for the constant distortion profile and
the linear distortion profile, respectively. It can be seen that
the traditional STC+RS and DSTC are not qualified in this
scenario, while the proposed method basically achieves suc-
cessful extraction under various payloads by adjusting the
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TABLE I
COMPARISON OF ROBUSTNESS UNDER CONSTANT DISTORTION PROFILE AND VARIOUS PAYLOADS (EMBEDDING RATES)

. Rerror (>< 10_3 \L‘) RSUCCESS (% T )

Algorithms 0.02 0.04 0.06 0.08 0.1 A 0.12 0.14 0.16 0.18 02
STC+RS(31,15) T98A\0 | 229.4\0 | 244.0\0 | 269.4\0 | 300.0\0 | 334.0\0 | 373.2\0 | 411.1\0 | 432.1\0 | 464.0\0
STC+RS(31,9) 456.6\0 | 404.6\0 | 327.6\0 | 263.7\0 | 2044\0 | 174.6\0 | 131.3\0 | 104.6\0 | 69.6\0 | 55.0\I

DSTC(Z,8) 4663\0 | 415.6\0 | 351.0\0 | 297.5\0 | 230.1\0 | 172.0\0 | 115.0\0 | 81.8\0 | 48.6\0 | 31.2\2

DSTC(1,8) 3945\0 | 292.2\0 | 241.2\0 | 186.3\0 | 148.0\0 | 114.4\0 | 74.6\0 | 48.1\0 | 335\0 | 22.2\0

DSTC(I,8)+RS(31,15) | 188.0\0 | 97.6\2 | 245\42 | 5.0\76 | 04\97 | 02\99 | ONI00 | O\I00 | 0.1\09 | O\i00

RSPC(0.02) 2495\0 | 262.1\0 | 269.8\0 | 302.7\0 | 296.6\0 | 307.2\0 | 322.8\0 | 324.3\0 | 341.5\0 | 335.2\0

RSPC(0.05) 43\81 | 39\80 | 33\76 | 3.2\80 | 3.8\i6 | 4.6\/4 | 78\73 | 102\/4 | 56\75 | 62\77

RSPC(0.08) 0\100 | 0.2\99 | 0\100 | 0.\98 | 0100 | O0\100 | O\100 | O0\1I00 | 0100 | 0\100

TABLE II
COMPARISON OF ROBUSTNESS UNDER LINEAR DISTORTION PROFILE AND VARIOUS PAYLOADS (EMBEDDING RATES)
. Rer'r'o’r' (><10_3 ) Rsuccess (% )

Algorithms 0.02 0.04 0.06 0.08 0.1 SR 0.2 0.11 0.16 0.18 02
STC+RS(31,15) Z777\0 | 431.3\0 | 410.1\0 | 373.8\0 | 3284\0 | 295.5\0 | 262.0\0 | 238.6\0 | 216.6\0 | 196.7\0
STC+RS(31,9) 7652\0 | 406.4\0 | 324.2\0 | 260.9\0 | 203.6\0 | 179.8\0 | 1345\0 | 97.6\0 | 76.6\0 | 50.6\0

DSTC(2,8) F733\0 | 420.8\0 | 3485\0 | 307.0\0 | 221.3\0 | 171.6\0 | 113.6\0 | 79.4\0 | 50.7\0 | 30.2\0

DSTC(1,8) 392.0\0 | 292.4\0 | 239.4\0 | 182.8\0 | 142.7\0 | 107.0\0 | 754\0 | 48.7\0 | 31.9\0 | 19.1\0

DSTC(I,8)+RS(31,15) | 187.7\0 | 1045\4 | 32.2\29 | 5.1\82 | 0.8\94 | 03\99 | O\I00 | 0\I00 099 0\100

RSPC(0.05) 190.7\0 | 184.0\0 | 201.8\0 | 208.4\0 | 217.5\0 | 2164\0 | 236.0\0 | 247.5\0 | 242.0\0 | 251.6\0

RSPC(0.08) 183%\49 | 17.6\46 | 15.0\52 | 22.20\35 | 25.6\42 | 32.0\40 | 27.0\47 | 305\41 | 30.4\46 | 34.5\45

RSPC(0.13) 0\100 | ONI0D | O\IOO | O0NI00 | 0.1\99 | 0.2\99 | ONI00 | O0\I00 | 0\100 | 0\100

L IS LA LR N LA BLELEL BLALELE ELELELE BLELEL ELELELE N LS S N B B B N B ELELEL
STC+RS(31,15) /. STC+RS(31,15) /.
1200 F STC+RS(31,9) S 2500000 [ STC+RS(31,9) PR
DSTC(2.,8) P DSTC(2,8) P

1000 E DSTC(1,8) // b 5000000 - DSTC(1,8) /’ ]

=@ - DSTC(1,8)+RS(31,15) .’ =@ - DSTC(1,8)+RS(31,15) .’

200 RSPC(0.02) // RSPC(0.05) // 2

P RSPC(0.05) ] 1500000 L RSPC(0.08) 8 MR Y i
Q = RSPC(0.08) ’, Pe Q =@ - RSPC(0.13) s _o—
600 - " U ek M P
- —— B -9l
o F T 1000000 |- 4-:ot—: 0O .
400 Fo— =0T ] 4
o ~»
y 20l 500000 F = .

200 |- ]  Eod

O | 1 1 1 1 1 1 1 1 4 0 | 1 1 1 1 1 1 1 1 L
0.02 0.04 0.06 0.08 0.10 0.12 0.14 0.16 0.18 0.20 0.02 0.04 0.06 0.08 0.10 0.12 0.14 0.16 0.18 0.20
payload payload

(a) Constant Distortion Profile

Fig. 4.

parameter p’. Furthermore, we combine DSTC and RS codes
to achieve the strongest robustness achievable by conventional
methods and it can be seen that successful extraction can only
be realized when the payload ranges from 0.14 to 0.2.

C. Comparison of Security Performance

To evaluate the security performance, we calculate the
average embedding distortion of the above algorithms in the
same setting of Section V-B and the results are shown in
Fig. 4. It can be seen that the average distortion incurred by
RSPC is much less than that of DSTC(1,8)+RS(31,15) when
successful extraction is achieved. Here we note that methods
with average distortion lower than RSPC are not feasible in
practical scenarios as they cannot provide reliable robustness.
Overall, the proposed algorithm provides reliable robustness
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(b) Linear Distortion Profile

Comparison of the average embedding distortion for different algorithms under various payloads (embedding rates) where W = BSC(0.02).

and also has distinct advantages when it comes to security
performance compared to the existing methods.

D. Evaluation under High Payloads and Bad Channels

In real-world applications, we may need high embedding
rates when the secret message is long. Table III and Table IV
show the experimental results of robustness comparison in
this scenario where DSTC++ denotes DSTC(1,8)+RS(31,15).
It can be observed that combining DSTC and RS codes is not
suitable for the scenario when the embedding rate is high due
to the fact that error-correcting codes significantly increase
the message length which would exceed the bound of the
maximum information that can be embedded using DSTC.
On the contrary, the proposed method can provide reliable
robustness by adjusting the robust parameter, and thus, it is
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TABLE III
EVALUATION OF ROBUSTNESS WITH HIGH PAYLOADS (EMBEDDING RATES) UNDER CONSTANT DISTORTION PROFILE

. Rerror (x1073 ) \Rsuccess (%0 1)

Channels Algorithms 01 07 03 04 05 0%

DSTC++ | 0.4\07 | O\100 - - - -
BSC(0.02) [ RSPC(0.08) | O\I00 | O\100 | 0\100 | O\I00 | 0.1\99 | 0.1\99
RSPC(0.1) | O0\I00 | 0\100 | 0\100 | O\I00 | 0\100 | 0.5\99

DSTC++ | 1473\0 | 0.7\04 - - - -
BSCO.05) —Rspco) [ 26188 | 2.6\01 | 58\86 | 42188 | 6.9\84 | 82.9\33
RSPC(0.15) | 0\100 | 0\100 | O\100 | 0\100 | 1.9\96 | T71.1\31

TABLE IV

EVALUATION OF ROBUSTNESS WITH HIGH PAYLOADS (EMBEDDING RATES) UNDER LINEAR DISTORTION PROFILE

. Rerror (X10_3 vL) \Rsuccess (% T )
Channels Algorithms o1 072 03 04 03
DSTC++ 1.1\94 0\100 - - -
BSC(0.02) RSPC(0.1) 0\90 0\91 0\84 0\93 0.1\86
RSPC(0.13) 0.1\99 0\100 0.3\98 0\100 3.0\94
DSTC++ 144.5\0 | 0.5\92 - - -
BSC(0.05) RSPC(0.15) 3.4\88 2.4\93 | 4.1\89 | 6.4\91 18.3\8
RSPC(0.2) 0\100 0\100 0.1\99 | 4.6\94 | 44.6\0
TABLE V TABLE VI
EVALUATION OF ROBUSTNESS WITH BAD CHANNELS UNDER
EVALUATION OF ROBUSTNESS WITH BAD CHANNELS UNDER
CONSTANT DISTORTION PROFILE
LINEAR DISTORTION PROFILE
0 RE’I"I’O’!’ (XlO_B ~L) \Rsuccess (% T ) D —3 D
Channels | Algorithms 0.05 0.1 0.15 Channels | Algorithms Re'(’)rgs” (x10 ‘lé)l\Rsuccess O((TZ;T )
DSTC++ 399.2\0 303.8\0 222.7\0 DSTCH+ 392.2\0 303.1\0 323.0\0
BSC(0.1) RSPC(0.15) 7.5\74 6.8\74 8.8\76
BSC(0.1) RSPC(0.2) 2.6\88 4.4\88 6.7\85
RSPC(0.2) 0\100 0\100 0\100
RSPC(0.25) 0\100 0\100 0\100
RSPC(0.2) 11.1\72 8.8\85 16.5\78
BSC(0.15) RSPC(0.25) 4.1\91 3.3\93 9.1\86
RSPC(0.25) 0\100 0\100 0\100 BSC(0.15) RSPC(03 0v100 0\100 04\98
RSPC(0.25) 16.3\74 20.6\73 14.7\80 0.3) -
BSC(0.2) RSPC(0.3) 0L100 0 100 1197 BSC(0.2) RSPC(0.3) 2.9\55 1.5\97 89.6\94

superior to the existing algorithms. Here we remark that our
method does not show the expected performance in the lower-
right corner of the tables because H(q') + % > 1 which
exceeds the theoretical parameter range.

Aside from the above scenario, we may also have to face
bad channels in real-world applications. Table V and Table VI
show the robustness comparison results in this scenario. It
can be noticed that combining DSTC and RS codes cannot
provide reliable robustness when the communication channel
W is bad as the extraction success rate is always 0, while
the proposed method guarantees the perfect extraction of the
secret message by lifting the robust parameter ~ (equivalently,
q). These experimental results are as expected as our scheme
has a theoretical basis and a structure consistent with the com-
munication problem model shown in fig. 3 while the design
of the existing methods are quite empirical and heuristic.

Experimental results on the comparison of the average
embedding distortion are shown in Fig. 5. We can see that
the proposed method provides more robustness than DSTC++
at a similar distortion level. More importantly, our method is
capable when the embedding rate is high while DSTC++ is
not applicable in this scenario. By lifting the robust parameter,
the proposed method provides much more robustness than
DSTC++ which can even assure successful extraction when
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the communication channel is bad.

In the last of this subsection, we would like to explain why
the performance of the proposed method seems worse when it
comes to the linear distortion profile compared to the constant
distortion profile. The key reason is that when doing code
construction, the adaptive steganographic embedding channels
{W;}; are considered all the same BSC(p) while they are
actually not the same at all. Since the receiver does not have
access to the cover, the distortion profile p based on the
cover characteristics and the optimal transition probabilities
{W;(-|-)}; that are dependent on p are not synchronized to
the receiver. As the embedding rate and the robust parameter
are known by both sides, to make sure that the receiver can
conduct the same code construction procedures, {W;}; are
considered all the same subject to the embedding rate and the
robust parameter. As {W;}; are indeed all the same under the
constant distortion profile, the performance of the proposed
method would appear to be better in this situation compared
to other general distortion profiles.

E. Complexity Analysis

In this subsection, we compare the computational complex-
ity of various robust adaptive steganographic coding methods.
For RSPC, the modified SC encoding and SC decoding both
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Fig. 5. Comparison of the average embedding distortion of the proposed algorithm and DSTC++ under high payloads (embedding rates) and bad channels.

have complexity O(N log N). Compared to the original SPC,
the main difference is that the Bhattacharyya parameters have
to be estimated two times for C; and C», and the decoder has to
conduct an extra SC decoding. Since all these operations only
lead to constant multiples of the complexity, the computational
complexity of RSPC remains O(N log N).

TABLE VII
COMPARISON OF COMPUTATIONAL COMPLEXITY

RSPC | DSTC
O(NlogN) | O(2"N) | O(2"N + Nlog® N)

| STC+RS / DSTC+RS

The complexity comparison of various methods are shown
in Table VII where h denotes the constraint height of the STC
encoding matrix. Note that DSTC shares the same complexity
with STC while STC+RS shares the same complexity with
DSTC+RS. Here we make a remark that although the RS
coding is conducted on the secret message, by fixing the
embedding rate R, O(NRlog”>(NR)) = O(Nlog® N). So,
RSPC also holds lower complexity compared with DSTC+RS.

VI. CONCLUSION

We have proposed a reliable robust adaptive steganographic
coding scheme based on nested polar codes in this paper. The
proposed method is very flexible with a robust parameter ~y
that controls the balance between robustness and the average
distortion incurred by the embedding process. Compared to
the existing robust adaptive steganographic coding algorithms
which can only provide limited robustness, the proposed
method can guarantee the perfect extraction of the secret
message by lifting parameter v even when the communication
channel between the sender and the receiver is fairly bad.
Aside from the practical concerns, we have theoretically
analyzed the robust parameter v and provided a direction
on how to select the parameter for an acceptable extraction
precision. Moreover, we proved the optimality of the proposed
scheme under the constant distortion profile as cover length
N tends to infinity through powers of two in the special case
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where the communication channel is a BSC and the design em-
bedding rate 3 is sufficiently large. The overall performance
of the proposed scheme would increase by applying better
Bhattacharyya parameter estimation methods like [41], [45]
and the Successive Cancellation List (SCL) [43] algorithm.

There are several directions of improvement that we are
going to work on in the future. The first possible improve-
ment is to consider real-world applications for specific covers
and lossy processing conducted on the stego. By utilizing
the properties of the cover, the lossy processing, and the
proposed coding method, we can devise supporting methods
to support the steganographic coding scheme for specific
real-world scenarios, e.g., JPEG compression. By combining
the specific supporting methods with the proposed coding
method, the algorithm would be more practicable in real-
world applications. Another way of improvement is to devise
“time-sharing” strategies for the low-rate scenario. Although
the “time-sharing” strategy for the constant distortion profile is
straightforward, for general adaptive distortion functions, the
design of such strategies still need more investigations from
both the theoretical and practical aspects.

APPENDIX
PROOF OF PROPOSITION 1

To prove the result, we first introduce a lemma.

Lemma 1: If B-DMC W : {0,1} — Y is degraded with
respect to B-DMC W : {0,1} — 37 then, V1 <i< N, W(z)
is degraded with respected to W and Z(W{") < Z(W ).

This lemma is a restatement of [42, Lemma 4.7] and the
proof is omitted. Now, using Lemma 1, we have that

vi<i<N, zWw{)<zwd). (38)

Taking limits on both sides of (38), we have that V1 < i < N

ZWy) < limZ(Wy).

lim
N=2" n—oo

(39)
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Then, when limpy—on o0 Z(W](Vi)) _

— 3 T, (’L) . ~ (’L)
= N=21’g£bl—>oo ZWy) < N=21711%—>oo Z2Wy') <1
; 7(1) (40)
= lim Z(WN y=1

N=2" n—oo
By Definition 1, we conclude that the pair (W, W) is an
optimal channel pair for nested polar code construction.
PROOF OF COROLLARY 1

Since 3 > 0,7 > 0, apparently, we have that 5 + v > v
and ¢ < p < 1. Let W :{0,1} — {0,1} be a BSC(l_Q
Then, following (23), we write

ST WEOW Oy = > WEnHWy)

ye{0,1} y€e{0,1} (41)
pP—q P—q

=(1-¢q)(1- =1-

( Q)( 12q>+q12q p

and

S WEoW'dly) = Y W)W (0ly)
ye{0,1} ye{0,1} (42)
P4 _P—q _
= q)1_2q+q(1 1_2q> p.

As a consequence, the channel W; = BSC(p) is degraded
with respect to W = BSC(q). Therefore by Proposition 1, we
have that the pair (W, W;) = (BSC(g), BSC(p)) is optimal for
nested polar code construction.

Because of the channel polarization phenomenon, the frac-
tion of coordinate channels such that ngnoo zw{) =1
goes to 1 — I(W) = H(q) = v and the fraction of
coordinate channels such that ]\}gnoo Z (Wj(vl)) = 0 goes to

I(W) =1 — ~. Similarly, the fraction of channels such that

: 1)y _ _ _m
A}grﬁl)oZ(WA;f) =1goestol—I(W;) = H(p) =%+~ and
the fraction of channels such that I\}im Z(W ](\;) ) = 0 goes to

— 00 st

I(W;) = 1 — % — . Using our code construction method,
F5 contains yN + m indices corresponding to coordinate
channels with the largest Bhattacharyya parameters Z (W](\;é)t)
Then, as N tends to infinity through powers of two, Vi &€
Fy, lim Z(WN)) = 1:Vi F3, lim Z(WY)) = 0. Simi-
larly, F1 consists of YN indices cor;:%oponding to coordinate
channels with the largest Bhattacharyya parameters Z (W( ))
that are contained in F5. By optimality of pair (W, W;),

: (i)y _ : (1) y _
A}gnooZ(WN )=1= A}gnoo ZWy) =1
: @)y _ : (1)) _
A}gnoo ZWy')=0= A}gnoo Z(Wx') =0,
which means that Vi € Fy, ]\}im Z(WJ(\;)) = 0 and Vi €
i — 00
Fi, A}im Z (W](\;)) = 1. This concludes the proof.
— 00

PROOF OF PROPOSITION 2

Apparently, we have that 0 < ¢; < e < 1 following the
proposition statement. By (6), we write

= > VW)W (y[1)

yey
:0+0+61:61.

(43)
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Similarly, we also have
Z(WZ) = €2.

Consequently, Z(W) < Z(W;).
Let us consider Arikan’s single-step polar transformation

(W, W) — (W=, W%) where W is a BEC. Following (11),
we write B
ZW+)=2Z(W)?
dz( i ™) B , 44)
=22 20

This means that as Z (W) increases, Z (W ) increases as well.
Similarly, following (12), we write

ZW™)=2Z(W) - Z(W)*
azWwo) _, 2Z(W) > 0. )
dZ(W)

So, Z(W ™) also increases along with Z(W). Since Z (W)
increases continuously along with the erasure probability of
the BEC, Z(W™) and Z(W ™) increases continuously along
with the erasure probability as well. Therefore,

6 <e=Z(WH) < Z(W),Z(W™) < Z(W;). (46)

As we know that if W is a BEC, W+ and W~ are also
BECs [32, Proposition 6], all the coordinate channels after
channel splitting are BECs by induction. Therefore, for any
fixed N = 2"n € N, V1 <i < N, Z(W\)) < Z(W)).
This means that if WI(VZ) is a bad coordinate channel, W](\;)t
is worse. Consequently, by similar means of the proof of
Corollary 1, we can always make sure that ¢ € F; = ¢ € Fb,
Fy C F5. This concludes the proof.
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